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Tento dokument sumarizuje experimenty s automatizaciou s Ansible, monitoringom cez
Zabbix a ich prepojenim.

1 ANSIBLE

V nasledujucej Casti predstavime komponent Ansible,

1.1 INSTALACIA ANSIBLE AWX NA LINUXOVEJ DISTRIBUCII DEBIAN

1.1.1 Poziadavky potrebné na instalaciu
1.1.1.1 Systémové poziadavky
¢ Minimalne 4GB operacnej pamate.
e Minimalne dve jadra procesora.
¢ Minimalne 20GB ulozného priestoru na disku.
e Funkény Docker, Openshift alebo Kubernetes.

e Pri pouziti externej PostgreSQL databazy, pouZzit minimalne verziu 10+.

1.1.1.2 Verzie systémov pouZzité pri instalacii

e Ansible AWX —15.0.1
e Ansible —2.9.15
e Docker—-19.03.13

o Docker-compose — 1.21.0

1.1.2 InStalacia systému Ansible AWX

InStalacia prebiehala na Linuxovej distribucii Debian 10.6. Nainstalovat’ Ansible AWX je
mozné na ktorejkolvek distribucii Linuxu, na ktorej je mozné nainStalovat’ Ansible server. Na
nainstalovanie Ansible AWX sme pouZili Docker a docker-compose. Da sa nainstalovat aj
pomocou Openshift alebo Kubernetes. Kroky instalacie k jednotlivym moznostiam sa nachadzaju
na https://github.com/ansible/awx.

Teraz si rozoberieme potrebné kroky na nainstalovanie Ansible AWX pomocou Dockeru
a docker-compose.
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o Aktualizovanie repozitarov.

apt-get update -y

o InStalacia potrebnych dependecies na nainstalovanie systému Docker.

apt-get install apt-transport-https ca-certificates curl gnupg2 software-
properties-common -y

e Stiahnutie a pridanie Docker GPG klt¢a.

curl -fsSL https://download.docker.com/linux/debian/gpg | apt-key add -

e Pridanie Docker repozitara.

add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/debian
$(1lsb_release -cs) stable"

o Aktualizovanie repozitarov.

apt-get update -y

e InStalacie Docker a docker-compose.

apt-get install docker-ce docker-compose -y

e Overenie inStalacie

docker —version
docker run hello-world
systemctl status docker.service
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o Pridanie Ansible repozitara.

apt-key adv --keyserver keyserver.ubuntu.com --recv-keys 93C4A3FD7BB9C367
echo "deb http://ppa.launchpad.net/ansible/ansible/ubuntu bionic main" | tee
/etc/apt/sources.list.d/ansible.list

e Aktualizacia repozitarov.

apt-get update -y

¢ [nStalacie Ansible.

apt-get install ansible -y

e Overenie instalacie.

ansible —-version

¢ InStalacia Node.js, NPM a Git.

apt-get install nodejs npm git -y
npm install npm --global

o Instalacia python modulu pre Docker a potrebnych dependecies.

apt-get install python3-pip pwgen python3-docker -y
pip3 install requests==2.14.2

o Dalej je potrebné aktualizovat verziu pythonu.

update-alternatives --install /usr/bin/python python /usr/bin/python2.7 1
update-alternatives --install /usr/bin/python python /usr/bin/python3 2

e Zistenie docker-compose verzie

docker-compose version
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o Nainstalovanie docker-compose python modulu na zaklade verzie docker-

compose.

pip3 install docker-compose==1.21.0

e Stiahnutie najnovsej verzie Ansible AWX z githubu.

git clone --depth 50 https://github.com/ansible/awx.git

e Potrebné je prejst do zlozky awx/installer/.

cd awx/installer/

e \ygenerovanie hesla pre tajny kluc.

pwgen -N 1 -s 30 => *kkkkkkkkkkkhkkkhhkkkhkkk

o Vytvorenie képie podvodného inventory suboru.

ocp inventory inventory.old

e Konfiguracia inventory suboru. Odporu¢ame vymazat obsah suboru a pridat do

neho iba potrebné veci, pre lepsi prehlad.

nano inventory
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e Obsah suboru inventory

localhost ansible connection=local ansible python interpreter="/usr/bin/env
python3"

[all:vars]

dockerhub base=ansible

awx_task hostname=awx

awx_web hostname=awxweb

postgres_data dir=/var/lib/pgdocker

project data dir=/var/lib/awx/projects

host_port=80

host_port_ssl=443

docker compose dir=/var/lib/awxcompose

Pg_username=awx

Pg_password=awxpass

pg_database=awx

pPg_port=5432

admin_user=admin

admin_password=adminpassword

create preload data=True

#kIué, ktory sme si vygenerovali pomocou pwgen
secret key=************************

o Po instalacii vznikali problémy, Ze awx_task kontajner nepockal na awx_postgres
kontajner na dokoncenie inicializacie a migracie. To spdsobilo problém so
synchronizovanim databazy a Ansible AWX nebolo mozZzné rozbehnut. Tento
problém je popisany v reporte https://github.com/ansible/awx/issues/8300. Aby sa
predislo tomuto problému je potrebné:

o maodifikovat subor:
= awx/installer/roles/local_docker/templates/docker-compose.yml.j2
o v nom n3ajst prikaz na spustenie awx_task
» command: /usr/bin/launch_awx_task.sh
o a nahradit ho prikazom
=  command: /bin/bash -C "sleep 30 && exec
/usr/bin/launch_awx_task.sh"
o to spbsobi to, Ze uspi spustenie awx_task na potrebny ¢as.
o Instalacia Ansible AWX pomocou playbooku

o ansible-playbook -i inventory install.yml
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e Po Uspesnej instalacii by sa mali vytvorit potrebné kontajnery (awx_task,
awx_web, awx_redis a awx_postgres), ktoré sa dokazu overit’ prikazom
o docker ps
o Po instalacii bude prebiehat migracia databazy. Toto sa musi dokoncit, aby bolo
mozné pristupit k webovému rozhraniu. Na monitorovanie progresu je mozné
pouzit’ prikaz
o docker logs -f awx_task

1.2 PRACA S ANSIBLE AWX

1.2.1 Prihlasenie do Ansible AWX a zakladné pojmy

Do Ansible AWX sa da prihlasit prostrednictvom webového prehliadaca. Staci zadat
adresu alebo doménu na, ktorej vam bezi Ansible server. Po nacitani stranky sa zobrazi
prihlasovacie okno. Meno a heslo su podla toho, aké ste nastavili v konfiguraénom subore
inventory. Jedna sa o premenné admin_user a admin_password.

AWK

Welcome to Ansible AWX! Please sign in.

USERNAME

PASSWORD

| siGNIN |

Obrazok 1 Prihlasovacie okno

Po uspesnom prihlaseni sa zobrazi dashboard na, ktorom je vidiet poCet hostov, invetories
a projects. Taktiez, sa tu nachadza aj graf, ktory ukazuje spustené automatizacné ulohy (jobs).
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& admin AB © & O

DASHBOARD @
VIEWS

@ Dashboard ’1 O ‘| O '] O

HOSTS FAILED HOSTS NVENTORIES INVENTORY SYNC FAILURES PROJECTS PROJECT SYNC FAILURES

3% Jobs

B8 Sschedules

JOB STATUS PERI0D | past monTH
M ™y view

1
RESOURCES
Z Templates

@, Credentials

JoBS

&5 Inventories

B Projects }
1

</> Inventory Scripts . . 1 . - N . . . dec2
6 novi7 novi8 novid nov20 nov22 nov23 nov24 nov25 nov26 nov2] nov28 nov30  dect dec
ACCESS TIME

B organizations
& Users
& Teams

ADMINISTRATION

RECENTLY USED JOB TEMPLATES RECENTLY RUN JOBS
No job templates were recently used. No jobs were recently run.

You can create a job template here.

Credential Types
A Notifications
&8  Management jobs

Instance Groups

& Applications

£ settings

Obrazok 2 Ansible AWX dashboard

Na lavej strane mézete vidiet rézne moznosti na vyber. Teraz si ich v skratke vysvetlime
a povieme €o sa v nich nachadza.

e Dashboard - zhrnutie jednotlivych hostov, inventare a projekty. Graf UspesSnych
a neuspesnych uloh.

o Jobs — obsahuije list uloh, ktoré boli vykonané. TaktieZ sa tieto ulohy daju znovu spustit.

e Shedules — Tu sa da nastavit' spustanie jednotlivych uloh na zéklade ¢asu.

e My View — obsahuje jednoduchy zoznam rdéznych uloh, ktoré je mozné spustit. Tato
moznost je ur€ené pre tych, ktory sa nevyznaju v nastavovani jednotlivych templates,

projektov a inventarov ale potrebuju spustit iba nejaké ulohy.

e Templates — obsahuje vytvorené templates, ktoré sa vztahuju na jednotlivé projekty
a inventare. Taktiez sa tu daju spustit, aby vykonali zadané ulohy.

¢ Credentials — tu sa daju definovat rézne spbsoby autentifikacie, ktoré ma pouzivat
Ansible AWX. Jednotlivé credentials sa daju potom priradit k templatom, inventarom alebo
projektom, ktoré potrebuju autentifikaciu.

¢ Projects — tu sa definuju projekty. Jednotlivé projekty obsahuju playbooky, ktoré sa potom

pouzivaju v templatoch.
URAD VLADY
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¢ Inventories — obsahuje hostov, na ktorych sa vykonavaju jednotlivé ulohy.

Inventory scripts — scripty, ktoré automaticky vedia pridavat hostov z réznych prostredi.

¢ Organizations — logické zoskupenie pouzivatelov, timov, projektov a inventarov.

e Users — tu sa daju definovat pouzivatela, ktory sa dokazu prihlasit do Ansible AWX
a spravovat veci v iom.

o Teams — je to podmnoZina organizacie. TaktieZ obsahuje pouzivatelov, projekty a rézne
credentials a permisions. Credentials je mozné pridelit rovno celému timu a nie kazdému

pouzivatelovi samostatne.

o Administration — tu sa nachadzaju r6zne moznosti, pre spravu Ansible AWX. Napriklad

nastavenie notifikacii, roznych aplikacii a samotné nastavenia Ansible AWX.

Pouzivatelské konto sa da vytvorit v zaloZzke Users. Pomocou tohto konta sa da potom
prihlasit do Ansible AWX. Da sa nastavit meno, priezvisko, email, prihlasovacie meno, heslo a
typ pouzivatela (admin/oby&ajny pouzivatel).

NEW USER

FIRST NAME LAST NAME * ORGANIZ

Martin Mikvy Q | Default

* EMAIL * USERNAME

test@gmail.com mmlkvy SHOW | eeeeeee

* CONFIRM PASSWORD USER TYPE

....... Normal User “
Normal User o
System Auditor

System Administrator

Obrazok 3 Vytvorenie pouzivatel'ského konta

Potom ako ucet vytvorime a ulozime, tak ho vieme pridat’ do organizacie, timu alebo mu
priradit rézne povolenia.
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mmlkvy  somin LAST LOGGED IN: 2.12.2020 10:16:35

DETAILS ORGANIZATIONS

TEAMS PERMISSIONS

TOKENS

FIRST NAME

Martin

* USERNAME

mmlkvy

USER TYPE

System Administrator

* % %
* *
* *
* *

* e *

LAST NAME

Mikvy

PASSWORD

SHOW

* EMAIL

test@gmail.com

CONFIRM PASSWORD

SHOW

BRAIN:IT

CANCEL

Obrazok 4 Priradenie réznych moznosti ku pouzivatel'skému kontu
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1.2.3 Spustenie playbooku nad hostom pomocou Ansible AWX
1.2.3.1. Vytvorenie ssh pripojenia medzi serverom a klientom

Ako prvé je potrebné zabezpecit ssh spojenie medzi klientom a Ansible serverom. Obaja
musia mat nainstalované ssh.

Najskér si vygenerujeme ssh kfu€ na servery. Urobime to pomocou prikazu ssh-keygen.

Potom ako sme si vygenerovali klu¢, tak poSleme verejny kI'U¢ servera na hosta, ktorého
chceme spracovavat pomocou Ansible servera. To spravime pomocou prikazu ssh-copy-id
root@ 192.168.1.101.

1.2.3.2. Vytvorenie organizacie v Ansible AWX
Prihlaste sa do Ansible AWX. V bo&nom panely je potrebné vybrat’ zalozku Organizations.
Tam vytvorime novu organizaciu.

&xmn A@ O & O
ORGANIZATIONS °
ORGANIZATIONS .
Q KEY !
Default s 0
@ TEAVS
# Templates SOIECT
P @B PROJECTS
Credentials
JOB TEMPLATES @D ADMINS

Projects

Inventories

Scripts

Obrazok 5 Vytvorenie organizacie pomocou Ansible AWX 1

Treba zadat’' meno organizacie a uloZzit ju.

NEW ORGANIZATION

DETAILS

* NAME DESCRIPTION INSTANCE GROUPS @

VB_test_organization Q

GALAXY CREDENTIALS @

Q

Obrazok 6 vytvorenie organizacie pomocou Ansible AWX 2
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1.2.3.3. Vytvorenie projektu a priradenie organizacie k nemu

V projektoch Ansible AWX sa nachadzaju jednotlivé playbooky. Popiseme si dva spésoby
ako nahrat playbook na Ansible AWX (z lokalneho prie€inka alebo z repozitara na githube).

1. Pouzitie lokalneho prie€inka.

Ako prvé je potrebné vytvorit prieinok na Ansible servery tam kde maju projekty working
directory. To sa definovalo pri instalacii Ansible AWX v subore inventory. Konkrétne sa jednalo
0 premennu project_data_dir.

mkdir /var/lib/awx/projects/test_konektivity_p
Akonahle mame vytvoreny prieCinok, tak do neho mézeme pridat’ subor formatu .yaml
(.yml).
nano /var/lib/awx/projects/test_konektivity p/testKonektivity.yml
- name: Testing conections
hosts: all

remote_user: root

tasks:
- name: Ping all
ping:
Teraz mdézeme pomocou Ansible AWX vytvorit' projekt. Urobime to tak, ze klikneme na
lavej liSte na zalozku Projects a tam vytvorime novy projekt. Tam mu zadame nazov, vyberieme

organizaciu, SCM type nastavime na manual a vyberieme prieCinok kde sme vytvorili nas
playbook.

NEW PROJECT

DETAILS

* NAME DESCRIPTION * ORGANIZATION @

VB_test_project Q | VB_test_organization

* SCM TYPE

* PLAYBO ORY @

fanual test_konektivity_p

Obrazok 7 Vytvorenie projektu s lokalnym uloziskom

URAD VLADY

Financované SLOVENSKE| REPUBLIKY 15

Eurépskou Gniou pl-A,N IOBNOVY: @

NextGenerationEU




ZILINSKA UNIVERZITA V ZILINE

a normatiy BRAIN:IT

pl

2. Pouzitie GitHub repozitara.

Ansible AWX si vie stiahnut playbooky z GitHub repozitarov. Na to aby sa vedel dostat’' do
repozitara, tak dany repozitar musi byt verejny. Potom pri vytvarani projektu treba zvolit ako SCM
Type Git a vlozit' url adresu repozitara, v ktorom sa nachadzaju dané playbooky.

NEW PROJECT

DETAILS

* NAME DESCRIPTION * ORGANIZATION @

projekt Q| VB _test_organization

* SCM TYPE

Git v

SOURCE DETAILS

*SCM URL @ SCM BRANCH/TAG/COMMIT @ SCM REFSPEC @

https://github.com/martinmlkvy/ansible_awx.git

SCM CREDENTIAL SCM UPDATE OPTIONS

Q [ cLean @
[] DELETE ON UPDATE @
[J UPDATE REVISION ON LAUNCH @
[ ALLOW BRANCH OVERRIDE @

Obrazok 8 Vytvorenie Projektu pomocou GitHubu

1.2.3.4. Vytvorenie credentials
Tieto credentials sa pouZiju pri spustani playbookov na ansible hostovi.

Najskér musime ziskat privatny kf'u¢€ ansible servera. O kopirujte si ho, neskér ho budeme
importovat’ do Ansible AWX.

cat /root/.ssh/id_rsa

Teraz v Ansible AWX v lavej liSte zvolime zalozku Credentials a tam vytvorime novu
inStanciu. Credential type zvolime machine, lebo sa bude tykat iba nasho hosta. Zadame
prihlasovacie meno, akym sa budeme prihlasovat na hosta (root). PriloZime privatny klu¢ nasho
Ansible servera.

Rt DETALS

[ schedules
*NAME @ DESCRIPTION @ ORGANIZATION @
My Vier
M myview VB_test_credentials Q | VB_test_organization
RESOURCES
[+ CREDENTIAL TYPE @
& Templates
® Q | Machine

&, Credentials
TYPE DETAILS

& Projects
B Projec —_— HESLO [ Prompt on launch
& Inventories. Q | root Q ®

<J> Inventory Scripts

SSH PRIVATE KEY  HINT: Drag and drop private file on the field below.

access [ BEGIN OPENSSH PRIVATE KEY-----
b3B1bnNzaC1rZXktd EAA A

B organizations

Q qaSBHEFOrNnssLIX
& Users
22C1FMpnQLtENF+TQB
o reams 3g1n80VRONDD29wIG/ 3
ADMINISTRATION .
SIGN CERTIFICATE HINT: Drag and drop private file on the field below.
B credential Types
A Notifications
- a
& Management jobs
BB instance Groups
& roplications PRIVATE KEY PASSPHRASE O Prompronlaunch  PRIVILEGE ESCALATION METHOD @ PRIVILEGE ESCALATION USERNAME
£ settings Q A M Q
PRIVILEGE ESCALATION PASSWORD O Prompt on launch
Q @

CANCEL m
Obrazok 9 Vytvorenie credentials v Ansible AWX
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1.2.3.5. Vytvorenie inventara a priradenie hosta
V Ansible AWX klikneme na zalozku Inventory a ta vytvorime novy inventar a ulozime ho.

NEW INVENTORY

DETAILS

* NAME DESCRIPTION * ORGANIZATION

VB_test_inventory Q| VB_test_organization

INSIGHTS CREDENTIAL INSTANCE GROUPS @
Q Q
varizeles © ([N EXPAND

1 -

-

Obrazok 10 Vytvorenie inventara v Ansible AWX

Potom ako sme uloZili vytvoreny inventar tak prejdeme do zalozky hosts v inventari a
vytvorime nového hosta a ulozime ho.

CREATE HOST O
* HOST NAME @ DESCRIPTION
192.168.1.101
VARIABLES @ EXPAND
Obrazok 11 Priradenie hosta do inventara
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Teraz vyskuSame spustit nad klientom ping modul aby sme otestovali konektivitu a
spojenie pomocou ssh medzi Ansible AWX a Ansible hostom. Prejdite na Inventories, otvorte novo
vytvoreny inventar a prejdite do zalozky hosts. Tam vyberte hosta, ktorého sme vytvorili a stlacte
run command.

/
1

|
5
Py
5
@
()

VB_test_inventory

Schedules

My View Q KEY RUN COMMANDS
HOSTS DESCRIPTION @ RELATED GROUPS ACTIONS

s B@ - o s s

Credentials
Inventories

<[> Inventory Scripts

ACCESS

Q KEY

B organizations

. NAME ~ TYPE & ORGANIZATION & ACTIONS
& users

& reams Demo Inventory Inventory Default v [a] &
ADMINISTRATION @ VB_test_inventory Inventory VB_test_organization ’d & &

B credential Types

A Notifications

Obrazok 12 Spustenie prikazu nad hostom v inventari

Zobrazi sa vdm okno, v ktorom vyberieme modul ping a machine credentials. MdZete
taktiez zmenit verbosity vypisu. Potom je potrebné spustit ulohu pomocou tlacidla launch.

EXECUTE COMMAND

* MODULE @ ARGUMENTS @ LUMIT @

ping A 192.168.1.101
* MACHINE CREDENTIAL @ * VERBOSITY @ FORKS @

Q| VB_test_credentials 0 (Normal) - °

Choose a verbosity
SHOW CHANGES @

0 (Normal)
1 (Verbose)
2 (More Verbose)

(

EXTRA VARIABLES @ (
- [(

[¢

1] --- 3 (Debug)

4 (Connection Debug)

Obrazok 13 Spustenie ping modulu nad hostom
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Potom sa zobrazi okno, v ktorom mbézete sledovat priebeh vykonavania ulohy. Po
uspesSnom vykonani by to malo vyzerat’ takto.

DETAILS £ @ ping
- ELAPsED L%
STATUS ® Successful
STARTED 2.12.2020 11:56:00 K
SEARCH Q| KEY
FINISHED 2.12.2020 11:56:04
J08TvPE Run ANV oAy
LAUNCHED BY admin 1| Identity added: /tmp/awx_2_tc5ltt_s/artifacts/2/ssh_key_data (root@ansibleawxl)
NVENTORY v o 2| [WARNING]: Platform linux on host 192.168.1.101 is using the discovered Python
- 3| interpreter at /usr/bin/python, but future installation of another Python
CREDENTIAL 4| interpreter could change this. See https://docs.ansible.com/ansible/2.9/referen
5| ce_appendices/interpreter_discovery.html for more information.
L 92.168.1.101 6|[192.168.1.101 | SUCCESS = {
awx 7 “ansible_facts": {
8 "discovered_interpreter_python": "/usr/bin/python”
towel 9 }
es © ([N 50N ) EXPAND 10 “changed"”: false,
1 “ping": “pong"
1) --- 12|}

Obrazok 14 Vykonany ping modul nad hostom

1.2.3.6. Vytvorenie template pomocou Ansible AWX

V Ansible AWX zvolime zaloZku Templates a tam vytvorime novu job template. Treba
vyplnit potrebné kolonky ako vidite na obrazku. TaktieZ sa da vybrat spésob verbosity. Akonahle
mate vSetko nastavené tak treba template ulozit. Potom ako bude ulozena tak ju mézeme spustit
pomocou Launch

VB _test_template

DETAILS PERMISSIONS NOTIFICATIONS COMPLETED JOBS SCHEDULES ADD SURVEY

TNAVE DESCRIPTION * 0B TYPE © ] sRowT ONLAUNGH
VB_test_template RuN
* INVENTORY @ 0 sroweronancH] |+ projecT @ ¥ PLAYBOOK ©
Q| VB _test inventory Q| VB _test project testkonektivity.yml
CREDENTIALS @ [ PROMPTONLAUNCH | FORKS @ LIMIT @ [] PROMPT ON LAUNCH
a o g
* VERBOSITY @ [ PrOMPTONLAUNGH | JOB TAGS @ [ PROMPTONLAUNGH  SKIP TAGS @ [ PROMPT ON LAUNCH
0 (Normal) M
LABELS @ INSTANCE GROUPS @ JOBSLICING @
Q 1

TIMEOUT @ SHOW CHANGES @ [ PROMPT ON LAUNCH

RENT JOBS
[ ENABLE FACT CACHE @

Obrazok 15 Vytvorenie template pomocou Ansible AWX

Potom ako spustite template sa zobrazi okno kde mé&Zete sledovat priebeh vykonavanej
ulohy. Ked dobehne tak by to malo vyzerat nejak takto.
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DETAILS

STATUS
STARTED

FINISHED

JOB TEMPLATE
JOB TYPE
LAUNCHED BY
INVENTORY
PROJECT
PLAYBOOK
CREDENTIAL
ENVIRONMENT
EXECUTION NODE
INSTANCE GROUP
EXTRA VARIABLES

1f---

(2]

Successful

2.12.2020 12:12:09
2122020 12:12:14
VB_test_template
Run

admin
VB_test_inventory
VB_test_project

testkonektivity.ym|

& VB _test credent
Nvar/lib/awx/venv/ansible
awx
tower

YA

Financované
Eurépskou uniou
NextGenerationEU

VB_test_template
# @ st temp

BRAIN:IT

PLAYS @D TASKS HOSTS @D  ELAPSED

SEARCH

Identity added: /tmp/awx_5_4pbeyuda/artifacts/5/ssh_key_data (root@ansibleauxl)

1
2
3
4
v 5| TASK [Gathering Facts]
6
7
8
9

PLAY [Testing conections] 12:12:11
12:12:11
[WARNING]: Platform linux on host 192.168.1.101 is using the discovered Python
interpreter at /usr/bin/python, but future installation of another Python
interpreter could change this. See https://docs.ansible.com/ansible/2.9/referen
ce_appendices/interpreter_discovery.html for more information.
10| ok: [192.168.1.101]
v 12 ||TASK [Ping all] 12:12:13
13| Jok: [192.168.1.101]
12:12:13

EXPAND

15 |PLAY RECAP

16 |[192.168.1.101 : ok=2 changed=8

ignored=0

unreachable=0  failed=0  skipped=@  rescued=0

Obrazok 16 Vykonany template pomocou Ansible AWX
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T
2 ZABBIX
2.1 MONITORING ZABBIX

V rdmci prace s monitorovacim softvérom Zabbix som nasadil Zabbix server na svojom
lokalnom poéitaci, ktory som pouzival ako testovacie prostredie na monitorovanie hostov
a testovanie Sablon (templates). Pouzil som Zabbix appliance. Je to najjednoduchs$i sposob
nasadenia Zabbix servera a obsahuje vSetky potrebné komponenty (server, agent, databaza,
gateway). Appliance bezi na Linuxovej distribucii CentOS. Pre lokalne nasadenie som si stiahol
.iso inStalaény obraz (image) z oficialnej Zabbix stranky. Tento obraz som pouZzil na vytvorenie
virtualneho stroja vo Virtualboxe. Najjednoduch8i spésob monitorovania hostov je pomocou
Zabbix agentov, ktori zbieraju metriky z koncovych hostov a posielaju ich na server. Tento sp6sob
som otestoval na viacerych Linux distribaciach. Nasadenie sa lisilo iba v pouZiti réznych package
manazérov. V konfiguracii je dblezité nastavit hostname a lokalitu (IP adresa, doména) Zabbix
servera.

'Priklad instalécie zabbix agenta na CentOS Stream distribucii

[root@CentOS_Stream-VM ~1# rpm -Uvh
https://repo.zabbix.com/zabbix/5.2/rhel/8/x86_ 64/

zabbix-release-5.2-1.el8.noarch.rpm

[root@CentOS_Stream-VM ~]# dnf clean all

[root@CentOS_Stream-VM ~]# dnf -y install zabbix-agent

[root@CentOS_Stream-VM ~]# systemctl enable --now zabbix-agent

'Konfiguracia zabbix agenta —> /etc/zabbix/zabbix agentd.conf
##### Passive checks related

### Option: Server

Server=localhost

##### Active checks related
### Option: ServerActive
ServerActive=localhost

Hostname=<Zabbix server hostname>

Vo webovom rozhrani Zabbix servera sa musia koncové hosty pridat do konfiguracie. Na
to sa vyuZivaju Sablony. Na Zabbix strankach sa daju najst rozne oficialne a komunitné Sablony
[5.6]. Niektoré z Sablon sme pouzili aj na katedrovom Ares KIS Zabbix serveri. Uzito¢nou funkciou
je aj web check, ktory overuje dostupnost’ webovej stranky na danom koncovom hostovi.

. . URAD VLADY
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System information

Zabbix server is running Yes localhost-10051
Number of hosts (enabled/disabled) 5/
Number of templates

Number of items (enabled/disabled/not supported) 469101

Number of triggers (enabled/disabled [problem/oki) 184/0([47130] 3 1
Average Warning

Number of users (online) 2 1
Required server performance, new values per second

Database history tables upgraded Favourite maps

Problems

Debian 13d 1h 58m

Debian I- Disk space is low (used > 80%) 13d 13h 32m

Favourite graphs
Cent0S 8 - Stream Zabbix agent s not available (for 3m) m 11d

ArchLinux Zabbix agent s not available (for 3m) 1m 20d 16h

Obrazok 17 Hlavny Zabbix dashboard na lokalnom serveri

2.2 INTEGRACIA ANSIBLE A ZABBIX

V tejto kapitole si povieme o moZnosti spravy Zabbix servera a hostov, ktorych ma na
spravu Zabbix server pomocou Ansible.

2.2.1 Sprava pomocou Ansible

Na oficidlnej strdnke  Zabbix-u(https://www.zabbix.com/integrations/ansible) sa
nachadzaju odkazy na role, ktoré sa daju pouzit na spravu Zabbix-ovych rieSeni. Konkrétne sa
daju pouZit na spravu:

- Zabbix Agent
- Zabbix Server
- Zabbix Proxy
- Zabbix Web

My sme testovali hlavne spravu Zabbix agentov. Pri nich sme sa snazili zautomatizovat
ich nasadenie, kedZe sa jedna o opakujucu sa ¢innost.

i : URAD VLADY
- Financované . r -
Eurdpakee dnlo PLAN "OBNOVY’ %J SLOVENSKE) REPUBLIKY 22

NextGenerationEU


https://www.zabbix.com/integrations/ansible

ZILINSKA UNIVERZITA V ZILINE

Fakulta riadenia BRAIN:IT

a informatiky

pl

Rola na spravu Zabbix agentov funguje na spdsobe nainstalovania Zabbix agenta na
danom hostovy, naslednej konfiguracie Zabbix agenta a pridaniu hosta na Zabbix server
pomocou APl volani. Rola sa nachadza na GitHube aje pravidelne
aktualizovana(https://github.com/dj-wasabi/ansible-zabbix-agent). My sme pracovali s verziou
2.2.0. Taktiez sa tu nachadza aj detailny popis funkcionality tejto role. Nastavenie playbooku na
spustenie role sa nachadza v prilohe D.

Dana rola sa da spustit na tychto operacnych systémoch. My sme konkrétne testovali
linuxovu distribuciu Debian 10.6.

- Red Hat

- Fedora

- Debian

- Ubuntu

- opensuse

- Windows (Best effort)
- macOS

Nato aby rola mohla fungovat tak je potrebné aby na hostovy bol nainstalovany pip. To z
toho dévodu, Ze sa pouziva python-netaddr pre spravnu spravu IP adries. Na stranke kde sa
nachadza rola, su aj vypisané verzie s ktorymi je dana rola kompatibilna. To sa tyka verzie Zabbix
a aj verzie operacného systému.

InStalacia je velmi jednoducha. Robi sa to pomocou prikazu ansible-galaxy install dj-
wasabi.zabbix-agent. Tento prikaz nainstaluje rolu do predvoleného prie€inka kde sa instaluju
role. V konfiguranom subore Ansible servera sa da nastavit aby sa role nachadzali v prie€inku
/etc/ansible/roles. Ak toto nie je povolené tak sa automaticky nainStaluje do prieCinka
/root/.ansible/roles. Potom staci iba v playbooku danu rolu zavolat.

URAD VLADY
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Rola funguje na zaklade definovania premennych. Ich popis sa nachadza na GitHube.

VSetky sa nachadzaju v prie€inku defaults/main.yml. My si vysvetlime iba tie o sme pouzivali.
Parametre sa nastavuju pri volani role v playbooku.

zabbix_agent_server — IP adresa Zabbix servera alebo Zabbix proxy. Host na ktorom sa
bude rola pouzivat musi mat pristup na Zabbix server cez port 10051.
zabbix_agent_serveractive — IP adresa Zabbix serveru alebo Zabbix proxy pre aktivnu
kontrolu.

zabbix_url — URL na ktorej je dostupny Zabbix web.

zabbix_api_user — prihlasovacie meno na API rozhranie Zabbix serveru.
zabbix_api_pass — heslo na prihlasene do API Zabbix serveru.

zabbix_create_host — present ak chcem vytvorit hosta alebo absent ak ho chcem
odstranit.

zabbix_api_create_hosts — ak chcem povolit API volania na Zabbix server.
zabbix_host_groups — skupina do ktorej chcem priradit hosta na Zabbix server (napr.
Linux Servers).

zabbix_link_templates — template, ktory sa pouZzije pri danom hostovi.
zabbix_agent_interfaces — rozhranie, ktoré sa nastavi ako monitorovacie rozhranie na
Zabbix servery. Daju sa nastavit 4 typy (Zabbix Agent, SNMP, IPMI, JMX).

Na spravu Zabbix-ovych rieSeni sa pouZivaju moduly, ktoré su zdokumentované

v dokumentacii Ansible. Nachadza sa tu popis jednotlivych modulov, ale aj priklady pouzitia
(https://docs.ansible.com/ansible/latest/collections/community/zabbix/index.html).

URAD VLADY
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- name: Migracia elasticsearch databazy

hosts: elastic-new

remote_user: mlkvy

vars:
host _get_index: 158.193.153.95
host _post_index: 158.193.153.66

tasks:
- name: Nacitaj indexy na migraciu

uri:
url: http://{{ host get index }}:9200/_ cat/indices?h=idx
return_content: yes
method: GET
timeout: 360
body format: json

register: output

- name: Nastav premennu indexy source
set_fact:
indexy source: "{{ output.content.split('\n')}}"

- name: Nastav premennu indexy dest
set_fact:
indexy dest: "{{ indexy source | replace('reindexed-vé6-',6'')}}"

- name: Migrovanie indexowv
uri:
url: http://{{ host post index }}:9200/_ reindex?pretty
method: POST
timeout: 100000
body:
source:
remote:
host: "http://{{ host get index }}:9200"
index: "{{ item.0 }}"
size: 250
dest:
index: "{{ item.1 }}"
body format: json
headers:
Content-Type: "application/json"
when: item.0 | regex_search("\w*")
with_ together:
- "{{ indexy source }}"
- "{{ indexy dest }}"
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- name: Tagovanie na zaklade tabulky

hosts: test-tag

remote_user: mlkvy

vars:
url user: admin
url pass: nbusrl23
url host: 158.193.153.129
path csv: /home/mlkvy/files/KIS_ 2019 utoky.csv

tasks:
- name: Read users from CSV file and return a dictionary
read csv:
path: "{{ path_csv }}"
delimiter: ','

register: input csv

- name: uri
uri:
url: http://{{ url_host }}:8005/addTags?expression=ip.src={{ item.Utocnik
}}&ip.dst={{ item.Obet }}é&stopTime=({ { ( item.Koniec | to_datetime) .strftime('%s"')
}}&startTime={{ ( item.Zaciatok |to_datetime).strftime('%s') }}&length={{ item.4 }}
user: "{{ url user }}"
password: "{{ url pass }}"
method: POST
timeout: 360
body format: json
body:
tags: "atack,{{ item.Utok }}"
headers:
Content-Type: "application/json"
loop: "{{ input csv.list }}"
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- name: Tagovanie na zaklade signatur zo suricaty
hosts: test-tag
remote_user: mlkvy
vars:
url host: 158.193.153.91
url user: admin
url pass: nbusrl23
json_path: /home/mlkvy/files/eve.json

tasks:
- name: Load eve.json into register
slurp:
src: "{{ json path }}"
register: output
- name: Set start time variable
set_fact:
start_time: "{{ output|['content'] | b64decode |
regex findall (' (?<=\"timestamp\":\") [0-9]{4}-[0-9]{2}-[0-9]1{2}T[0-9]1{2}:[0-9]{2}:[0-
91{2}") 1"

- name: Modify start time variable

set_fact:
start_time: "{{ start_time | regex replace('T', ' ') }}"
- name: Set stop_ time variable
set_fact:

stop_time: "{{ ansible date time.date }} {{ ansible date_time.time }}"
- name: Set src_ip variable
set_fact:
src_ip: "{{ output|['content'] | b64decode
regex findall (' (?<=\"src_ip\":\")[0-9]1{1,3}.[0-9]1{1,3}.[0-9]1{1,3}.[0-9]1{1,3}") }}"
- name: Set src_port variable
set_fact:
src_port: "{{ output|['content'] | b64decode |
regex findall (' (?<=\"src_port\":) [0-9]1{1,5}') }}"
- name: Set dest ip variable
set_fact:
dest ip: "{{ output['content'] | b64decode |
regex findall (' (?<=\"dest ip\":\")[0-9]1{1,3}.[0-9]1{1,3}.[0-9]1{1,3}.[0-9]{1,3}"') }}"
- name: Set dest port variable
set_fact:
dest port: "{{ output['content'] | b64decode |
regex findall (' (?<=\"dest port\":)[0-9]{1,5}') }}"
- name: Set protocol variable
set_fact:
protocol: "{{ output|['content'] | b64decode |
regex findall (' (?<=\"proto\":\")\\w{3}') }}"

- name: Set name variable
set_fact:
name: "{{ output|['content'] | b64decode
regex findall (' (?<=\"signature\":\") [a-zA-Z0-9 \\-\\(\\)\\_/1*") }}"
- name: uri
uri:
url: http://{{ wurl host }}:8005/addTags?start=0&expression=ip.src={{
item.0 }}+%26%26+port.src={{ item.1l }}+%26%26+ip.dst={{ item.2 }}+%26%26+port.dst={{
item.3 }}+%26%26+ip.protocol={{ item.4 }}&startTime={{ ( item.5
|to_datetime) .strftime('%s') }}&stopTime={{ ( stop_time |to_datetime).strftime('%s')
} }&length=50
user: "{{ url user }}"
password: "{{ url pass }}"
method: POST
timeout: 360
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body format: json
body:
tags: "{{ item.6 }}"
headers:
Content-Type: "application/json"
with_ together:
- "{{ src_ip }}"
- "{{ src_port }}"
- "{{ dest_ip }}"
- "{{ dest _port }}"
- "{{ protocol }}"
- "{{ start_time }}"
- "{{ name }}"

- hosts: host-local
become: yes
roles:
- role: dj-wasabi.zabbix-agent
zabbix agent server: 192.168.1.150
zabbix agent serveractive: 192.168.1.150
zabbix url: http://192.168.1.150
zabbix api use: true
zabbix api user: Admin
zabbix api pass: zabbix
zabbix api_ create_hosts: true
zabbix create host: present
zabbix agent hostname: "{{ ansible fqgdn }}"
zabbix host_groups:
- Linux servers
zabbix link templates:
- Linux by Zabbix agent

2.3 PROMETHEUS

Prometheus predstavuje jeden z najlepSich open-source monitorovacich nastrojov
sucasnej doby. Nastroj podporuje viacero cloud backend rieSeni a dimenzionalny datovy model.
V jadre, Prometheus zbiera metriky z HTTP endpointov, bud priamo alebo Specialnych nastrojov,
ktoré metriky z monitorovanych zariadeni zbieraju ako Node-exporter. VSetky zozbierané data
uklada a porovnava ich so zadefinovanymi prahovymi hodnotami pre vygenerovanie varovani. Ak
su prahové hodnoty prekroCené, na posielanie varovani vyuziva nastroj Alertmanager. Nastroj
neposkytuje vizualizaciu dat alebo dashboard, ale vyuziva na to dal$i nastroj Grafana. Tento
systtm sa nazyva aj Grafana-Alertmanager-Prometheus (GAP) a je Casto vyuzivany v
cloudovych rieSeniach [22].
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DB Server
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Obrazok 18 Koncepéna architektura Prometheus [22]

I Exporter l

Exporter

Na obrazku vysSie méZzeme vidiet ako dokaze byt implementovany Prometheus na
hybridny cloud. Pre kazdy vacsi cloud existuje takzvany exporter, ktory je potrebné nainstalovat
na hosta. Exporter predstavuje nie€o ako agenta pre Prometheus, pretoZze sa stava koncovym
bodom HTTP protokolu, vdaka ktorému Prometheus zozbiera metriky. Vdaka tomu je
Prometheus mimoriadne Skalovatelny, robustny a bezstavovy.

Obrazok 95 Infrastruktura s pouzitim VXLAN sa da pouzit ako dobry priklad pre navrh
nasadenia monitorovania pomocou nastroja Prometheus. Sietovy administrator bude v tomto
pripade chciet’ monitorovat fyzické servery (uzly) na ktorych bezi niektora z OpenStack sluZieb.
V idealnom pripade je vhodné nasadit GAP na separatny fyzicky server. NajjednoduchS$im
spbésobom nasadenia nastroja je pomocou docker-compose ako docker kontajner. V ramci
diplomovej prace som pripravil konfiguracné subory, ktoré dovoluju nasadenie monitorovacieho
rieSenia. Toto rieSenie pozostava zo samotného Prometheus nastroja, Grafana nastroja pre
vykreslovanie grafov a vytvaranie dashboardov, Alertmanager nastroja pre posielanie upozorneni
a Node-exporter pre zbieranie dat z monitorovanych serverov. Konfiguracia Alertmanager je pre
komunikacnu platformu Slack, ale existuje podpora je aj pre Teams, E-mail alebo SMS. Nasadit
node-exporter bude potrebné okrem Prometheus servera aj na kazdy monitorovany uzol. Celé
rieSenie je automatizované. Server na ktorom bude GAP bezat a tak isto aj monitorovany server,
musia mat nainstalovany docker a docker-compose.

Monitorovanie virtualnych strojov vytvorenych na cloudoch prebieha o nieCo
komplikovanejSie. Rovnako ako v predoSlom pripade by sme mali jeden fyzicky monitor server
obsahujuci GAP. Ak predpokladame, ze VMs budu na privatnych podsietach, rieSenim by bolo na
kazdom cloude vytvorit monitorovaciu VM na ktorej by sa nachadzal Prometheus server. Tato
monitorovacia VM by mala pridelenu floating ip (v pripade OpenStacku) a tym padom by ponukala
vereny endpoint pre Grafanu, nachadzajucu sa na fyzickom monitor serveri. V Grafane sa kazdy
Prometheus server natavi ako datasoruce. Alertmanager podporuje viacej Prometheus instancii.
Bude Cakat na hlasenia o prekro€eni prahovych hodnét a posielat upozornenia na komunikaéné
kanaly.

Alternativnym nastrojom k rieSeniu Prometheus méze byt aj monitorovaci systém Zabbix
alebo iny systém s ekvivalentnou funkcionalitou.
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