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Kibana — Dashboard

V Kibane je mozné vytvarat tzv. space. Tieto priestory sluzia na logické oddelenie dat.

Usty v Kibane st vytvarané podla $pecifickej role, ktora umozfuje pristup len do
potrebného space.

Tri najdblezitejSie Casti v naSom nasedeni su aktualne Cast Discover, Dashboards
a Alerts (éast Security). Cast Discover sliZi na zobrazenie zozbieranych udajov

v textovej podobe. Cast Dasboards na zobrazenie vytvorenych vizualizacii zozbieranych
dat. Cast Alerts sliZi na zobrazenie bezpe&nostnych upozorneni, alert-ov.

K jednotlivym Castiam sa dostaneme pomocou ,hamburger® tlaidla v lavom hornom

rohu obrazovky.

& elastic Q Find apps, content, and more.
E Home

come home

Analytics

Explore, visualize, and analyze your data using a
unified protection across your infrgtructure. powerful suite of analytical tools and applications.

Prevent, collect, detect, and resp: to threats for

Obrazok 1

. . URAD VLADY 3
Financované r “
- Eurdpekou dniou PLAN [OBNOVY @ SLOVENSKE] REPUBLIKY

NextGenerationEU




ZILINSKA UNIVERZITA V ZILINE

Fakulta riadenia B R I\ I N : I T

a informatiky

P

Po kliknuti sa nam rozbali menu kde sa nachadzaju jednotlivé Casti.

@ elastic Q Find apps, content, and more.

= . Home

() Home
¥ Analytics v
I Discover

I Dashboards

Canvas

Maps

Machine Learning

Visualize Library ity Analytics

respond to threats for Explore, visualize, and analyze your data L
@ Security o your infrastructure. powerful suite of analytical tools and applic
Dashboards
Rules
I Alerts I

Attack discovery
Findings

Obrazok 2

Discover

Cast' discover vyzera nasledovne.

Dataview Auditbeat v = @ QU Filter your data using KQL syntax v Last15minutes G
Q Search field names = [0 Auto interval v No breakdown v D
\ Popular fields @ 1 400

k host.name _: ‘l I I .

© Available fields © 274 i - -,--- i s e R -_--F_-_---__ -

B @timestamp
Apr 18, 2025 @ 17:44:36.872 - Apr 18, 2025 @ 17:59:36.872 (interval: Auto - 30 seconds)

t @version

t agent.ephemeral_id Documents (3,217)  Field statistics ¢ Sortfields 1 %
tffagentid ()  @timestamp ® & Summary

t agentname [~ Apr 18, 2025 @ 17:58:14.226 @timestamp Apr 18, 2025 @ 17:58:14.226 @version 1 agent.ephemeral_id 7ddfda8f-de3b-43b3-8550-8d1
t agent.type 71b3b82be agent.id 58c546e6-b634-4dff-9857-86b5f74aa977 agent.name gvm agent.type auditbea

t agent.version 8.17.2 auditd.data.a® 6 auditd.data.al @ auditd.data.a2 © auditd.data.a3 186a..

agent.version -
[[) ~ apr 18, 2025 @ 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.584 @version 1 agent.ephemeral_id d9d6f383-9e8a-4241-b096-d20

ditd.data.a0
auditd.dataa 35aeb8721 agent.id c61fcfac-fc66-41d5-899e-e46d6c5987bf agent.name OFfline-Arkimed agent.type au

t auditd.data.al ditbeat agent.version 8.17.4 auditd.data.a® c8@01bf648 auditd.data.al c@ee@ecb7..
t auditd.data.a2 L)/ Apr 18, 2025 @ 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.584 @version 1 agent.ephemeral_id d9d6f383-9e8a-4241-b896-d20
7] auditd.data.a3 35aeb8721 agent c61fcfac-fc66-41d5-899e-e40d6c5907bf agent.name Offline-Arkime® agent.type au

Aithast amant n R 17 4 auditd Adaka a0 AO0OThFERO auditd daka a1 AG0OGaOFA

Obrazok 3
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Ako mbézeme na obrazku vidiet, jednotlivé prijaté data su ulozené ako zaznamy,

dokumenty. Dokumenty su usporiadané na zaklade Casu, pola timestamp. Zaznamy

mozZeme usporiadat’ vzostupne alebo zostupne.

Documents (3,217) Field statistics

B @timestamp (© J ¢ | Summary

A - T T T oti
- Apr 18, 202 N Sort Old-New timestamp Apr 18, 2
71b3b82be agent.id 5

' Unsort New-0Old t agent.version 8.17

~ Copy name

|/ Apr 18, 202 otimestamp Apr 18, 2

Copy column  3536h@721 agent.id c
ditbeat agent.versiol

Obrazok 4

Cas je pre spravnu analyzu velmi délezity, preto je potrebné si ako prvé nastavit spravny

Casovy rozsah, €asové okno. V pravom hornom rohu najdeme nastavenie pre

nastavenie ¢asového rozsahu.

@\ elastic Q Find apps, content, and more.
= . Discover v/ 63 TryES|QL  Inspect Alerts + B 0
Dataview Auditbeat v = @ QU Filter your data using KQL syntax v Llast15minutes G
Q Search field names = 0 Auto interval v No breakdown D
\ Popular fields @ 1 4
S l. I I l
v Available fields © 274 al17:45 " . o " 50 ~ - - ” - - ~ -
@timestamp
Apr 18, 2025 @ 17:44:36.872 - Apr 18, 2025 @ 17:59:36.872 (interval: Auto - 30 st
@version
agent.ephemeral_id Documents (3,217)  Field statistics %5
agent.id C @timestamp © ¢ Summary
agent.name ()~ Apr 18, 2025 @ 17:58:14.226 @timestamp Apr 18, 2025 @ 17:58:14.226 @versiogg agent.ephemeral_id 7ddfda8f-de3b-43b3-8550-0d1
agent.type 71b3b82be agent.id 58c546e6-b634-4dff-9057-8gfh774aa977 agent.name gvm agent.type auditbea

t agent.version 8.17.2 auditd.data.a® 6 ‘td.data.al @ auditd.data.a2 6 auditd.data.a3 186a..

agent.version
\ /' Apr 18, 2025 @ 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.58.

35aeb@721 agent.id c61fcfac-fc66-41
auditd.data.al ditbeat agent.version 8.17.4 audj

ersion 1 agent.ephemeral_id d9d6f383-9e8a-4241-b896-d20
899e-e40d6c5907bf agent.name Offline-Arkime@ agent.type au
.data.aB c@0@1bf640 auditd.data.al c0@06@ch7..

auditd.data.ad

B e e R e e P

auditd.data.a2 ()~ Apr 18, 2625 0 17:58:12.584 @timestamp Apr 18, 2025 © 17, gf12.584 @version 1 agent.ephemeral_id d9d6383-9e8a-4241-ba96-d20

S 35aeb8721 agent.id c61fcfac¥c66-41d5-899¢-40d6c5987bf agent.name Offline-Arkimed agent.type au
Aithant anant vareian 8 17 A auditd data a0 AOOATRERRA anditd data a1 ~a0ansa a

audidaiaacch Rows per page: 100 v 12 3 45 )

Obrazok 5

Ak klikneme na ikonu kalendaru mame na vyber niekolko moznosti vyberu ¢asového
okna. Tieto moznosti su predvolené a vztahuju sa od nejakého bodu v minulosti po
aktualny okamih.
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B v ~15minutes.. > now (¢}

Quick select < >

Last v |15 Minutes v Apply

Commonly used

Today Last 24 hours
This week Last 7 days
:5¢ .

S Last 1 minute Last 30 days
Last 15 minutes Last 90 days
Last 30 minutes Last 1year
Last 1 hour

4.2%

4dfi

2.2 (D Refresh every

Obrazok 6

Z obrazka vidime, Ze vieme nastavit aj automaticky refresh udajov, toto je vhodné pri
dashboard-och alebo alert-och, pre discover toto neodporu¢ame. Ak klikneme na ¢ast

tesne za ikonou kalendara vyberame ,Start date”.

v JApr18,2025@18:0.. |  now Bl

Absolute Relative Now
& April v 2025 v
Su Mo Tu We Th Fr Sa 16:30
. 30 3 1 2 3 4 5 17:00
17:30

6 7 8 9 10 n 12

36.8
18:00
o @

13 14 15 16 17

18:30
20 21 22 23 24 25 26 19:00
ev 27 28 29 30 1 2 3 19:30

985
6 ¢ Startdate Apr 18,2025 @ 18:00:22.783

@uareian 1 anenT anhamaral 1M AYARTIRI-UAKA-AVAT-NUYA=A7)

Obrazok 7

Mame na vyber moznosti Absolute, Relative a Now. Moznost' Relative sluzi na vybranie
preddefinovanych hodnét. Moznost Absolute slizi na vybranie konkrétneho ¢asového
okamziku. Obdobne ak klikneme na zadnu ¢ast za symbolom kalendara vyberame ,End
date“.

v Apr 18,2025 @ 18:00:22.7... I Apr 18, 2025 @ 18:22:20.656 I B

Absolute Relative Now

@
& April v 2025 v oS
l Su Mo Tu We Th Fr Sa 16:30
mmmENE 3 3 2 3 a4 s 17:00
202501 7 8 9 10 M 12 17:30
i i 18:00
13 14 15 18 17 n 19
18:30 E
20 21 22 23 24 25 26 19:00
©17:58:14.0 27 28 29 30 1 2 3 E2S0 58-0d1
46e6-b634-4d

auditd.data. Enddate Apr 18,2025 @ 18:22:20.656 86a..

Obrazok 8
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Vyber ¢asového okna je samozrejme nutné potvrdit'.

v Apri8,2025 @18:00:22.7.. > Apr 18,2025 @ 18:22:20.656 | =l

Absolute Relative Now
@
& April v 2025 v oS
l Su Mo Tu We Th Fr Sa 16:30
i M o3 3 2 3 a4 s 17:00
o 7 8 9 10 M 12 17:30
18, 2025 @ 17:4 pp—
13 14 15 16 17 n 19
18:30 L
20 21 22 23 24 25 26 19:00
©17:58:14.0 27 28 29 30 1 2 3 530 56-0d1
46e6-b634-4d
auditd.data. Enddate Apr 18,2025 @ 18:22:20.656 86a..

Obrazok 9

ESte dbleZitejSie ako vyber spravneho ¢asoveho okna je vyber spravneho zdroja udajov.
Zdroje udajov mame reprezentované pomocou Data view. Data view si vyberame

v lavom roku obrazovky.

= . Discover 69 Try ES|QL Inspect Alerts + B 0
Dataview Auditbeat v = (] QU Filter your data using KQL syntax v Apr18,2025 @ 18:00:22.7... > Apr 18,2025 @ 18:22:20.656 (¢}
Data views © Createadataview i down v o)

Q fFind a data view e

.kibana-event-log-*

apm-*-transaction* auditbeat-*end...,winlogbeat-*-*elastic-cloud-logs-* III.........Il.III.l.........-—_—_

Arkime
« [ETlrEs o 18, 2025 @ 18:00:22.783 - Apr 18, 2025 @ 18:22:20.656 (interval: Auto - 30 seconds)
Elasticsearch ics ¢ Sortfields 1 E %
Fortigate Summary
o e e ey mme « amemu.ce.-.  @timestamp Apr 18, 2025 © 18:21:58.901 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-ba6e-79
agent.type ee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Datasety® agent.type auditbea

t agent.version 8.17.2 auditd.data.a@ 4 auditd.data.al 7ffdf487f760 auditd.data.a2 7ffdf487f6d..

agent.version
_J 2 Apr 18, 2025 © 18:21:57.897 etimestamp Apr 18, 2025 © 18:21:57.897 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-ba68-79e
ee5fc9962 agent.id 9678790f-3384-4d2c-89a9-69d23b295716 agent.name Datasety® agent.type auditbea

auditd.data.al t agent.version 8.17.2 auditd.data.a® 4 auditd.data.al 7ffdf487f766 auditd.data.a2 7ffdf487fé6d..

auditd.data.a0

auditd.data.a2 ) /' Apr 18, 20825 @ 18:21:57.897 @timestamp Apr 18, 2025 @ 18:21:57.897 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-ba60-79¢
ee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Datasety@ agent.type auditbea
+ amant uvareinn 2 17 2 auditd daka ab A anditd daka a1 TEEAFARTETIAN auditd data a0 TEFAFARTFAA

auditd.data.acct Rows per page: 100 v 12 3 45 )

auditd.data.a3

Obrazok 10
Mame na vyber niekolko nami vytvorenych data views.

e Auditbeat — udaje z linux zariadeni

e Arkime — udaje z nastroja arkime

o Elasticsearch — rozSirené logovanie nastroja elasticsearch
¢ Fortigate — udaje z firewall zariadenia

¢ Monitoring — udaje z metricbeat, pre potreby dashboard-ov
e Suricata — udaje z oboch suricata IDS

e Threatintel — zber CTI informacii

e WAF — zber udajov z WAF zariadenia
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Pre efektivne vyhladavanie udajov v Casti discover je nutné pracovat filtrami. Filtrovat

mézeme pomocou KQL (Kibana Query Language), pomocou jednotlivych poli
v dokumentoch alebo pomocou vytvarania grafickych filtrov. Pre rychle filtrovanie
odporu€ame pouzivat KQL alebo filtrovat na zaklade poli dokumentov. KQL sa piSu

v hornej Casti stranky v search poli.

= @ oscoer v 63 TryES|QL  Inspect Alerts + B 0
Dataview Auditbeat v = @ QU Filter your data using KQL syntax v Apri18, 2025 @18:00:22.7.. > Apr18,2025 @ 18:22:20.656 G Refresh
Q Search field names * [0 Auto interval v No breakdown v )
 Popular fields 1 |

228 " fwoo teor  wo

& hostname 20 I . l .
‘ j
et ‘ mlenll._E= L™ —.3._- Ban_.l_

Apr 18,2025 @ 18:00:22.783 - Apr 18, 2025 @ 18:22:20656 (interval: Auto - 30 seconds)

Documents (37,173)  Field statistics ¢ sortfelds 1 @ =

Obrazok 11

V tomto boli je mozné pouzit aj tzv. fulltextové vyhladavanie. Ak chceme vyhladat nejaku
Cast' textu, tento text obalime uUvodzovkami, “text‘. NajCastejSie tvorime filter kde
Specifikujeme pole a jeho hodnotu. V hodnotach mézeme pouzivat tzv. wildcards, teda
* ktoré zastupuju fubovolny poc€et lubovolnych znakov. Symbol = je Ze hodnota sa rovna.
Vo filtroch mézeme pouzit' aj logické operatory and, or a NOT. Taktiez m6zeme logiku

filtrov rozsirit pomocou zatvoriek () .

Q (host.name : elk-* and NOT host.name : *-kibana) or host.name: "elk-kibana" | & v C Refresh
Autointerval ~  No breakdown “/ D

: i "N —,I|«

Apr 18, 2025 @ 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes)

Documents (2,154)  Field statistics T Sortfields 1 E %

@timestamp (O v Summary
/' Apr 18, 2025 @ 18:53:59.441 host.name elk-logstash @timestamp Apr 18, 2025 @ 18:53:59.441 @version 1 agent.ephemeral_id d839cf18-81a1-4927-ae69-87f55ecb4957 agent.id c893fb56-5502-408b-a08
7-99159b367589 agent.name elk-logstash agent.type auditbeat agent.version 8.17.2 ecs.version 8.8.8 event.action existing_package event.category packag
e event.dataset package event.id f4c6d793-2b8e-dedf-ab06-4aes091cdaf event.ingested Apr 18, 2625 @ 18:53:50.441 event.kind state event.module syste..

Obrazok 12

Obrazok vys$Sie zobrazuje pouzitie zlozitejSieho filtra v KQL. VSetky udaje o danom
zazname, dokumente si zobrazime pomocou obojstrannej Sipky na zaciatku zaznamu.

blizSie informacie o danom zédzname sa zobrazia v pravej Casti.
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QU Filter your data using KQL syntax @ v Today C Refresh Document 1 0of 500 > DI x
Actions: [ View single B View g
Auto interval v No breakdown jo)
Table JSON
Q Search field names or values =0
Apr 18, 2025 @ 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes) Field Value
K id JB7dSZYBVj42uS|_AACY
Documents (2,298,140)  Field statistics ¢ sortfieds 1 [@
[ k _ignored
O @timestamp O ¥ Summary
= & _index auditbeat-logs-studenti-2025.04.17-000009
(LgiaApr 18, 2025 € 19:64:58.656 @timestamp Apr 18, 2025 @ 19:04:58.656 @version 1 agent.ephemeral_id 466a6e54-b947-de
28-ba6e-79eee57co962 agent.id 96787907-3384-4d2c-89a9-69d23b295716 agent.name Dataset # _score
y@ agent.type auditbeat agent.version 8.17.2 auditd.data.a@ 4 auditd.data.al 7ffdf4s.. & @timestamp Apr 18, 2025 @ 19:04:58.656
()~ apr 184:57.652 @timestamp Apr 18, 2025 @ 19:04:57.652 @version 1 agent.ephemeral_id 466a6e54-b947-de .
28-ba68-79eee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Dataset t) @version U
y@ agent.type auditbeat agent.version 8.17.2 auditd.data.a@ 4 auditd.data.al 7ffdf4s.. t agent.ephemeral_id 7
)]/ apr 18, 2025 @ 19: @timestamp Apr 18, 2825 @ 19:84:56.648 @version 1 agent.ephemeral_id 466a6e54-b947-4e ¢ agentid 9078790f-3384-4d2c-89a9-69d23b295716
8-ba68-79eee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Dataset
nt.type auditbeat agent.version 8.17.2 auditd.data.ad 4 auditd.data.al 7ffdfas.. t agentname Datasety0
() ©» Apr 18, 2825 @ 19:84:53.866 @timest: r 18, 2025 @ 19:04:53.866 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43 t agent.type auditbeat
b3-8550-0d1 2be agent.id 58c546e6-b634-4dff-90857-86b5f74aa977 agent.name gv
> i ; ¢ agentversion 8.17.2
m agent.type audiWat agent.version 8.17.2 auditd.data.ad 6 auditd.data.al 7ffd62b7..
")~ Apr 18, 2625 © 19:04:53.854 @timestamp Apr 18, 2025 @ 19:04:53.854 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43 ¢ auditd.data.a0 4
b3-8550-6d171b3b82be agent.id 58c546e6-b634-4dff-9057-86b5F742a077 agent.name gv ) suditd.data.al -
m agent.type auditbeat agent.version 8.17.2 auditd.data.a® 6 auditd.data.al 7ffcbass.
t  auditd.data.a2 7ffdfaR7f6da.

() © Apr 18, 2025 @ 19:04:53.854 @timestamp Apr 18, 2625 @ 19:04:53.854 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43
b3-8558-8d171b3b82be agent.id 58c546e6-b634-4dff-9857-86b5f74aa977 agent.name gv Rows per page: 25 v 12 3 4>
m agent.type auditbeat agent.version 8.17.2 auditd.data.a® 6 auditd.data.al 7ffcbaSs..

|/ Apr 18, 2025 @ 19:04:53.854 @timestamp Apr 18, 2625 @ 19:84:53.854 @version 1 agent.ephemeral_id 7ddfda8f-de3b-43
X Close
Rows per page: 100 v 12345

Obrazok 13

Prava Cast’ ktora obsahuje informacie o danom zazname ponuka moznost filtrovania
pomocou search pofa. Prehfadnost dokumentov méZeme zvySit zobrazenim
relevantnych informacii priamo v nahlade dokumentu. V lavej Casti sa nachadza zoznam
jednotlivych poli dokumentov. Ak klikneme na symbol plus pri tomto poli v hlavhom
nahlade sa zobrazi len takto zvolené polia.

Data view Auditbeat v = (+] QU Filter
Q Search field names T 0 /
\/ Popular fields @ 1 140,000

120,000

100,000

80,000

k host.name 60,000
40,000

) 20,000

v/ Available fields @ 0

Add field as column

@ @timestamp

@version
t agent.ephemeral_id Docume
t agent.id M @t
t agent.name ) 7 Ap

t aaent.tvoe

Obrazok 14

Prispdsobeny hlavny nahlfad méze vyzerat napriklad nasledovne.
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@ elastic
= . Discover v 6d TryES|QL  Inspect Alerts + B &
Data view Auditbeat v = @ QU Filter your data using KQL syntax @ v Today C Refresh
B Qevent o T o0 Auto interval v No breakdown @D
« Selected fieds o
© eventiype
 ovmtocone uiiil=n=lininiNEn | —1 ]
¢ eventaction o0 oo . . . s 8 8 ¢ S s o e e e
t event.category Apr 18, 2025 @ 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes)
~ Available fields © Documents (2,298,140)  Field statistics [ coumns 7 ¢ Sortfieds 1 @ = O
+ eventaction () @timestamp ® Lk host.name ¢ @version ¢ eventiype « event.outcome ¢ event action © event.category
t event.category () 7 #pr 18, 2025 € 19:04:58.656 datasetyd 1 comnection, start]  success accepted-connection-fron  network
¢ eventdataset
© eventid —
() ~ #pr 18, 2025 € 19:04:57.652 datasetyd 1 connection, start success accepted-connection-fron  network
© eventingested
¢ eventiind
%) @R modue () ~ apr 18, 2025 @ 19:04:56.648 datasetyd 1 comnection, start]  success accepted-connection-fron  network
© eventorigin
¢ eventoriginal =
eventorn ' Apr 18, 2025 € 19:04:53.866 gqum 1 connection, start success connected-to network
¢ eventoutcome
© eventiype
/7 Apr 18, 2025 € 19:04:53.854 gvm 1 connection, start failre  comnec ted-to network
© system.audit package.entityid 7
> Mota fiolds o
() ~ apr 18, 2025 € 19:04:53.854 gvm 1 connection, start failure connected-to network
(O~ #pr 18, 2025 ¢ 19:04:53.858 qvm 1 connection, start success  comn ected-to network
Rows per page: 100 12345 )>

Obrazok 15

Ak chceme filtrovat pomocou pofa daného dokumentu mdézeme tak vykonat v hlavhom
zobrazeni alebo v zobrazeni kde su zobrazené podrobnosti daného dokumentu.
Prejdeme na dané pole v dokumente a symbolom plus zobrazime plen zaznamy s touto

hodnotou, alebo symbolom minus zobrazime zaznamy ktoré neobsahuju tuto hodnotu.

t @version 1
t agentephemeral_id 466a6e54-b947-4e28-ba60-79eee5fc9962

t agent.id @0 & f-3384-4d2c-89a9-69d23b295716

It agent.name Datasety0

t agent.type auditbeat
t agent.version 8.17.2

t auditd.data.a0 4

Obrazok 16
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Dasboards

VrieSeni je vytvarat dashboard-y, ktoré zobrazuju napriklad sietové Statistiky,

uspesné/neuspesné prihlasenia.
Postup vytvorenia nového dashboard-u:

1. Otvorte stranku Dashboards v Kibane.

2. Vyberte moznost Vytvorit dashboard a zacnite s prazdnym dashboardom.
Po vytvoreni dashboardu sa automaticky dostanete do rezimu uprav a mozete
na dashboarde vykonavat zmeny.

4. Pridajte obsah na dashboard. Mate niekolko moznosti, ktoré su podrobnejSie

popisané v sekcii Vizualizacie:

= Q@ (U Filter your data using KQL syntax

& Create visualization ® Add panel £ Add from library % Controls
Obrazok 17

Vytvorit’ vizualizaciu. Tato moznost je skratkou na vytvorenie grafu pomocou
Lens, predvoleného editora vizualizacii v Kibane.

Pridat’ panel. Vyberte jeden z dostupnych panelov na pridanie a konfiguraciu
obsahu na dashboard.

Pridat’ z kniznice. Vyberte existujuci obsah, ktory uz bol nakonfigurovany a
uloZeny do kniznice Visualize.

Ovladacie prvky. Pridajte ovladacie prvky, ktoré vam pomdzu filtrovat’ obsah
dashboardu.

Moznosti pridania obsahu na dashboard

Usporiadajte si dashboard usporiadanim réznych panelov.

Definujte hlavné nastavenia dashboardu z ponuky Nastavenia, ktora sa
nachadza na paneli s nastrojmi.

8. Zmysluplny nazov, popis a zna¢ky vam umoznia rychlo najst dashboard neskor
pri prehliadani zoznamu dashboardov alebo pomocou vyhladavacieho panela
Kibana.

Dalsie moznosti zobrazenia vdam umozfiuju zjednotit vzhlad a dojem z panelov
na dashboarde:

Ulozit’ €as s dashboardom — Ulozi zadany filter Casu.

11
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Pouzit’ okraje medzi panelmi — Prida okraj medzi jednotlivymi panelmi.
Zobrazit’ nazvy panelov — Zobrazi nazvy v hlavickach panelov.
Synchronizovat’ farebné palety medzi panelmi — PouZije rovnaku farebnu
paletu na vSetky panely na dashboarde.

Synchronizovat’ kurzor medzi panelmi — Ked podrzite kurzor mysi nad grafom
Casovych radov alebo tepelnou mapou, kurzor sa automaticky zobrazi na
vSetkych ostatnych suvisiacich grafoch dashboardu.

Synchronizovat’ popisy nastrojov medzi panelmi — Ked podrzite kurzor mysi
nad grafom Lens, automaticky sa zobrazia popisy nastrojov na vSetkych
ostatnych suvisiacich grafoch dashboardu.

9. Kiliknite na Pouzit.

Priklad: Login Activity Monitoring — zobrazenie informacii o uspesSnych, pripadne

neuspesnych prihlasenia pouzivatefov na jednotlivé monitorované servery

V dashboardoch, obdobne ako v discover, plati zasady filtrovania a nastavania

¢asového okna.

admin @0 » 2 221
ubuntu 1 -
- 1S
success B
@ Filter for
© Filter out
failure 99.54%
Obrazok 18
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Alerts

Alerts zobrazuju bezpeénostné upozornenia, ktoré boli vytvorené na zaklade
predefinovanych detekénych pravidiel. Pravidla mézu byt predvolené (elasticsearch)
alebo vlastné. V ramci vlastnych pravidiel sme vytvorili pravidla na detegovanie

bruteforce utoku, transformacné pravidla a pravidla ktoré porovnavaju prijaté data s CTlI

= @ QU Filter your data using KQL syntax B v Today G Refresh
Status  open @ v Severity ~ User v~ Host v e

“ Trend Counts Treemap

Severity levels Alerts by name Top alerts by host.name >
Levels Count & Rule name Count \v host.name ®
Medi 263 . Password Guessing Linux 363 librenms-Kis 100%
alerts
1

 Columns 12 ¢ Sortfields 1 363alerts | [] Fields Updated 2 minutes ago Additional filters v Grid view v Group alertsby:None v [H %
() Actions @timestamp v Rule Assignees RiskScore  Reason host.name .
0/ & D o Apr 18,2025 @ 02:01:45.590  Passwor d G 47 autr nt with source 158.193.152.175 by MGR on ibrenms-Ki N
0/ & O oo Apr 18, 2025 @ 02:01:45.578  Passwor rd Gue: 47 auth h source 158.193.152.175 by MGR on libren N
) 7 & O oo Apr 18, 2025 @ 02:01:45.565  Password G ediun 47 auth h source 158.193.152.175 by MGR on librenms-ki N
07 &Ee e Apr 18, 2025 @ 02:01:45.553 mediun 47 th h source 158.193.152.175 by MGR on librenms-i. N
0 /7 &0 Apr 18, 2025 @ 02:01:45.541 mediu 47 th urce 158.193.152.175 by adm a
() /& O e Apr 18, 2025 @ 02:01:45.529 medi 47 ith urce 158.193.152.175 by admi
() 7 & O oo Apr 18, 2025 @ 02:01:45.517 di 47 ith urce 158.193.152.175 by admi
0O /&0 o Apr 18, 2025 @ 02:01:45.500 di 47 h source 158.193.152.175 by admin on librenms

Obrazok 19

Aj v Casti alerts sa filtrovanie a nastavenie Casového okna pouziva rovnako ako
v Castiach discover a dashboards. Jedno bezpecnostné upozornenie moze byt vyvolané

jednym alebo viacerymi zaznamami. Overime to pomocou otvorenie tzv. timeline.

Columns 12 ¢ Sortfields 1 363 alerts E Fields

(] Actions @timestamp V' Rule Assignees
L) ;9; (D ooe Apr 18, 2025 @ 02:01:45.590 Password Guessing Linux
(] /" & O oae Apr 18, 2025 @ 02:01:45.578 Password Guessing Linux
(] A & O ose Apr 18, 2025 @ 02:01:45.565 Password Guessing Linux
\:\ A s B ET Apr 18, 2025 @ 02:01:45.553 Password Guessing Linux
\:\ 7 ;25 (I oos Apr 18, 2025 @ 02:01:45.541 Password Guessing Linux
(] /" & O oo Apr 18,2025 @ 02:01:45.529 Password Guessing Linux
() 7 ;,9; (3 ooe Apr 18, 2025 @ 02:01:45.517 Password Guessing Linux
\:\ A = T Apr 18, 2025 @ 02:01:45.500 Password Guessing Linux

Obrazok 20

Po kliknuti sa zobrazi jeden alebo viacero zaznamov, dokumentov.
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Untitled timeline (Usssied New v Open Inspect x
Query 6  ES|QL  Correlation Notes  Pinned

Data view v

5 O B v Apr18,2025@01:46:455.. > Aprig, 2025@02:01:45578 G Refresh

wo Filter v !

@timestamp © vt ategory & eventaction @ destination.ip & user.name
8
O/ 0 & w Apr 18, 2625 € 02:61:45.578 - authentication user_login WeR
uthen ree 158.193.152.175 | by MGR on librenms-kis  created  medium Password Guessing Linux
2MGR @ librenms-Kis _ attempted alogin via with result failure
Source
158.193.152.175
O7s0 7 -« Apr 18, 2025 € 02:01:45.575  Failed login by user .. authentication user_login Librenms-kis 156.193.152.175 R
240
authentication | event with source 158.193.152.175 | by MGR on lirenms-kis | created medium alert | Password Guessing Linux
2MGR @ librenms-kis _attempted alogin via | (97125)  with result_fail
© Failed login by user MGR (UID: -1) on sshinotty (P sse
Source
158.193.152.175
070 7 w Apr 18, 2625 @ 02:61:45.573  Fatled login by user .. authentication user_login librenns-kis 158.193.152.175 R

Obrazok 21

Zobrazenie blizSich informacii o bezpe¢nostnom upozorneni vykoname obdobne ako
pre zobrazenie informacii o dokumente v discover. Pre lepSie pochopenie pravidla je
mozné si zobrazit' detail tohto pravidla a zamerat sa na jeho logiku.

Apr 18, 20

oYU
A Password Guessing Lim@l

Status Risk score

Assignees Notes
Open v 47

@ Add note

Obrazok 22

Toto vSak neplati pre nami vytvorené transformacné pravidla.

Pre lepSiu prehladnost’ je mozné nastavit, ktoré polia sa maju zobrazit' pri jednotlivych
bezpecnostnych upozornenia a v akom poradi.
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— an 2 TR

ing KQL syntax

Search . .
nunts ireemap

@timestamp

Rule

Assignees

Severity .
n

Risk Score

Reason 363 3¢

host.name ale

user.name

process.name

file.name

source.ip

destination.ip

Show all Hide all

Columns 12 |T Sortfields 1 363alerts EI Fields

Actions @timestamp +v R

(] /" & O ooe Apr 18, 2025 @ 02:01:45.590 P

(] /" & O ooo Apr 18, 2025 @ 02:01:45.578 P

(] /" & O ooe Apr 18, 2025 @ 02:01:45.565 P

[ A Q — L. AN AAAF A AA.AA.aArF FEA ~
Obrazok 23

VysSetrenie bezpeénostného upozornenia

V prvom rade je nutné povedat, Ze pouZivatel nemdze poznat vSetky detekéné pravidla.
Z tohto dévodu je nutné najskor pochopit’ pre€o bolo dané bezpecnostné upozornenie
vyvolané. Pomoct pri tom mobze zobrazenie informacii o danom pravidle. Velmi
napomocné mozu byt aj jazykové modeli. Velmi dblezité je potrebné informacie overit.
Pri rieSeni bezpe€nostného incidentu, nie vSetky informacie zo stroja ku ktorému sa
viaZe bezpec€nostné upozornenie su monitorované, je vhodné komunikovat' s vlastnikom
systému, ku ktorému sa dané bezpeénostné upozornenie viaze. Pri vySetrovani
odporucame pracovat v Casti discover. Analyza si vyzaduje vnimat’ systém ako celok.

Zameranie sa na jednu aktivitu, na ktoru bolo vyvolané upozornenie, je nespravne. Ak
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by iSlo o utok je potrebnych viacej krokov na jeho realizaciu. Odporu¢ame pozriet Cyber
Kill Chain a MITRE ATT&CK. Je vhodné taktiez pozivat online nastroje:

e www.virustotal.com — kontrola IP adries a suborov

¢ www.abuseipdb.com — kontrola IP adries

e www.any.run - sendbox
o www.tria.ge — sendbox

e www.urlscan.io — kontrola webstranok
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