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INTRODUCTION

Modern management based on applying new management models and methods and using progressive
management techniques, methods and procedures has got special importance in current period of continuous
transformation and progress of our economy within market conditions of European Union. With arise of
theoretical base, knowledge of science and scientific approaches this approach is more actual and interesting.

Management in the meaning of “manage” is applied in conditions of social-economical systems
management. All known rules, guides, models and techniques of so-called common management are applied here.
This universality is practically essential with regard to activity and progress of businesses in challenging market
environment and need of its suitable implementation within different economical and social situations.

Management represents from the most common view complex of universally applied models, approaches,
methods and techniques used by assessing resources and reaching goals of business oriented system, which
products are material products or intangible services. Management is aimed on creating functional conditions and
progress of technically, organizationally, economically and socially independent and operable system, acting
and evolving in competitive environment.

By applying management in specific conditions of different systems, more concrete approaches, methods
and techniques are finding. These basically arise from common knowledge, are transformed and mainly adapted
to more real condition of routine. Therefore also in management, practical solutions and simultaneously also
theoretical knowledge should be evolving. Developing the theoretical and practical background is therefore very
important. Determination of scope and rate of these two procedures cannot be exactly specified — it will always
depend on specific applications.

Scientific articles in this journal present selected actual development trends in management principally in
theoretical level. In the some cases it reacts on actual needs of businesses to improve their management activities
in order to gain particular competitive advantage within their market. Therefore scientific papers are mapping the
newest theoretical trends but in area of practical use of managerial work.

The effort to prepare and publish the scientific papers is to point to chosen process and tool solutions,
which cover the complexity and levels of management science.

Scientific articles are based on successful scientific endeavors of particular authors acting on different
colleges and universities. Authors describe, evaluate and propose various approaches, models and techniques to
immediate applying or as management task support. It is thereby created consistent enough material for
explanation, understanding and evolving theoretical questions in these established problems.
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EXPLAINABLE Al IN MULTITENANT CLOUD-BASED SECURITY OPERATIONS CENTERS

KATARINA DOMANICKA — JAKUB SOVIAR — MARTIN HOLUBCIK — DOMINIKA TOMAN

5

Abstract: The increasing adoption of multitenant cloud-based Security Operations Centers (SOCs) and the growing integration
of machine learning into security operations have introduced new challenges related to transparency, trust, privacy protection,
and governance. While advanced artificial intelligence techniques enhance detection capabilities and operational scalability,
many models operate as opaque systems, limiting interpretability and auditability in security-critical environments. This
tension is particularly significant in multitenant infrastructures, where strict requirements for tenant isolation, data protection,
and continuous verification coexist with high levels of automation. The purpose of this article is to develop a conceptual
framework for Explainable Al in Multitenant Cloud-Based Security Operations Centers. The study is conceptual in nature and
is based on a structured literature review conducted across major academic databases. An initial corpus of 36 peer-reviewed
publications was identified, of which 12 studies met predefined inclusion criteria and formed the analytical foundation of the
paper. The selected literature was qualitatively synthesized to identify recurring themes related to explainability, federated
learning, privacy-preserving machine learning, Zero Trust principles, and Al governance in SOC environments. The results
indicate that explainability should not be understood solely as a technical feature of machine learning models, but rather as
a cross-layer design principle interconnected with data protection mechanisms, tenant isolation requirements, and
governance structures. Based on this synthesis, the article proposes a multilayer conceptual framework integrating data,
model, explainability, and governance layers within multitenant SOC architectures. The study contributes to the theoretical
advancement of Al-driven cybersecurity operations by systematically linking explainability with privacy, operational control,
and governance in multitenant cloud environments. The proposed framework extends existing fragmented discussions and
provides a structured conceptual basis for future empirical validation and implementation-oriented research in explainable Al
for cloud-based security operations.

Keywords: Explainable Artificial Intelligence, Multitenant Cloud Security, Security Operations Center (SOC), Federated

Learning, Al Governance

JEL Classification: D8, L8, M15, M21

1. INTRODUCTION

The rapid expansion of cloud computing and the
increasing adoption of Security Operations Center services in
multitenant environments have fundamentally transformed
the way cybersecurity operations are organized and
delivered. In parallel, machine learning and artificial
intelligence techniques are progressively integrated into SOC
workflows in order to improve detection capabilities,
automate repetitive tasks, and support analysts in managing
growing volumes of security events. However, the increasing
reliance on complex machine learning models, particularly in
shared cloud infrastructures, raises critical concerns
regarding explainability, trust, privacy protection, and
governance. The central problem addressed in this article lies
in the tension between automation and transparency in
multitenant cloud based SOC environments. While advanced
machine  learning  techniques enhance  detection
performance and scalability, many of these systems operate
as black box models, limiting analysts’” ability to understand,
verify, and justify security decisions. In multitenant settings,
this challenge is further amplified by strict requirements for
tenant isolation, data protection, and continuous verification
within shared infrastructures.

The main objective of this article is to develop a
conceptual framework for Explainable Al in Multitenant
Cloud Based Security Operations Centers. The framework
integrates insights from the literature on SOC architectures,
machine learning in cybersecurity, federated and privacy

preserving learning, Zero Trust principles, and Al governance.
By synthesizing these domains, the article seeks to clarify
how explainability can be systematically embedded into
multitenant SOC design not only at the technical model level
but also at the architectural and governance levels.

Readers can expect a structured theoretical and
analytical synthesis of existing research followed by the
formulation of a multilayer conceptual model that connects
explainability, privacy protection, tenant isolation, and
governance mechanisms. The contribution of this article lies
in bridging previously fragmented discussions including SOC
operational design, explainable artificial intelligence,
federated learning, and Al governance into a unified
conceptual perspective. The study is conceptual and based
on secondary literature. It does not aim to provide empirical
validation but rather to refine and extend the theoretical
understanding of explainability within complex multitenant
SOC ecosystems.

2. METHODOLOGY

This study adopts a structured literature review approach
and is conceptual in nature. The data used in this research
consist exclusively of secondary sources obtained from peer-
reviewed scientific publications. The literature search was
conducted using major academic databases, including Web
of Science, Scopus, IEEE Xplore, and SpringerLink. The search
strategy combined the keywords “Security Operations
Center”, “multitenant cloud”, “machine learning”,
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“explainable artificial intelligence”, “federated learning”, and
“Al governance”.

The initial search process resulted in a corpus of 36
relevant publications. Duplicate records were removed prior
to screening, and titles and abstracts were evaluated to
assess thematic alignment with the defined research
objective. The publications were screened according to the
following criteria: English language, peer reviewed status, full
text availability, and thematic relevance to multitenant SOC
environments, machine learning integration, and
explainability in cybersecurity. After full text assessment and
relevance evaluation, 12 publications were retained as the
primary analytical basis of this article.

The selected studies were qualitatively analyzed and
synthesized to identify recurring conceptual themes related
to explainability, privacy protection, tenant isolation,
governance mechanisms, and operational constraints in
multitenant cloud-based SOC environments. The findings
form the foundation of the proposed conceptual framework.

3. THEORETICAL BACKGROUND

This chapter summarizes the theoretical foundations
relevant to multitenant cloud based Security Operations
Centers that utilize machine learning and explainable
artificial intelligence. It focuses on three key areas:
architectural and organizational SOC models, the integration
of machine learning methods into security operations, and
the issue of explainability and trustworthiness of algorithmic
decision making. The objective is to establish a conceptual
foundation for the subsequent design of the proposed
framework.

Security Operations Center (SOC) can be defined, based
on the available literature, as a centralized organizational
unit responsible for the continuous monitoring, detection,
analysis, and response to cybersecurity incidents within an
organization’s information systems. A systematic study by
Vielberth et al. emphasizes that an SOC should not be
understood as a single technical tool, but rather as a complex
socio technical system integrating human resources,
processes, technologies, and governance mechanisms
(Vielberth et al.,, 2020). At the same time, multiple
publications highlight the absence of a unified, generally
accepted definition of an SOC in academic literature. Authors
concur that this terminological ambiguity complicates both
the comparison of SOC solutions and the systematic research
of this domain (Vielberth et al., 2020; Chamkar et al., 2024).
Despite these definitional inconsistencies, the literature
repeatedly reflects a consensus that the core functions of an
SOC include the collection and correlation of security events,
incident detection, investigation, escalation, and support for
incident response.

Several SOC models are distinguished in the literature,
differing in their degree of centralization, organizational
placement, and service delivery model. In addition to
traditional in house SOCs, virtualized and outsourced models
are described, frequently operated by managed security
service providers serving multiple clients simultaneously
(Chamkar et al., 2024; Gnanasekaran et al., 2025). These
models enable the scaling of security operations; however,
they also introduce new requirements related to
architectural design, data isolation, and responsibility
management.

From a historical perspective, the evolution of SOCs is
characterized by a transition from predominantly reactive
models based on signature driven mechanisms and manual
incident handling to proactive approaches emphasizing
continuous behavioral analytics, threat hunting, and
automation (Nagar, 2018). This evolution is closely
associated with the increasing complexity of IT environments
and the growing volume of security related data. With the
expansion of cloud services and the outsourcing of security
functions, SOC models providing security services to multiple
organizations via shared infrastructure have become
increasingly prevalent in practice (Chamkar et al., 2024).

Based on an empirical study, Gnanasekaran et al. identify
multiple SOC models, including in house, outsourced, and
integrated SOCs serving multiple clients through a centralized
platform. The authors highlight inherent trade offs among
scalability, cost efficiency, contextual knowledge of the client
environment, and detection accuracy that characterize these
models (Gnanasekaran et al.,, 2025). Multitenant SOC
solutions are closely intertwined with shared cloud
infrastructure. The literature emphasizes that, in such
environments, ensuring tenant isolation at the levels of data,
identity, application logic, and network resources is a critical
prerequisite (Hariharan, 2025). Insufficient isolation may
enable lateral movement by attackers, data breaches, and
violations of regulatory requirements. Hariharan further
argues that in shared infrastructure environments, no system
component can be implicitly trusted, and that continuous
authentication, authorization, and monitoring are essential
for tenant protection (Hariharan, 2025).

With the increasing volume of security data and the
accelerating pace of cyberattacks, machine learning
techniques have been progressively adopted within SOC
environments. The literature documents the application of
ML for event correlation, anomaly detection, alert
prioritization, and decision support for security analysts
(Nagar, 2018; Srinivas et al., 2025). Srinivas et al. argue that
traditional rule based and signature driven approaches are
insufficient to effectively address dynamic and sophisticated
threats, which has led to the integration of advanced ML
models, large language models, and autonomous agents into
SOC workflows. These technologies are presented as
mechanisms for automating routine tasks, supporting
analysts, and reducing detection and response times (Srinivas
etal., 2025). In the context of anomaly detection, particularly
in cloud and distributed environments, the literature
identifies limitations of centralized cloud based ML
approaches and proposes federated learning as a method
enabling collaboration among multiple entities without
sharing raw data (Kumar and Idamakanti, 2025). This
approach is especially relevant in multitenant environments,
where requirements for privacy protection and data isolation
are particularly stringent.

Despite the growing adoption of machine learning, the
literature also highlights the challenge posed by so called
black box models, whose decision making processes are
difficult for users to interpret. This issue is particularly critical
in security applications, where analysts must understand the
rationale behind detections, verify their validity, and justify
the decisions taken (Mohale and Obagbuwa, 2025). The work
of Mohale and Obagbuwa analyzes the integration of
explainable artificial intelligence in intrusion detection
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systems and emphasizes that explainability is a key factor for
analyst trust, system auditability, and the practical
deployment of ML models in production environments. The
authors identify several XAl techniques that enable local or
global explanations of model decisions, while also noting
trade offs between interpretability, accuracy, and
computational overhead (Mohale and Obagbuwa, 2025). In
the broader context of security operations, explainability is
presented not merely as a technical property of ML models,
but as part of a wider framework encompassing trust,
accountability, and regulatory compliance. Some studies
emphasize that in regulated environments and in security as
a service delivery models, the ability to explain analytical
decisions is essential for maintaining customer trust and
meeting audit requirements (Srinivas et al., 2025).

4. ANALYTICAL PART

Building upon the theoretical foundations presented in
the preceding chapter, this section focuses on the analytical
integration of multitenant cloud based SOC environments,
machine learning, and explainable artificial intelligence. The
objective is to examine how the literature reflects
requirements for explainability in security systems, what
implications privacy protection and tenant isolation have for
the design of machine learning models, and how
explainability can be conceptualized within the context of the
SOC pipeline. This chapter provides a synthesis of existing
knowledge that establishes the basis for the subsequent
development of a conceptual framework.

4.1 Requirements for Explainability in Multitenant SOC
Environments

The literature addressing the integration of machine
learning into security systems repeatedly highlights the
problem of insufficient model interpretability. Mohale and
Obagbuwa state that many intrusion detection systems
utilizing machine learning operate as so called black box
models, whose decision making processes are difficult for
security analysts to interpret (Mohale and Obagbuwa, 2025).
The authors further conclude that the lack of explainability
reduces user trust and complicates the practical deployment
of these systems in production environments (Mohale and
Obagbuwa, 2025). In the same systematic review, the
authors emphasize that explainability enables analysts to
identify which attributes or features of the input data
contributed to a specific model decision (Mohale and
Obagbuwa, 2025). Explainable artificial intelligence is
therefore presented in their work as an approach that
supports transparency and the practical usability of machine
learning models in security applications (Mohale and
Obagbuwa, 2025).

Srinivas et al., in the context of Al augmented SOC
environments, state that the automation of security
processes through advanced models and agents is intended
to support the work of security analysts within SOC
workflows (Srinivas et al., 2025). At the same time, the
authors discuss the necessity of maintaining control,
oversight, and feedback mechanisms in processes supported
by artificial intelligence tools (Srinivas et al., 2025). Based on
an empirical study, Gnanasekaran et al. identify several SOC
models, including in house, outsourced, and integrated
models, and highlight trade offs among cost, organizational
integration, and detection capability (Gnanasekaran et al.,

2025). In the context of models serving multiple clients
through a centralized platform, the authors emphasize that
the nature of service delivery influences the operational
configuration of the SOC and its associated processes
(Gnanasekaran et al., 2025).

4.2 Tenant Aware Explainability

Hariharan, in a study focused on Zero Trust in multi
tenant cloud environments, emphasizes that shared
infrastructure creates increased requirements for access
management, continuous verification, and tenant protection
(Hariharan, 2025). The author highlights the insufficiency of
traditional perimeter based approaches in such
environments and stresses the principle of never trust,
always verify (Hariharan, 2025). Kumar and Idamakanti, in
their discussion of cloud based anomaly detection, address
the limitations of centralized machine learning approaches,
particularly from the perspective of privacy protection and
scalability (Kumar and Idamakanti, 2025). As an alternative,
they propose federated learning, which enables model
training without sharing raw data among participating
entities. The authors also consider the need for explainability
in such machine learning settings and describe the use of
explainable artificial intelligence techniques to enhance
decision transparency (Kumar and Idamakanti, 2025).

The literature on privacy preserving and decentralized
machine learning, including federated learning frameworks
and associated security and privacy requirements,
underscores the importance of protecting sensitive data
during both training and inference in environments involving
multiple collaborating entities (Hasan and Kudapa, 2021;
Kucur et al., 2026). Kucur et al. systematically examine
cryptographic approaches and open challenges in privacy
preserving machine learning, including practical limitations
and risks in distributed settings (Kucur et al., 2026). Similarly,
Hasan and Kudapa present conceptual foundations of data
privacy aware machine learning and federated learning as
approaches for safeguarding data in distributed processing
environments (Hasan and Kudapa, 2021). Based on the
referenced sources, it can be concluded that the literature
links requirements for privacy protection, the restriction of
raw data sharing, and the need for transparent decision
making, particularly in distributed and cloud based
environments (Kumar and Idamakanti, 2025; Hasan and
Kudapa, 2021; Kucur et al., 2026).

4.3 Explainability in the SOC Pipeline

Vielberth et al. describe the SOC as a socio technical
system that integrates human resources, processes,
technologies, and governance elements, while emphasizing
the importance of coordinating activities from detection to
incident response (Vielberth et al., 2020). Chamkar et al.
further elaborate architectural SOC models, procedural
workflows, and detection coverage practices, thereby
providing a framework for analyzing how detection and
response mechanisms are organized within an SOC (Chamkar
et al.,, 2024). Srinivas et al. state that modern SOC
environments increasingly integrate artificial intelligence and
machine learning components, as well as automation
mechanisms, into security workflows in order to support
event processing and incident response. The authors discuss
the necessity of monitoring the behavior and performance of
such systems during operation and emphasize the

7
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importance of feedback mechanisms within the operational
activities of analysts (Srinivas et al., 2025).

Mohale and Obagbuwa distinguish between global and
local approaches to explainability and underline their
relevance for interpreting both overall model behavior and
individual detections in security systems. The authors also
highlight practical limitations of certain explainable artificial
intelligence approaches, including computational demands
that may be significant in environments requiring operational
event processing (Mohale and Obagbuwa, 2025). Based on
the referenced sources, it can be concluded that the
literature supports the consideration of explainability as a
property relevant to the processing of security events and
decision making within an SOC. At the same time, it
emphasizes the necessity of accounting for practical
implementation constraints associated with explainable
artificial intelligence techniques (Mohale and Obagbuwa,
2025; Srinivas et al., 2025; Vielberth et al., 2020; Chamkar et
al., 2024).

5. PROPOSED CONCEPTUAL FRAMEWORK

This chapter builds upon the theoretical foundations and
analytical synthesis presented in the preceding sections of
the article. Its objective is to systematically organize the
identified insights into a conceptual framework that reflects
the requirements for explainability in multitenant cloud
based Security Operations Centers. The chapter progressively
addresses design principles derived from the literature,
potential architectural layers of the framework, the
integration of governance and accountability, and finally the
positioning of explainability within the SOC life cycle.

5.1 Conceptual Design Principles

The available literature indicates that explainability in
security systems is closely associated with user trust and the
practical usability of models. Mohale and Obagbuwa (2025)
note that many intrusion detection systems based on
machine learning operate as so called black box models. Their
decision making processes are difficult for security analysts
to understand, which, according to the authors, reduces trust
and complicates real world deployment in production
environments (Mohale and Obagbuwa, 2025). The authors
further emphasize that explainable artificial intelligence
enables a clearer understanding of which specific input data
attributes led to a given model decision, thereby supporting
transparency in system operation (Mohale and Obagbuwa,
2025). Within so called Al augmented SOC environments, the
need to maintain control over the level of automation is also
emphasized. Srinivas et al. (2025) describe the use of
advanced models, large language models, and autonomous
agents as tools intended to support the work of analysts. At
the same time, they stress that such systems must be
complemented by mechanisms for oversight, control, and
feedback in processes supported by artificial intelligence
(Srinivas et al., 2025).

The issue of privacy protection and the limitation of data
sharing is repeatedly linked in the analyzed sources to
federated learning and broader privacy preserving
approaches (Kumar and Idamakanti, 2025; Hasan and
Kudapa, 2021; Kucur et al., 2026). Kumar and Idamakanti
(2025) point to the limitations of centralized cloud based
machine learning solutions and present federated learning as
a method for training models without sharing raw data

among participating entities. Hasan and Kudapa (2021)
elaborate the concept of data privacy aware machine
learning and federated learning as mechanisms for
protecting sensitive information in distributed environments
(Hasan and Kudapa, 2021). Kucur et al. (2026) complement
this perspective with an analysis of cryptographic techniques,
open challenges, and practical limitations of privacy
preserving machine learning in distributed settings. In
multitenant cloud environments, the need to protect
individual tenants and to ensure continuous verification is
particularly emphasized (Hariharan, 2025, Kucur et al., 2026).
In the context of Zero Trust architecture, Hariharan (2025)
states that shared infrastructure increases demands on
access management, continuous identity verification, and
tenant protection. The author highlights the inadequacy of
traditional perimeter based approaches and stresses the
principle of never trust, always verify as a foundation for
protection in multi tenant cloud environments (Hariharan,
2025).

5.2 Architectural Layers of the Framework

The analyzed publications do not provide a unified
architectural model of a multitenant SOC with explicitly
defined layers such as data, model, explainability, and
governance (Vielberth et al.,, 2020; Chamkar et al., 2024;
Kumar and Idamakanti, 2025; Mohale and Obagbuwa, 2025;
Kucur et al.,, 2026). However, several works describe
elements that may be understood as distinct functional
layers of the system (Vielberth et al., 2020; Chamkar et al.,
2024).

Vielberth et al. (2020) characterize the SOC as a socio
technical system that connects people, processes,
technologies, and governance mechanisms. This perspective
enables the consideration of the SOC not only as a technical
platform but also as an organizational and managerial
framework (Vielberth et al., 2020). Chamkar et al. (2024)
further elaborate architectural SOC models and describe
workflows and detection coverage approaches that shape
the technological and procedural structure of security
operations (Chamkar et al., 2024).

At the level of models and explainability, Kumar and
Idamakanti (2025) discuss federated learning and describe
the integration of explainable artificial intelligence
techniques to increase the transparency of detection
decisions. Mohale and Obagbuwa (2025) distinguish
between global and local explanations and discuss their
relevance for interpreting overall model behavior as well as
individual detections. Kucur et al. (2026) analyze
cryptographic and privacy preserving mechanisms relevant
to data protection in distributed processing environments.
Based on these sources, it is possible to conceptualize a
multilayer SOC structure that distinguishes between a data
processing layer, a model layer, an explainability layer, and a
governance and control layer (Vielberth et al., 2020; Chamkar
et al., 2024; Kumar and Idamakanti, 2025; Mohale and
Obagbuwa, 2025; Kucur et al., 2026).

5.3 Integration of Governance and Accountability

Issues of governance and accountability are linked in the
literature primarily to the operation of artificial intelligence

systems in regulated and organizationally complex
environments. Otunlape (2026) analyzes governance
frameworks for enterprise artificial intelligence and
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emphasizes the need for systematic risk management,
transparency, and control mechanisms in  the
implementation and operation of artificial intelligence
solutions (Otunlape, 2026).Finch and Butt (2025) highlight
gaps in existing governance frameworks and emphasize that
their implementation must take into account actual
organizational capacities and operational constraints. This
aspect is also relevant for service delivery models in which
processes and controls must be established under conditions
of limited resources (Finch and Butt, 2025).

In  security applications, governance is closely
interconnected with explainability. Mohale and Obagbuwa
(2025) associate explainability with auditability and the
practical usability of machine learning models in production
security systems, emphasizing the importance of decision
transparency for the verifiability of detections (Mohale and
Obagbuwa, 2025). Srinivas et al. (2025) underline the need
for oversight, control, and feedback mechanisms in artificial
intelligence supported SOC workflows, which is relevant from
the perspective of operational management of machine
learning components (Srinivas et al., 2025).

5.4 Positioning Explainability in the SOC Life Cycle

In the literature, the SOC is understood as a coordinated
system of processes extending from detection to incident
response, integrating both technical and organizational
elements. Vielberth et al. (2020) emphasize the socio
technical nature of the SOC and the need to coordinate
activities related to detection and incident response
(Vielberth et al., 2020). Chamkar et al. (2024) complement
this perspective by elaborating workflows and detection
mechanisms within the SOC ( Chamkar et al., 2024).

Srinivas et al. (2025) state that modern SOC
environments increasingly integrate artificial intelligence and
machine learning components into their processes and
highlight the necessity of monitoring the performance of
these systems during operation, including feedback
mechanisms from analysts (Srinivas et al., 2025). Mohale and
Obagbuwa (2025) distinguish between global explanations of
overall model behavior and local explanations of individual
detections, both of which are relevant for interpreting
security outputs. The authors also note the computational
demands of certain explainable artificial intelligence
techniques, which may constitute a limitation in the
operational processing of large volumes of events (Mohale
and Obagbuwa, 2025). Kumar and Idamakanti (2025), in the
context of federated learning, describe the use of explainable
artificial intelligence techniques to support transparency in
decision making for cloud based anomaly detection (Kumar
and ldamakanti, 2025).

6. DISCUSSION

The proposed conceptual framework is derived from a
synthesis of literature on SOC architectures, multitenant
cloud environments, machine learning, and explainable
artificial intelligence. The analyzed studies consistently
indicate that the SOC should be understood as a socio
technical system integrating people, processes, technologies,
and governance mechanisms (Vielberth et al., 2020). In this
context, explainability does not emerge solely as a technical
property of a model, but as a factor directly influencing trust,
auditability, and the practical usability of security solutions
(Mohale and Obagbuwa, 2025).

The problem of black box models identified in the field of
intrusion detection (Mohale and Obagbuwa, 2025) is
amplified in  multitenant cloud environments by
requirements for tenant isolation, access control, and
continuous verification within shared infrastructure
(Hariharan, 2025). At the same time, the literature highlights
the limitations of centralized machine learning approaches
and proposes federated and privacy preserving mechanisms
as alternatives that enable model training without sharing
raw data (Kumar and Idamakanti, 2025; Hasan and Kudapa,
2021; Kucur et al., 2026). The proposed framework connects
these findings by conceptualizing explainability, privacy
protection, and governance mechanisms as interrelated
design principles.

Studies on Al augmented SOC environments further
emphasize the need for oversight, control, and feedback in
automated processes (Srinivas et al.,, 2025). Governance
literature in the domain of enterprise artificial intelligence
underlines the importance of systematic risk management,
transparency, and organizational capacity in the
implementation of artificial intelligence systems (Otunlape,
2026; Finch and Butt, 2025). Within this context, the
proposed model can be interpreted as a conceptual
integration of technical and organizational requirements into
the structure of a multitenant cloud based SOC.

The limitations of the article lie primarily in its conceptual
nature. The framework is derived from secondary literature
and has not been empirically validated on a specific
multitenant SOC implementation. The article does not
include experimental comparisons of explainable artificial
intelligence techniques, quantitative measurement of the
impact of explainability on detection performance, or an
organizational analysis of the implementation of governance
mechanisms under real operational conditions. In addition,
regional or sector specific regulatory differences that could
affect the applicability of the model are not examined. Future
research should therefore incorporate primary data from
production multitenant SOC environments and provide
empirical validation of the relationship between
explainability, data protection, and operational efficiency.

7. CONCLUSIONS

This article set out to address the challenge of integrating
explainable artificial intelligence into multitenant cloud-
based Security Operations Centers. Building upon a
structured literature review and analytical synthesis, it
developed a conceptual framework that connects
architectural, technical, and governance dimensions of
explainability within SOC environments.

The findings suggest that explainability in multitenant
SOCs cannot be reduced to a purely technical property of
machine learning models. Instead, it must be understood as
a cross-layer principle that interacts with privacy-preserving
mechanisms, tenant isolation requirements, Zero Trust
security  principles, and organizational governance
structures. By conceptualizing explainability across data,
model, explainability, and governance layers, the article
extends existing discussions that often treat these domains
separately. The proposed framework contributes to
theoretical development by positioning explainability as an
integrative design principle within multitenant cloud security
operations rather than as an auxiliary feature of individual
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detection models. This perspective refines the understanding
of SOC evolution in Al-augmented environments and
highlights the interdependence between transparency,
operational efficiency, and regulatory accountability.

At the same time, the conceptual nature of the

implementations and assess how explainability mechanisms
affect detection performance, analyst decision-making, and
governance effectiveness in practice. By articulating the
structural interconnections between explainability, privacy,
and governance, this article contributes to advancing the

theoretical foundations for trustworthy Al-driven security
operations in cloud-based multitenant contexts.

framework calls for empirical validation. Future research
should examine its applicability in real multitenant SOC

Acknowledgement

Funded by the EU NextGenerationEU through the Recovery and Resilience Plan for Slovakia under the project No. 09105-
03-V02-00010.

REFERENCES

[1] NAGAR, G. (2018). The Evolution of Security Operations Centers (SOCs): Shifting from Reactive to Proactive Cybersecurity
Strategies. International Journal of Scientific Research and Management, 6(9), EC-2018-100-EC-2018-115. Available online:
https://doi.org/10.18535/ijsrm/v6i9.ec03 (accessed on 16 February 2026).

HARIHARAN, R. (2025). Zero Trust Security in Multi-Tenant Cloud Environments. Journal of Information Systems Engineering
and Management, 10(45s). Available online: https://doi.org/10.52783/jisem.v10i45s.8899 (accessed on 16 February 2026).
SRINIVAS, S.; KIRK, B.; ZENDEJAS, J.; ESPINO, M.; BOSKOVICH, M.; BARI, A.; DAJANI, K.; ALZAHRANI, N. (2025). Al-Augmented
SOC: A Survey of LLMs and Agents for Security Automation. Journal of Cybersecurity and Privacy, 5, 95. Available online:
https://doi.org/10.3390/jcp5040095?urlappend=%3Futm_source%3Dresearchgate.net%26utm_medium%3Darticle (accessed
on 16 February 2026).

KUMAR, P.; IDAMAKANTI, R. (2025). Cloud Network Anomaly Detection using Federated Learning and Explainable Al.
International Journal on Science and Technology (IJSAT), 16(3), 1JSAT25037336. Available online: https://doi.org/g9vzfp
(accessed on 16 February 2026).

MOHALE, V. Z.; OBAGBUWA, I. C. (2025). A systematic review on the integration of explainable artificial intelligence in intrusion
detection systems to enhancing transparency and interpretability in cybersecurity. Frontiers in Artificial Intelligence, 8,
1526221. Available online: https://doi.org/10.3389/frai.2025.1526221 (accessed on 16 February 2026).

OTUNLAPE, 0. (2026). Governance Frameworks for Enterprise Al Systems Operating in Regulated Environments. International
Journal of Computer Applications, 187(74), 13-21. Available online: https://www.ijcaonline.org/archives/volumel187/
number74/otunlape-2026-ijca-926244.pdf (accessed on 16 February 2026).

FINCH, W. W.; BUTT, M. (2025). Gaps in Al-Compliant Complementary Governance Frameworks’ Suitability (for Low-Capacity
Actors), and Structural Asymmetries (in the Compliance Ecosystem)—A Systematic Review. Journal of Cybersecurity and
Privacy, 5, 101. Available online: https://doi.org/10.3390/jcp5040101 (accessed on 16 February 2026).

KUCUR, E. N.; BUYUKTANIR, T.; UGURELLI, M.; YILDIZ, K. (2026). Privacy-Preserving Machine Learning Techniques:
Cryptographic Approaches, Challenges, and Future Directions. Applied Sciences, 16, 277. Available online:
https://doi.org/10.3390/app16010277 (accessed on 16 February 2026).

HASAN, M. T.; KUDAPA, S. P. (2021). Data Privacy-Aware Machine Learning and Federated Learning: A Framework for Data
Security. American Journal of Interdisciplinary Studies, 2(3), 01-34. Available online: https://doi.org/10.63125/vjlhem03
(accessed on 16 February 2026).

CHAMKAR, S. A.; MALEH, Y.; GHERABI, N. (2024). Security Operations Centers: Use Case Best Practices, Coverage, and Gap
Analysis Based on MITRE Adversarial Tactics, Techniques, and Common Knowledge. Journal of Cybersecurity and Privacy, 4,
777-793. Available online: https://doi.org/10.3390/jcp4040036 (accessed on 16 February 2026).

VIELBERTH, M.; BOHM, F.; FICHTINGER, |.; PERNUL, G. (2020). Security Operations Center: A Systematic Study and Open
Challenges. IEEE Access, 8, 227756—227773. Available online: https://doi.org/10.1109/ACCESS.2020.3045514 (accessed on 16
February 2026).

GNANASEKARAN, V.; NILSEN, T. G.; HEEGAARD, P. E. (2025). A Comparative Study of Security Operations Center Models for
Operational Technology. In: Proceedings of the Norwegian Information Security Conference (NIKT 2025), 1-16. Available
online: https://doi.org/10.5324/yd7t8t20 (accessed on 16 February 2026).

(2]

3]

(4]

(5]

(6]

[7]

(8]

)

(10]

(11]

(12]

Katarina DOMANICKA, Ing.

Jakub SOVIAR, prof. Mgr., PhD.

Martin HOLUBCIK, Ing., PhD.

Dominika TOMAN, Ing., PhD.

University of Zilina, Faculty of Informatics and Management Science, Department of Managerial Theories

Univerzitna 8215/1, 010 26 Zilina, Slovakia

e-mail: katarina.domanicka@stud.uniza.sk; jakub.soviar@fri.uniza.sk; martin.holubcik@fri.uniza.sk;
dominika.toman@fri.uniza.sk



DOMINIKA DUPAKOVA — MILAN KUBINA — VILIAM LENDEL
Continuity Management with Connection to the Security Operations Center

CONTINUITY MANAGEMENT WITH CONNECTION
TO THE SECURITY OPERATIONS CENTER

DOMINIKA DUPAKOVA — MILAN KUBINA — VILIAM LENDEL

11

Abstract: Business continuity management (BCM) is an approach that enables organizations to systematically prepare for
emergencies and limit their impact on business operations. The purpose of this management is to ensure that the company
can keep its most important processes running even in times of crisis, technical failure, or security incidents. The basis is a
thorough risk assessment and business impact analysis (BIA), which are used to identify critical activities and set recovery
limits - such as maximum tolerated downtime (RTO) or acceptable data loss (RPO). These findings are followed up with specific
documents, in particular business continuity plans (BCP) and disaster recovery plans (DRP), which describe procedures in the
event of a disruption to normal operations. In an environment where the functioning of organizations is closely linked to
information and communication technologies, it is increasingly important to link business continuity with cybersecurity. The
Security Operations Center (SOC) plays an important role here, ensuring continuous monitoring of systems, evaluation of
security events, and management of incident response. While BCM creates a strategic framework and sets recovery priorities,
SOC ensures operational response and real-time situation resolution. If these areas are interconnected and the organization
regularly verifies its preparedness through tests, simulations, or exercises, its ability to handle crisis situations is significantly
increased. Such a systematic approach strengthens operational and cyber resilience, promotes trust among business partners
and customers, and contributes to the long-term stability and competitiveness of the organization.

Keywords: business continuity management, business impact analysis, cybersecurity, security operations center, enterprise

JEL Classification: M15, M21

1. INTRODUCTION

Nowadays, with new cyber threats constantly evolving
and emerging, it is very important for businesses to have a
plan in place for how to operate and how to restore their
operations in the event of a security incident. Business
continuity management (BCM) is a systematic process
focused on ensuring the resilience of a business against new
threats and unforeseen events. The goal of this process is to
identify critical areas and processes in the company, assess
the impact of their disruption, and implement measures that
will enable the company to quickly restore its key activities.

Today, BCM is viewed as more comprehensive than the
traditional approach to disaster recovery planning. Greater
emphasis is placed on proactive risk management, business
impact analysis (BIA), and the establishment of recovery
parameters such as RTO and RPO. This modern approach
combines strategic management, risk management, crisis
management, and information security.

The Security Operation Center (SOC) also plays an
important role in this regard, ensuring continuous monitoring
and detection of security incidents. This makes it possible to
identify threats in a timely manner and respond to incidents.
This connection strengthens the company's resilience to
cyber threats.

2. METHODOLOGY

This article was written as a literature review in the field
of business continuity management and its connection to the
Security Operation Center.

Sources were searched in scientific databases such as
Web of Science, Science Direct, and IEEE Xplore. Keywords
such as business continuity management, business impact

analysis, security operations center, cyber resilience, and
combinations thereof were used.

The process of selecting relevant sources took place in
several steps. First, the articles were assessed based on their
titles. This was followed by selection based on abstracts,
given that this article looks at the issue from a managerial
perspective and the combination of these keywords often
yielded highly technical articles that would not be suitable in
terms of content. In the final step, the articles were reviewed
in their entirety and those that were current and relevant to
the topic were selected.

The selected sources formed the theoretical basis for the
creation of this article.

3. BUSINESS CONTINUITY MANAGEMENT AND
SECURITY OPERATIONS CENTER

Business continuity management is one of the important
steps in business management. BCM itself is a complex
management process. Its goal is to ensure that the
organization is sufficiently resilient to risks, threats, and
other unforeseeable events. It is a systematic process
focused on identifying threats, assessing their impact, and
designing and implementing measures that will enable the
organization to continue its key activities in the event of a
security incident. The goal is to minimize the consequences
of incidents and return to normal operations as quickly as
possible.

Business continuity management can be defined as a
comprehensive management process that identifies
potential threats to an organization and builds frameworks
for resilience and effective response to protect the interests
of stakeholders, reputation, and activities that create value
for the organization [1].
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BCM is the ability of an organization to continue
delivering products or services at pre-agreed levels even after
a serious incident [2].

According to some authors, BCM represents a shift from
traditional disaster recovery planning, with the focus shifting
from post-event recovery to proactive prevention or
minimization of the impact of failure. Other authors agree
with this statement, arguing that rather than focusing solely
on information systems, business continuity management is
about ensuring critical business functions and their
continuity during any disruption that may affect many
information assets. It combines concepts from organizational
strategy, information systems, and crisis management,
offering different perspectives beyond traditional disaster
recovery models [3].

In an environment of intensive digitization and increasing
technological interconnectedness of organizations, it is
necessary to consider business continuity management from
the perspective of cybersecurity. Today, the operation of key
processes is closely linked to information and communication
systems, which increases the importance of effective
monitoring and management of security incidents. In this
context, the Security Operations Center (SOC) plays an
important role, providing continuous monitoring of security
events, their identification, evaluation, and coordination of
response measures. While BCM formulates strategic
principles and continuity priorities, SOC is an operational
mechanism that enables immediate response to incidents.
Their mutual integration contributes to strengthening the
organization's ability to cope with cyber and technological
disruptions [4].

This is an increasingly important concept for the
sustainability of an organization, especially in view of supply
chain disruptions, economic uncertainties, climate change,
and pandemics. Implementing this concept requires a
systematic approach, including risk assessment, business
continuity planning, and crisis management strategies, while
some aspects are governed by legislation and industry
standards [5].

It can therefore be said that business continuity
management is a comprehensive set of planned and
interconnected activities carried out in the event of an
unplanned interruption to the normal operation of an
organization, in the event of an accident or other crisis.

Within the framework of BCM objectives, each
organization determines its own main objective, as each
organization has different priorities. The strategic imperative
of the business continuity management process is
determined about the interests of individuals, the prevention
of further losses or the inability to perform priority activities,
and the impact on the environment. In general, however, the
main objectives ensure:

e protection of priority activities

e stabilization and restoration of priority activities, their
dependencies, and supporting resources,

e mitigation of impacts and response to negative effects
caused by the crisis.

In the context of cyber incidents, these objectives are
closely related to the activities of the SOC, which ensures the
timely identification of security events, their evaluation, and
escalation in accordance with the priorities set out in the

BCM. The SOC thus represents an operational mechanism
through which continuity objectives can be met, especially in
scenarios of technological and information disruptions [6].

The most important thing to understand about BCM is
that every organization faces certain risks. These may not
only be cyber attacks, but also natural disasters, various
technological failures, or internal problems. Given that BCM
deals with risks, it is logical that it is based on risk analysis and
business impact analysis.

The BCM process is a continuously evolving cycle
consisting of various steps, such as understanding the
business, creating a continuity strategy, defining recovery
action plans, creating a continuity management culture, and
testing and improving continuity plans.

The process is described as the BCM life cycle and consists
of several basic steps:

e Strategy setting

e Planning

e Implementation

e Testing

e Continuous improvement

The SOC also plays an important role in implementation
and testing, participating in cyber incident simulations,
verifying response procedures, and testing the organization's
preparedness for technological failures. SOC participation in
BCP and DRP testing allows for verification not only of
documented preparedness, but also of actual detection,
response, and recovery coordination capabilities [6].

Proper and effective continuity planning is essential for
BCM, resulting in a business continuity plan (BCP). In the
event of technological disruptions, the BCP is closely linked
to the Disaster Recovery Plan (DRP). In the event of cyber
incidents, it is the SOC that identifies and classifies the
incident and initiates the activation of the DRP, thereby
directly supporting the achievement of the specified recovery
parameters.

The scenario of sudden technology failure includes IT
infrastructure outages, cyber attacks, and software failures.
In such cases, the SOC provides continuous system
monitoring, anomaly detection, forensic analysis, and
response coordination. Its activities significantly influence
the organization's ability to meet the RTO and RPO defined in
the BIA. The RTO and RPO parameters also serve as a
prioritization mechanism for SOC activities, as they
determine which systems and processes must be restored
first [7].

The strategy determines how the organization will
respond to potential incidents and disruptions. Planning
translates the strategy into specific measures that are
recorded in continuity plans. Implementation represents the
practical introduction of measures into the organization's
activities. Testing is an important part of BCM. It verifies the
effectiveness of plans in simulated conditions. This makes it
possible to identify weaknesses before an incident occurs.
Continuous improvement means that the BCM process is
always considered incomplete. It needs to be constantly
updated and adapted to changing conditions.

Technical measures alone are not enough to make BCM
effective. The organization must have the right internal
settings and culture. The point s that risks in the organization
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should not be ignored or left unaddressed simply because
they have been identified. It is about actively managing them.
From this perspective, BCM can be seen as a competitive
advantage, as a well-prepared organization has satisfied
employees who know that they are prepared in the event of
an incident, and customers know that their data and
cooperation are safe.

BCM is also related to crisis management and risk
management. Risk management is about preventing risks
and reducing the likelihood of threats occurring. Business
continuity management assumes that some incidents cannot
be avoided and will occur. It is important to be prepared and
able to recover in the event of incidents. Crisis management,
on the other hand, deals with managing current situations
during a crisis, while BCM ensures that critical functions of
the organization continue to function during and after a
crisis.

Figure 1 shows how BCM is linked to standards and
frameworks that govern how it works.

NIST
SP
800-34
IS0
J
BCM

Ccoso
ERM

Figure 1 BCM and standards and frameworks

BCM is at the center, acting as a central system to which
standards and frameworks are subsequently linked, helping
with its development.

Blue indicates standards that must be implemented, and
green indicates frameworks that describe how this should be
done in practice.

Proper and effective continuity planning is essential in
BCM to prepare for various scenarios that may occur and
have a negative impact on the normal activities of the
organization. For this reason, the output of business
continuity management is a business continuity plan (BCP),
which is a document containing details designed to ensure
that the immediate consequences of a business interruption
are managed.

BCP is a comprehensive framework designed to maintain
critical business functions and operations during a disaster or
disruptive event. Its primary goal is to minimize the impact of
disasters on organizations and facilitate a rapid return to
normal operations [8, 9].

Scenarios or business continuity plans have four typical
categories defined [8]:

1. Sudden unavailability of personnel — this scenario covers
situations in which the organization lacks key personnel
or a larger number of employees (absences for various
reasons, such as contagious disease, strikes, official
closure of the building, injury/death of critical personnel,
transport restrictions, etc.). The plan should therefore
include measures such as staff transfers, crisis teams,

cross-training, external replacements, or simplification of
processes for the necessary period.

2. Sudden unusability of the workplace/building — certain
situations (such as fire, flood, power failure, engineering
network failure, road closure, bomb attack, mandatory
evacuation of the area, or physical damage to the
building) make it impossible to use part or all the
organization. The plan should define alternative
workplaces (so-called hot sites, warm sites, cold sites), as
well as the possibility of working from home, shared
spaces with partners, and logistics for moving equipment.

3. Sudden unusability of technology — this is a scenario
involving IT infrastructure failure (cyber attacks, power
outages, internet outages, software errors, etc.). The BCP
must therefore include procedures for system recovery
(disaster recovery plan, DRP), data backup and recovery,
and communication with the IT department or cloud
service providers.

4. Sudden media unavailability — a scenario in which access
to physical and digital media containing key information
or data is lost (e.g., database damage, loss and
destruction of archives, backup failure, etc.). Possible
solutions include having multiple backups, geographically
diversifying backups, ensuring access to backups from
alternative locations, and having defined procedures for
restoring and verifying data integrity.

Within the framework of BCP scenarios, an organization
does not need to include natural disasters, armed conflicts,
or civil unrest, as it cannot influence them. However, in view
of the 2019/2020 pandemic (Covid), it is advisable to have
scenarios prepared for such situations (at least for pandemics
such as Covid-19).

It is equally important to note that the organization's
management decides which scenario will be included in the
BCP, as each organization has its own limitations that
significantly influence the creation of the BCP.

When planning, which is at the core of the entire BCM
concept, the organization must determine the requirements
for the various resources needed to implement individual
business continuity strategies. According to ISO/IEC 22301, it
is important to consider the following categories of resources
that should be assessed and allocated in the BCP [2]:

e People — consideration of the necessary number of
employees (minimum, maximum), their competencies,
distribution of tasks, and deadlines for their deployment.
Within the BCP, it is important to consider the availability
of personnel during crisis situations and the possibility of
their substitution, whether by internal or external
employees/organizations.

e Information and data — include the identification of
critical data and information that is essential for the
performance of activities, considering availability,
confidentiality, and integrity (the so-called CIA triad),
including backup and recovery after an incident.

e Buildings, working environment, and related engineering
networks — the BCP must also plan for the availability of
premises that will be suitable for the organization to
continue operating and the necessary infrastructure
(energy, air conditioning, internet, etc.).

13
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e Facilities, equipment, and consumables — the availability
of technical equipment (e.g.,, computers, servers,
machinery, and devices, etc.) and necessary materials
that are essential for the proper operation of the
organization is determined.

e Information and communication technology (ICT)
systems (ICT) —critical IT infrastructure must be identified
in the BCP, and a method for its protection and recovery
within a specified time (recovery time objective, RTO) and
with a specified level of data recovery (recovery point
objective, RPO) in the event of a disaster/crisis must also
be proposed.

e Transport and logistics activities — ensuring the
availability of transport and logistics services necessary
for the operation of the organization.

e Financing — planning within BCM also includes identifying
sources for obtaining funds and subsequently securing
them so that the objectives set out in the BCP can be
achieved.

e Partners and suppliers — the organization should not
forget to assess its dependencies on third parties, as their
failure for any reason can significantly affect the
organization's operations. Therefore, backup scenarios
and alternatives should be defined in the case of suppliers
of key components.

The BCM strategy should also include the approval of
priority time frames for business recovery and the
assessment of third-party capabilities to ensure the
continuity of supply chain activities.

The resources identified in ISO 22301 (people,
information, buildings, technology, finance, partners) are
also relevant to the functioning of SOCs. Personnel capacity,
the technological infrastructure of monitoring tools, data
availability, and cooperation with external security service
providers are essential prerequisites for the effective
functioning of security oversight. [10].

To develop a BCM and BCP, it is necessary to analyze the
organization's processes, and a business impact analysis (BIA)
is used to identify the most important ones that must
continue to function. BIA is a key process for identifying and
evaluating the business processes necessary to ensure the
continuity of the organization. It involves examining business
processes to determine the critical operations that are
necessary to maintain business operations and assessing the
impact of disruptions over time on individual resources. The
process requires an understanding of the business
environment, data collection, and the preparation of
comprehensive reports for review by senior management.
Effective implementation of BIA depends on management
commitment in terms of resources and agreement to support
business continuity management systems. Organizations
must regularly review and adapt their BlAs, especially when
circumstances change and to remain competitive. Traditional
BIA methods rely heavily on qualitative analysis and expert
judgment, lacking sufficient theoretical support and
guantitative calculations. To address these limitations,
researchers have proposed applying the analytical hierarchy
process (AHP) to BIA, which provides scientific calculation
methods and index systems for more effective business
continuity management planning. [11].

It can therefore be said that BIA identifies, qualifies, and
guantifies the potential impacts and possible losses in the
event of an interruption or disruption of operations across all
an organization's processes to identify the organization's
key/critical processes. This involves assessing the impacts
(economic, reputational, regulatory), threats, and costs of
restoring processes in the event of an outage at various
intervals from the start of the outage.

According to I1SO 22301, ISO/TS 22317, and ISO/IEC
27031, the basic parameters of BIA analysis include [2, 12,
13]:

e Recovery time objective (RTO) — the maximum
acceptable time in which a critical process, activity,
service, or system must be restored to an acceptable level
after a disruption. In other words, the period during
which it is necessary to restore the activity, service, or
system to minimize the negative impact on the
organization.

e Recovery point objective (RPO) — the maximum amount
(in terms of time and data volume) that an organization
is willing and able to lose. It expresses the data delay that
can be expected during recovery. Simply put, how much
data can be lost in an incident without unacceptable
consequences.

Both parameters are basic outputs of BIA and define the
extent to which recovery strategies and infrastructure need
to be prepared to ensure business continuity. BIA thus
enables the identification of critical processes and the
determination of RTO and RPO for them.

For an organization to be sure that what it has stated in
its BCP or DRP (disaster recovery plan) can be implemented,
it must test these plans. There are several types of testing [2,
12, 14):

e Failover test — the most realistic and riskiest test, in which
the production environment is completely interrupted
and planned backup systems and workstations are
activated. A complete failure is simulated, and the
organization begins to follow the BCP/DRP and use
backup systems.

e Parallel tests —the test consists of running the production
system concurrently with the backup system, testing the
backup system's ability to take over full operation
without disrupting the organization's operations.

e Simulation tests — these involve testing using a scenario
in which specific incidents are simulated (cyber attack,
fire in the server room, network outage, etc.) and a team
of people responds to the situation in accordance with
the BCP/DRP.

e Theoretical walkthrough — participants (crisis team,
cybersecurity manager, IT department, etc.) formally go
through all the steps of the BCP/DRP without physical
implementation.

e Plan completeness check (table-top) — a less formal test,
usually conducted in the form of a discussion exercise at
a table, during which various incidents are discussed and
how they would be resolved according to the BCP/DRP.
The frequency of testing plans depends on the criticality
of activities, systems, and processes; BIA results; regulatory
requirements; and the results of previous tests. It is generally
recommended to perform control tests in the form of
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simulations once a year and after each significant change,
and a full interruption test every 2 or 3 years [15].

Testing of continuity plans (failover tests, parallel tests,
simulation exercises, table-top tests) should also include the
active participation of the SOC. Simulations of cyber
incidents, such as ransomware attacks or network
compromises, allow for testing not only the functionality of
recovery mechanisms, but also the effectiveness of security
monitoring detection and response [16].

The integration of BCM and SOC thus creates a
comprehensive organizational resilience management
system, in which BCM represents a strategic framework for
continuity and SOC an operational tool for ensuring it. This
connection enables organizations to respond more
effectively to modern threats, minimize the impact of

5. CONCLUSION

Business continuity management is now an essential part
of managing an organization that wants to be prepared for
unexpected situations. It is not just about creating plans, but
about a systematic approach to identifying risks, setting
priorities, and establishing measures that will enable the
organization to continue its key activities even during a crisis.

In the context of increasing digitalization, it is important
to link BCM with the activities of the Security Operations
Center. While BCM determines the strategic direction and
priorities for recovery, SOC ensures a practical and
immediate response to cyber incidents. Their cooperation
thus increases the organization's ability to cope with
technological and security disruptions and contributes to its
long-term stability and credibility.

incidents, and ensure the stability of critical processes even
in conditions of increased uncertainty.
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THEORETICAL-ANALYTICAL FRAMEWORK OF A MULTI-TENANT SOC CLOUD
SERVICE WITH ML ELEMENTS FOR SUSTAINABLE DIGITAL RISK MANAGEMENT

LINDA FILIPOVICOVA — JAKUB SOVIAR — MARTIN HOLUBCiK — MARTIN MICIAK

Abstract: The advancement of Industry 4.0 increases organizational reliance on cloud-based and interconnected digital
infrastructures while significantly intensifying cyber risks. For small and medium-sized enterprises (SMEs), limited financial
and human resources make effective cybersecurity management particularly challenging. This paper proposes a theoretical—
analytical framework for a multitenant Security Operations Center (SOC) implemented as an open cloud service with
integrated machine learning (ML) capabilities, aimed at strengthening cyber resilience, risk management, value creation, and
sustainability. The study synthesizes recent research in cloud security, multitenant architectures, artificial intelligence, and
managerial perspectives on human capital and stakeholder value. The analysis addresses technological, process,
organizational, and economic dimensions of multitenant SOC operation. The findings suggest that cloud-based multitenant
SOCs enable SMEs to access advanced security monitoring and incident response capabilities, while ML improves anomaly
detection, alert prioritization, and automation efficiency. The paper concludes that a multitenant cloud SOC represents a
scalable and sustainable cybersecurity model aligned with the strategic demands of Industry 4.0.

Keywords: Multitenant Security Operations Center (SOC), Cloud Computing, Cybersecurity, Machine Learning, Industry 4.0,

Risk Management, Sustainability

JEL Classification: D8, L8, M15, M21

1. INTRODUCTION

The development of the Industry 4.0 concept is
fundamentally transforming how organizations manage data,
processes, and technological infrastructures. Cloud services
and artificial intelligence (Al) have become core pillars of
digital transformation, while organizations’ exposure to
cyber risks is increasing rapidly. [1]The transition from
isolated information systems to interconnected cyber—
physical systems, loT, and data-driven decision-making
significantly raises requirements for the availability, integrity,
and confidentiality of information assets. Recent studies
confirm that threat complexity in industrial digital
ecosystems is growing primarily due to IT/OT integration,
extensive connectivity, and the increasing volume of data
flows, which elevates cybersecurity to one of the key
managerial challenges of Industry 4.0. [2][3][4]

According to Lee & Lim [5] and Jimeno-Morenilla et al. [6],
digital transformation is increasingly built upon cloud
services, artificial intelligence (Al), and platformization,
which accelerate innovation and enable the integration of
processes across the value chain. Yaqub & Alsabban [7] and
Afrin et al. [8] demonstrate that Industry 4.0 technologies—
including cloud computing, data analytics, and intelligent
automation—are becoming key enablers of competitiveness
and the scalability of business models. However, cloud
environments also introduce specific security risks related to
virtualization, multitenancy, and shared infrastructure,
including challenges associated with tenant isolation, identity
and access management, and data protection. [9]

These challenges are particularly pronounced for small
and medium-sized enterprises (SMEs), which typically lack
the financial and human resources required to operate
dedicated security teams and continuous 24/7 monitoring.

As cyber threats grow in complexity, SMEs face a tension
between technological demands and limited access to
specialized expertise. Prior research highlights shortages of
cybersecurity skills, constrained budgets, and unclear role
distribution when relying on external security providers,
emphasizing the increasing importance of human capital
management in the context of Industry 4.0. [1][10]

In this context, a multitenant Security Operations Center
(SOC) implemented as an open cloud-based service
represents a promising cybersecurity model. Such an
approach enables multiple organizations to share security
infrastructure while maintaining logical (data) tenant
isolation, centralized detection management, and
standardized  protection, response, and reporting
capabilities. Research on multitenant and multi-domain
security operations architectures suggests that traditional
perimeter-based models are no longer sufficient, creating a
need for scalable and adaptive SOC-as-a-Service solutions
built on SIEM, monitoring platforms, and integrated
analytics. [11] At the same time, practical SOC operation
relies on a combination of technologies, processes, and
people, with a growing need to standardize use-case
coverage and detection mapping (e.g., against the MITRE
ATT&CK framework) in order to scale monitoring capabilities
and service quality across multiple customers. [12]

The effectiveness of cloud-based SOCs is further
enhanced by the integration of machine learning (ML), which
supports the detection of anomalous behavior and
previously unknown attacks in distributed environments
where signature-based approaches are insufficient. [13][14]
Practical deployments demonstrate that the integration of
ML with Security Information and Event Management (SIEM)
systems and Intrusion Detection Systems (IDS) and
automation tools can improve threat detection, alert
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prioritization, and  operational efficiency, thereby
strengthening organizational resilience. From an economic
perspective, this multitenant cloud-based model is
significantly more feasible for SMEs than building and
operating an in-house SOC. [15]

The objective of this paper is therefore to develop a
theoretical-analytical framework that explains how
multitenant cloud-based SOCs with Al components support
value creation, risk management, and organizational

sustainability in the Industry 4.0 environment, while
simultaneously  linking  technological aspects with
organizational and managerial determinants. [1] [8]
2. THEORETICAL BACKGROUND

The following theoretical section develops three

interrelated dimensions: (1) the technological shift toward
multitenant cloud-based security services, (2) the role of
machine learning in incident detection and response, and (3)
managerial determinants—human capital, risk management,
value creation, and sustainability. This framework makes it
possible to explain why multitenant cloud-based SOCs make
sense not only from a technical perspective, but also from
economic and organizational viewpoints—particularly for
small and medium-sized enterprises (SMEs).

2.1 Multitenant Cloud-Based SOCs as a New Cybersecurity
Model

In recent years, cloud security architectures have
increasingly shifted toward Security-as-a-Service models,
enabling organizations to leverage advanced security
technologies without the need for high capital expenditures
or the establishment of fully staffed in-house 24/7 security
teams. This trend is particularly relevant for small and
medium-sized enterprises (SMEs), which typically lack
sufficient human and financial resources to operate their
own SOC, yet simultaneously face pressure from Industry 4.0
to digitize processes, integrate data, and adapt rapidly. [1]

A multitenant SOC enables multiple organizations to
share a single cloud-based security platform while
maintaining logical separation of data, identities, alerts, and
incidents. The primary advantages of this approach include
scalability, standardized security processes, and economic
efficiency achieved through shared infrastructure and
centralized operations. These characteristics significantly
lower entry barriers to advanced cybersecurity services for
SMESs. [17][18]

At the same time, multitenancy introduces specific
security and governance challenges, particularly related to
tenant isolation, access control, and configuration
management across shared environments. Research on
cloud-native and multitenant architectures highlights secure
isolation and governance of shared components as key
challenges that must be addressed to ensure trustworthy
SOC operation. [16][19]

From a security operations management perspective, it is
important to note that SOC performance is no longer
assessed solely by the “number of alerts,” but also through
measurable technical performance metrics (e.g., detection
effectiveness, correlation quality, triage latency, and the
ability to validate incidents), which are also critical for
performance comparison in SOC-as-a-Service (SOCaa$)

models. [20] Consequently, the effectiveness of a
multitenant cloud-based SOC depends not only on its
infrastructure, but also on its ability to analyze large volumes
of security data efficiently, which motivates the integration
of machine learning techniques.

2.2 Machine Learning in Cyber Threat Detection

Machine learning (ML) enables the automated analysis of
large volumes of security data in real time and supports the
identification of behavioral patterns that are difficult to
detect using traditional rule- or signature-based approaches.
Big Data and artificial intelligence (Al) solutions have also
proven effective in other domains—such as education and
performance management—where they support
personalized  decision-making and more accurate
predictions. [21] In the SOC context, “personalization” can be
interpreted as the adaptation of models and rules to the
tenant’s specific context (infrastructure, operational
characteristics, and risk profile), while a multitenant platform
is able to share common knowledge (global attack patterns)
and simultaneously preserve tenant-specific deviations. The
same principle applies to cybersecurity, where algorithms
enable the predictive identification of attacks before their
escalation. In cloud-based and multitenant SOC
environments, ML is particularly important due to the scale
and heterogeneity of generated telemetry data—such as
logs, network flows, endpoint events, and cloud audit
records—which exceed the capacity of manual analysis. [14]

In security operations, ML techniques are primarily
applied to anomaly detection, identification of novel attacker
tactics, techniques, and procedures (TTPs), reduction of alert
noise, to the detection of anomalous user and system
behavior, which is critical for uncovering insider threats and
compromised accounts; and to the early identification of
advanced persistent threats (APTs) and support for a
predictive (rather than purely reactive) security posture. By
correlating events across heterogeneous data sources, ML
contributes to improved incident contextualization and
prioritization within SOC environments. [13]

At the same time, Yan et al. [22] repeatedly emphasize
that the practical deployment of ML in cybersecurity must
address not only accuracy, but also interpretability,
robustness, and operational sustainability of models (e.g.,
data drift, false positives, and labeling quality). Explainable
ML is therefore critical in SOC operations, as it enhances
analysts’ trust in model outputs and supports the auditability
of security decisions.

In practice, ML is commonly integrated with Security
Information and Event Management (SIEM) and Security
Orchestration, Automation, and Response (SOAR) platforms
to translate analytical outputs into automated correlation,
triage, and response recommendations. This integration
contributes to the emergence of “Al-augmented SOCs,” in
which Al supports human analysts by improving efficiency
and decision-making rather than replacing expert judgment.
[23] Nevertheless, effective SOC operation continues to
depend on qualified professionals who are able to configure,
interpret, and govern ML-driven security processes.
Therefore, it is essential to integrate the technological
dimension of the SOC with human capital and risk
management.
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2.3 Human Capital and Risk Management in the Digital
Environment

Cybersecurity is not only a technological issue, but also an
organizational one. Staffenova et al. [1] emphasize that the
effective utilization of human capital in the context of
Industry 4.0 is essential for managing complex digital
systems. Koman et al. [24] similarly highlight the importance
of risk management in human resources information
systems, which is directly applicable to SOC environments,
where a combination of technological tools and skilled
analysts is indispensable.

Cybersecurity represents a complex socio-technical
system in which technology and human decision-making
mutually influence one another. Key factors include human
competencies, process design, governance, accountability,
and decision-making under pressure. Staffenova et al. [1]
point out that in Industry 4.0 environments, human capital
becomes a critical success factor, as organizations must
possess digital, analytical, and security-related
competencies.

At the same time, Koman et al. [24] stress that risk
management in human resources information systems is
essential for ensuring data integrity, personal data
protection, and the credibility of decision-making processes.
This principle directly translates into SOC operations, where
the combination of analysts, automated tools, and decision-
making workflows determines an organization’s ability to
manage security incidents effectively.

In small and medium-sized enterprises (SMEs), this
dimension is even more pronounced, as a single individual
often covers multiple roles (IT, security, compliance).
Consequently, it is crucial that externally provided security
services (SOC-as-a-Service, Security Operations Center as a
Service — SOCaaS) are designed with the client’s actual
operational capacity in mind. In the SOC context, this
translates into the need for clearly defined roles (who
performs triage, who escalates, who approves responses), as
well as training and incident-handling routines. Moreover,
Hoong and Rezania [10] demonstrate that SMEs face a
significant shortage of cybersecurity experts, which further
increases the importance of outsourcing and cloud-based
SOC models as a means of accessing advanced expertise.

Research on Security-as-a-Service adoption further
indicates that post-adoption effectiveness depends on how
well organizations integrate external security services with
their internal resources and decision-making practices. For
multitenant SOCs, this highlights the importance of
structured provider—client interfaces, including Service Level
Agreements (SLAs), communication mechanisms, and shared
situational awareness. [25] Ultimately, the integration of
technology and human capital determines an organization’s
ability to manage cyber risks, build stakeholder trust, and
ensure long-term resilience.

2.4 Value Creation and Sustainability through Security

In contemporary business environments, cybersecurity is
increasingly perceived as an integral component of
organizational value creation rather than merely as a cost
factor. Kusnirova et al. [26] demonstrate that managerial
activities focused on value creation and stakeholder
relationship management increase value for both suppliers

and customers; cybersecurity directly contributes to this
process as a mechanism for risk reduction and increased
process transparency (e.g., incident response, reporting, and
auditing). Effective security practices support customer and
partner trust, reduce operational disruptions, and protect
digital assets that form the core of products and services in
the context of Industry 4.0.

From the perspective of corporate value, empirical
findings also suggest that cybersecurity governance can be
positively associated with firms’ market value, operating
through a reputational mechanism based on investor and
partner trust. [28] This is particularly important for SMEs
operating within supply chains, where cybersecurity maturity
increasingly becomes a prerequisite for collaboration, driven
by compliance requirements imposed by larger partners.

Demjanovicova and Varmus [27] further argue that the
shift in corporate value orientation toward environmental
sustainability is transforming how firms perceive risk
management, including digital risks that may have secondary
environmental impacts (e.g.,, operational disruptions,
inefficiencies, and incidents in operational technology
environments). From a sustainability perspective,
Demjanovicovd and Varmus [27] emphasize that the
protection of digital assets and the reduction of operational
risks are integral components of responsible business
conduct. Cloud-based SOCs, as noted by Kurunthachalam
[29], also contribute to environmental sustainability, as
shared infrastructure leads to lower energy consumption and
more efficient resource utilization compared to isolated,
enterprise-specific solutions. The linkage between security
and sustainability is further reflected in academic research on
“green” cloud computing and data centers, which
systematically examine energy efficiency and techniques for
reducing environmental impact. [30]

3. ANALYTICAL PART

While the theoretical section explained why a
multitenant cloud-based SOC (SOC-as-a-Service) with Al/ML
elements appears to be a suitable response to the challenges
of Industry 4.0, the following analytical chapter examines
how these principles are reflected in practice. The analysis

therefore  integrates a  technological perspective
(architecture, automation, detection), an economic
perspective  (cost efficiency, scalability), and an

organizational-managerial  perspective  (competencies,
processes, human factors, and performance measurement).

3.1 Analytical Framework and Dimensions

The analysis examines multitenant SOCs as open cloud-
based services through four interrelated dimensions: the
technological dimension (secure multitenancy, continuous
monitoring, correlation, and automation), the process
dimension (standardization of detection use cases, triage,
and incident response), the human and competency
dimension (the transformation of analyst roles through
automation and Al), and the economic and sustainability
dimension (cost efficiency, scalability, and resource
utilization). [1][31][32][33] Together, these dimensions
provide a structured framework for evaluating how
multitenant SOCs scale security operations while maintaining
service quality and organizational feasibility.
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3.2 Analysis of Multitenant SOCs as Open Cloud-Based
Services

The analysis indicates that multitenant SOCs combine
technological efficiency with economic and organizational
sustainability by operating a unified security platform for
multiple organizations, while ensuring tenant isolation and
access control at both architectural and governance levels.

From a technological perspective, in cloud environments,
the volume of telemetry data (logs, audit records, network
flows, endpoint events) is so high that manual oversight
becomes unsustainable. A modern cloud-based SOC
therefore relies on the integration of Security Information
and Event Management (SIEM) systems (data collection,
normalization, and correlation) with Security Orchestration,
Automation, and Response (SOAR) platforms (orchestration
and automated playbooks), and increasingly also with
Extended Detection and Response (XDR) and Endpoint
Detection and Response (EDR) solutions. Research on cloud
security automation emphasizes that modular architectures
integrating SIEM, SOAR, and threat intelligence can improve
detection capabilities while simultaneously reducing
response times in dynamic cloud infrastructures. [34]

Machine learning further supports SOC efficiency by
enabling automated triage, anomaly detection, and alert
prioritization. By reducing the volume of routine decisions
handled by analysts, ML lowers the risk of missed incidents
during periods of overload. At the same time, Tilbury and
Flowerday [35] and Tariq et al. [36] caution that automation
also introduces risks—most notably alert fatigue, automation
bias, and complacency. For this reason, automation must be
designed as a model of human—automation collaboration
rather than as a blind replacement of analysts.

From a process perspective, multitenant SOCs must scale
not only the number of clients, but also the consistency and
quality of detection and response. This requires standardized
detection use cases, systematic mapping of coverage to
attacker tactics and techniques (e.g., MITRE ATT&CK), and
continuous identification of coverage gaps. Without
structured use-case management, detection quality across
tenants may become uneven, which is particularly critical in
SOC-as-a-Service models subject to Service Level Agreements
(SLAs). [37]

The demonstrability of SOC value is closely linked to
performance measurement. Effective SOC evaluation
therefore relies on technical performance metrics—such as
detection capability, correlation quality, and triage
efficiency—rather than on alert volumes alone. These
metrics are essential for assessing the real contribution of
SOC operations to organizational security posture and for
ensuring comparability across tenants. [20]

3.3 Organizational and HR Perspective: Shifting from
“Operations” to Strategic Competencies

From an organizational and human resource perspective,
cloud-based SOCs enable a shift from routine operational
tasks toward more strategic cybersecurity competencies.
Automated monitoring, correlation, and response activities
reduce the need for continuous manual intervention,
allowing organizations to focus internal capacities on risk
prioritization, security governance, compliance, and the
development of a security-oriented organizational culture.

Tilbury and Flowerday [35], in their work on human-—
automation collaboration in SOC environments, further
emphasize that the maximum benefits of automation are
achieved when analysts are involved in the design of
automation and when clear boundaries of autonomy are
defined (i.e., when the system recommends actions versus
when it executes them). This shift toward strategic
competencies aligns with the concepts of intelligent
innovation systems, which support rapid adaptation and
continuous innovation within organizations. [17]

3.4 Synthesis of Analytical Findings

The analytical findings suggest that multitenant cloud-
based SOCs represent a feasible and effective model for
enhancing cybersecurity resilience in SMEs. Technologically,
this model enables scalable monitoring, event correlation,
and incident response through the integration of SIEM,
SOAR, ML-based analytics and threat intelligence tools. [34]
From a process perspective, standardized detection use
cases and systematic performance measurement contribute
to consistent service quality across multiple tenants.
Organizationally, the multitenant SOC model allows SMEs to
reallocate limited human resources from routine operational
tasks toward strategic risk management and governance
activities. [35] The value of multitenant SOCs is also more
readily demonstrable through technical SOC performance
metrics, such as detection effectiveness, response time, and
the degree of response automation. [20] Analyzing
multitenant SOCs as open cloud-based services shows that
this model combines technological efficiency with economic
and organizational sustainability. The use of machine
learning enables the automation of security processes,
thereby reducing reliance on manual interventions,
increasing the consistency of responses, and minimizing the
risk of human error. From a human resource management
perspective, cloud-based SOCs allow organizations to focus
on strategic competencies rather than operational tasks,
which aligns with the concepts of intelligent innovation
systems. [17]

4. DISCUSSION

The findings of the theoretical and analytical sections
indicate that multitenant cloud-based SOCs represent a
significant instrument for strengthening the digital resilience
of organizations. In the context of small and medium-sized
enterprises (SMEs), these solutions help overcome barriers
related to costs, the shortage of cybersecurity experts, and
technological complexity, as identified by Staffenova et al.
[1]. From a value creation perspective, cloud-based SOCs
enhance stakeholder trust, improve business continuity, and
support sustainable managerial decision-making. [26][27]

The analytical part demonstrated that multitenant cloud-
based SOCs (as open services) combine the advantages of
scalability, shared infrastructure, and the automation of
security processes. This discussion interprets these findings
in the broader context of Industry 4.0 and focuses on their
implications for SME digital resilience, SOC process maturity,
the human factor, and stakeholder value.

The results of the theoretical analysis confirm that the
shift toward Industry 4.0 (IT/OT convergence, Industrial
Internet of Things — lloT, and pervasive connectivity) creates
an environment in which cybersecurity becomes not only a
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technical issue, but also a managerial and strategic one. In
this context, an organization’s ability to maintain operational
continuity during security incidents represents a key
component of digital resilience. The concept of “cyber
resilience” in recent literature has evolved from isolated
security controls toward a holistic approach encompassing
preparedness, detection, response, and recovery, which
aligns with the role of SOCs as mechanisms of continuous
monitoring and operational incident management. [38]

From a practical perspective, the discussion highlights
that multitenant cloud-based SOCs are particularly valuable
for SMEs when they reduce three major barriers: costs,
shortage of experts, and technological complexity. [1] This
value is especially evident in the shortened time required to
implement core SOC functions (log collection, correlation,
triage) and in the accessibility of advanced capabilities (e.g.,
automated response), which SMEs would otherwise deploy
much more slowly—or not at all—when operating an in-
house SOC. Aproyable et al. similarly focus on SMEs and
demonstrate that cybersecurity resilience in practice
depends on a combination of technological and
organizational mechanisms—namely, the ability to learn
from incidents, understand risk, and develop procedures for
managing it. [39]

The process dimension of multitenant SOCs is also
critically important. The objective is not merely to “scale the
number of clients,” but to scale a consistent quality of
detection and response. Research on SOC use-case
management (coverage and gap analysis) shows that without
systematic governance of detection scenarios and coverage
mapping (e.g., to MITRE ATT&CK), detection gaps and uneven
service quality emerge—an issue that is particularly critical in
the SOC-as-a-Service model due to Service Level Agreements
(SLAs) and provider credibility. The analytical findings further
indicate that the integration of Al and ML significantly
enhances SOC efficiency, particularly in triage, correlation,
and noise reduction (alert fatigue). At the same time,
Giarimpampa et al. [40] caution that Al in SOCs should not be
understood merely as increased automation, but rather as an
augmentation of analysts’ work and decision-making—
especially through interpretability of outputs, controlled
autonomy, and sound process integration. Systematic
reviews of Al applications in SOCs confirm the growing
importance of Al for security operations, while also
identifying persistent challenges such as model validation,
reliability in production environments, data drift,
explainability, and the risk of false positives. [41]

Finally, this study emphasizes that a multitenant cloud-
based SOC is not only a technical architecture, but also a
governance model that must be designed to support clear
role separation between the service provider and the client,
tenant isolation mechanisms, auditability and reporting,
process anchoring of incident response (escalation paths,
playbooks, post-incident learning), and measurable SOC
performance. Key performance indicators include metrics
such as Mean Time to Detect (MTTD) and Mean Time to
Respond (MTTR), the accuracy of correlation rules, and the
success rate of automated responses. SOC performance
measurability is essential not only for justifying investments,
but also for ensuring service comparability across tenants;
systematically applied, technically oriented SOC metrics

enable organizations to link “what the SOC does” with “its
impact on risk.” [41][42]

From a value creation perspective, cloud-based SOCs
enhance stakeholder trust, improve business continuity, and
support sustainable managerial decision-making. [26][27]
This argument is further supported by empirical research
indicating that cybersecurity governance can be positively
associated with firms’ market value, operating through
reputational effects and increased trust among investors and
supply chain partners—particularly in contexts where trust
and legitimacy are critical. [28]

Despite these benefits, several limitations of this study
must be acknowledged. First, the multitenant SOC concept
presupposes robust tenant isolation mechanisms and a high
level of governance; if these elements are not strictly
implemented, risks may increase (e.g., data leakage between
tenants or erroneous sharing of incident context). Second,
the integration of Al and ML within SOCs is highly sensitive to
data quality and operational conditions (such as data drift,
availability of labeled data, and interpretability of outputs),
which—if insufficiently managed—may lead to false positives
or “blind spots” in detection. [40][41]

Additional limitations should also be considered. Third,
the effectiveness of multitenant SOCs may vary significantly
depending on the maturity of the client organization; SMEs
with low security awareness or poorly defined internal
processes may not fully benefit from advanced SOC
capabilities, even when these are technically available.
Fourth, the reliance on standardized detection use cases and
shared threat intelligence, while beneficial for scalability,
may reduce sensitivity to highly specific or sector-specific
threats if tenant-level customization is insufficient. Finally,
regulatory and legal constraints—particularly related to data
residency, cross-border data processing, and compliance
requirements—may limit the applicability of multitenant SOC
models in certain industries or jurisdictions.

Based on these findings, several relevant directions for
future research emerge. Future studies could focus on
guantifying the benefits of multitenant SOCs for SMEs using
measurable indicators such as Mean Time to Detect (MTTD),
Mean Time to Respond (MTTR), detection accuracy,
reduction of alert fatigue, and costs associated with incident
handling. [39] Another promising research direction involves
the design of a standardized framework for evaluating
security use-case coverage and gap analysis in the SOC-as-a-
Service model, including systematic mapping to the MITRE
ATT&CK framework and the definition of recommended Key
Performance Indicators (KPIs). Further attention should also
be devoted to empirical validation of organizational success
factors for multitenant SOCs, particularly in the areas of
competency models, interfaces between SOC providers and
clients, governance structures, and mechanisms for post-
incident organizational learning. [38] Finally, a particularly
promising avenue for future research is the evaluation of “Al-
augmented SOC” approaches in production environments,
with a focus on their reliability, decision explainability, and
the security of the Al components themselves. [40]

5. CONCLUSION

The objective of this article was to develop a theoretical—
analytical framework explaining how a multitenant
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cybersecurity operations center (SOC), implemented as an

open cloud-based service with machine learning
components, can support digital resilience, risk
management, value creation, and organizational

sustainability in the context of Industry 4.0. This objective
was achieved through a synthesis of contemporary scientific
knowledge from the domains of cloud security, artificial
intelligence, human capital management, and value-oriented
management.

The theoretical part demonstrated that the digitalization
of industrial and business systems significantly increases
organizations’ dependence on the availability, integrity, and
confidentiality of digital assets. In this context, cybersecurity
shifts from a purely technical support function toward the
level of strategic risk management. Cloud-based and
multitenant architectures simultaneously enable a new
model of security service delivery—as a scalable,
economically accessible, and technologically advanced
alternative to traditional on-premises SOC solutions.

The analytical part subsequently showed that a
multitenant cloud-based SOC can effectively combine
technological efficiency (automated data collection, event
correlation, and incident response), process standardization
(use-case management, threat coverage, and performance
metrics), and organizational sustainability (the reallocation of
human resources from routine operational tasks toward
strategic cybersecurity management). The integration of
machine learning further enhances detection accuracy and
reduces analyst workload, thereby improving organizations’
ability to respond to dynamic and evolving threats.

As a result, a multitenant cloud-based SOC can be
interpreted as a mechanism of digital resilience that is
particularly relevant for small and medium-sized enterprises
(SMEs). These organizations gain access to security
capabilities that would otherwise exceed their financial and
human resource capacities, while simultaneously increasing
their credibility toward customers, partners, and regulators.
From a value management perspective, SOCs support
business continuity, transparency, and stakeholder trust,

Acknowledgement

which translate into

sustainability.

long-term competitiveness and

A multitenant cybersecurity operations center delivered
as an open cloud-based service with machine learning
components represents a strategic instrument of digital
transformation in the era of Industry 4.0. It integrates
technological innovation (scalable cloud platforms,
automated triage and response), effective risk management
(continuous  monitoring, standardized use cases,
performance measurement), human capital development (a
shift from routine operations toward strategic
competencies), and value creation for stakeholders (trust,
reputation, and continuity).

From a scientific perspective, this article contributes to
the expansion of knowledge by linking SOC technological
architecture with organizational and value-oriented
dimensions of enterprise management. It demonstrates that
cybersecurity in the context of Industry 4.0 is not an isolated
IT function, but an integral part of strategic management,
human capital development, and value creation. The findings
further confirm that the benefits of cloud-based SOCs for
SMEs are maximized when SOCs are designed as a
combination of technology and processes—supported by
systematic use-case management and gap analysis, as well as
a clearly defined governance interface between the service
provider and the client. Cyber resilience is increasingly
becoming a decisive factor of sustainable organizational
performance and may directly influence an organization’s
reputation and value.

From a practical perspective, this article provides a
conceptual foundation for the design and evaluation of
multitenant SOC solutions that can be utilized by security
service providers, SME managers, and policymakers involved
in digital transformation initiatives. In this way, the article
fulfills its objective not only theoretically but also in applied
terms—as a framework for understanding and implementing
cloud-based SOCs as a key element of a secure and
sustainable digital economy.

Funded by the EU NextGenerationEU through the Recovery and Resilience Plan for Slovakia under the project No. 09105-

03-v02-00010.

REFERENCES

[1] STAFFENOVA, N., KUCHARCIKOVA, A., FALAT, L. Using of human capital management in small and medium-sized enterprises in
context of Industry 4.0. 2025. [online]. [cit. 19-01-2026]. Available at: https://journals.plos.org/plosone/article?id=10.1371/

journal.pone.0320568

[2] CORALLO, A. et al. Cybersecurity awareness in the context of the Industrial Internet of Things: A systematic literature review.
2022. [online]. [cit. 19-01-2026]. Available at: https://www.sciencedirect.com/science/article/pii/S0166361522000094

[3] HARKAT et al. Cyber-physical systems security: A systematic review. 2024. [online]. [cit. 19-01-2026]. Available at:
https://www.sciencedirect.com/science/article/pii/S0360835224000123

[4] OKS, S.). et al. Cyber-Physical Systems in the Context of Industry 4.0: A Review, Categorization and Outlook. 2022. [online]. [cit.
19-01-2026]. Available at: https://link.springer.com/article/10.1007/s10796-022-10252-x

[5] LEE, C.; LIM, C. From technological development to social advance: A review of Industry 4.0 through machine learning. 2021.
[online]. [cit. 19-01-2026]. Available at: https://www.sciencedirect.com/science/article/pii/S0040162521000858

[6] JIMENO-MORENILLA, A. et al. Technology enablers for the implementation of Industry 4.0 to traditional manufacturing sectors:

A review. 2021.
S0166361520306242

[online]. [cit. 19-01-2026].

Available at:

https://www.sciencedirect.com/science/article/pii/

[7] YAQUB, M.Z.; ALSABBAN, A. Industry-4.0-Enabled Digital Transformation: Prospects, Instruments, Challenges, and Implications
for Business Strategies. 2023. [online]. [cit. 19-01-2026]. Available at: https://www.mdpi.com/2071-1050/15/11/8553



22

LINDA FILIPOVICOVA — JAKUB SOVIAR — MARTIN HOLUBCIK — MARTIN MICIAK
Theoretical-Analytical Framework of a Multi-tenant SOC Cloud Service
with ML Elements for Sustainable Digital Risk Management

(8]
19l
(10]
(11]

[12]

[13]
(14]

[15]

(16]

[17]

(18]

(19]

[20]

(21]

[22]
(23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32]

(33]

AFRIN, S. et al. Industrial Internet of Things: Implementations, challenges, and potential solutions across various industries.
2025. [online]. [cit. 19-01-2026]. Available at: https://www.sciencedirect.com/science/article/pii/S016636152500082X
PARAST, F.K. et al. Cloud computing security: A survey of service-based models. 2022. [online]. [cit. 19-01-2026]. Available at:
https://www.sciencedirect.com/science/article/pii/S0167404821003977

HOONG, Y.; REZANIA, D. Balancing talent and technology: Navigating cybersecurity and privacy in SMEs. 2024 [online]. [cit. 19-
01-2026]. Available at: https://www.sciencedirect.com/science/article/pii/S2772503024000379

REPETTO, M. et al. An architecture to manage security operations for digital service chains. 2021. [online]. [cit. 19-01-2026].
Available at: https://www.sciencedirect.com/science/article/pii/S0167739X20303290

CHAMKAR, S.A. et al. Security Operations Centers: Use Case Best Practices, Coverage, and Gap Analysis Based on MITRE
Adversarial Tactics, Techniques, and Common Knowledge. 2024. [online]. [cit. 19-01-2026]. Available at:
https://www.mdpi.com/2624-800X/4/4/36

HE, Z. Machine Learning for Cybersecurity: A Survey of Applications, Adversarial Challenges, and Future Research Directions.
2025. [online]. [cit. 19-01-2026]. Available at: https://www.mdpi.com/2079-9292/14/23/4563

KHAN, A.Q. Knowledge-based anomaly detection: Survey, challenges, and future directions. 2024. [online]. [cit. 19-01-2026].
Available at: https://www.sciencedirect.com/science/article/pii/S0952197624011540

MUHAMMAD, A.R et al.. Integrated Security Information and Event Management (SIEM) with Intrusion Detection System (IDS)
for Live Analysis based on Machine Learning. 2023. [online]. [cit. 19-01-2026]. Available at: https://www.sciencedirect.com/
science/article/pii/$1877050922024243

THEODOROPOULOS, T. et al. Security in Cloud-Native Services: A Survey. 2023. [online]. [cit. 19-01-2026]. Available at:
https://www.mdpi.com/2624-800X/3/4/34

LENDEL, V., SPALEKOVA, D., LENDELOVA, L., SOTEK, M. The Innovative Intelligence System—A Tool for Discovering Innovative
Opportunities and for Ensuring the Sustainability and Business Prosperity. 2021. [online]. [cit. 19-01-2026]. Available at:
https://www.mdpi.com/2071-1050/13/21/12305

KUMAR, R. Multi-Tenant SaaS Architectures: Design Principles and Security Considerations. 2020. [online]. [cit. 19-01-2026].
Available at: https://www.researchgate.net/publication/391673039_Multi-Tenant_SaaS_Architectures_Design_Principles_
and_Security_Considerations

OLABANIJI, D.O. et al. Multi-tenancy in cloud-native architecture: a systematic mapping study. 2023. [online]. [cit. 19-01-2026].
Available at:  https://researchportal.port.ac.uk/en/publications/multi-tenancy-in-cloud-native-architecture-a-systematic-
mapping-s/

FORSBERG, J; FRANTTI, T. Technical performance metrics of a security operations center. 2023. [online]. [cit. 19-01-2026].
Available at: https://www.sciencedirect.com/science/article/pii/S016740482300439X

MICIAK, M., TOMAN, D., ADAMIK, R., KUFOVA, E., SKULEC, B., MOZOLOVA, N., HOFEROVA, A. Effective Education System for
Athletes Utilising Big Data and Al Technology. 2025. [online]. [cit. 19-01-2026]. Available at: https://www.mdpi.com/2306-
5729/10/7/102

YAN, F. et al. Explainable machine learning in cybersecurity: A survey. 2022. [online]. [cit. 19-01-2026]. Available at:
https://dl.acm.org/doi/abs/10.1002/int.23088

SRINIVAS, S. et al. Al-Augmented SOC: A Survey of LLMs and Agents for Security Automation. 2025. [online]. [cit. 19-01-2026].
Available at: https://www.mdpi.com/2624-800X/5/4/95

KOMAN, G., TOMAN, D., JANKAL, R., BORSOS, P. Risk management in a human resources information system. 2023. [online].
[cit. 19-01-2026]. Available at: https://www.researchgate.net/publication/374330778_Risk_management_in_a_human_
resources_information_system

VEDADI, A. et al. Investigating the role of internal security resources in post-adoption satisfaction with the Security-as-a-Service
model: an  organizational mindfulness  perspective. 2023. [online].  [cit. 19-01-2026]. Available at:
https://www.sciencedirect.com/org/science/article/abs/pii/S1741039823000013

KUSNIROVA, D., DURISOVA, M., BUBELINY, O. Enhancing Stakeholder Value: Managerial Activities in the Value Creation Process
for Suppliers and Buyer—Evidence from Slovak Enterprises. 2024. [online]. [cit. 19-01-2026]. Available at:
https://www.mdpi.com/2076-3387/14/8/186

DEMJANOVICOVA, M., VARMUS, M. Changing the Perception of Business Values in the Perspective of Environmental
Sustainability. 2021. [online]. [cit. 19-01-2026]. Available at: https://www.researchgate.net/publication/351420187
_Changing_the_Perception_of_Business_Values_in_the_Perspective_of Environmental_Sustainability

TAN, W. et al. Cybersecurity governance and corporate market value: Perspectives from investor trust and supply chain trust.
2025. [online]. [cit. 19-01-2026]. Available at: https://www.sciencedirect.com/science/article/pii/S0927538X24003986
KURUNTHACHALAM, A. Sustainable Cloud Computing: Energy Efficiency and Environmental Impact. 2025. [online]. [cit. 19-01-
2026]. Available at: https://www.researchgate.net/publication/399099909_Sustainable_Cloud_Computing_Energy_Efficiency
_and_Environmental_Impact

KATAL, A. et al. Energy efficiency in cloud computing data centers: a survey on software technologies. 2022. [online]. [cit. 19-
01-2026]. Available at: https://pmc.ncbi.nlm.nih.gov/articles/PMC9424070/

PANDI, M. Al-Enhanced Cloud Security Operations Center for Automated Cyber Threat Defense. 2025. [online]. [cit. 19-01-
2026]. Available at: https://www.researchgate.net/publication/396214645_Al-Enhanced_Cloud_Security_Operations_
Center_for_Automated_Cyber_Threat_Defense

VIELBERTH, M. Security Operations Center: A Systematic Study and Open Challenges. 2020. [online]. [cit. 19-01-2026]. Available
at: https://www.researchgate.net/publication/347520429 Security_Operations_Center_A_Systematic_Study_and_Open_
Challenges

ALBANESE, M. Towards Al-Driven Human-Machine Co-Teaming for Adaptive and Agile Cyber Security Operation Centers. 2025.
[online]. [cit. 19-01-2026]. Available at: https://arxiv.org/abs/2505.06394



LINDA FILIPOVICOVA — JAKUB SOVIAR — MARTIN HOLUBCIK — MARTIN MICIAK | 23
Theoretical-Analytical Framework of a Multi-tenant SOC Cloud Service
with ML Elements for Sustainable Digital Risk Management

[34] PITKAR, H. Cloud Security Automation Through Symmetry: Threat Detection and Response. 2025. [online]. [cit. 19-01-2026].
Available at: https://www.mdpi.com/2073-8994/17/6/859

[35] TILBURY, J.; FLOWERDAY, S. Humans and Automation: Augmenting Security Operation Centers. 2024. [online]. [cit. 19-01-2026].
Available at: https://www.mdpi.com/2624-800X/4/3/20

[36] TARIQ, S. et al. Alert Fatigue in Security Operations Centres: Research Challenges and Opportunities. 2025. [online]. [cit. 19-01-
2026]. Available at: https://dl.acm.org/doi/10.1145/3723158

[37] CHAMKAR, S.A. et al. Security Operations Centers: Use Case Best Practices, Coverage, and Gap Analysis Based on MITRE
Adversarial Tactics, Techniques, and Common Knowledge. 2024. [online]. [cit. 19-01-2026]. Available at:
https://www.mdpi.com/2624-800X/4/4/36

[38] World Economic Forum. Unpacking Cyber Resilience. White Paper. 2024. [online]. [cit. 19-01-2026]. Available at:
https://www3.weforum.org/docs/WEF_Unpacking_Cyber_Resilience_2024.pdf

[39] ARROYABLE, J.C.F. et al. Cybersecurity Resilience in SMEs. A Machine Learning Approach. 2023. [online]. [cit. 19-01-2026].
Available at: https://www.tandfonline.com/doi/full/10.1080/08874417.2023.2248925

[40] GIARIMPAMPA, D. et al. Exploring the Role of Artificial Intelligence in Enhancing Security Operations: A Systematic Review.
2025.[online]. [cit. 19-01-2026]. Available at: https://dl.acm.org/doi/10.1145/3747587

[41] FORSBERG, G. Situational Awareness in a Multi-Tenant Security Operations Center - The Role of Information Flow during Alert
Investigations: A  Qualitative Analysis. 2025. [online]. [cit. 19-01-2026]. Available at: https://www.diva-
portal.org/smash/get/diva2%3A1981730/FULLTEXTO1.pdf

[42] VAHTERI, K. Framework for SOC performance metrics and enhancement. 2025 [online]. [cit. 19-01-2026]. Available at:
https://www.utupub.fi/bitstream/10024/194608/1/Vahteri_Kari_Thesis.pdf

Linda FILIPOVICOVA, Ing,

Jakub SOVIAR, prof. Mgr., PhD.

Martin HOLUBCiIK, Ing., PhD.

Martin MICIAK, Ing., PhD.

University of Zilina, Faculty of Informatics and Management Science, Department of managerial theories

Univerzitna 8215/1, 010 26 Zilina, Slovakia

e-mail: linda.filipovicova@stud.uniza.sk; jakub.soviar@stud.uniza.sk; martin.holubcik@fri.uniza.sk;
martin.miciak@stud.uniza.sk



24

IVANA GABRISOVA — GABRIEL KOMAN — LUCIE LENDELOVA
Modern Information Systems as a Tool for Managerial Decision Support

MODERN INFORMATION SYSTEMS
AS A TOOL FOR MANAGERIAL DECISION SUPPORT

IVANA GABRISOVA — GABRIEL KOMAN — LUCIE LENDELOVA

Abstract: The increasing complexity and dynamism of the contemporary business environment place growing demands on
organizations to process information efficiently and support managerial decision-making with timely, reliable insights.
Modern information systems are therefore evolving from traditional tools for data processing into intelligent, integrated
platforms that actively support strategic and operational decisions. This article aims to analyze the theoretical foundations of
information systems and to identify key technological trends shaping modern information systems, with particular emphasis
on their role in managerial decision support. The study adopts a qualitative research design based on structured content
analysis of selected academic and professional sources in the field of information systems. The analyzed corpus includes
thirteen relevant publications meeting predefined criteria of thematic relevance, academic quality, timeliness, and
geographical diversity. Identified trends were evaluated based on their frequency of occurrence across sources and
subsequently synthesized into broader thematic categories. The findings indicate that cloud-based solutions represent the
dominant trend in modern information systems, reflecting a shift toward service-oriented, scalable, and flexible architectures.
Other significant trends include the Internet of Things, artificial intelligence and machine learning, big data analytics, mobile
compatibility, and cybersecurity. Together, these trends highlight the transformation of information systems into intelligent,
data-driven platforms capable of real-time analysis and adaptive behavior. The results underscore the growing importance of
cloud-based information system architectures as foundational enablers of advanced decision support, including cybersecurity-
oriented solutions integrating machine learning capabilities. The study contributes to existing literature by providing an
integrative overview of key information system trends and their implications for managerial decision-making in modern
organizations.

Keywords: Information Systems, Managerial Decision Support, Cloud-Based Systems, Digital Transformation, Artificial

Intelligence, Cybersecurity

JEL Classification: M15

1. INTRODUCTION

The contemporary business environment is characterized
by a high degree of dynamism, globalization, and
continuously changing market conditions. Organizations are
under increasing pressure to remain flexible, respond rapidly,
and process information effectively, whether due to
unexpected events such as the COVID-19 pandemic or the
impact of gradually evolving customer behavior. In this
context, the ability to work with data has become a key
prerequisite for sustaining long-term organizational
competitiveness (Li & Liu, 2014; Batra, 2022).

Information systems are an integral part of organizational
management in the modern economy. They not only enable
the collection, storage, and processing of data but, more
importantly, transform it into relevant information that can
be wused in managerial decision-making processes
(Aminuddin Hamdat et al., 2024). The role of information
systems is gradually shifting from operational process
support to strategic decision support, while their
functionality is increasingly influenced by current
technological trends, particularly cloud-based architectures,
advanced analytics, and intelligent data-processing
capabilities. These developments are a primary driver of
modern information systems, which are evolving from
traditional tools for data recording and processing into
intelligent systems that actively support managerial decision-
making. This evolution is characterized by the intensive
integration of emerging technologies that enhance system

responsiveness to changing conditions and enable the
provision of relevant information in real time (Taherdoost,
2022; Selvarajan & Guru, 2022).

Despite extensive research on managerial information
systems, there remains a lack of integrative studies
systematically linking technological trends with managerial
decision support. To address this gap, the aim of this article
is to analyze the theoretical foundations of information
systems and to identify the key trends shaping modern
information systems, with a focus on supporting managerial
decision-making in organizations.

2. THEORETICAL BACKGROUND
2.1 Information Systems

Information systems can be conceptualized as socio-
technical systems that integrate both technical and human
elements to support organizational activities. In this
perspective, an information system consists of interrelated
components, including hardware, software, data, people,
and procedures, which work together to collect, store,
process, and disseminate information that supports
organizational functions and decision-making processes
(Gantz & Philpott, 2013). Such systems are deliberately
structured to organize information into a coherent whole,
enabling effective interpretation and application of data
across different functional areas of an organization. The
socio-technical view emphasizes that information systems
are not merely technological artefacts, but complex
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combinations of technology, people, and processes in which
human, organizational, and technical factors are closely
linked (Polojarvi et al., 2023). The integration of these
components allows organizations to streamline processes,
reduce operational costs, eliminate redundant
administrative activities, and improve the quality of
managerial decision-making by providing timely and relevant
information. As organizations increasingly leverage
information systems to support planning, control, and
decision processes, the ability of these systems to transform
raw data into actionable insights has become a key
determinant of competitive advantage and operational
efficiency. This integrated view underscores the role of
information systems not only as support mechanisms for
routine operations, but also as enablers of strategic
information use in organizational contexts (Hananiya et al.,
2024).

For information systems to function effectively, they
must satisfy a range of qualitative criteria that extend beyond
basic data processing. An important dimension of system
quality, as identified in established IS evaluation frameworks,
includes the capacity to integrate data from multiple
heterogeneous sources into a unified view that supports
coherent analysis and decision-making (Delone & Mclean,
2003). Closely related to this is the ability to present
information through multiple data views tailored to different
user roles, which enhances system usefulness across
organizational layers by ensuring that users see information
in formats relevant to their specific tasks. Information
systems provide advanced analytical and reporting tools that
assist in interpreting complex datasets and generating
actionable insights. The quality of information produced, in
terms of relevance, timeliness, and completeness, is crucial
for supporting managerial decisions and evaluating
organizational performance (Petter et al., 2008). Advanced
analytical and reporting capabilities further enable managers
to interpret complex datasets and generate actionable
insights, especially in dynamic and time-sensitive
environments (Watson et al., 2009). Information systems
provide mobile access to data and decision-support
functionalities, enabling ubiquitous information use and
timely responses regardless of location (Gebauer et al.,
2010).

2.2 Management Information Systems

Management information systems play a fundamental
role in supporting managerial control, planning, and decision-
making within organizations. Their primary purpose is to
transform data generated by transaction processing systems
into structured and summarized information that enables
managers to monitor organizational performance, analyze
trends, and make informed decisions (Filip, 2007). By
providing timely, accurate, and relevant information,
management information systems serve as an essential link
between operational activities and managerial decision
processes. Management information systems are
characterized by their ability to aggregate data from multiple
organizational sources, support multidimensional analyses,
and provide analytical tools for performance evaluation and
decision support. They increasingly incorporate forecasting
functions, scenario analysis, and simulations of decision
impacts, thereby supporting both tactical and strategic
planning activities (Dursun, 2010). Management information

systems extend beyond basic operational reporting and

contribute to higher-level managerial insight and
organizational learning.
Management information systems are commonly

conceptualized as an analytical layer built upon existing
organizational information systems. They integrate data
from various functional areas, such as finance, production,
marketing, and human resources, into a unified analytical
environment that supports consistent interpretation and
coordinated decision-making across management levels.
They enhance managerial visibility, improve coordination,
and support evidence-based decision-making in complex
organizational settings (Alter, 2008).

2.3 Cloud-Based Information Systems

Cloud-based information systems represent a significant
evolutionary step in the development of management
information systems. Unlike traditional on-premise solutions,

cloud-based  systems deliver information  system
functionality as a service, enabling flexible access to data and
applications through internet-based platforms. This
deployment model supports scalability, resource

optimization, and cost efficiency, while reducing the need for
extensive in-house infrastructure and capital investment
(Marston et al., 2009; Armbrust et al., 2010).

The adoption of cloud-based information systems has
been driven by the growing demand for real-time
information, organizational agility, and the integration of
advanced analytical capabilities. Cloud environments enable
centralized data management, seamless system integration,
and support for geographically distributed users, which are
critical requirements for effective managerial decision-
making in dynamic and uncertain business environments
(Venters & Whitley, 2012; Oliveira et al., 2014). Cloud-based
architectures facilitate the integration of emerging
technologies such as big data analytics, artificial intelligence,
and machine learning. The availability of scalable computing
power and centralized data repositories enables
organizations to apply advanced analytical and predictive
techniques that would be difficult or costly to implement in
traditional on-premise environments (Hashem et al., 2015).

In the context of managerial decision support, cloud-
based information systems provide a foundation for
intelligent, data-driven decision-making by enabling
continuous data processing, real-time reporting, and
adaptive system behavior. Consequently, cloud-based
information systems are widely perceived as key enablers of
digital transformation and as core components of modern
organizational information infrastructures supporting
strategic and operational decision-making (Vial, 2019).

3. METHODOLOGY

The aim of this article is to analyze the theoretical
foundations of information systems and to identify the key
trends shaping modern information systems, with a
particular focus on their role in supporting managerial
decision-making in organizations. Given the conceptual
nature of the research objective and the emphasis on
identifying and synthesizing existing knowledge, a qualitative
research design based on secondary data analysis was
adopted.
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The identification of trends in the field of information
systems was conducted through a structured content
analysis of secondary academic and professional sources. The
analyzed corpus consisted of 13 relevant publications,
including peer-reviewed scientific articles, academic books,
technology-oriented research reports, and selected
professional sources from organizations operating in the field
of information system development. This combination of
sources ensured both theoretical depth and practical
relevance.

The selection of sources was guided by four main criteria:
(1) a thematic focus on information systems and their
application in organizational contexts; (2) an academic or
professional character of the publication; (3) relevance to
contemporary technological developments and current
trends in information systems; and (4) geographical diversity
of authors, with sources originating from Europe, Asia, and
North America. These criteria were applied to ensure the
credibility, relevance, and diversity of perspectives
represented in the analyzed material.

The content analysis focused on identifying recurring
technological and functional trends related to modern
information systems. As the primary analytical indicator, the
frequency of occurrence of specific trends across the
analyzed sources was used. Trends that appeared repeatedly
in multiple independent publications were considered to be
more  significant and representative of broader
developments in the field. This frequency-based approach
enabled an objective comparison of individual trends across
different authors and publication types and supported the
systematic identification of dominant patterns.

To enhance analytical rigor, the identified trends were
subsequently grouped and synthesized into broader
thematic categories reflecting their functional role in
managerial decision support. This methodological approach
allowed the study to move beyond a descriptive overview of
individual technologies and toward an integrative
perspective on how contemporary information systems
evolve in response to organizational and managerial
requirements.

4. FINDINGS

Based on the content analysis, technological and
functional trends were identified according to their
frequency of occurrence across the analyzed sources. Trends
that appeared repeatedly in multiple publications were
considered more representative of broader developments in
the field of information systems. The results of the analysis
are summarized in the list below, where the identified trends
are ranked in descending order based on their observed
frequency:

1. Cloud-based solutions (Lenart, 2011; Kenge & Khan,
2020; Basl, 2016; Ogli, 2021; Razzaq et al., 2020; Qu et al.,
2019; Dherman, 2023; Tadepalli, 2021; Eswaran, 2016;
Jurik, 2021)

2. Internet of Things (loT) (Basl, 2016; Ogli, 2021; Qu et al.,
2019; Dherman, 2023; Tadepalli, 2021; Jurik, 2021; Al-
MSloum & Alharbi, 2021; El Kadiri et al., 2016)

3. Artificial intelligence (Al) and machine learning (Kenge &
Khan, 2020; Ogli, 2021; Dherman, 2023; Eswaran, 2016;
Jurik, 2021; Al-MSloum & Alharbi, 2021; Margineanu,
Nedelcu & Lixandroiu, 2020)

4. Big data analytics (Basl, 2016; Ogli, 2021; Qu et al., 2019;
Jurik, 2021; El Kadiri et al., 2016)

5. Compatibility with mobile devices (Basl, 2016; Ogli, 2021,
Tadepalli, 2021; Eswaran, 2016; Jurik, 2021)

6. Cybersecurity (Dherman, 2023; Jurik, 2021)

The analysis resulted in the identification of six major
trends in the field of information systems that appeared in
more than one of the analyzed publications. The most
frequently mentioned trend was cloud-based solutions, with
a frequency of occurrence of ten. This finding indicates a
pronounced shift toward service-oriented models of
information system delivery, reflecting the growing
importance of flexibility, scalability, and on-demand access to
system functionalities. The second most frequently identified
trend was the Internet of Things (loT), with a frequency of
eight, followed by artificial intelligence (Al) and machine
learning, which appeared in seven sources. These trends
reflect a growing emphasis on intelligent data processing and
the integration of information systems with physical business
processes. Together, they point to the increasing role of
automation, real-time data acquisition, and advanced
analytics in contemporary organizational information
systems. Big data analytics and compatibility with mobile
devices were each identified in five sources, indicating their
significant but slightly less dominant role compared to cloud
computing and loT. These trends highlight the increasing
importance of analytical capabilities and ubiquitous access to
information, enabling decision-makers to work with large
datasets and access relevant information regardless of time
or location. The lowest frequency was observed for
cybersecurity, which reflects a more specialized focus or its
implicit integration into modern information systems rather
than a lower level of importance. The results of the content
analysis indicate that the identified factors represent key
indicators of the modernity of information systems,
particularly in terms of their ability to support managerial
decision-making in dynamic organizational environments.

Cloud-based solutions emerged as the dominant trend in
modern information systems. Their significance lies primarily
in reduced implementation and operational costs, increased
accessibility and scalability, and the ability to rapidly adapt to
changing organizational requirements. In the analyzed
sources, cloud-based systems are most commonly associated
with Software-as-a-Service and hybrid deployment models,
which allow organizations to combine the advantages of
cloud infrastructure with partial control over data and system
components. Despite identified risks related to security and
long-term cost considerations, cloud-based solutions remain
a central pillar of modern information system development.

Artificial intelligence enables information systems to
process complex and unstructured data and transform them
into intelligent outputs applicable to managerial decision-
making. When combined with machine learning techniques,
information systems are able to identify patterns, predict
future behavior, and automate complex processes. The
analyzed sources indicate a growing adoption of Al-based
functionalities in information systems, with expectations of
widespread implementation in the near term. This trend
significantly enhances the capacity of information systems to
deliver context-aware and real-time decision support.
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The Internet of Things extends information systems by
enabling direct data collection from physical devices and
sensors. The integration of loT with organizational
information systems allows real-time monitoring of
production, logistics, and operational processes, thereby
improving planning accuracy and control. When combined
with management information systems, loT technologies
form the basis for intelligent operational and management
systems that provide decision-makers with immediate insight
into organizational conditions and support rapid response.

Big data analytics represent an integral component of
modern information systems, particularly at the level of
management information systems and strategic systems.
Their primary objective is to transform large volumes of
structured and unstructured data into meaningful
information through business intelligence and analytical
tools. The analyzed sources confirm that effective use of big
data analytics substantially improves managerial decision
quality and supports a transition from reactive to proactive
organizational management.

Mobile compatibility ensures access to information
systems regardless of time and location. This trend is
particularly relevant in the context of remote work,
decentralized organizational structures, and field-based
activities, where immediate access to up-to-date information
is essential. Mobile interfaces, when integrated with
management information systems, enhance decision-making
agility and support effective communication and
coordination within teams.

The increasing integration and centralization of data
within information systems have heightened their exposure
to cyber threats. The analyzed sources emphasize the need
for multi-layered security mechanisms and the integration of
cybersecurity considerations from the system design phase
onward. Cybersecurity thus emerges as a fundamental
prerequisite for the reliability and trustworthiness of modern
information systems and for their effective use in managerial
decision-making contexts.

5. DISCUSSIONS

The evolution of information systems reflects broader
technological and organizational changes driven by
globalization, digitalization, and increasing managerial
complexity. The identified trends illustrate a shift from
traditional, internally focused systems toward intelligent,
interconnected, and data-driven platforms that actively
support managerial decision-making rather than merely
recording operational data.

The dominance of cloud-based solutions confirms
findings from previous studies emphasizing cost efficiency,
scalability, and accessibility as primary drivers of information
systems adoption, particularly among small and medium-
sized enterprises. While concerns related to data security and
customization persist, the overall benefits of cloud
technologies significantly outweigh their limitations. Artificial
intelligence and machine learning introduce a qualitative
leap in decision support by enabling predictive analytics,
pattern recognition, and automation of complex tasks. Unlike
traditional Management information system functionalities,

Al-enhanced systems provide contextual insights and
proactive recommendations, aligning with contemporary
demands for real-time, evidence-based decision-making. The
integration of loT expands the data ecosystem of
organizations by enabling real-time monitoring of physical
processes. When combined with Management information
system platforms, loT data enhances operational
transparency and supports predictive maintenance, capacity
planning, and performance optimization. Big data analytics
and business intelligence tools address the growing challenge
of information overload by transforming vast datasets into
actionable knowledge. This trend underscores a transition
from intuition-based to analytically driven managerial
practices. Mobile compatibility further reinforces decision
agility by enabling ubiquitous access to critical information,
particularly for managers operating outside traditional office
environments. Cybersecurity emerges as a foundational
prerequisite rather than a supplementary feature of modern
IS. Increasing system integration and data centralization
necessitate advanced, multilayered security architectures
embedded directly into system design.

The findings demonstrate that modern information
systems are no longer passive repositories of data but active
enablers of strategic and operational decision-making. The
convergence of identified trends creates synergistic effects
that amplify the value of IS within organizations. This study
highlights the necessity of holistic system design, where
technological innovation is aligned with managerial needs
and organizational processes.

6. CONCLUSION

This study contributes to the existing literature by
systematically identifying and synthesizing key technological
trends that define modern information systems from a
managerial decision-support perspective. By consolidating
dispersed findings across multiple sources, the research
addresses a gap in the literature concerning the integrative
evaluation of information system trends.

The primary strength of the study lies in its structured
analytical approach and its focus on decision support as a
unifying theme across technological developments.
However, the reliance on secondary data represents a
limitation, as empirical validation within specific
organizational contexts was beyond the scope of this
research. Future research should focus on empirical case
studies examining the real-world implementation of
identified trends and their measurable impact on decision
quality and organizational performance. Further exploration
of ethical, organizational, and human factors associated with
intelligent information systems would provide valuable
insights.

In conclusion, modern information systems represent a
strategic asset that fundamentally reshapes managerial
decision-making. By integrating advanced technologies into
cohesive platforms, organizations can enhance adaptability,
resilience, and long-term competitiveness. The true value of
information systems lies not in data accumulation, but in
their ability to transform information into informed action.
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AN INTEGRATED FRAMEWORK FOR IDENTIFYING AND PRIORITISING
CYBERSECURITY RISKS IN SPORTS MANAGEMENT

ADAM JACKO — MICHAL VARMUS — RADOSLAV JANKAL

Abstract: The digitalisation of the sports environment has increased the dependence of sports organisations on digital
platforms, data infrastructures, analytical tools, and external services. Yet cybersecurity remains insufficiently embedded in
managerial decision-making, which creates a gap between growing digital dependence and the organisational capacity to
identify and prioritise risk. This article proposes an integrated framework for identifying and prioritising cybersecurity risks in
sports management. The study is based on a synthesis and interpretation of eighteen scientific sources focused on
cybersecurity, cybersecurity risk management, digital transformation, organisational resilience, and the sports environment.
The findings show that cybersecurity risk in sports management is shaped across three interrelated dimensions: technological,
organisational, and environmental. These dimensions are interpreted through a threat, vulnerability, and consequence logic
and linked with a context-based approach to cybersecurity risk management. The analysis identifies three priority areas: risks
affecting core digital operations, organisational vulnerabilities connected with communication, responsibility, and security
culture, and dependencies on external partners and services. The article contributes by moving beyond a descriptive account
of threats and by offering a structured framework that supports managerial decision-making in sports organisations. It also
provides a basis for future empirical verification in sports clubs, sports facilities, and sports events.

Keywords: cybersecurity risk, sport management, digitalisation, risk prioritisation, organisational resilience, sports

organisations

JEL Classification: M15, Z21, D81

1. INTRODUCTION

The digitalisation of the sports environment is reshaping
how sports organisations operate, communicate, and create
value. It is no longer confined to the transfer of content to
online platforms. Digital platforms, data services, analytical
tools, and interconnected systems have become increasingly
central to both operational processes and user interaction. In
this context, lvanova (2022) shows that digital sports
platforms have become an integral part of the contemporary
sports ecosystem.

As digitalisation intensifies, the importance of
cybersecurity also grows. Bongiovanni et al. (2024) point out
that sports events and sports organisations are becoming
increasingly dependent on information management and
intensive data sharing. At the same time, cybersecurity in the
sports environment remains a comparatively underexplored
area of research. Watchers et al. (2024) further suggest that,
in practice, the cybersecurity dimension of protection is often
perceived as less prominent than traditional forms of
security. This creates a mismatch between growing digital
dependence and a weaker managerial understanding of
cybersecurity risk. Saeed et al. (2023) add that digital
transformation improves efficiency and productivity, yet it
also increases exposure to data breaches and cyberattacks.
In a similar vein, Yaacob et al. (2023) show that emerging
technologies expand the attack surface and create technical,
organisational, and regulatory challenges that traditional
protection measures do not fully address.

This situation suggests that cybersecurity cannot be
reduced to technical measures alone. Setiawan et al. (2025)
emphasise the need to integrate it into organisational
management and leadership decision-making. Pollini et al.
(2022) likewise show that vulnerability arises not only from

technology, but also from human behaviour and
organisational practice. Haque et al. (2025) complement this
view by highlighting the importance of proactive risk

management encompassing technical, process-related,
human, and external factors. Familoni (2024) further
indicates that artificial intelligence simultaneously

strengthens threat detection and response while also
enabling more sophisticated forms of attack and introducing
new vulnerabilities that require adaptive defence and robust
risk management.

The aim of this article is therefore to propose an
integrated framework for the identification and prioritisation
of cybersecurity risks in sports management. The framework
combines the three-dimensional categorisation developed
by Bongiovanni et al. (2024) with the decision logic of Ganin
et al. (2020), which links threat, vulnerability, and
consequence. It is further informed by context-based and
dynamic approaches to risk management that emphasise
organisational dependencies, evolving infrastructures, and
transparent decision support. In this way, the article moves
beyond a descriptive account of threats and offers a
structured framework for managerial decision-making in
sports organisations.

2. LITERATURE REVIEW

Cybersecurity in sports management extends beyond the
technical protection of information systems. Within sports
organisations, it is closely intertwined with risk management,
operational organisation, and strategic decision-making.
Genovard et al. (2025) show that sports organisations face
multilayered risks affecting operational, legal, financial, and
governance dimensions. Setiawan et al. (2025) likewise warn
that a fragmented understanding of cybersecurity risk
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reduces its visibility at the level of organisational leadership.
For this reason, the theoretical foundations of this article are
organised into three interconnected areas. The first concerns
the digitalisation of the sports environment. The second
addresses the integration of cybersecurity into risk
management and organisational resilience. The third focuses
on cybersecurity risk management frameworks that provide
the basis for the article’s own model.

2.1 Digitalisation as a Source of Cybersecurity Risk

Digitalisation has substantially expanded the range of
activities that sports organisations perform through digital
technologies. It is no longer limited to communication or
content distribution. Increasing attention is now directed
towards digital platforms, data repositories, analytical tools,
payment modules, and services linked to external partners.
Ivanova (2022) notes that digital sports platforms process
personal data, financial data, system records, and real-time
data. She also describes their architecture in terms of a user
layer, an application layer, a data layer, a security layer, and
an external service layer. Such an environment increases the
functionality and accessibility of services, while
simultaneously expanding the space of vulnerability.

This expansion is also visible in the technological
transformation of sports events themselves. Principe et al.
(2025) show that blockchain-based approaches are gradually
entering sports event management and are associated with
more decentralised governance structures, stronger
transparency, higher operational efficiency, and broader
stakeholder participation. At the same time, such
implementation requires strategic infrastructure
assessment, stakeholder engagement, and explicit risk
management protocols. The growing complexity of digital
event infrastructures therefore widens the field in which
cybersecurity risk must be managed.

A similar line of argument is developed by Bongiovanni et
al. (2024), who show that, in the context of sports events,
cybersecurity is closely connected with the technological,
organisational, and environmental dimensions of their
functioning. According to the authors, the introduction of
new technologies into infrastructure, event organisation, and
data management increases demands for information
protection and privacy. Sports events are also characterised
by a high concentration of people, strong media attention,
and significant economic value. This combination increases
both their attractiveness to attackers and the potential scale
of incident consequences.

This problem becomes even more Vvisible in
technologically intensive event settings. AL Dosari et al.
(2023), in their work on mega sporting events, show that
security arrangements increasingly rely on UAV-supported
systems and broader digital security supply chains. Their
model highlights the importance of traceability, security,
privacy, trust, acceptability, and preparedness. These factors
indicate that digitalisation in the sports environment does
not merely expand technological infrastructure. It also
increases dependence on secure coordination across
multiple technologies, actors, and operating conditions.

Watchers et al. (2024) confirm this development in the
setting of professional sports facilities. They show that sports
venues are increasingly dependent on interconnected digital
systems, while the cybersecurity dimension of protection

remains less visible in practice than physical and personnel
security. In this respect, digitalisation does not merely create
new opportunities in the sports environment. It also
generates new vulnerabilities that may not be recognised in
time within organisational practice.

2.2 Cybersecurity as Part of Risk Management

If cybersecurity in sports management is to be addressed
effectively, it must be embedded in a broader risk
management framework. Genovard et al. (2025) show that
sports organisations face a wide spectrum of risks and that
governance and financial dimensions remain particularly
underdeveloped in the literature. From the perspective of
this article, this is important because cybersecurity risk
affects more than information systems alone. It also has
consequences for business continuity, resource protection,
the allocation of responsibility, and the long-term stability of
the organisation. Saeed et al. (2023) reinforce this view by
linking digital transformation directly with business resilience
and by arguing that organisations need structured
cybersecurity readiness if they are to prevent disruptions
during technological change.

This perspective is further developed by Setiawan et al.
(2025), who emphasise the need for the strategic integration
of cybersecurity into enterprise risk management. They point
to a communication gap between IT teams and
organisational leadership, the absence of standardised
cybersecurity risk metrics, and siloed approaches to
organisational governance. In the sports environment, this
problem is especially significant. A sports organisation
functions as an interconnected system of sporting, economic,
operational, and communication processes. When
cybersecurity risk is not visible at the leadership level,
protective measures remain fragmented and their strategic
relevance is weakened.

The human factor also plays an important role in this
context. Pollini et al. (2022) conceptualise cybersecurity as
part of a socio-technical system in which individual,
organisational, and technological elements  are
interconnected. They warn that security culture and actual
security behaviour do not necessarily coincide, and that
tensions between formal rules and everyday working
practice may create new vulnerabilities. In sports
organisations, this issue is particularly pronounced because
of time pressure, the high pace of decision-making, and the
interaction of multiple groups of actors.

For this reason, cybersecurity naturally intersects with
organisational resilience. Bostock and Breese (2023)
understand resilience in sports management as a dynamic
means of achieving objectives under conditions of pressure,
change, and disruption. From this perspective, cybersecurity
is not merely a matter of protecting technologies. It is also a
matter of organisational preparedness to respond, adapt,
and sustain operations when disruption occurs.

2.3 Cybersecurity Risk Management Frameworks

The previous subsections have shown that cybersecurity
risk in the sports environment emerges at the intersection of
technology, organisation, and wider external relationships.
For this reason, it is not sufficient merely to identify risks. A
more structured approach is needed, linking organisational
context, risk identification, risk assessment, and subsequent
decision-making on protective measures.
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Figure 1 Context-Based Cybersecurity Risk Management Framework
Source: Melaku (2023)

Such an approach is important for this article because it
creates a bridge between general theoretical reflection and a
systematic understanding of cybersecurity risk management.

Melaku (2023) proposes a context-based and adaptive
cybersecurity risk management framework. The author
states that the framework consists of four main parts: risk
assessment, risk mitigation, the risk management
programme, and process evaluation. Importantly, this
approach does not begin with the technical threat itself, but
with the internal and external context of the organisation,
the identification of stakeholders, and the alignment of
strategy with risk tolerance. Melaku (2023) further argues
that such a model supports a more precise identification of
vulnerable points, a better estimation of the possible
consequences of incidents, and a more effective allocation of
security investments. As shown in Figure 1, the individual
components of the framework are arranged as an
interconnected process in which assessment, mitigation,
programme design, and ongoing evaluation are firmly
embedded in the organisational context.

As Figure 1 shows, cybersecurity risk management is not
a one-off intervention, but a continuous process grounded in
feedback and aligned with organisational objectives. In this
respect, Melaku’s model is valuable for sports management
because it links security-related decision-making with the
broader functioning of the organisation. Islam et al. (2024)
extend this perspective by showing that risk assessment
should also reflect dynamic factors such as asset
dependencies, exploitability, and attack complexity. Sarker et
al. (2024) add that advanced assessment tools must remain
explainable and trustworthy if they are to support
managerial judgement in complex digital environments.
Together, these approaches create a suitable conceptual

basis for the analytical part of this article, in which
cybersecurity risks are structured and prioritised from a
managerial perspective.

3. METHODOLOGY

This article synthesises insights from eighteen scientific
sources focused on cybersecurity, cybersecurity risk
management, digital transformation, and the sports
environment. Attention was directed towards studies that
connect the security and managerial dimensions of the topic
and, at the same time, offer applicable frameworks for sports
management.

The individual studies were first reviewed and processed
in terms of their main findings, applied frameworks, and key
themes. They were then compared in order to identify
common patterns and differences. This provided the basis for
the synthesis of knowledge on the digitalisation of the sports
environment, organisational vulnerabilities, and approaches
to cybersecurity risk management. The methodological
approach is based on the synthesis and interpretation of
existing sources rather than on new empirical data collection.

The chosen approach is limited by the fact that the article
works exclusively with secondary sources and does not verify
the proposed framework in the setting of a specific sports
organisation. Nevertheless, it provides a theoretically
grounded basis for the analytical part of the article.

4. FINDINGS

The analytical part of the article is based on a synthesis of
sources addressing the sports environment, digital platforms,
cybersecurity risk management, and organisational
resilience. The findings show that cybersecurity risk in sports
management does not take a single form. It is shaped at the
level of technology, organisation, and the wider environment
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in which a sports organisation operates. For this reason, it
was appropriate to structure the findings into three
dimensions. They were then interpreted through the logic of
threat, vulnerability, and consequence developed by Ganin
et al. (2020).

4.1 Technological Dimension of Cybersecurity Risks

At the technological level, attention is focused on digital
platforms, network environments, application layers, and
data flows. lvanova (2022) shows that digital sports platforms
integrate the user interface, application services, data
storage, the security layer, and external services. Such an
arrangement enhances system functionality, while
simultaneously creating multiple entry points for attack.
Vulnerability is therefore distributed across the platform
architecture rather than concentrated in a single location.
From a technical perspective, the issue is not the protection
of one isolated system, but of an interconnected digital
environment.

The user and application layers are particularly sensitive
in this respect. It is precisely here that the risks of
unauthorised access, credential misuse, and weaknesses in
interfaces between individual services emerge. Data flows
are also of critical importance, since they carry personal data,
payment information, and other system-relevant records.

This also implies that technical risk cannot be interpreted
in purely static terms. Islam et al. (2024) show that its severity
depends on dynamic parameters such as exploitability, asset
dependencies, attack complexity, common attack points, and
the likely impact on security objectives. In a sports
organisation, this means that the criticality of a vulnerability
is shaped not only by its existence, but also by how easily it
can be exploited and how far its effects may propagate across
connected systems.

A similar implication follows from Sarker et al. (2024),
who argue that increasingly interconnected digital
environments require automated and intelligent
cybersecurity capabilities, but also trustworthy and
interpretable decision support. This is relevant for sports
settings because digital infrastructures are becoming more
layered and data intensive. As technical complexity grows,
the ability to detect threats, identify anomalies, and interpret
alerts becomes part of technological resilience itself.

This line of argument is further developed by Bongiovanni
et al. (2024), who emphasise that the expansion of
technologies in sports events increases demands for
cybersecurity. In their review, the technological dimension is
associated with event-related digital infrastructure, Internet
of Things devices, monitoring systems, and network
environments. These elements extend the functionality of
the sports setting, but at the same time increase its
vulnerability. The technological layer in the sports
environment therefore does not operate in isolation. It is
closely linked to operations, visitor safety, user trust, and the
protection of financial flows.

A similar picture is offered by Watchers et al. (2024), who
focus on professional sports facilities. They show that sports
venues are increasingly dependent on interconnected digital
devices and on stable connectivity. Risk therefore does not
arise solely within central systems. It also extends into
everyday technical operations. The authors point to wireless
networks, possible disruptions of connectivity, and the

consequences of such incidents for personal data, financial
data, and the operational stability of the facility.

4.2 Organisational Dimension of Cybersecurity Risks

Technology alone does not explain cybersecurity risk in
its full scope. A substantial part of vulnerability arises from
organisational arrangements, planning, communication, and
security culture. Watchers et al. (2024) found that, in
professional sport, physical and personnel security are often
perceived as more important than cybersecurity. This
imbalance is significant. It suggests that an organisation may
possess well-developed traditional security measures while
continuing to underestimate the digital dimension of threat.

This line of argument is reinforced by Setiawan et al.
(2025), who draw attention to the separation of IT and risk
management. When cybersecurity is addressed in isolation,
gaps emerge in risk visibility, incident response, and strategic
decision-making. The authors also emphasise the
communication gap between technical teams and
organisational leadership, the absence of standardised
metrics, and the silo effect in organisational governance. It is
precisely here that technical risk becomes a managerial
problem. If leadership is unable to interpret risk accurately, it
cannot assign it an adequate priority.

The significance of this dimension is further developed by
Pollini et al. (2022). They show that cybersecurity forms part
of a socio-technical system in which technological, individual,
and organisational elements are interconnected. One of their
key findings is that a stronger declared security culture does
not automatically lead to a higher level of secure behaviour.
Vulnerability may arise even when formal rules are properly
designed, if everyday practice is shaped by time pressure,
ambiguity, or routine circumvention of procedures.

Yaacob et al. (2023) add that organisational risk also
grows when employee preparation, cybersecurity training,
and compliance capacity do not keep pace with technological
change. Familoni (2024) similarly argues that the current
threat landscape requires interdisciplinary collaboration,
adaptive defence mechanisms, and sustained investment in
cybersecurity education and training. For sports
organisations, this insight is particularly important. A security
weakness does not necessarily take the form of a technical
attack. It may emerge through unclear responsibilities,
inadequate staff preparation, or poor communication
between departments. The organisational dimension
therefore shows that cybersecurity risk is also a matter of
management, accountability, and everyday operational
practice.

4.3 Environmental Dimension of Cybersecurity Risks

The third dimension is linked to the wider environment in
which sports organisations operate. Bongiovanni et al. (2024)
show that sports events occupy a distinctive position because
they combine technological infrastructure, a high
concentration of people, intense media attention, and
sensitive operational dependencies. This combination
increases the attractiveness of the environment to attackers
and, at the same time, amplifies the impact of a possible
incident. A cyberattack therefore does not affect only an
information system. It may weaken public trust, affect
partners and sponsors, and damage the economic outcomes
of the organisation or the event.
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lvanova (2022) confirms the importance of this
dimension in the context of digital sports platforms. She
points out that external services, payment gateways, and
application interfaces connected to third parties are major
sources of vulnerability. Risk thus extends beyond the
organisation itself. Even where internal protection is
relatively well configured, a weak point may arise in an
external integration or in a partner service. In the sports
environment, this is particularly important, as organisations
operate within a high degree of interdependence with
suppliers, partners, and technological intermediaries.

This line of argument is also supported by Watchers et al.
(2024), who highlight the dependence of sports facilities on
external operational and security capacities. Organisations
often rely on contractors and external staff. While this may
be operationally efficient, it also broadens the space of
uncertainty. Every external connection may represent a new
entry point, a new communication gap, or a new ambiguity
of responsibility.

A broader security reading of this dimension is provided
by Mhammed (2025), who presents cyber intelligence as an
important means of strengthening the resilience of vital
infrastructures and of improving detection, analysis, and
decision-making in the face of evolving cyber threats around
future sporting events. His argument is relevant here because
it shows that cyber incidents in sport may intersect not only
with organisational operations, but also with wider questions
of critical infrastructure protection and public security.

This environmental dependence also becomes concrete
in mega event operations. AL Dosari et al. (2023) show that
security arrangements linked to UAV-based systems rely on
traceability, security, privacy, trust, acceptability, and
preparedness. In such settings, the environment of risk is not
limited to the focal organisation. It is distributed across
technologies, service chains, and event ecosystems that
require coordinated and reliable protection.

4.4 Prioritisation of the Identified Risks in Sports
Management
Following the synthesis of the three dimensions, the next

step is to determine which risks require the greatest
managerial attention. A suitable point of departure is the

framework proposed by Ganin et al. (2020), which operates
with three basic elements: threat, vulnerability, and
consequence. This approach makes it possible to move from
the identification of risks to the evaluation of their severity.
In sports management, this means that organisations need to
understand not only what risks exist, but also which of them
should be prioritised in decision-making. As shown in Figure
2, the individual criteria are arranged hierarchically and move
from problem identification towards decision-making on
priorities.

The first priority area can be identified as risks affecting
the core of the digital operations of a sports organisation.
These include the compromise of user accounts, disruption
of data flows, attacks on authentication mechanisms,
weaknesses in application interfaces, and incidents affecting
services of high operational criticality. lvanova (2022) shows
that these layers carry personal data, financial transactions,
and key system functions. When they are disrupted, not only
the technical but also the operational and reputational
severity of consequences increases.

The second priority area consists of organisational
vulnerabilities. These include low levels of cybersecurity
awareness, weak links between leadership and IT, unclear
responsibilities, and insufficient planning. Watchers et al.
(2024) and Setiawan et al. (2025) suggest that it is precisely
within this dimension that technical risk becomes a strategic
problem. An organisation may possess technical tools, yet
without clear managerial understanding, staff preparedness,
and internal coordination it cannot effectively position them
among its priorities.

The third priority area concerns external relationships
and dependence on third parties. Bongiovanni et al. (2024)
and lvanova (2022) show that the sports environment is
strongly interconnected with partners, suppliers, and
external services. In this dimension, the crucial factor is the
combination of a higher degree of uncertainty and limited
control. An organisation may not have full oversight of
security processes beyond its internal boundaries, yet it still
bears the consequences of an incident in its own operations
and reputation.
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Figure 2 Hierarchy of Cybersecurity Risk Assessment Criteria
Source: Ganin et al. (2020)
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5. DISCUSSION

The analysed sources suggest that the digital dependence
of sports organisations is growing faster than their
managerial capacity to integrate cybersecurity into decision-
making. lvanova (2022) demonstrates the complexity of
digital sports platforms and their operational and data-
related interconnectedness. Bongiovanni et al. (2024) extend
this view by showing that sports events combine
technological infrastructure, intensive information
processing, and high reputational sensitivity. Watchers et al.
(2024) further suggest that the cybersecurity dimension of
protection often remains less visible in practice than physical
and personnel security. Saeed et al. (2023) and Yaacob et al.
(2023) reinforce this interpretation by showing that digital
transformation and emerging technologies tend to advance
faster than organisational preparedness, staff training, and
compliance capacity. In this context, cybersecurity clearly
becomes a sports management issue rather than a purely
technical concern.

This also changes the way in which risk should be
understood. Setiawan et al. (2025) warn that when
cybersecurity remains isolated within the IT domain, both
leadership decision-making and incident response are
weakened. Pollini et al. (2022) likewise show that
vulnerability emerges not only from technology, but also
from human behaviour, working routines, and tensions
between formal rules and everyday practice. Familoni (2024)
adds that this challenge is intensified by the spread of
artificial intelligence, which increases defensive possibilities
while also enabling more sophisticated attacks. In sports
organisations, such vulnerability carries particular weight
because it can quickly affect operations, communication, and
organisational reputation. Cybersecurity risk therefore
cannot be reduced to system protection alone. It is also a
matter of coordination, accountability, and organisational
design.

Against this background, the integrated approach
proposed in this article appears especially relevant. Melaku
(2023) links cybersecurity risk management with
organisational context, stakeholders, and risk tolerance.
Ganin et al. (2020) add the decision logic of threat,
vulnerability, and consequence. Islam et al. (2024)
strengthen this reasoning by showing that prioritisation
should also reflect exploitability, asset dependencies, and
attack complexity. Sarker et al. (2024) complement this view
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by emphasising that advanced risk assessment tools must
remain explainable and trustworthy if they are to support
real organisational decisions. The value of combining these
perspectives lies in the shift from descriptive reasoning to
structured managerial judgement. Cybersecurity risk thus
appears not as a set of isolated technical problems, but as a
field of decision-making shaped by exposure, vulnerability,
consequences, and the organisation’s capacity to interpret
them.

This interpretation is also consistent with the resilience
perspective of Bostock and Breese (2023). Protection is not
an end in itself. It forms part of an organisation’s ability to
function under pressure, adapt to disruption, and maintain
continuity. From the perspective of sports management, this
is particularly important because effective response depends
not only on technical safeguards, but also on whether the
organisation is able to recognise risk, assign it proper
significance, and translate it into leadership action. In larger
event settings, this relevance extends beyond the focal
organisation, as Mhammed (2025) suggests in relation to
cyber intelligence, resilience, and wider digital
infrastructures.

At the same time, the proposed framework remains
theoretical and requires empirical verification in specific
sports organisations.

6. CONCLUSION

Cybersecurity in sports management should not be
understood as a supplementary technical issue. It forms part
of organisational management because it affects digital
operations, internal processes, and external relationships
across the sports environment. The synthesis of the analysed
sources shows that its significance cannot be assessed solely
in terms of threat, but must also be understood through
organisational vulnerability, technological dependencies,
and the consequences for continuity, trust, and reputation.

The contribution of this article lies in combining the
three-dimensional view of cybersecurity risk in sports
management with the prioritisation logic of Ganin et al.
(2020), while drawing on context-based, dynamic, and
explainable approaches to risk assessment. This integrated
framework provides a structured basis for identifying and
prioritising cybersecurity risks in sports management. Future
research should focus on its empirical verification in sports
organisations, sports facilities, and sports events.
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Abstract: The rapid advancement of unmanned aerial vehicle (UAV) technologies has significantly transformed a wide range
of industries, enabling new operational capabilities and enhancing efficiency across multiple sectors. This study aims to
examine the practical deployment of UAVs through a combined approach of market analysis and case study evaluation. The
research investigates current market trends, key industry segments, and the regulatory environment shaping UAV adoption,
while also providing in-depth insights into real-world applications. A mixed-methods approach is employed, integrating
secondary data analysis of market reports with qualitative examination of selected case studies in sectors such as agriculture,
logistics, and infrastructure inspection. The findings highlight the growing economic importance of UAVs, driven by
technological innovation, decreasing costs, and expanding commercial use cases. At the same time, the study identifies critical
challenges, including regulatory constraints, safety concerns, and limitations in operational scalability. The case study analysis
demonstrates that UAV deployment can lead to substantial improvements in data collection, cost efficiency, and operational
safety, although outcomes vary depending on industry context and implementation strategies. This paper contributes to the
existing literature by linking macro-level market developments with micro-level practical applications, offering a
comprehensive perspective on UAV integration in contemporary practice. The results provide valuable insights for
policymakers, industry stakeholders, and researchers, and suggest directions for future research focused on regulatory
harmonization and technological standardization.

Keywords: Unmanned Aerial Vehicles (UAVs); drone technology; market analysis; case study; UAV applications; precision

agriculture; infrastructure inspection; drone logistics; regulatory frameworks; autonomous systems
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1. INTRODUCTION

Unmanned aerial vehicles (UAVs) have emerged as a
transformative  technology with rapidly expanding
applications across both civilian and commercial domains.
Initially developed for military purposes, UAVs have evolved
significantly due to advances in sensor systems, navigation
technologies, and data processing capabilities, enabling their
deployment in  increasingly complex operational
environments (Clothier et al., 2015; Gupta et al., 2016).

The growing affordability and accessibility of UAV
systems have accelerated their adoption across multiple
industries, including agriculture, logistics, infrastructure
inspection, and environmental monitoring. In these sectors,
UAVs contribute to improved efficiency, enhanced data
acquisition, and reduced operational risks (Zhang & Kovacs,
2012; Chung et al., 2020). For example, precision agriculture
utilizes UAVs for crop monitoring and resource optimization,
while infrastructure management benefits from safer and
more cost-effective inspection processes.

Despite these advancements, the practical deployment of
UAVs remains constrained by regulatory, technological, and
societal factors. Aviation authorities impose strict
operational limitations, particularly for beyond visual line-of-
sight (BVLOS) missions, while concerns related to safety,
privacy, and cybersecurity continue to influence public
acceptance and policy development (Stécker et al., 2017;
Finn & Wright, 2016).

Although existing research has extensively examined UAV
technologies and their applications, there is a relative lack of
studies that integrate market-level developments with

empirical evidence from real-world deployments. This gap
limits a comprehensive understanding of how UAV adoption
translates into practical outcomes across different industries.

This study addresses this gap by combining market
analysis with case study evaluation to examine the practical
deployment of UAVs. Specifically, it aims to (1) analyze
current trends in the global UAV market, (2) explore the
implementation of UAV technologies across selected sectors,
and (3) assess the associated benefits and challenges.

The remainder of the paper is structured as follows:
Section 2 reviews relevant literature, Section 3 outlines the
methodology, Section 4 presents the market analysis, Section
5 discusses case studies, and Section 6 concludes the paper.
To provide a theoretical foundation for the research and to
contextualize the examined problem, the following section
reviews relevant literature on UAV technologies, their
applications, market developments, and associated
regulatory challenges.

2. LITERATURE REVIEW

This section provides a critical overview of existing
research on unmanned aerial vehicles (UAVs), focusing on
their technological development, practical applications,
market evolution, and associated regulatory challenges. The
aim is to synthesize current knowledge and identify key gaps
in the literature that justify the focus and contribution of this
study.

Technological Development of UAVs

Unmanned aerial vehicles (UAVs) have undergone
significant technological evolution over the past decades,
largely driven by advances in miniaturization, sensor
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integration, and autonomous navigation systems. These
developments have enabled UAVs to transition from
specialized military tools to versatile platforms applicable
across a wide range of civilian and commercial domains.
From a technical perspective, UAVs can be broadly
categorized into fixed-wing, rotary-wing, and hybrid
configurations, each characterized by distinct operational
capabilities in terms of endurance, maneuverability, and
payload capacity (Gupta et al., 2016).

Recent progress in artificial intelligence, machine
learning, and real-time data processing has further enhanced
the level of autonomy in UAV operations. As a result, modern
UAV systems are increasingly capable of executing complex
missions with minimal human intervention, including
autonomous navigation, obstacle avoidance, and adaptive
decision-making in dynamic environments (Chung et al.,
2020). These technological advancements form the
foundation for the expanding role of UAVs in contemporary
industrial applications.

Applications of UAVs Across Sectors

The practical application of UAVs has expanded
considerably, reflecting their adaptability and operational
efficiency across diverse sectors. In agriculture, UAVs have
become essential tools for precision farming, enabling
detailed crop monitoring, yield estimation, and targeted
resource application. These capabilities contribute to
improved productivity and more sustainable resource
management practices (Zhang & Kovacs, 2012).

In the construction and infrastructure sectors, UAVs are
increasingly employed for surveying, inspection, and project
monitoring. Their ability to access hard-to-reach or
hazardous locations enhances safety while simultaneously
reducing operational costs and improving data accuracy
(Siebert & Teizer, 2014). Similarly, in logistics, UAVs are being
explored as a viable solution for last-mile delivery, offering
potential advantages in terms of speed, efficiency, and
accessibility, particularly in remote or underserved areas
(Dorling et al., 2017).

Beyond these sectors, UAVs play a critical role in
environmental monitoring and emergency response. Their
capacity for rapid data collection in inaccessible or high-risk
environments makes them valuable tools for disaster
management, environmental assessment, and search-and-
rescue operations (Colomina & Molina, 2014). Collectively,
these applications underscore the versatility of UAV
technologies and their growing importance in modern
industry.

Market Development and Industry Trends

The global UAV market has experienced substantial and
sustained growth, driven by increasing commercial demand,
rapid technological innovation, and declining system costs.
The expansion of UAV applications across multiple industries
has contributed to the emergence of new business models
and service-oriented solutions. Market analyses suggest that
the commercial UAV sector is expected to continue its
upward trajectory, with particularly strong growth in
agriculture, energy, and logistics (PwC, 2016).

At the same time, the market is characterized by
increasing investment in research and development by both
established technology companies and specialized UAV

manufacturers. These investments are aimed at enhancing
system capabilities, improving reliability, and expanding the
range of possible applications. However, the pace and extent
of market growth remain closely linked to regulatory
developments. Aviation authorities, such as the Federal
Aviation Administration (FAA) and the European Union
Aviation Safety Agency (EASA), play a central role in defining
operational constraints and enabling or restricting advanced
UAV operations (Stocker et al., 2017). The lack of regulatory
harmonization across regions continues to represent a
significant barrier to the global scalability of UAV services.

The integration of UAVs into civil airspace introduces a
range of regulatory and ethical challenges that must be
addressed to ensure safe and responsible operation. Safety
concerns are particularly significant in densely populated
areas, where UAV operations pose potential risks to people
and infrastructure. Consequently, strict regulatory
frameworks and technological safeguards are required to
mitigate these risks.

In parallel, issues related to privacy and data protection
have become increasingly prominent. UAVs are capable of
capturing high-resolution imagery and sensitive data, raising
concerns about surveillance and the misuse of personal
information  (Finn & Wright, 2016). Additionally,
cybersecurity represents a critical area of concern, as UAV
systems may be vulnerable to unauthorized access, data
breaches, or malicious interference. Addressing these
challenges requires coordinated efforts among policymakers,
industry stakeholders, and researchers, as well as the
development of comprehensive regulatory and technological
solutions.

Despite the growing body of literature on UAV
technologies and their applications, several gaps remain
evident. Existing research tends to focus predominantly on
technical aspects or specific application domains, often
neglecting the broader relationship between market
dynamics and practical implementation. Furthermore, there
is a limited number of studies that provide comparative
insights into how UAV deployment varies across industries
and regulatory environments.

This study seeks to address these limitations by adopting
an integrated approach that combines market analysis with
case study evaluation. By linking macro-level market trends
with micro-level operational evidence, the research aims to
provide a more comprehensive understanding of UAV
deployment in practice and contribute to the development
of a more holistic perspective within the existing literature.he
analysis of literature sources focused primarily on the
characteristics of the terms smart city, sport management
and their mutual comparison.

"The concept of Smart City originated in the early 1990s.
The term encompasses the development of cities with new
and improved developments in technology, innovation and
globalization. Informational knowledge is used to address
challenges such as urban transportation, service delivery,
electricity and water distribution, and ensuring public
safety," (Telang et al., 2021).

To fully understand this concept, it is useful to first briefly
look at the word "smart" itself. In the context of technology,
the term "smart" is used to refer to devices, systems, or
places. It encompasses a multidimensional view including
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information processing, internal regulation, operating in the
world and knowledge acquisition, (Alter, 2020). According to
Finocchi, Perri and Peverini (2020), in order for objects to be
considered smart, they need to have certain characteristic
properties. These include different degrees of
substitutability, autonomy and authority.

Consequently, the Smart City concept represents the
integration of these smart objects and information and
communication technologies (ICTs) within cities in order to
improve the services provided by the city and, ultimately,
also to improve the quality of life of citizens. Smart cities
largely focus on fostering technological innovation,
developing no-new industries, strengthening the economy
and maintaining a sustainable environment (Law, Lynch,
2019).

A common characteristic of the previous definitions is the
improvement of the quality of life of citizens as the main goal
of creating a Smart City. Janani et al. (2023) in their definition
of the Smart City goal emphasize "addressing the challenges
of resource scarcity, environmental pollution, population
growth, and demographic change through technical,
economic, and social innovations."

The concept of smart cities has gained substantial
attention in recent years, characterized by the integration of
information and communication technologies (ICT) to
enhance the efficiency and sustainability of urban services.
As urban populations continue to grow, the need for
innovative solutions to manage resources, improve quality of
life, and promote active lifestyles has become more pressing.
This literature review explores the intersection of smart city
initiatives and sport management, examining how these
technologies can enhance sport participation (Bilohur et al.,
2022).

Smart Cities and Technological Integration

The theoretical foundations of smart cities are built upon
the integration of ICT, 10T, and data analytics to create
interconnected urban environments. According to Hollands
(2008), a smart city utilizes digital technology to enhance
performance and well-being, reduce costs and resource
consumption, and engage more effectively with its citizens.
Similarly, Caragliu et al. (2011) emphasize the role of ICT in
improving urban functionality and sustainability. These
foundational perspectives underscore the potential of smart
technologies to transform urban services, including sports
facilities and programs.

Building on the insights derived from the existing
literature, the following section outlines the methodological
approach adopted in this study to investigate the practical
deployment of UAVs.

3. METHODOLOGY

The primary objective of this study was to examine the
practical deployment of unmanned aerial vehicles (UAVs) by
integrating market analysis with real-world case study
evaluation. To achieve this objective, the research involved
(1) a comprehensive review of academic literature, industry
reports, and relevant online sources focusing on UAV
applications, market developments, and regulatory
frameworks, and (2) an analysis of selected case studies from
sectors such as agriculture, logistics, and infrastructure
inspection.

Content analysis was employed to process and interpret
the collected data. The research utilized both deductive and
inductive reasoning, alongside methods of comparative
analysis, abstraction, and synthesis, in order to identify key
trends, patterns, and relationships within the UAV market
and its practical applications. The market analysis was based
on secondary data obtained from publicly available reports
and statistical databases, enabling the identification of major
industry segments, growth dynamics, and influencing factors.

The case studies were selected based on their relevance,
data availability, and representativeness of different
application domains, allowing for a deeper understanding of
operational benefits, limitations, and contextual differences
in UAV deployment. The study adopts a global perspective,
reflecting technological, economic, and regulatory aspects
influencing UAV adoption. The main limitations of the
research are associated with the reliance on secondary data
and the selective nature of case studies, which may affect the
generalizability of the findings. Based on the described
research design and analytical methods, the following
section presents the results of the market analysis and case
study evaluation.

4. RESULTS

The analysis of secondary data confirms that the global
UAV market has experienced sustained and dynamic growth,
primarily driven by technological innovation, decreasing
hardware costs, and expanding commercial applications.
According to industry reports and academic studies, the
commercial UAV market is projected to grow at a compound
annual growth rate (CAGR) exceeding 15% in the coming
years, with strong demand across agriculture, infrastructure,
energy, and logistics sectors (PwC, 2016; Statista, 2023;
Chung et al., 2020).

Agriculture represents one of the most mature segments,
where UAVs are widely adopted for precision farming,
remote sensing, and crop health monitoring (Zhang & Kovacs,
2012). Infrastructure inspection has also demonstrated
strong growth, supported by the increasing need for efficient
monitoring of aging assets (Siebert & Teizer, 2014). The
logistics sector, although still emerging, shows rapid
innovation and investment, particularly in last-mile delivery
solutions (Dorling et al., 2017).

Regulatory frameworks remain a decisive factor
influencing market development. Regions with more
adaptive regulatory environments—such as the United
States and parts of the European Union—demonstrate higher
adoption rates, especially in commercial UAV operations
(Stocker et al., 2017; Clothier et al., 2015).

Case Study Results

The case study analysis provides empirical evidence of
the practical benefits and limitations of UAV deployment
across different sectors.

In agriculture, UAV applications have significantly
improved the precision and efficiency of farming practices.
Studies indicate that UAV-based monitoring can increase
crop yield by up to 20% while reducing input costs through
targeted resource application (Zhang & Kovacs, 2012; Hunt &
Daughtry, 2018).

In infrastructure inspection, UAVs have enhanced both
safety and operational efficiency. By replacing manual
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inspections in hazardous environments, UAVs reduce risks to
personnel while enabling faster and more accurate data
collection (Siebert & Teizer, 2014; Ellenberg et al., 2016).

In logistics, UAVs demonstrate strong potential for
optimizing delivery systems, particularly in remote or
underserved regions. However, real-world implementation
remains constrained by payload limitations, battery capacity,
and regulatory restrictions (Dorling et al., 2017; Otto et al.,
2018).

Cross-Case Analysis

A cross-case comparison reveals several consistent
patterns across sectors. First, UAV deployment leads to
significant improvements in data acquisition, operational
efficiency, and safety. Second, the economic viability of UAV
integration is highly dependent on scale, operational context,
and regulatory conditions.

Furthermore, recurring challenges were identified across
all case studies, including:

- regulatory constraints limiting operational flexibility,

- technological limitations such as battery life and payload
capacity,

- integration challenges with existing workflows and
systems.

These findings are consistent with previous research
emphasizing the importance of regulatory harmonization
and technological standardization for large-scale UAV
adoption (Finn & Wright, 2016; Stocker et al., 2017).

Key Findings
The findings of this study provide a comprehensive
insight into the current state and practical implications of

UAV deployment across multiple sectors. They can be
synthesized into several key thematic areas:

First, the global UAV market demonstrates sustained and
dynamic growth, driven by rapid technological innovation,
decreasing acquisition and operational costs, and increasing
demand for data-driven solutions. This growth is particularly
evident in commercial sectors, where UAVs are transitioning
from experimental tools to integral components of
operational processes (PwC, 2016; Statista, 2023). The
expansion of service-based UAV models further indicates a
shift toward scalable and accessible deployment.

Second, UAV technologies significantly enhance
operational efficiency and data acquisition capabilities.
Across all examined sectors, UAVs enable faster, more
accurate, and cost-effective data collection compared to
traditional methods. This is particularly evident in
applications such as precision agriculture and infrastructure
inspection, where high-resolution imaging and real-time
analytics contribute to improved decision-making and
resource optimization (Zhang & Kovacs, 2012; Siebert &
Teizer, 2014).

Third, the adoption of UAVs contributes to substantial
improvements in occupational safety. By reducing the need
for human presence in hazardous environments—such as
high-altitude inspections or disaster zones, UAVs mitigate
risks and enhance overall operational safety standards. This
finding aligns with existing research emphasizing UAVs as
tools for risk reduction in industrial contexts (Ellenberg et al.,
2016; Campion et al., 2018).

Fourth, regulatory frameworks emerge as a critical
determinant of UAV adoption and scalability. While
technological capabilities continue to advance rapidly,
regulatory restrictions, particularly those related to beyond
visual line-of-sight (BVLOS) operations, airspace integration,
and certification requirements—remain significant barriers
to widespread implementation. Differences in regulatory
approaches across regions further contribute to uneven
market development (Stocker et al., 2017; Clothier et al.,
2015).

Fifth, the effectiveness and economic viability of UAV
deployment are highly context-dependent. Factors such as
industry type, scale of operation, infrastructure readiness,
and level of technological integration play a crucial role in
determining the overall impact of UAV adoption. While some
sectors, such as agriculture, demonstrate immediate and
measurable benefits, others—such as logistics—are still in
transitional or pilot phases (Dorling et al., 2017; Zeng et al.,
2019).

Finally, several persistent challenges continue to limit the
full potential of UAV technologies. These include
technological constraints (e.g., battery life, payload capacity),
cybersecurity and privacy concerns, and difficulties related to
system integration and interoperability. Addressing these
challenges will require coordinated efforts in technological
development, regulatory harmonization, and standardization
processes (Finn & Wright, 2016).

Overall, the findings highlight that while UAVs offer
substantial benefits and transformative potential, their large-
scale deployment depends on the alignment of technological
capabilities, regulatory frameworks, and industry-specific
requirements. The results presented above are further
interpreted and critically discussed in relation to existing
literature and broader industry developments in the
following section

5. DISCUSSION

The findings of this study confirm that the deployment of
UAVs represents a significant technological and economic
shift across multiple industries. Consistent with previous
research, UAVs are increasingly transitioning from
experimental tools to integral components of operational
systems (Chung et al., 2020; Gupta et al., 2016; Hassanalian
& Abdelkefi, 2017). The strong market growth identified
aligns with broader industry analyses emphasizing the
expanding role of UAVs in automation and digital
transformation (PwC, 2016; Statista, 2023; Deloitte, 2020).

A key contribution of this study lies in linking market-level
developments with empirical evidence from case studies.
Existing literature often focuses on isolated applications;
however, this study demonstrates that successful UAV
integration depends on sector-specific conditions and
operational requirements (Zhang & Kovacs, 2012; Siebert &
Teizer, 2014; Lyu et al., 2020). This supports the argument
that the effectiveness of UAV deployment is closely tied to
the alignment between technological capabilities and
application context.

The role of regulatory frameworks remains central to
UAV adoption. Despite technological progress, regulatory
constraints—particularly concerning beyond visual line-of-
sight (BVLOS) operations—continue to limit scalability. This
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finding is consistent with prior studies highlighting regulatory
fragmentation as a major barrier to industry growth (Stocker
et al., 2017; Clothier et al., 2015; EASA, 2021). Furthermore,
public perception and safety concerns continue to influence
regulatory decision-making processes (Mozaffari et al., 2019;
Boucher, 2015).

The variability of UAV impact across sectors also emerged
as a key finding. While agriculture demonstrates immediate
and measurable benefits, other sectors such as logistics
remain in developmental stages due to technological and
infrastructural limitations (Dorling et al., 2017; Otto et al.,
2018; Goodchild & Toy, 2018). This suggests that UAV
adoption follows an uneven trajectory across industries,
influenced by both economic and technological readiness.

In addition, the study reinforces the importance of UAVs
in improving safety and reducing operational risks. Their
application in hazardous environments significantly reduces
the need for human intervention, aligning with previous
findings in infrastructure and disaster management research
(Ellenberg et al., 2016; Erdelj et al.,, 2017; Motlagh et al.
2017). However, these benefits are accompanied by
emerging concerns related to privacy, cybersecurity, and
ethical implications, which remain insufficiently addressed in
current regulatory frameworks (Finn & Wright, 2016; West &
Bowman, 2016; LI et al., 2020).

Finally, the study highlights the need for further
integration of UAV systems with broader digital ecosystems,
including Internet of Things (loT) platforms and smart
infrastructure. Future developments in autonomous
systems, artificial intelligence, and communication
technologies are expected to further enhance UAV
capabilities and expand their application potential (Khan et
al., 2021; Shakhatreh et al., 2019).

6. CONCLUSION

This study examined the practical deployment of
unmanned aerial vehicles (UAVs) through a combined
approach of market analysis and case study evaluation. The
findings confirm that UAV technologies are becoming
increasingly integrated into a wide range of industrial
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Abstract: The aim of the article is to identify disadvantaged groups of people in the labor market, then focus on the
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discussed the possibilities of improving their situation on the labor market and how digital technologies can contribute to this.

Keywords: disadvantaged people, people with disabilities, labor market, digital technologies

JEL Classification: J14, J 21, O 33

1. INTRODUCTION

The labor market is a key market of the economy, where
employers and job seekers meet. In the labor market, supply
and demand meet. People on the labor market offer their
labor and human capital, while businesses and the state
demand and use them as an input that is an essential part of
the production process. However, there are groups in this
market whose work is not so much in demand due to their
personal characteristics or work experience. These groups
are referred to as disadvantaged job seekers in the Slovak
Republic.

2. LITERATURE REVIEW

2.1 Identification and characterization of disadvantaged
groups of people in the labor market

The identification of disadvantaged groups of citizens on
the labor market in the Slovak Republic is enshrined in Act
No. 5/2004 about Employment Services, as amended from 1
January 2025. The Act designates these groups as
disadvantaged job seekers and identifies the following
groups: school graduates, citizens over 50 years of age, long-
term unemployed citizens, long-term unemployed citizens,
citizens with less than secondary vocational education, third-
country nationals who have been granted asylum or
subsidiary protection, single persons caring for a child or
other dependent person, citizens with disabilities, and
persons returning to the labor market after maternity or
parental leave who did not have employment income while
receiving the benefit.

Several Slovak authors rely on this law in their
publications when identifying disadvantaged groups of
citizens on the labor market. Pawera et al. (2018) state in
their article that the inclusion in the above groups is based
on factors such as age, long-term unemployment, migration,
education, disability or the inability to reconcile work and
family life. They state that these factors limit the
employment opportunities of disadvantaged people and
worsen their position on the labor market compared to the
majority population. Due to their life and social situation,
they are perceived by employers as less or completely
unattractive. Based on the analysis of the views of various
authors on the definition of disadvantaged groups on the
market, these authors adjusted the identification of these
groups as follows: women; persons belonging to the Roma

ethnic group; persons younger than 26 years of age -
graduates who have completed vocational education; seniors
(over 50 years of age); persons with disabilities. According to
Ladridkova and Spanikova (2020), an individual's chance of
obtaining a quality job is influenced by factors such as
gender, health status, education, age and ethnic origin. These
factors represent the reasons why disadvantaged groups
have worse employment opportunities in the labor market.
The authors describe disadvantaged groups of people as risky
because they are largely condemned to long-term
unemployment or repeated job losses. In their article Zeman
and Zubalova (2020) criticize the insufficient legislative
definition of disadvantaged groups in the legal order of the
Slovak Republic. They point out in particular that the
exhaustive list lacks several groups that face significant
barriers in practice on the labor market. These groups
included parents returning from parental or maternity leave
without prior employment, young people leaving children's
homes, marginalized Roma communities, and also persons
after completing a prison sentence.

In foreign literature, disadvantaged groups are often
referred to as discriminated against. Calderén-Milan et al .
(2020) use this term to refer to people whose work and social
characteristics lead to them being negatively discriminated
against in the regular labor market. They also included
women, young people, people with disabilities, and people
with lower levels of education or insufficient qualifications in
the group of discriminated against people in the labor
market. Deselnicu et al. (2024) identified older and younger
employees, women, people at risk of poverty, Roma, and
adults with disabilities as discriminated against groups of
workers. The authors point out that these groups face various
forms of unequal treatment, social stereotypes, and limited
opportunities in the labor market.

Based on the analysis of the views of individual authors,
it can be stated that women, citizens belonging to the Roma
ethnic group, citizens at risk of poverty, citizens who were not
employed before the start of maternity or parental leave,
young people leaving children's homes and citizens returning
from prison can also be added to the legally defined
disadvantaged groups of job seekers (school graduates,
citizens over 50 years of age, long-term unemployed citizens,
citizens with less than secondary vocational education, long-
term unemployed citizens, asylum seekers or persons with
supplementary protection, single persons caring for a child or
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other dependent person, citizens with disabilities, citizens
after maternity or parental leave without employment
income).

2.2 People with disabilities

Citizens with health disabilities are also a disadvantaged
group on the labor market. Disadvantage can manifest itself
at various levels of physical, mental, or social functioning.

Kuklek et al. (2021) identified disability as one of the most
significant barriers to the labor market. It can take various
forms, such as visual impairment, physical mobility
limitations, communication problems, or reduced quality of
life, etc. People with disabilities constitute a very diverse
group with different needs and problems. The authors also
stated that there is a high correlation between adult disability
and high psychological stress.

Michna et al. (2017) reported in their research that
despite the continuous efforts of individual countries to
increase the employment of people with disabilities, their
employment rate remains significantly lower compared to
people without disabilities. The results of their research
indicate that the main obstacles faced by employers in the
selection process for these people include, in particular,
insufficient education or qualifications.

A 2025 study found that people with disabilities prefer
the option of working from home. If the number of job
opportunities that allow remote work increases, the labor
market could be much more inclusive for people with
disabilities. The positive effect of this phenomenon has
already begun to be felt to some extent as a result of the
lockdown during the COVID-19 pandemic (Derbyshire et al.,
2025).

Thanks to the analysis of the above sources, it can be
noted that the group of disabled people is very diverse, and
therefore there may be several different reasons for difficult
entry into the labor market. However, in general, this
disadvantaged group has a higher unemployment rate than
people without disabilities. One option to reduce inequality
in the labor market is to allow these people to work from
home.

3. METHODOLOGY

The aim of the article is to identify disadvantaged groups
of people in the labor market and then focus on the
characteristics and analysis of the position of people with
disabilities in society and on the labor market. In the article,
we used a content analysis of literary sources that relate to
the identification and characteristics of people with
disabilities. We identified forms of support for these people
in the labor market and the possibilities of using digital
technologies to facilitate the employment of this group of
people who are disadvantaged in the labor market.

4. FINDINGS
4.1 Disability categorization

The term disabled person is understood not only as an
officially medically diagnosed person, but also as an
individual who feels limited due to treatment or serious
iliness. Based on this assumption, it can be stated that the
group of disabled people is truly diverse and includes various
forms of disadvantage that may not even be officially
classified. However, for the purposes of this work, this

chapter presents the most common types and categories of
disability reported in professional literature.

Jenei et al. (2024) confirm in their research that disability
can vary in severity from partial to complete and can be
temporary or permanent. It can affect a person's sensory,
motor and mental functions, including walking, vision, speech
and communication. In Slovakia, a distinction is made
between people with severe disabilities, who are entitled to
special social support, and people with less severe
disabilities, who can also benefit from social care. A disability
level of 41% or more means reduced working capacity, while
a rating above 50% is considered severe disability and often
significantly limits the ability to perform work.

Zakiei et al. (2020) reported that the main types of
disability include physical-motor, visual, hearing and
intellectual disabilities. They also pointed out that their share
represented approximately 3.4% of the world's population.
The World Health Organization (WHO) estimated in 2023 that
there were approximately 1.3 billion people living with a
significant form of disability in the world, which was
approximately 16% of the population (Téthova et al.,2025).
Konecny et al. (2025) confirmed that people with disabilities
represent the largest minority group in the world, yet they
still face significant obstacles in all areas of their lives.

Tarasoff et al. (2020) identified very similar categories of
disabilities in their research: physical, sensory, intellectual,
and developmental. Physical disabilities include conditions
such as spinal cord injury or cerebral palsy and are associated
with limitations in mobility, flexibility, or fine motor skills.
Sensory disabilities refer to vision or hearing impairments,
which can affect the ability to receive and process
information from the external environment. Intellectual and
developmental disabilities include, for example, Down
syndrome or autism spectrum disorder. These types of
disabilities are characterized by limitations in cognitive
abilities, learning, communication, and adaptation to
everyday situations.

Tomek et al. (2014) in their article are based on the UN
definition, according to which persons with disabilities are
people with long-term physical, mental, intellectual or
sensory limitations. These limitations can take the form of
visual, hearing, physical or mental disorders, which often
require a specific approach from the surrounding
environment. The authors also point out that disability can
affect anyone during their life, either temporarily or
permanently.

Birau et al. (2019) found that the type of disability
significantly affects the position of people in the labor
market. Visually impaired people have the highest
employment rate and the shortest average time to regain
employment. On the contrary, people with mental or
psychological disabilities are in a significantly more
disadvantageous position than other groups, according to
them. Alzahrani (2025) assessed that people with intellectual
and developmental disabilities have a more complicated
entry into the labor market and one of the main prerequisites
for their employment is quality education.

The above sources show that people with disabilities
represent a diverse group and constitute a significant part of
the total population. The main types of disability most often
included in the professional literature are physical, sensory,
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mental and developmental forms of limitations. A disability
can be permanent or temporary and affects various areas of
life, which subsequently affects the individual's employment
opportunities. Research confirms that the type and severity
of the disability significantly shape their position on the labor
market. People with visual impairment, which is among the
sensory limitations, show relatively favorable results. On the
contrary, people with mental or developmental disabilities
remain in a significantly disadvantaged position. These
findings point to the need to perceive disability as a complex
phenomenon with a diverse impact on a person's life and at
the same time create the basis for the next chapter, which
will address the position of these people in society and on the
labor market.

4.2 The status of people with disabilities in society and
on the labor market

The issue of the position of people with disabilities in the
labor market, but also in society as a whole, is addressed by
many authors, who draw attention to the persistent
inequalities and obstacles preventing their full inclusion.

Fouquet (2025) stated that in developed OECD countries,
people with disabilities made up approximately 15% of the
working-age population in 2022. Despite the fact that the
overall employment rate is growing year-on-year, the
employment rate of this disadvantaged group remains
approximately 25% lower than that of people without
disabilities. The reason may be both the individual limitation
in access to work itself, which results from physical or mental
limitations, but also the personal preferences of these
people. The author highlighted that the reason for the lower
employment rate of this group may also be their lower
motivation to remain in the labor market due to public
transfers and social benefits. This may also be due to
discrimination by employers, which is often associated with
the assumed lower productivity of these workers.

According to Urbancova et al. (2020), the employment
and inclusion of people with disabilities in work collectives
are closely linked to diversity in the workplace. Employment
represents one of the essential elements of shared
recognition and contributes to a sense of inclusion and
citizenship. Despite this, people with disabilities remain
underrepresented in the labor market.

The UN addresses this issue in the Convention on the
Rights of Persons with Disabilities, which obliges states to
ensure equal access to employment for people with
disabilities. Article 29 of the Convention emphasizes the need
for equal employment opportunities in both the public and
private sectors and the support of their self-employment,
entrepreneurship or establishment of their own businesses
by the Ministry of Labor and Social Affairs (Watson et al.,,
2022).

Urbancovd et al. (2020) state that potential job
opportunities for this group include, for example, positions in
call centers or employment in protected and integrated
enterprises, where people with disabilities must make up 20-
50% of the workforce. These enterprises operate on a market
principle and allow people with disabilities to work under
standard conditions, with obtaining a specific position
depending on their abilities and skills. Integration projects
are most often implemented in sectors such as gastronomy,
gardening, crafts or animal care.
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Jetha et al. (2020) highlight that people with disabilities
face greater difficulties in the labour market, especially in
obtaining, maintaining and advancing in employment.
Limited labour market participation can make it more
difficult to access basic resources such as income, food
security and safe housing, which in turn leads to a
deterioration in their health and socio-economic status. At
the same time, this group of people often needs
comprehensive health and support care, and inadequate
working conditions can further intensify these needs. Older
workers with disabilities are a particularly vulnerable group
in the labour market, as health limitations significantly
exacerbate their disadvantaged position.

Shaw et al. (2022) in their research strongly emphasize
the need to perceive the employment of people with
disabilities in a broader social context. They point out that the
main challenge of the problem of disadvantage of people
with disabilities is that they are still not perceived in society
as full citizens with a self-evident right to be part of work and
social systems. Persistent stereotypes or prejudices cause
their exclusion and prevent them from actively participating
in work. To remove these barriers, long-term structural
change is needed, based on thorough analysis, with disabled
people themselves involved in the process of finding
solutions.

The issue of the impact of social exclusion on the
integration of people with disabilities into the labor market
was also addressed by the authors Birau et al. (2019). In their
research, the authors focused on analyzing the situation in
Romania, describing the integration of this disadvantaged
group into the labor market as a sustainable response to the
deepening labor shortage. The research results show that the
main obstacle for this group is not disability itself, but
insufficient infrastructure, complicated access to transport,
and persistent social stigma or discrimination. These factors
contribute to the fact that many of them stop actively looking
for work or have difficulty maintaining employment. Some
employers avoid employing people with disabilities due to
the need to adjust the working environment and conditions.
Finally, the authors criticized the Romanian government's
previous measures, which they described as insufficient to
address social exclusion and support the labor integration of
people with disabilities.

The state of public care for people with disabilities is very
inadequate in many less developed countries. A 2025 study
by Griffiths et al. provides a compelling example of this claim.
The authors focused on how employment rights are
implemented in Uganda, where approximately 12% of the
population is made up of people with disabilities. They point
out that despite well-known evidence of discrimination in the
labour market, there is little information about the actual
implementation of legal norms. They also found that
interviews with political leaders influenced their attitudes
and intentions, suggesting that even minimal intervention
can initiate a change in approach to the issue (Griffiths et al.,
2025).

The insufficient implementation of legal norms to
support persons with disabilities in African countries was also
analyzed by Shumba and Moodley (2018). The authors
focused on the state of this issue specifically in Namibia,
identifying a lack of accountability as the primary cause. They
point out that the government there has not created
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sufficient mechanisms that would oblige it to be accountable
to people with disabilities in the areas of healthcare,
education, or social support. According to them, it is the
absence of clearly defined accountability that causes a
significant gap between the creation and actual
implementation of policies.

In contrast to African countries, where legal support for
people with disabilities is insufficient, research from other
parts of the world shows significant differences in
approaches to this issue. For example, Lin et al. (2018) report
that in China , people with disabilities often deny
discrimination, which hinders their social inclusion. At the
other end of the spectrum, Sweden is one of the most
progressive countries in terms of equality and employment
for people with disabilities. As many as 78.1% of people with
visual impairments and 89.2% of people with hearing
impairments work there (Boman, 2015). International data
shows that countries with high female employment rates
achieve significant GDP growth. Estimates suggest that if
women with disabilities were to fully participate in the labor
market, economic performance could increase by
approximately 3 to 7% (Jenei et al., 2024).

Shabunova et al. (2016) in their study examined what
barriers exist for this disadvantaged group in labor market in
Russia . One of the significant obstacles to promoting the
employment of people with disabilities is insufficient
vocational training and limited retraining opportunities. They
found that only about 38% of people with disabilities work in
the field for which they are qualified. Based on the research
results, they also identified the main ways that can
significantly improve the competitiveness of this group.
These were, in particular, increasing financial support for
employers of this group, creating a central register of
unemployed people with disabilities, and expanding
vocational training opportunities that will respond to current
needs on the labor market.

According to Ahmed et al. (2025), people with disabilities
still perform significantly worse at work than their able-
bodied counterparts, despite existing international
standards. Al-Hendawi et al. (2024) point out that their
hourly wage is around 12% lower on average globally, with
the gap even greater in economically weaker countries,
exceeding 25%. Although several studies confirm that an
inclusive workplace brings economic benefits, such as higher
morale and lower turnover, discrimination in the recruitment
process persists. This situation is also exacerbated by
systemic barriers, in particular employer bias, inadequate
infrastructure and poor implementation of existing policies.

By positioning people with disabilities in Slovak The
labour market was examined by Masarova et al. (2019), who
assessed it as unfavourable, although some improvement
can be observed in recent years. They state that the share of
working people with disabilities is lower than the average in
the Slovak Republic and a significant part of this group
remains economically inactive. The long-term problem of
unemployment of disadvantaged groups in Slovakia is also
pointed out by Polackova (2020), who also criticizes the low
level of involvement of non-governmental organisations in
supporting the employment of these people.

4.3 Forms of support for the labor and social integration
of people with disabilities

Reducing social disparities requires the effective
integration of people with disabilities. For them to fully
participate in everyday life and the working environment, it
is necessary to create suitable conditions for them and
provide adequate support.

According to Rahman (2025), it is widely accepted that
vocational rehabilitation is a key tool for promoting
independence and social inclusion of people with disabilities.
Vocational rehabilitation is a process that includes various
support services, such as job placement, career guidance, job
adaptation and skills development. It aims to enable people
with disabilities to achieve economic independence and
enhance their active participation in social life. Studies from
Scandinavian countries, Europe and the United States
confirm that individually tailored support leads to higher
employment rates. Conversely, in low- and middle-income
countries, community-based programmes contribute to
empowerment (Chun et al., 2024, Lee et al., 2020, Dispenza,
2021).

The issue of supporting the integration of people with
disabilities was also addressed by Masan et al. (2022), in the
form of social rehabilitation . By this term, the authors
understand a set of activities that support the independence
of a person with a disability and the development of their
abilities necessary for everyday life. According to them, social
rehabilitation is highly individual, depends on the needs,
possibilities and motivation of the individual and requires a
special approach from the social worker. It supports self-
sufficiency, a sense of self-worth, psychological stability,
social relationships and helps overcome psychological
barriers that prevent full integration. The authors conducted
research in Slovakia that focused on the extent to which
social rehabilitation contributes to the integration of people
with disabilities into society. The results showed that
rehabilitation  programs  significantly = support the
independence, self-confidence and social functioning of
these people. At the same time, it turned out that high-
quality cooperation between clients and workers is an
important prerequisite for a successful rehabilitation
process. The research also highlighted the need to
strengthen professional training and raise awareness of
modern trends in social rehabilitation so that these services
can be further developed and respond more effectively to
the needs of the target group.

Among the forms of support that can significantly
contribute to the integration of disabled people, especially in
the area of employment, is the possibility of working from
home. A 2025 study shows that many disabled people prefer
this form of work. Remote work allows them a greater degree
of self-sufficiency and reduces the barriers associated with
commuting or physical access to the workplace. This form of
employment is also beneficial for employers, as adjusting the
work environment or working conditions to create an
inclusive workplace can be organizationally and financially
demanding for many (Derbyshire et al., 2025).

4.4 People with disabilities and digital technologies

With the growing importance of remote work, it is natural
to pay attention to the digital technologies that are closely
related to it. This chapter therefore focuses on the role that
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digital technologies play in the lives of people with
disabilities.

Jetha et al. (2023) highlighted the importance of
supporting the employment inclusion of people with
disabilities in an increasingly digitalised work environment,
identifying it as a key priority for social policy and public
health. Digital technologies have made significant
contributions to the employment integration of people with
disabilities by offering digital tools that facilitate their
engagement in work (e.g. smartphones or computers),
improving assistive devices (e.g. speech-to-text applications)
and improving workplace accessibility, for example through
robotic systems performing physically demanding tasks.

However, historical data also show that people with
disabilities have long faced barriers to accessing and using
digital technologies compared to people without disabilities.
This inequality is often referred to as the digital divide and is
mainly reflected in limited access to the internet (Diplaga,
2017 ; Dijk, 2017). For example, in Canada, in 2017, 19.5% of
adults with disabilities did not use the internet (Choi, 2021),
compared to approximately 9% of people without
disabilities. This gap is driven by a combination of factors,
such as low technological literacy, low financial costs or lack
of opportunities for technological training. As the work
environment increasingly moves online, these limitations
directly reduce their employment opportunities (Jetha et al.,
2023 ; De et al., 2020).

Fajadro-Castro et al. (2025) report that people with
disabilities face significant barriers to accessing integrated
employment. They identified people with intellectual
disabilities as a group with a higher need for support.
Digitalisation may exacerbate their situation, as they are
often employed in simple manual positions that can be easily
replaced by technology.

This issue was also addressed in the past by the Slovak
author Ondrejkova (2016), who highlighted the importance
of the effective use of modern information and
communication technologies by persons with disabilities. The
author draws attention to the need to implement new e-
government services and create single points of contact in
Slovakia, while ensuring web accessibility must also be part
of these changes. These changes will enable the full
functioning of the given group in the digital society. Research
has shown that in the field of electronic communication,
people with disabilities achieved a relatively good level of
digital skills, which significantly contributes to their everyday
life and integration.

4. CONCLUSION

Available sources show that people with disabilities have
long been in a disadvantaged position, both on the labor
market and in society as a whole. Research agrees that the
causes of this condition are extremely complex, as they
include not only health restrictions and inadequately
adapted working conditions, but also persistent prejudices
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from the environment. Analyses also show that there are
significant differences between the current state of this issue
in individual countries. In less developed countries, the
problem persists mainly in the weak implementation of legal
measures and insufficient support and interest from the
state. On the contrary, in more developed countries, social
attitudes and low expectations towards this group play a
greater role. However, the example of a progressive country
shows that with appropriately created conditions and equal
treatment, the employment rate of people with disabilities
can be significantly higher. Research also shows that, despite
the existence of international standards and legislative
frameworks, the work outcomes of people with disabilities
remain significantly worse in global comparison, and
disparities persist, especially in remuneration and
recruitment processes. Overall, it can be noted that
improving the status of this group requires long-term efforts,
as it depends significantly on a gradual change in social
attitudes. Therefore, it is necessary to pay attention to forms
of support that can truly strengthen their work and social
integration, which is discussed in more detail in the following
subsection.

In supporting the integration of disabled people into
society and the labour market, based on an analysis of
available resources, social and vocational rehabilitation is
particularly key. These processes include various activities
that help develop skills, increase the self-sufficiency of the
individual and support their readiness to participate in
everyday life and the working environment. Rehabilitation
programmes also remove or mitigate barriers that prevent
people with disabilities from realising their potential, thereby
significantly contributing to their successful integration. In
the working environment, the possibility of working from
home has proven to be an important form of supporting the
integration of this disadvantaged group. This is a form of
work that will guarantee their better access to job
opportunities and reduce the obstacles that disabled people
often encounter.

Based on the analysis of available sources, it follows that
digital technologies can significantly support the work
integration of people with disabilities, but their benefits are
still limited by differences in digital skills and access to
modern tools. Although technologies open up new
possibilities, not all people with disabilities have ideal
conditions for using them. It is also important to take into
account that some groups, such as people with intellectual
disabilities, need more significant support in the application
of digital technologies. At the same time, these people are
mainly employed in manual positions requiring low
qualifications, which are most at risk of technological
replacement. Overall, it appears that more attention will
need to be paid to the development of digital skills and
abilities and other support measures to strengthen their
social and work inclusion.
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Abstract: The aim of this article is to find out what is the position of people with disabilities in the labor market, what are the
barriers to employment and what conditions need to be changed to facilitate the employment of these people. In the article,
we identified, analyzed and compared the results of various 10 research studies which were conducted in Europe, Asia and
Canada. To achieve the goal, scientific methods of description, content analysis, comparison and synthesis were used.
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1. INTRODUCTION

The labor market is a space where demand and supply for
labor and human capital meet. Both of these factors are
owned, offered on the labor market, and subsequently
rented by economic entities called households. Labor and
human capital represent essential production inputs for
enterprises, for which they pay wages to households.
Payments for the rental of labor and human capital represent
production costs for enterprises. On the supply side of the
labor market, there are also groups of people who have
problems with employment due to the existence of various
disabilities. This includes, for example, people with health
disabilities. Despite legislative measures and the growing
emphasis on inclusion, these people often encounter barriers
in obtaining and maintaining employment. The most
significant obstacles include employer prejudices, an
inadequately adapted work environment, or limited access to
education and retraining. Health disabilities can thus lead to
lower employment rates and a higher risk of social exclusion.
However, the employment of people with disabilities brings
benefits not only to individuals, but also to society as a whole.
Employment promotes diversity, social cohesion, and more
efficient use of the production factor labor and human
capital. The article synthesizes the results of international
research surveys that have addressed the position of people
with disabilities in national labor markets.

2. LITERATURE REVIEW - PEOPLE WITH DISABILITIES

To understand the position of people with disabilities in
society and on the labor market, it is first necessary to define
who belongs to this group and what characteristics
distinguish them from the rest of the population. According
to Orieshchikova (2014), people with disabilities are among
the marginalized groups who often need special help from
professionals. However, their basic needs are the same as
those of the majority population, because they also need
love, acceptance, space for development and self-realization.
However, disability brings limitations that affect all areas of
their lives. People with mental, physical or sensory disabilities
often have to face various barriers. These can be
communication, spatial or appearance barriers, but they also
have to resist invisible barriers in the form of prejudice and
lack of acceptance from others.

People with disabilities are considered not only those
whose disability has been officially confirmed by a medical
report, but also people who subjectively feel that they are
health-impaired due to a chronic illness or treatment. Such
limitations affect their quality of life and interfere with their
daily functioning, as well as their opportunities to apply
themselves in the labor market. Although the number of
people with disabilities in the working age group is increasing
and policy measures are responding to this group more and
more actively, there are few studies that focus on labor
market policies supporting their work integration from the
perspective of the actors involved themselves (Holubova et
al., 2024 ; Sollar et al., 2022)

According to Marcekovd et al. (2021) , people with
disabilities are a minority in society and often remain on the
margins of social events. They encounter barriers every day
that complicate their daily activities and make it difficult to
fully integrate among people without disabilities. Bendikova
et al. (2018) argue that people with disabilities have more
limited access to healthcare, income programs, social
support, education, leisure activities, and even employment
opportunities that would positively affect their psychological
well-being.

Subové (2023) stated in her research that EU countries
use various social policy instruments to prevent financial
vulnerability of households and mitigate the consequences of
iliness or job loss. Based on the analysis of social expenditure,
she concluded that people with disabilities have long been
among the most supported groups within the EU, which is
also confirmed by the findings of Halaskova (2018). This fact
indicates that people with disabilities are considered a group
with a high level of vulnerability within social policy and
therefore require systematic and long-term support.

Based on the analysis of the sources, it can be concluded
that a person with a disability can be considered an individual
whose health limitations affect their daily functioning and
access to opportunities. This group includes not only people
with an officially confirmed disability, but also people who
feel limited as a result of iliness or treatment. Research shows
that these people often face various barriers and social
disadvantages, which limit their full participation in social life.
The findings also confirm that within the EU they are
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considered one of the most vulnerable groups and therefore
require long-term support from social policy.

3. METHODOLOGY

The aim of this article is to find out what the position of
people with disabilities is in the labour market, what are the
barriers to employment and what conditions need to be
changed to facilitate the employment of these people. In the
article, we identified, analysed and compared the results of
various research studies that have been published since
2017, with some surveys being conducted earlier. To achieve
the goal, scientific methods of description, content analysis,
comparison and synthesis were used. 10 research studies
were selected for comparison, which were conducted in
Europe, Asia and Canada.

4. FINDINGS
4.1 Research studies

RESEARCH STUDY 1 - SURVEY OF THE FUNCTIONALITY
OF PORTUGAL LEGAL MECHANISMS IN THE FIELD OF WORK
INTEGRATION OF PEOPLE WITH DISABILITIES (PORTUGAL)

The first foreign research study that will be presented in
more detail in this subsection is a survey from 2024, which
examined whether Portuguese legal mechanisms supporting
the working conditions of people with disabilities actually
work in practice. In Portugal, the position of workers with
disabilities or chronic and oncological diseases is protected
not only by national legislation, but also by international and
European legislation that is part of the local legal system. The
authors Neto et al. (2024) focused on whether the legal
regulations in this system are sufficient, whether these rights
are known and used by people with disabilities, and whether
employers actually recognize and respect them.

This survey was conducted in 2022, and the authors used
a mixed data collection method. The authors first collected
data through a questionnaire among people with disabilities
and then conducted interviews, which allowed for a more
detailed examination of their subjective experiences. Such a
combination allowed for a more comprehensive view of the
research issue.

For the purpose of the quantitative questionnaire survey,
distributed using the Google Forms platform, a sample of 195
respondents aged 21 to 78 who identified themselves as
people with a disability or chronic illness was approached.
The majority were women, many had a university degree,
and all reported having previous work experience. The
authors used IBM SPSS statistical software to process and
therefore analyze the obtained data. The authors mainly
used descriptive analysis and, where necessary, the chi -
square test to verify the relationships between variables.

The second, qualitative part of the research was
conducted in the form of semi-structured interviews with 8
people with disabilities, who were selected from among the
participants of the previous questionnaire survey. The aim
was to gain a deeper insight into their experiences and
attitudes towards reasonable accommodation. The
interviews also took place in 2022, mostly in person, except
for one that took place online. They lasted approximately an
hour and, with the consent of the respondents, were
recorded and subsequently transcribed. All participants had
either congenital or acquired disabilities. The sample

consisted of four men and four women aged between 33 and
72, with the majority having a university degree.

The research results show that people with disabilities
perceive legal reasonable accommodation as an important
tool that can positively influence their inclusion in the
working environment. Although respondents also identified
measures related to the organization of work as useful, such
as adjusting working hours or more time off, these are less
often implemented in practice. Employers prefer
adjustments that are directly related to the performance of
work, such as providing special equipment. The research also
revealed several barriers that prevent the real exercise of the
right to reasonable accommodation, in particular employees'
concerns about negative reactions from colleagues or
superiors if they request these adjustments.

RESEARCH STUDY 2 - EMPLOYMENT OF PEOPLE WITH
DISABILITIES IN SMEs (POLAND)

The work of Michna et al. (2017) focuses on the
employment of people with disabilities in small and medium-
sized enterprises in Poland . The authors guided their analysis
with a general research question: How can the chances of
people with disabilities obtaining a job in small and medium-
sized enterprises (SMEs) be improved, taking into account
their work preferences and expectations, as well as the
expectations of the employers themselves. The aim of the
study was to identify the needs, ideas and requirements of
both groups in relation to employment and, on this basis, to
propose solutions that could support higher work integration
of this disadvantaged group in SMEs.

To achieve this goal, the authors conducted a multi-stage
research study that combined quantitative and qualitative
approaches. The quantitative part was conducted on a large
sample of 1,041 unemployed people with severe or severe
disabilities and on a set of 150 small and medium-sized
enterprises from various sectors. In both cases, structured
guestionnaires were used, which were completed in
cooperation with trained interviewers. These workers helped
the respondents with the completion and, if necessary,
explained the questions in more detail. This qualitative
survey was conducted in 2007, focusing on identifying
barriers, experiences and needs of this group in the work
process.

The qualitative phase then included case studies in three
SMEs that have been actively employing disabled workers for
a long time. This phase used structured interviews with
guestionnaires, with the respondents being top managers of
the selected SMEs. This survey was carried out in 2012, and
during this period a new structured questionnaire was also
developed for employees of these enterprises that actively
support and implement the employment of disabled people.

To process the data obtained, the authors applied a
sequential explanatory strategy, in which they first analyzed
quantitative data and then used qualitative findings to
explain and supplement them in more detail. The
combination of both approaches provided them with a more
comprehensive and accurate view of the research issue
(Michna et al., 2017).

Results

This multi-stage research study shows the following
results: SMEs still lack more precise information about the
possibilities of employing people with disabilities, which
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makes it difficult for them to take the necessary measures in
practice. Nevertheless, case studies have shown that many
managers perceive disabled employees positively and
appreciate their work commitment and loyalty. Unemployed
people with disabilities themselves confirmed that they
prefer administrative and office jobs and expect support
from employers, mainly in the form of an adapted workplace,
subsidized transport and further education opportunities. IT
courses were identified as the most desirable, which is also
in line with the needs of SMEs. The results show that a
significant proportion of disabled people would prefer part-
time work, which is already provided by many companies.
Overall, this study shows that with better information,
targeted support, and adaptation of working conditions, the
expectations of both parties can be significantly aligned,
which increases the chances of successful employment
integration of this group.

RESEARCH STUDY 3 - SUPPORTING YOUNG PEOPLE WITH
DISABILITIES DURING THE TRANSITION FROM SCHOOL TO
EMPLOYMENT (CANADA)

Another research analyzed focused on the role of job
accommodations and benefits in supporting young Canadian
adults with disabilities during their transition from school to
work. The authors Jetha et al. (2019) aimed to achieve the
following objectives with this study: To describe what specific
job accommodations and benefits young people with
disabilities need most and whether they prefer physical
(referred to in the study as “hard”) workplace
accommodations, organizational (“soft”) accommodations,
or health benefits. To identify barriers that prevent these
young people from accessing these accommodations or
benefits, and to examine the relationship between the type
of disability and the need for accommodations.

Data collection was carried out in the form of an online
survey, the target group of which was young people with
disabilities aged 18 to 35. These were respondents who were
still studying, employed or actively looking for work. The
qguestionnaire was completed by 155 respondents, whose
average age was 25.8 years. The majority were women and a
large part of the participants were still students at the time
of the survey. More than half were also employed, mainly
part-time. The most frequently reported types of disability
included physical, mental and learning disabilities, with most
respondents having more than one limitation.

Chi-square tests were used to process the data obtained.
The analysis was carried out in the statistical software SAS
9.3. However, there is no clear indication of the year in which
the responses were collected in this study.

Results

Research has shown that young adults with disabilities
most often need extended health insurance and so-called
soft work arrangements (e.g. flexible working hours or
ongoing support in the workplace). However, providing these
adjustments can be more challenging in some job sectors.
The findings also showed that people with mental disabilities
need these forms of support even more often. Respondents
also reported several barriers to assessing adjustments and
benefits. These included concerns about disclosing their
disability, which clearly makes it more difficult for them to
access the benefits they need. The authors therefore point to

the need for better communication and a more proactive
approach from employers (Jetha et al., 2019).

RESEARCH STUDY 4 - SURVEY OF PERCEPTIONS OF FUTURE
LABOUR MARKET APPLICATION AMONG YOUNG ADULTS
WITH DISABILITIES (CANADA)

The fourth research study naturally follows on from
previous research, as the authors Jetha et al. (2020) decided
to examine how young adults with disabilities perceive their
participation in the future labor market . They proceeded
from the fact that the world of work is changing rapidly,
which may mean not only new opportunities but also
significant barriers for this group. The authors therefore
focused on how young people with disabilities assess their
possibilities to participate in working life in rapidly changing
conditions.

This study included young Canadian adults with
disabilities, aged 18 to 36, who were approached after giving
consent based on their participation in previous research by
the same author team. The characteristics of the
respondents were intentionally diverse to ensure the
broadest possible view of the research topic. A total of 22
individual interviews were conducted. Data collection took
place in the form of semi-structured telephone interviews,
which allowed participants to freely describe their work
experiences and perceptions of the future of work. The
interviews took place from February 2020, were recorded,
anonymized, and then transcribed verbatim.

Thematic analysis was used to process the data, in which
researchers looked for recurring motifs and meanings in the
participants' responses. Interview transcripts were coded by
multiple team members to ensure greater accuracy and
reliability of the analysis. NVivo software was used to
organize and process the data.

Results

The study showed that young people with disabilities
perceive their future employment mainly through their own
health limitations, rather than through broader changes in
the labor market. Digital technologies were identified as an
aspect that plays a significant role in the future of the labor
market. However, respondents to this research perceive
them differently, with people with stable jobs seeing them as
an opportunity, while those in precarious conditions are
more likely to fear them. The authors point out that many of
them have limited opportunities to develop their technical
skills, which may further disadvantage them in the future.
This again suggests the need for better support and
education that takes into account not only the needs of this
disadvantaged group, but also the rapid changes in the labor
market (Jetha et al., 2020).

RESEARCH STUDY 5 - DIGITAL TRANSFORMATION AND ITS
IMPACT ON THE EMPLOYMENT OF PEOPLE WITH
DISABILITIES (CANADA)

The topic of the fifth research study is also closely related
to previous findings, as it is again researched by the same
team of authors. This time, Jetha et al. (2023) focused on how
the rapid development of digital technologies in the
workplace is changing the employment conditions of people
with disabilities . The study seeks to clarify how digital
transformation brings new challenges, but also opportunities
for their long-term application in the labor market.
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This time, however, the survey respondents were not
people with disabilities themselves, but experts on the future
of work, policymakers and employment service providers for
this group. Data collection took place in the form of individual
semi-structured interviews, in which participants were asked
for their views on the impact of the rapid development of
digital technologies on the working conditions and
employment of people with disabilities. At the same time,
they were asked to identify strategies that could support
inclusive employment in a digitalized work environment.

Forty respondents from across Canada were interviewed,
with 60-minute interviews conducted over the phone.
Responses were collected from January to April 2021. A
grounded theory approach was used to process the data,
allowing the authors to develop concepts based on
interviews with experts. The interviews were then coded and
analyzed using NVivo software.

Results

The interviews showed that the digital transformation of
the economy is perceived as a rapid process in which digital
technologies become a common part of the working
environment. Experts agreed that these changes also
significantly affect the working conditions of people with
disabilities, both positively and negatively. They pointed out
that this is a group that already faces the so-called digital
divide, i.e. inequalities in access to digital technologies,
resources and necessary skills. Since people with disabilities
often work in less qualified positions, they may be most at
risk from technological advances. However, experts
emphasized that properly set up digital solutions can
contribute to greater job availability, flexibility and overall
facilitation of work performance (Jetha et al., 2023).

RESEARCH STUDY 6 - WORK EXPERIENCES OF EMPLOYEES
WITH DISABILITIES IN POST-SOVIET SOCIETY (RUSSIA)

The sixth research study focuses on the current work
experiences of people with disabilities in the post-Soviet
environment, which has so far been little explored in
professional literature. The authors Lolat-Pazarauskiene et
al. (2025) point out that most of the research to date comes
from Western countries, while the cultural and social
conditions of the former Soviet states remain out of focus.
The author team also included a person who had direct
contact with the researched environment and issues, as she
comes from Lithuania and herself lives with a visible physical
disability. Her personal experience with this environment
provided the study with a deeper and more authentic
perspective on the reality of everyday working life of people
with disabilities in this region.

Data was collected through individual interviews
conducted, recorded and subsequently analyzed by a
researcher with personal experience in the subject. The
interviews were conducted in 2022 and 2023, with
respondents being people with visible physical disabilities
working full-time in Lithuania. The survey involved 45
respondents, with each interview lasting approximately 40 to
100 minutes. A grounded theory approach was used to
process the data, with the analysis supported by MAXQDA
2022 software.

Results

The results of this research study showed that, despite
the existing legislation, precarious and unsatisfactory

working conditions persist for people with disabilities in
Lithuania. Several respondents described general feelings of
helplessness due to their limited mobility. Some even stated
that their disability was used to the advantage of employers,
for example by hiring more disabled employees, but at lower
wages, which indicated their bad intentions. It also turned
out that these negative experiences are interconnected. Lack
of accessibility, prejudice and unstable working conditions
reinforce each other. The research thus suggests that the
existing system in this society still fails to ensure fair
conditions and inclusion in practice (Lolat-Pazarauskiene et
al., 2025).

RESEARCH STUDY 7 - PARTICIPATION OF EMPLOYEES WITH
DISABILITIES IN THE LABOUR MARKET: AN INTER-
ORGANISATIONAL EVALUATION (INDIA)

The research study examines the status of inclusion of
employees with disabilities in workplaces in India. The
authors Ghosh et al. (2024) analyze how individual
organizations ensure inclusion and adaptation of the work
environment for these employees through the use of
personnel practices. With the study, the authors try to bring
a new perspective on the employment of people with
disabilities in a developing country, since most of the
research to date has focused mainly on organizations in
Western countries.

The research involved HR professionals or heads of
inclusion and diversity from organizations in India who were
involved in implementing policies for people with disabilities.
16 organizations participated in the study, each represented
by one respondent. These organizations included Indian
startups, foreign multinationals operating in India, and Indian
multinationals, which allowed for comparisons. In addition, 8
employees with disabilities working in these organizations
also participated in the research. Data was collected through
semi-structured online interviews via Skype over a four-
month period in early 2018.

The interviews were recorded with the consent of the
respondents and subsequently transcribed. The authors
analyzed these transcripts, identified main themes, and
compared the responses of the respondents across
organizations. Based on this analysis, the data obtained were
divided into thematic categories, which allowed for a better
interpretation of the research results.

Results

The research results show that there are several common
elements in the area of human resource management in
supporting the inclusion of employees with disabilities
among the organizations studied. These organizations
emphasized their strong commitment to inclusion and
emphasized that when hiring and advancing employees, their
abilities, knowledge and experience are the main
determinants, not their disability. At the same time, it turned
out that the successful implementation of inclusive measures
is conditional in the involvement of employees at different
levels of the organization. Several tools were used in
individual organizations to support inclusion, such as
adapting job positions to employees' abilities, cooperating
with non-profit organizations in recruiting candidates with
disabilities, conducting workshops aimed at raising
awareness about the inclusion of this group, or creating
support employee groups.
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However, the research also revealed certain differences
between individual types of organizations. In larger
multinational companies, the initiative in the field of
inclusion of people with disabilities is more often formalized
and is part of broader organizational policies. In the case of
startups, this issue is more informal in nature and results
from an open organizational culture. Differences therefore
understandably also appeared in the methods of recruiting
employees with disabilities, adaptation processes or
supporting their professional development (Ghosh et al.,
2024).

RESEARCH STUDY 8 - SURVEY ON INCOME EARNING
OPPORTUNITIES OF PEOPLE WITH DISABILITIES BASED ON
SKILLS FROM VOCATIONAL EDUCATION (CHINA)

The eighth research study examined the impact of
vocational training programs for people with disabilities on
their earnings in mainland China. Li et al. (2024) point out
that skills development and vocational training for people
with disabilities are key tools for improving their labor market
outcomes. However, they also point out that there are
currently only a limited number of studies that examine the
effects of these training programs for people with disabilities
in China. The authors attempt to address this research gap by
evaluating China’s government-subsidized vocational
training program. The study addresses two main research
questions: to what extent do vocational training programs
contribute to income generation for people with disabilities
and what factors influence the ability to generate income
after completing these programs.

The data were collected through an online survey
involving 11,296 respondents from 31 provincial
administrative regions in China. Data collection took place
between June and October 2018. Methods such as logistic
regression analysis, principal component analysis, and chi -
square test were used to process the data.

Results

The results of the study show that the most significant
factor influencing the ability of people with disabilities to
earn an income after completing vocational training is the
correspondence between the content of the completed
training and their current employment. Other factors also
increase the effectiveness of the programs, such as the
provision of practice and accommodation, longer course
duration, barrier-free environment, and participant
satisfaction with the training content. The motivation of
participants and their active involvement in the educational
process also play an important role. The findings also suggest
that some socio-economic characteristics, such as older age,
higher education, or male gender, may have a positive impact
on the income of training participants, while the type or
degree of disability was not shown to be a significant factor.
The study also highlights the importance of cooperation
between educational institutions, employers, and the public
sector in linking vocational training with practical work
experience (Li et al., 2024).

RESEARCH STUDY 9 - PERSONS WITH DISABILITIES IN THE
LABOR MARKET OF THE CITY OF SPLIT (CROATIA)

The study focuses on the employment of people with
disabilities in the Croatian city of Split. The research deals
with the implementation of the Law on Vocational
Rehabilitation and Employment of People with Disabilities

and also examines the opinions and attitudes of these people
towards the problems they encounter in employment, as
well as the shortcomings of the aforementioned law (Relja et
al., 2018).

Data collection was carried out through a questionnaire
survey in 2015. The sample of 49 respondents consisted of
people in the age group from 20 to 61. The authors used
mainly descriptive statistical analysis when processing the
data, evaluating the respondents' answers using percentages
and formulating conclusions based on the results obtained.

Results

The research results show that people with disabilities
(PWSs) continue to face several obstacles in the labor
market. The most significant include insufficient awareness
of employers about their problems, persistent stereotypes
about their work performance, lack of qualifications,
architectural barriers, and limited job opportunities. The
research also showed that many respondents were not
familiar with the new Act on Vocational Rehabilitation and
Employment of PWDs and, according to them, its adoption
did not significantly contribute to improving their
employability. Respondents also pointed out the need for
greater involvement of PWDs in public decision-making
processes and proposed several measures to improve their
situation, such as supporting social activities, improving
communication with employers, providing professional
support, or increasing financial assistance. The research
results also emphasize the importance of supporting the
employment of people with disabilities, which can contribute
to changing society's attitudes and improving their quality of
life, as this depends not only on healthcare, but also on the
possibility of fully participating in working and social life
(Relja et al., 2018).

RESEARCH STUDY 10 - WORKFORCE CHALLENGES FOR
PEOPLE WITH DISABILITIES IN HUNGARY AND SLOVAKIA
DURING THE COVID-19 PANDEMIC (HUNGARY, SLOVAKIA)

The latest study examines the development of the
situation of people with disabilities in Hungary and Slovakia.
It aims to assess whether the state social network and
existing support mechanisms provide sufficient conditions to
ensure the livelihood and adequate standard of living of
people with reduced working capacity. It also points out that
during the COVID-19 pandemic, many people with disabilities
were pushed out of the open labour market and moved into
sheltered employment, which was often reflected in a lower
standard of living (Jenei et al., 2024).

The data in this survey were collected in a mixed method,
with the authors using both quantitative and qualitative
methods. In-depth interviews were conducted with 5
disabled employees in Slovakia and 9 disabled people in
Hungary, as well as leaders of advocacy organizations. The
interviews took place between 2021 and 2022. Data
collection was also carried out through an empirical
guestionnaire survey, in which 380 respondents participated,
of which 164 were from Slovakia and 216 from Hungary. The
questionnaire responses were collected between July and
October 2022. When processing the data, the authors used a
qualitative analysis of in-depth interviews, which they
supplemented with the use of word clouds to identify the
most frequent themes and key concepts. The questionnaire
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survey was subsequently also worked with a quantitative
evaluation of the responses.

Results

The results of the interviews show that people with
disabilities who lost their jobs in the open-labor market often
had the opportunity to apply for jobs in the sheltered labour
market. At the same time, it was shown that state support
and legislation can have a positive impact on the
employment of these people, but the open labour market
still represents a challenging environment for them.
Therefore, the importance of sheltered employment
increased during the pandemic, as employers in this sector
generally did not lay off their workers.

In Slovakia, the results indicate a greater emphasis on the
sheltered employment system. Respondents consider this
type of work environment to be safer and more stable,
especially in times of crisis. They also emphasized the
importance of community support and social services that
help people with disabilities solve both work and everyday
life problems.

In Hungary, research has found that there is a greater
emphasis on the inclusion of people with disabilities in the
open labour market. Organisations and various initiatives are
trying to support their employment in mainstream work
environments and enable them to work alongside the
majority population. This approach may contribute to greater
social acceptance, but it also creates several barriers to
finding employment.

Research also highlights the importance of special
education, family support and community organizations,
which play an important role in integrating people with
disabilities into working life. Respondents emphasized the
need for real support in finding work and creating work
opportunities that would allow them to lead independent
lives (Jenei, et al., 2024).

5. COMPARISON AND SYNTHESIS OF THE OBTAINED
KNOWLEDGE

This subsection will compare and synthesize the findings
from the research studies analyzed above that addressed the
issue of employment of people with disabilities (PWDs). Since
individual studies come from different countries, they also
reflect different social, economic, and legislative conditions.

The topic of legislative conditions was addressed not only
by the Portuguese and Croatian studies, but also by the
Lithuanian study and research focused on the challenges in
the workforce for people with disabilities in Hungary and
Slovakia. The need for state legislative support is perceived in
most of these studies as an important factor in improving the
employment of people with disabilities. First of all, it is
therefore important that individual states set legislation and
policies towards people with disabilities in a way that
supports their integration into the labor market. At the same
time, however, it is essential that these measures are actually
applied in practice. Although laws and regulations exist in
several countries, their implementation is often insufficient,
and employers do not always follow them in practice.
Legislation is therefore an important prerequisite for
supporting the employment of people with disabilities, but
its consistent application in practice remains a problem.

Several studies analyzed points to the importance of
education, especially specialized or vocational education,
which can help people with disabilities better prepare for
specific job positions. Such education also increases their
chances of finding employment in the labor market and can
also contribute to their career growth or improved financial
evaluation.

The most frequently highlighted factor in most of the
studies analysed was the need for support from employers.
This support should not only consist of adjusting the working
environment, but also in the overall approach of employers
and their active efforts to create an inclusive working
environment. Employers can significantly contribute to
reducing prejudice and stereotypes in the workplace. Several
respondents in individual studies also stated that they felt
apprehensive about openly admitting their disability or
asking for the support and adjustments to which they are
entitled by law. This fact shows that support from employers
alone is not enough for the successful integration of people
with disabilities into society. As the last study analysed also
shows, support from family, community and civic
organisations also plays a significant role, which can help
individuals overcome barriers in the labour market, solve
everyday problems and strengthen their social integration,

A more detailed overview of the results of the individual
studies analyzed is provided in the following table, which
summarizes basic information about the individual studies,
such as authors, year of publication and implementation of
the research, country of implementation of the survey,
number of respondents, methods of data collection and
processing used, as well as main findings. The data presented
in the table is based on information that has been described
in more detail in previous chapters.

6. CONCLUSION

The article dealt with the identification and
characteristics of people with disabilities. After their more
detailed characteristics, their categorization was defined
through professional literature. We identified and analyzed
foreign research studies on the selected group, and the
findings confirmed that the integration of persons with
disabilities requires a combination of appropriately set legal
regulations, a more active approach of employers, better
information about the issue, accessible education for these
disadvantaged persons, but especially a change in social
attitudes towards the elimination of prejudices on the part of
the majority population.
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Table 1 Overview of the results of the analysis of the research studies mentioned

Count . .
untry Number of | Collection Data processing .
Authors and year Results obtained
respondentsimethods used| methods used
of survey
Legally reasonable adjustments are assessed by PWDs as
important for work integration. Measures ensuring the
Neto, J. 195 uestionnaire overall well-being of these people, such as adjustment of
eto, Q IBM SPSS statistical ) & people, 1)
Pino, PC working hours and more leave, are not often implemented
Portugal software, . ! . .
Neca, P. - .| in practice. Employers prefer technical adjustments to the
2022 descriptive analysis, . . . .
Bento, S. Semi chi -square test workplace (e.g. special equipment). Psychological barriers
(2024) q have also been identified in this issue in the form of fears
8 structured X . L
: ) of negative reactions from colleagues and superiors if they
interviews B
request reasonable adjustments.
1041 PWDs prefer office jobs. They expect support from
) Poland Disabled Structured employers |.n the form of ada.p.ted workplaces, subs.ldlzed
Michna, A. . R transportation, and opportunities for further education. IT
. 2007 questionnaires . A
Kmieciak, R. 150 Sequential courses are most in demand, both by employees and
Burzynska- SMEs explanatory employers. PWDs prefer part-time work, which many
-Ptaszek, K. Structured strategy companies already actively support. A combination of
(2017) Poland 3 interviews better information, targeted support, and adaptation of
2012 SMEs with working conditions is needed for the successful work
questionnaires integration of PWDs.
Young adults with disabilities most often report the need
Jetha, A. Descriptive for expanded health insurance and soft adjustments to
Bowring, J. Canada statistics, analysis | working conditions (e.g. flexible working hours) in relation
Furrie, A. Year not 155 Online of variance, chi- | to this issue. People with mental disabilities need these
Smith, F. listed questionnaire square tests, adjustments even more often. Respondents reported that
Breslin, CC. statistical software | they are concerned about disclosing their disability. Better
(2019) SAS 9.3 communication and a more active approach on the part of
employers are needed to improve the current situation.
Jetha, A., Shamaee, Young people with disabilities perceive their future in
Ali, Tompa, E., terms of their own health limitations as well as changes in
Smith, P. Semi- the labour market. Although digital technologies were
Biiltmann, U. Canada Thematic analysis, | identified as a key aspect of the future of work,
. 22 structured . R .
Bonaccio, S. 2020 interviews NVivo software | respondents perceived them differently. For some, they
Tucker, L., Norman, C. represent an opportunity, for others a concern. The
Banks, C., Gignac, M. research again highlights the need for better support and
(2023) education.
Jetha, A., Bonaccio, S. The digital transformation is significantly affecting the
Shamaee, A. working conditions of people with disabilities, both
Banks, C. . itivel nd n ively. B n intervi ith
| anks, C Semi- Grounded theory posmvey and negatively, 4 ased on inte .VI.EWS .VYIt
Biiltmann, U. Canada . experts, it was found that this group faces a digital divide,
. 40 structured approach, NVivo | . L - .
Smith, P., Tompa. E. 2021 interviews software i.e. inequalities in access to digital technologies, necessary
Tucker, L., Norman, C. skills and resources. Since people with disabilities often
Gignac, M. work in positions that require low qualifications, they are
(2023) most at risk.
The existing legislative system in post-socialist countries is
. . . insufficient, as it cannot really guarantee better conditions
Lolat-Pazarauskiene, | Lithuania - Grounded Theory insuth . : . yg.u R R II
Individual for PWDs in practice. In Lithuania, precarious and
A., Ward, A. 2022 45 . . Approach, . . . R
(2025) 2023 interviews MAXQDA 2022 unsatisfactory ~ working  conditions  persist.  The
employment of PWDs is often abused by employers for
financial gain.
o In Indian multinational companies, disability inclusion is
16 Qualitative content )
X more often formalized, often as part of broader
analysis of the - . .
Ghosh, K. . . organizational policies. In contrast, in the case of startups,
. ) Semi- obtained data, L . L .
Liu, Y. India - disability inclusion activities tend to be more informal. The
. structured | categorization of . .
Mishra, M. 2018 . . R companies surveyed expressed a strong commitment to
8 interviews | the obtained data | . . . R
(2024) . . inclusion and stated that the successful implementation of
into thematic . . R " .
PWD roUDS inclusive measures is conditional on the involvement of
group employees at different levels of the organization.
The most important factor influencing the ability of PWDs
U w to earn an income after completing vocational training is
Ni’ TR' Logistic regression | the alignment between the content of the training and
' . . analysis, principal | their current employment. The motivation of PWDs and
Zhang, Y. China Online . . Lo . .
11,296 . . |component analysis| their active involvement in the learning process have also
Wang, D. 2018 questionnaire R R
parrado. S and chi -square been shown to be key aspects of the success of vocational
(2024; ' test. training. Cooperation between stakeholders is essential

when linking vocational training with practical work
experience.
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In Split, Croatia, PWDs face several obstacles in the labor
market. The most significant ones include insufficient
Relia, R awareness of employers about their problems, persistent
! T . L stereotypes about their work performance, lack of
Popovic, T. . Online Descriptive e . . . .
. Croatia 2015 49 . . L .| qualifications, architectural barriers, and limited job
Rakic, T. questionnaire | statistical analysis . .

(2018) opportunities. PWDs do not consider the Act on
Vocational Rehabilitation and Employment to be
significantly beneficial. PWDs emphasize the need for
their involvement in public decision-making processes.
State support and legislation can have a positive impact on

. 5 In-depth the employment of PWDs. In Slovakia, the results indicate
Jenei, S. f : s . .

szalai. S.M interviews  |Qualitative analysis,| a greater emphasis on the sheltered employment system.
ST . word cloud Respondents consider this type of work environment to be

Leicht, F. Slovakia Empirical . [ .
Molnar. S 2021-2022 164 ’ _ method, safer and more stable, especially in times of crisis. In
Varea ’E ) Hungar questionnaire|  gyantitative Hungary, on the other hand, there is a greater emphasis
Po(g’r,J . gary 9 'In-de'pth evaluation of on the integration of PWDs into the open labour market.
(202’4)' interviews findings The survey results highlight that special education, family
216 Empirical support and community organisations play an important

questionnaire role in the integration of PWDs into working life.

Source: own processing
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