Analysis of ML methods and algorithms for network
anomaly detection

INNOvative SOC/INNOSOC project



Contents

INTFOTUCTION ettt ettt e e st e e e e eaenanee 3
Analysis 0f DOS and DDOS attacCkS...cuuiiiiiiiiiiiiii e e 4
DOS (DeNial Of SEIVICE) cuuuiiiiiiiiiiiiiii e et et et re e e e e e e e e e eaeaaae e aens 4
DDoS (Distributed Denial Of SEIVICE) ....iuiuiiiiiiiiiieiiiie e eeie e e aeaeaans 5
Analysis of statistical parameters on selected DDoS attacks ......ceeeveiiiiiiiinininannn.n. 6
Variability, skewness and KUIrtOSiS ....iuiuieiiiiiiiiiiiiiii e eeaens 8
Detection values for autocorrelation and regresSsSioN ....cccvvviviiiieiiiiiiiiiiieeeeenens 12
Response of divergence to a DDoS attack .....c.iuveiiiiiiiiiiiiie e eaes 14

Use of the 3o tunnel for recognizing DDoS attacks.....ccoveieiiiiiiiiiiiiiiiiinneeens 15
Detection functions for machine recognition of DDoS attacks........ccccevvevivienennn. 17

(@0 o Lo LU 1= 1o o TSN 20



Introduction

The detection of behavioural anomalies in computer systems is an essential step in many
defence mechanisms.

The main objective of anomaly detection (AD) is to learn the normal behaviour of a system
over a certain period of time and then to flag any activity that deviates from this learned
behaviour. In many cases, learning normal behaviour requires monitoring and recording
all activities performed in the system in order to extract a pattern or profile for each
user/application.

Thanks to their broad applicability, anomaly detectors are successfully used in many
areas, such as network management or operating systems.

Anomaly detectors usually consist of two modules, namely a data collector and a data
analyser. The first module is the one that collects records/logs from the monitored
system, while the task of the second module is to analyse the collected records.
Depending on the location of the data collector, there are two types of anomaly
detectors: network-based and host-based. These two types of detectors generate
different types of records, and the features used for anomaly detection therefore differ
depending on the location of the detectors.

The given data analyser performs anomaly detection on the collected logs, and various
kinds of methods are used for this task, which can generally be divided into the categories
of supervised learning, semi-supervised learning and unsupervised learning. More
information can be found in the document V7 Vysledok analyzy vhodnych
algoritmov.docx. Within each category there are many different applicable algorithms. In
addition, the parameters/features that can be used for AD vary depending on the types of
logs. For example, from network packets the detector may use the inter-arrival time
between packets or the number of packets in one direction as features. From host logs,
the detector may use CPU/memory utilization. The features may also differ depending on
the specific threat against which the anomaly detector is deployed. For example, an
anomaly detector for detecting ransomware uses parameters that differ from those used
by an anomaly detector for detecting cryptojacking.

There are several challenges when deploying AD systems. The main challenge is how to
obtain normal behaviour patterns. It is difficult to define unambiguously what “normal
behaviour”is, and collecting such data is therefore demanding. Another challenge is that
the detector may suffer from a high number of false positive results and thus raise an alert
for any unexpected pattern of network behaviour.

Unfortunately, unexpected patterns need not always mean that an intrusion has
occurred. More precisely, there may be many unexpected normal behavioural patterns,
for example as a result of network congestion or of obstacles or problems in systems.



Reducing the number of false positive results is therefore key to the successful
deployment of AD systems.

Analysis of DoS and DDoS attacks

DoS (Denial of Service) and DDoS (Distributed Denial of Service) techniques occur in
various types of security breaches in an IP network and in incidents at various levels of
the network (see the previous chapter).

DoS (Denial of Service)

The abbreviation DoS translates as an attack denying a service. This type of attackis used
to overwhelm a server. In this case, the attacker uses a device with which they attempt to
disrupt the normal operation of the target server, service or network. They very quickly
became a cybersecurity threat. They are simple, but their impact can be devastating for
individuals as well as companies.

DoS attacks are often used to shut down devices and networks, and there are many
different ways of using the above DoS attacks. These include, for example:

o Buffer overflow: A buffer is temporary storage for storing data. If a program or
system process places more data than was predetermined, the additional data
then overflow and some of them may then leak into other buffers. This then results
in corruption oroverwriting of other data. On the basis of this principle, an attacker
can corrupt files and alter or disclose various information.

e |ICMP attack (ICMP attack or Ping of Death): This type of attack uses the ICMP
protocol, exploiting ICMP echo requests, so-called pings. In general, echo
requests and echo replies are used to ping a network device in order to verify
connectivity between the device and the sender. If an attacker flooded the target
with request packets, the network must respond with the same number of
packets, which makes the device unavailable for other incoming requests.

e UDP attack: The attackis based on sending UDP packets with a source IP address
that the attacker can spoof, and the aim is to flood random ports on the target
server. The advantage of the UDP protocol is that it does not need to establish a
connection, as is the case with the TCP protocol. If the target server receives a
UDP packet on a port that is not used by any application, it informs the sender of
this. If the attacker sends a sufficient number of packets to such a port, it may
become overloaded.

e SYN attack (SYN flood): This is an attack that arises when a TCP connection is
being established between 2 devices. TCP uses a 3-way handshake. Establishing
a connection begins with sending a SYN message. If the server is active, a
SYN/ACK message is sent back to the client that wanted to establish the
connection. The server tries to respond until the time for establishing



communication expires, while keeping the data in memory. If the client is an
attacker with a fake and unreachable source address, sending a large number of
such packets can exhaust the memory allocated for TCP connections, and all
further communication attempts will subsequently be ignored.

Teardrop attack: During this attack, the attacker tries to send fragmented packets
and the network then tries to compile this data into its original state. The attacker
can exploit a vulnerability of an outdated operating system. Itis common for many
companies to still use older versions of systems in order to keep running an old
application, and since some versions of operating systems such as Linux or
Windows contain a bug in reassembling a fragmented packet, the server may be
attacked precisely because of this vulnerability.

DDoS (Distributed Denial of Service)

Unlike a simple DoS attack, a DDoS (Distributed Denial of Service) attack gains strength
because the attacker uses multiple systems at once, thereby increasing the severity of
the targeted attacks. The attacker may use malware that they send over the network to
devices with the intention of infecting them. They thus become part of a so-called botnet
and, following the attacker's commands via a command-and-control server, these bots

then attack the targeted server in unison. DDoS attacks are very difficult to detect
because the attacking bots may be located in different places around the world. The main
and key difference between a DoS and a DDoS attack is that with DDoS, using bots, the
attacker can send huge volumes of traffic.

DoS attack DDoS attack

Fig. 1: DoS and DDos attacks

DDoS attacks are divided into 3 main categories:

1.

Volumetric attack: This type exploits vulnerable services such as NTP, DNS or
SSDP. The attacker tries to flood the target with a large volume of packets to which



the target tries to respond, until the targeted network infrastructure collapses. It
is usually a broadband attack that can exceed 100 GB or even several TB per
second and is immediately obvious to connectivity providers. Network
monitoring, flow analysis and flow telemetry analysis have proved effective for
detecting volumetric attacks.

2. Protocol attack: This type of attack tries to exhaust the resources of the server or
its systems and relies on vulnerabilities of internet communication protocols.
Protocol attacks include, for example, the SYN attack, UDP attack and ICMP
attack. These attacks are considered sufficiently crippling for the targeted
infrastructure owing to the frequency of their duration. In 2018, attackers used the
BGP protocol to redirect traffic intended for the “MyEtherWallet” service, which,
however, was merely a cover for the theft of cryptocurrency wallets. It lasted
approximately 2 hours.

3. Application layer attack: This attack targets a specific application and its
vulnerabilities so that it is unable to process, send or receive data. The attacks are
weak and slow and concentrate on GET and POST requests. The aim is then to
cripple the web server, and they are measured in requests per second (Rps). They
are low and weak so that they comply with the protocol.

There are several signs that can help us detect whether our network, application or entire
infrastructure is under a DDoS attack. This can be a sudden increase in web activity on
the server, reduced network performance or a sudden inability to communicate with the
application.

Analysis of statistical parameters on selected DDoS attacks

We will present the response of selected statistical parameters on various records of
DDoS attacks. We have omitted a number of experiments that we carried out on various
simulated scenarios. On these scenarios, the selected statistical parameters worked “as
in a textbook”, and we gained an initial idea of the effectiveness of using the individual
parameters to recognize a change and an increase in the simulated traffic. When
deployed to recognize a real attack, the responses of the statistical parameters were no
longer so unambiguous. For the presentation, we selected eight different records of
DDoS attacks.

The first four records represent standard DDoS attacks (N — normal), in which the
parameters behave similarly to the simulated data. The next two records also represent
standard attacks at first sight, but the parameters behave in a substantially different,
indeterminate mannerinthem (S — special). The seventh record is a representative of so-
called Low Rate (LR) DDoS attacks, i.e. attacks with a low average flow intensity. The last
record is an attack which, in our opinion, cannot be detected by the above statistical
parameters (P — as in problem). For the records, together with the number of packet



increments a(t), we also displayed their moving average m(t) with a compute window cw
=1024 ts.

The records are sampled into given time windows (ts — time slot), mostly ts = 1ms. For
the step-by-step calculation of the parameters, we used a shift of the so-called compute
window (cw) by one ts. When conducting the experiments, we used various powers of two
(256,512,1024,2048,4096) for the compute window sizes because of the estimation of
the Hurst exponent. After a subjective evaluation of the course of the values of the
parameters examined, we decided to focus further mainly on a compute window of size
cw = 1024 ts. With cw = 512 ts, significant “undulation” occurred in some parameters;
with cw = 2048, the time needed to calculate the parameters, especially the Hurst
exponent, increased significantly.

Inthe graphs ofthe DDoS attack records, we have also displayed the course of the moving
average and shown the time interval in which the moving average m(t) reached its local
maximum from the start of the attack. We will use this interval in the subjective
evaluation of the other statistical coefficients. In all records of DDoS attacks, we can
observe a linear growth of the moving average. We are looking for coefficients whose
values start to grow faster than linearly at the start of the attack.
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First, we will deal with the basic statistical moments, or rather the coefficients of
variation V(t), skewness K(t) and kurtosis Skw(t). The coefficient of variation is the ratio of
the standard deviation to the mean value of the increments in the given time window cw.
Variability expresses the degree of dispersion of the increments a(i) around the mean
value. In the first graph we show the course of the moving average and the standard

deviation; the second graph shows the values of the coefficient of variation:
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Fig. 10: Attack N8, mean and deviation Fig. 11: Attack N8, coefficient of variation
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Fig. 12: Attack N6, mean and deviation Fig. 13: Attack N6, coefficient of variation

In the case of standard DDoS attacks (N2,N6,N7,N8), the coefficient of variation
responded in the same way. Standard traffic represented a stationary flow with a
deviation smaller than the mean flow intensity. At the moment the attack began, the
deviation responded with a faster increase in values than the linear growth of the moving
average, so the ratio of the deviation to the mean reached the value V(tA) = 1 at the
moment of the attack. This fact could be used for fast and simple detection of this type
of attack. However, this is not a rule; in Fig. 14, for attack S1, we can see that during
standard traffic stationarity is disrupted and the coefficient exceeded the value V(tA) = 1
several times before the attack.
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Figs 16 and 17 show graphs ot the mean, deviation ana coertricient or variation 1or the so-
called Low Rate DDoS attack LR3:
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In the case of LR3, the deviation during normal traffic is greater than the mean flow
intensity, so the coefficient of variation is V(t)>1 throughout. The value 1 cannot now be
used for fast detection. However, at the moment of the attack, the deviation values again
increased faster than the linear growth of the mean intensity, which manifested itselfin a
marked step increase in the coefficient of variation. It should be possible to recognize
this change using prediction methods.

Other simple statistical parameters are the coefficient of skewness and the coefficient
of kurtosis. These are in fact the third and fourth central moments scaled by the standard

deviation:

1 1
s = < E[X — EX]® pa = E[X —EX]* o =E[X - EX]?

In our case, the realizations of the variable X are the values of the increments a(t), and the
coefficients describe the properties of the probability distribution of the increments in
the given compute window cw. As the attack traffic was progressively loaded into the
evaluated window cw, we assumed a marked change in the probability distribution and
consequently also a change in the coefficients. This assumption was confirmed for
almost all the flows analysed. Both statistical coefficients responded with a marked
increase in their values right at the start of the DDoS attack.

First, we present graphs of the coefficients applied to two selected standard attacks,
followed by some problematic situations.
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In standard type N attacks, the coefficients of skewness and kurtosis fluctuate only
slightly during calculation on standard traffic owing to stationarity, and at the moment of
the onset of the DDoS attack their values increase markedly. We assume that we will be
able to recognize this marked jump automatically using suitable prediction methods.

A considerably less favourable situation arose with non-standard attacks, e.g. S1. Owing
to the non-stationarity of normal traffic and the frequent occurrence of high peaks, both
coefficients oscillate strongly, as a result of which the jump at the onset of the attack is
lost in the overall course of the values of both coefficients. In such a case, the onset of
the DDoS attack cannot be recognized by machine.

To visualize the response of the coefficients to a change in the character of normal traffic
and to the occurrence of peaks, we displayed the values of the coefficients in a common
graph together with the increments of flow S1.
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The response of the coefficients to the low-mean-intensity attack LR3 turned out just as
positively as for the standard N-type attacks:
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Again, we can see the possibility of automatically distinguishing the marked increase in
the values of the coefficients at the start of the attack from the values describing normal
traffic.

Detection values for autocorrelation and regression

The next two coefficients describe the autoregressive and correlation dependence
between two consecutive cw windows, or rather between the random variables X(t) and
X(t-1), whose realizations are the flow increments a(t) in the windows considered.

E[(X(®) —EX(©)(X( —1) - EX(t — 1))]
o(t)a(t—1)

X)) = c(t).X(t—1)+ &(t), p(t) =

A great advantage of these coefficients is that their values lie in the interval (-1,1). At the
moment the attack was loaded into the evaluated cw windows, for most attacks their
values began to grow rapidly towards the upper limit of 1. For this reason, itis possible to
set a certain limit value (threshold) for both coefficients, the exceeding of which would
signal the start of a DDoS attack. The lower this value, the earlier the attack is signalled;
on the other hand, too low attacks may cause false alerts. On the basis of the



experiments carried out, and in an effort to identify as many DDoS attacks as possible
without false alerts, we set the threshold for the autoregressive coefficient at c(t) = 0.9
and for the correlation coefficient at p(t) = 0.75.

In the following graphs, we have again shown the evolution of the coefficients for attacks
N8, N2, S1 and LR3. Attack N8 represents the behaviour of the coefficients for most
standard attacks; in N2 we see a standard attack in which, however, the autocorrelation
coefficient has all its values greater than 0.9, and the detection cannot be used. For the
non-standard attack S1, both coefficients exceeded the detection levels during the
attack. For the low-intensity attack LR3, this method is unusable.
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For most attacks, it can be assumed that exceeding the detection values for

autoregression and correlation can be used, in combination with other coefficients, for

early and simple detection of a flood attack.

Response of divergence to a DDoS attack

The last parameter analysed, the Kullback-Leibler divergence, in a certain way compares

the probability distribution P(.) of the increments a(t) in consecutive overlapping

compute windows cw:

dvg(t) = z P(t — 1)In(P(t — 1)/P(V)
k=1

The advantage of divergence is that, on the samples monitored, in most cases it

responded immediately to the onset of a DDoS attack with a high impulse (peak). The

disadvantage is that it tended to respond in this way to peaks in hormal traffic as well,

which could cause a large number of false alerts.
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A further disadvantage of using divergence is the fact that the high impulse at the onset
of an attack lasts a very short time compared with the other parameters; we therefore
consider its application in combination with the other parameters to be problematic. We
have therefore postponed the use of divergence to the future.
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Use of the 3o tunnel for recognizing DDoS attacks

On the basis of experiments, we chose the 1000 preceding values for calculating the
mean and deviation, and we chose the interval width (EX-3o, EX+30) (with a smaller
interval size, frequent false alerts occurred). We called this method the predictive 3o
tunnel.

A natural question arises as to why not apply the predictive tunnel directly to the IP flow
increments a(t) and not bother with calculating statistical coefficients. After conducting
experiments, we found that although exceeding the upper limit of the tunnel detects the
onset of a DDoS attack relatively early, at the same time false alarms are frequently
reported. When the multiple of the standard deviation was increased, the number of false
alerts did decrease, but at the same time the ability to detect the attack decreased. In the
following figures, we will show only the upper limit of the 3o tunnel on selected attacks.

£ alt) T T T T a a)
Utok N8

Utck N6& 9754 ts

7830 ts i«
i

! 120 X
le > pw=1000ts . .' pw=1000ts

y : horna hranica tunela
horné hranica tunela

Monbaheibi

Fig. 38: Attack N8, upper limit of the 3o tunnel Fig. 39: Attack N6, upper limit of the 3o tunnel




0 Utok Sf

' 10000 ts |
i

| pw=1000ts

! hornd hranica tunela

Fig. 40: Attack S1, upper limit of the 3o tunnel

g

e
'
'
'
'
'
'
'

|

a0

| pw = 1000 ts
I

o

Utok LR3
5244

horna hranica tunela

Wl

;

I I4
il e 8248
\ I f
i |

n \li
-

Fig. 41: Attack LR3, upper limit of the 3o tunnel

In the following graphs, we will demonstrate the behaviour of the 3o tunnel on the
parameter with the greatest variability among the statistical coefficients considered,
by RS statistics with removal of AR1

namely the Hurst exponent (estimated

autoregression).
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In most cases (except for attack LR3), the 3¢ tunnel recognized the start of the DDoS
attack early, with a minimal, sometimes even zero, number of false alerts.

As we have already stated, on the basis of experiments we set the size of the prediction
window to 1000 ts and the interval width for the 1001st value to three times the standard
deviation. With this setting, in most experiments (various coefficients and various
attacks) we obtained early recognition of the start of the attack with a minimal number of
false alerts. In the preceding figures, this is 3 cases out of 4. A tunnel set up in this way
has two useful properties:

e [t has a sufficiently “long memory” to be able to cover the local variability of the
statistical coefficient and not cause a large number of false alerts

e [t has a sufficiently "long memory" so as not to be able to respond to a relatively
large increase in the values of the investigated coefficient at the start of a DDoS
attack (large relative to the relative variability)

Of course, in order to be able to draw more relevant conclusions and recommendations,
it is necessary to carry out a large number of experiments on records of various DDoS
attacks.

Detection functions for automatic recognition of DDoS attacks

In the preceding chapters, we presented two ways of recognizing DDoS attacks using
statistical coefficients. The first way was to determine detection values for suitable
parameters: 1.00 for variability V(t) and the H-exponent, 0.90 for the autoregressive
coefficient c(t) and 0.75 for the correlation coefficient p(t). The second way, using the
predictive tunnel, was analysed in the preceding section.

When using the threshold values, we introduced a two-valued logical function Y[.], which
evaluates whether the threshold value for the given statistical coefficient has been
exceeded. In the following graphs, we will show the variability V(t), the autoregressive
coefficient c(t) and the correlation coefficient p(t) and the course of their function Y[.] for
attacks S1a N2:
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Fig. 46: S1, coefficients V(t), c(t), p(t) Fig. 47: N2, coefficients V(t), c(t), p(t)



. . 11000 | | ™aa ;
ow = 1024 Utok S1 10000 = re(t)=0.90]=1 - e Utok N2

TN (=11=1 | i ”M' LB

| 9852

a(t)

| ow = 1024 s 7823 i

T[e(1)=0.90]=1 LT (=TI=1! T[p(t)=0.751=0

)

Fig. 48: S1, course of the functions Y].] Fig. 49: N2, course of the functions Y/[.]

The sets of values on which the coefficients exceed their detection limits will be called
detectionintervals. In Figs 48 and 49 we can see how these intervals overlap one another.
In order to eliminate false alerts and at the same time achieve timely recognition of
attacks, we will introduce a new detection function D(t) for the coefficients monitored,
where, for simplicity, we denote e.g. for the coefficient V(t) the function Y[V(t)>1,00] as
YV(t):

D(t) = YV(1).YC(t)+ YV(1).Yp (t) + YC(t).Yp (t)

The following figures show the course of the detection function for attacks S1 and N2:
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Fig. 49: S1, course of the detection function D(t) Fig. 50: N2, course of the detection function D(t)



Thanks to the form of the function D(t), we have eliminated possible false alerts, and at
the same time, according to the values 1 or 3, we can recognize at what time two or all 3
statistical parameters detected the attack.

Table 1 presents the evaluation of the use of the detection function D(t) for the attacks
analysed. The first value represents the number of false alerts, the second specifies the
time when at least two coefficients detected the attack, and the third value indicates the
time when all three statistical coefficients V(t), c(t) and p(t) detected the attack.

attack S1 N2 LR3 S5 | N6 N7 N8
D(t) 0-34-52 0-5-5 X X 0-75-119 0-228-480 0-47-210

Tab. 1: Evaluation of DDoS attack recognition using the detection function D(t)

Recognition of the attack according to the threshold value was effective mainly for
standard attacks, with two coefficients in several cases exceeding their threshold values
considerably earlier than all three. For non-standard attacks such as LR3, P4 and S5, no
two detection intervals, if they arose at all, had a common intersection, and therefore the
attack was not recognized

We will also apply the same methodology to attack recognition using the predictive
tunnel. In the preceding chapter, taking into account the attack recognition time and the
number of false alerts, we determined the three most effective statistical coefficients:
skewness K(t), kurtosis Skw(t) and variability V(t). Since we selected coefficients whose
values increase significantly at the onset of a DDoS attack, we will deal only with the
upper limit of the predictive tunnel. We will evaluate the time during which the upper limit
is exceeded as a detectioninterval and describe it with a two-valued function I'[.], where,
e.g., for the coefficient of kurtosis we denote INK(t) = IK(t)>Hr(t)], where Hr(.) is the upper
limit of the prediction interval for the coefficient K(.).
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Fig. 51: S1, course of the function I'(t) Fig. 52: N7, course of the function I'(t)

Similarly to the previous method, recognition by means of a threshold value, we now also
introduce a detection function that will be a combination of the identifiers I'(t):

DP(t) = TK(t). Skw(t)+ I'K(t).I'V (t) + FSkw(t).I'V (t)



Table tab.2 presents the evaluation of the use of the detection function DP(t).

attack

S1

N2

LR3

S5

N6

N7

N8

De(t)

1-6-28

0-1-1

1-1-1

1-18-41

1-12-12

1-39-49

0-1-1

Tab. 2: Evaluation of DDoS attack recognition using the detection function D(t)

Conclusion

On the basis of the experiments carried out so far, we can see that the use of selected
statistical coefficients has considerably greater potential for fast recognition of DDoS
attacks (FAD - Fast Attack Detection) than standard monitoring of average and peak
intensity. In a DDoS attack, there is a strong assumption that these intensities will
increase significantly. However, the average intensity grows only linearly depending on
the size of the sliding window, which leads to late detection of the attack, and recognizing
an attack by setting some threshold for the peak rate can lead to frequent false alerts
owing to the occurrence of peaks in the IP flow.

When standard IP traffic turns into a DDoS attack, not only do the average and peak
intensities change significantly, but the overall probabilistic structure of the flood flow
also changes. To capture this change, we used the statistical coefficients presented.
These can be divided into two types: coefficients that exceeded some detection value at
the onset of the attack, and coefficients that responded to the attack with a marked
change in their values or with an impulse. Some coefficients even belong to both groups.
On the basis of this division, we created:

e The method of using detection limits (MDH)
e The method of using prediction tunnels (MPT)

Comparing Tables 1 and 2, we can see that MPT recognized every type of attack
considered, and did so considerably earlier than MDH; however, for most attacks it
signalled one false alert. We assume that this problem could be eliminated in several
ways, for example by adding another suitable detection coefficient, or by some type of
smoothing of the coefficient values before applying the predictive tunnel, e.g.
exponential or Holt smoothing.

More information can be found in the document “Machine Recognition of DDoS Attacks
Using Statistical Parameters.pdf”



