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1 ABBREVIATIONS AND TERMS USED

ABBREVIATI DESCRIPTION
ON

API Application Programming Interface

API GW Process integration and data integration module -
access part

CEP UPVS central electronic registry module

Cl/CD Continuous integration/Continuous deployment —
a series of steps for correct software deployment -
Continuous integration and delivery

CUET Central Official Electronic Notice Board

e- Electronical Government, digitalization of public

Government administration

eDesk UPVS electronic communication mailbox module

eForm UPVS electronic forms module

G2G Process integration and data integration module -
communication part

GDPR General Data Protection Regulation

GovNET Secure government network administered by the

National Agency for Network and Electronic Systems. /
Cross-sectoral public administration information network

GUI Graphical user interface

IAM Identity Access Management - User identity
management. / Authentication module within UPVS

IDSK A set of rules for creating the content and
functionality of electronic services in line with users'
needs.

KAV Consolidated analytical layer

MIRRI Ministry of Investments, Regional Development
and Informatization

MoSCoW M - Must have, S - Should have, C - Could have,

W - Won't have. A technique for prioritizing requirements
in project management and software development

NASES National Agency for Network and Electronic
Services
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OVM Public authority - a state body, a territorial self-
government body, a public-law institution, a body of
professional self-government, and a natural person or
legal person entrusted by law with the exercise of public

authority

PO/FO Legal person/Natural person

SkTalk/Sk- Standard for communication via UPVS pursuant

Talk to Section 11(g) of Decree No. 78/2020 Coll.

SLA Service Layer/Level Agreement - Agreement on
the level/ parameters / quality of service provision

SvM Slovensko v mobile (Slovakia in the mobile)

PROD Production environment

UAT Test environment

UIR Universal integration interface — an asynchronous
interface for receiving and sending messages from and to
UPVS

USR Universal synchronous interface for making other

synchronous services of UPVS modules accessible —
from the service provider's perspective, it is an external
bus interface

UPVS Central Public Administration Portal, central portal

XML Extensible Markup Language

WSDL Web Services Description Language

ZEP/KEP Guaranteed electronic signature / Qualified
electronic signature

ZS Life situation
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3
= T T ArchiMate

A standardized modelling language used
primarily for the representation, description and
subsequent analysis of enterprise architecture.

Authentication

The process of identifying and verifying the
identity of a user requesting a service or resource
in an information system.

Authorization

Represents verification of the authorization
of persons or objects to work with data.

Documentation

Documentation for the UPVS e-Notify

for e-Notify module for integration partners is available on the
Partner Framework Portal (PFP); access to the
PFP portal is granted on request.
Integration Integration manual for e-Notify with a

manual for e-Notify

description of services in the current version on
the PFP portal

eNOTIFY - All documents (gov.sk) (gov.sk)

KAV KAV - Consolidated analytical layer |
Ministry of Investments, Regional Development
and Informatization of the Slovak Republic
(gov.sk)

MetalS/METAIS Central metainformation system of public
administration

Notification A notification is an information signal or
message sent to a user in order to alert them to an
event, an activity or a need for intervention.

eGOV,e- Electronical Government, digitalization of

Government public administration

OpenID Connect
(OIDC), OAuth2

RFC 6749 (The OAuth 2.0 Authorization
Framework), a standard for authentication and
determining the scope of permissions when using
the REST protocol pursuant to the Decree on
Standards 78/2020, Section 11(i)

Rules for Rules for publishing electronic services in
publishing electronic the multichannel environment of public
services administration
https://mirri.gov.sk/wp-
content/uploads/2018/10/Pravidla_Publikovania S
luzieb v1 0-1.pdf
Representational Network communication protocol used in
State Transfer (REST) the provision of electronic services required for
processing electronic submissions or for the
successful completion and preparation of an
electronic submission via the process integration
and data integration module pursuant to Decree
on Standards 78/2020, §11(a)
Backward In technical practice, a property of a
compatibility product consisting in the product being able to

replace its predecessor in such a way that it
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remains capable of interoperating with products
that were created for this older product. The newer
product is thus able to fully replace its
predecessor.

ZS Priority life situations | Ministry of
Investments, Regional Development and
Informatization of the Slovak Republic (gov.sk)

2 MANAGEMENT SUMMARY
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2.1 Purpose of the solution

2.2 Objectives of the solution

2.3 Measurable and performance indicators (KPI)
2.4 Scope of the solution

2.5 Outside the scope of the project

2.6 Brief description of the proposed solution

2.7 Summary of output M-06 of the proposed solution

2.7.1 Overview of end services — future state
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K Life
S code KS user | situation KS
( KS name (G2C/G2B/G2G/ (+ level of
from G2A) code from | electronization
MetalS) MetalS)

Table 1 Overview of end services — future state

2.7.2 Scope of information systems — future state

Code
IS
VS of the parent
! ISVS
SVS module & e S .
code ISVS name (ti (if the
: status VS type checkbox for
(from ck if the SVS
MetalS) ISVS is a _
module) module is
ticked)

Table 2 Scope of information systems — future state

2.7.3 Overview of planned integrations of the ISVS with cross-government ISVS —
common modules pursuant to Act No. 305/2013 on e-Government — future
state

IS ISVS name Common modules pursuant to
code Act No. 305/2013 on e-Government

Table 3 Overview of planned integrations of the ISVS with cross-government ISVS

2.7.4 Overview of planned use of other ISVS (integrations) — future state
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[
SVS
code
(
from
MetalS)

ISVS name

e

integrated
ISVS

m MetalS)

Cod
of the

(fro

Name of the integrated ISVS

Table 4 Overview of planned use of other ISVS (integrations)

2.7.5 Application services for the implementation of end services — future state

A ISVS/] Applicat

S code on service
SVS module | .
( AS name implements KS
(code

from from MetalS) (KS code
MetalS) from MetalS)
Table 5 Application services for the implementation of end services
2.7.6 Application services for integration — future state

1 Iemenltren ey
S b Prov Int : Int ation with the

d by ISVS | , egration S e
( iding or | egration ; . provider's AS
AS name (M . h with third-|aaS
MetalS Consuming |via CAMP (Meta
etalS party IS
code) code) IS code)
Table 6 Application services for integration
3 REQUIREMENTS ANALYSIS
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3.1 Requirements analysis procedure

In developing the architecture, this project uses the TOGAF framework and the ArchiMate
language. The use of TOGAF framework components has been adapted for the purposes of this
project. Primarily, the part of the Architecture Development Method concerning the development of
the architecture in all four architecture domains was adopted from the framework. The Architecture
Development Method is a process with recommended steps and activities. Although ADM is often
associated with iterative and agile approaches, in view of the objectives and nature of this project it
has been adapted to the Waterfall methodology, which is sequential and linear.

The project is developed in individual consecutive phases.

The first phase involves the analysis of requirements that define the expectations of users
and stakeholders.

During the second phase, the requirements are transformed into a system architecture
design that defines how the system will work. The design takes place at two levels. The high-level
design determines the overall structure of the system, such as the main components and the way
they are interconnected. The detailed specification describes each module or component in more
detail, including data models, algorithms, interfaces and logical flows. This design is submitted for
approval to ensure that it meets the requirements and respects technological, financial and
legislative constraints.

After it has been reviewed and approved, the implementation phase begins. During this
phase, the individual modules of the system are implemented according to the specification, and
quality and security standards are applied when writing code. Continuous testing of each module
will be ensured by UNIT testing. The implementation phase will take place in two steps. In the first
step, a version of the application containing the functionality that covers the specified functional
requirements will be deployed, and the first phase of implementation will be checked and approved.
In the second step, the remaining functionality will be implemented and integrated with the existing
modules.

The next phase ensures that the system is tested. It is verified that all components work
together correctly and that the system as a whole meets the requirements defined in the initial
phase.

After successful testing, the system is deployed to the production environment. This process
includes software installation and environment configuration. This phase also includes user training
so that users are able to use the system effectively.

After deployment, the system is monitored and continuously updated according to user
needs and technological changes. Maintenance includes bug fixing, implementation of new features
and performance optimization. The maintenance process must respect all legislative requirements,
for example ensuring personal data protection and cybersecurity.

The Enterprise Architect tool is used to design the application components being
developed.

3.2 Userresearch
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3.3 Motivation architecture

3.4 Motivation Viewpoints

Figure 1 : Motivation Viewpoint

3.5 Requirements catalogue and its mapping to the design of their
solution

The requirements catalogue is defined as an annex to this document. The design of the
solution to the requirements is the content of this document and is described in detail in the
following chapters. Based on the requirements catalogue, a Test Plan document has been created,
which will serve as the basis for acceptance during UAT testing. The scope and plan of the tests are
defined in the Test Strategy document and include:

Functional testing (FAT) — on the supplier's side

System and integration testing (supplier; NASES may participate)
Load and performance testing

Security testing

User tests of the functional user interface (UX) and accessibility testing (may not be
mandatory)

User acceptance testing (UAT) — on the side of the contracting authority / recipient
The security tests will include penetration tests, from which a formal report will be produced.

Summary of the mapping of requirements to use cases and architecture objects:
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3.6 Legislation, directives and methodological materials taken into
account in the solution

3.7 Acceptance criteria

4 BUSINESS ARCHITECTURE

4.1 Business Viewpoints

4.1.1 Security event detection and correlation (SIEM) - business realization of the
service

4.1.2 Response automation management (SOAR) — business realization of the
service

4.1.3 Threat response management (EDR/XDR) - business realization of the service

4.1.4 Vulnerability monitoring — business realization of the service
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4.1.5 Threat intelligence management (CTIl) - business realization of the service

4.1.6 Asset inventory — business view

4.1.7 Cybersecurity incident management — business realization of the service

4.1.8 Security reporting management - business realization of the service

4.1.9 Management of the knowledge portal for the SOC team - business realization
of the service

4.2 Business architecture

4.3 Business Viewpoints

4.3.1 Detection and correlation of security events (SIEM) - business realization of
the service
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Figure 2 : Security event detection and correlation (SIEM) - business realization of the
service

The diagram describes the management of the collection of security events from the
customer's systems, their processing, normalization, correlation according to detection rules and the
creation of alerts for triage and escalation. It includes roles, the processing policy, the SIEM
console, business events as triggers and process access to business objects via read, write and
update.
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Description of the elements used:

New event source added - BusinessEvent

The event occurs when the customer adds a new system or service that is to forward events
to detection. It requires extending collection coverage and checking the quality of the data received.
It reduces the risk of blind spots in monitoring.

SIEM management - BusinessFunction

The business function covers event collection, data processing and correlation, alert
creation, triage and escalation. It ensures that detection is consistent across customers and that
rule changes are managed. The function creates the conditions for rapid response and retrospective
traceability.

Security event detection and correlation service - BusinessService

The service ensures the collection of security events from the customer's systems, their
processing and evaluation according to detection rules. The output consists of alerts ready for triage
and possible escalation. The service is designed to be traceable, measurable and separated for
each customer.

Occurrence of a suspicious event - BusinessEvent

The event represents the capture of an anomaly or behavioural pattern that may signal an
attack. It triggers correlation and subsequent triage in order to confirm or rule out a security impact.
It supports the rapid capture of incidents.

Event collection outage detected - BusinessEvent

The event occurs when the flow of events from one or more sources is interrupted. It triggers
verification of source availability and corrective steps to restore collection. It minimizes the period
during which detection works with incomplete data.

Change of detection rules - BusinessEvent

The event represents a change in the logic of rules, thresholds or correlation conditions. It
triggers a check of the impact on false alerts and on threat coverage. It enables controlled changes
and retrospective verification of decisions.

Analyst - BusinessRole

Performs alert triage, verifies the context and decides on escalation to an incident. Uses the
console to analyse events, timelines and relationships. Records the result of the assessment and
prepares the basis for corrective steps.

Security event - BusinessObject

The object represents an individual activity record that may have security significance. It
contains the time, origin, target and data needed for further processing. It is the basic input for

o Funded b r GOVERNMENT OFFICE
.,*' - the E y Uni RECOVERY - OF THE SLOVAK REPUBLIC 19
x> € European union AND I!ESII.IEN(:E_J

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science B R I\ I N : I T

and Informatics

P

normalization and correlation.

Detection rule - BusinessObject

The object defines the conditions under which an alert or a correlation result is created from
events. It contains the evaluation logic, thresholds and the expected output for triage. It is subject to
change management so that it can be retrospectively verified why a result was produced.

Data retention period - BusinessObject

The object determines how long events, correlation results and alerts are retained for the
purposes of retrospective analysis and audit. It takes into account data protection requirements and
operational capabilities. It supports traceability and the comparison of trends over time.

Incident - BusinessObject

The object is used when an alert requires coordinated handling, recording of steps and
closure with an outcome. It makes it possible to assign responsibility, status, impact and related
work tasks. The link to outputs supports audit and retrospective analysis.

Correlation result - BusinessObject

The object combines multiple events into a single interpretation with an explanation of the
conditions met. It captures which rules and data were decisive for the severity. It serves as the basis
for triage and for retrospective verification.

Manager - BusinessRole

Uses the outputs to obtain an overview of risks, trends and the state of detection. Requires a
comprehensible summary of impacts and handling priorities. Supports decision-making on changes
to coverage, capacities and requirements on the customer.

Normalized event - BusinessObject

The object is an event after conversion into a unified structure and after the addition of
context. It enables comparison across sources and reduces errors caused by differing formats. It
contains the assignment of the customer and related assets.

Operator - BusinessRole

Ensures operational coordination and supervision of compliance with settings and
agreements. Monitors the processing status and the availability of outputs, and handles routine
operational requests. Supports escalation in the event of deterioration in quality or availability.

SIEM access authorization - BusinessObject

The object defines who can view events, alerts and exports according to role and customer.
It prevents data from being mixed between customers and reduces the risk of information leakage.
It is used for every access via the console and is bound to the policy.
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Security event collection and processing policy - Contract

The policy determines which sources are collected, how they are processed and what
minimum requirements apply to data quality and completeness. It defines access rules, customer
labelling and data retention rules. It ensures a uniform procedure across customers and defensibility
in an audit.

Work task - BusinessObject

The object represents a remediation or improvement task arising from an incident or from
the need to adjust detection. It makes it possible to track the deadline, responsibility, status and
outcome of implementation. It ensures that recommendations are turned into completed steps.

Operator - BusinessRole

Is responsible for the technical coverage of event collection, the availability of data
processing and the stability of operation. Monitors the status of sources, handles outages and sets
the basic processing parameters. Ensures that data arrive in the required quality and at the required
time.

Alert - BusinessObject

The object represents a finding that requires assessment by an analyst and possible further
steps. It contains the severity, affected assets and references to related events. It makes it possible
to record the triage status and the result of the assessment.

SOC team leader - BusinessRole

Manages the quality of detection and sets the direction for improving rules and processes.
Approves significant changes that affect the number of alerts or threat coverage. Oversees the
consistency of the team's work and the traceability of decisions.

Event source - BusinessObiject

The object represents a system, device or service that produces security events. It carries
information on type, ownership, criticality and assignment to a customer. It makes it possible to
manage collection coverage and to identify missing parts of the infrastructure.

<read> - Junction

SIEM console - BusinessInterface

The interface provides a single place for working with alerts, correlation results and the
event collection status. It enables filtering by customer, time, severity and affected assets. It
supports retrospective verification by displaying links to incidents and work tasks.
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Escalate to an incident and coordinate handling - BusinessProcess

The process ensures that an incident is created when an alert requires coordinated handling
and recording of the steps. It assigns responsibility and status and creates work tasks for corrective
measures. It supports the traceability of handling and retrospective verification.

Correlate events and evaluate rules - BusinessProcess

The process combines related events into meaningful units and evaluates detection rules. It
produces an explanation of why a pattern was matched and which conditions were decisive. It
reduces overload by grouping events into interpretable results.

Set up event collection sources and coverage - BusinessProcess

The process determines which systems and services are to forward events and which event
types are needed for detection. It ensures customer labelling, asset mapping and minimum
requirements for time synchronization. The output is stable collection coverage without blind spots.

Normalize and enrich events - BusinessProcess

The process converts events into a unified structure and adds the context needed for
correlation. It assigns the customer, asset, criticality and other attributes that reduce the error rate of
evaluation. It ensures the comparability of events across different sources.

Report detection status and data quality - BusinessProcess

The process assesses the completeness of collection, the quality of processing and the
stability of the number of alerts over time. It identifies source outages, increases in noise and the
need to adjust rules or coverage. The outputs are used to plan improvements and to review the
service.

Create an alert and perform triage - BusinessProcess

The process creates an alert from a correlation result and assesses its relevance. It adds the
severity, context and an initial recommendation of further steps. The aim is to quickly distinguish
false alerts from real threats.

Collect security events - BusinessProcess

The process ensures the receipt of events from sources and their delivery to processing. It
monitors availability, latency and basic transmission errors. The aim is for events to arrive
completely, on time and without corruption.

4.3.2 Response automation management (SOAR) — business realization of the
service
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Figure 3 : Response automation management (SOAR) — business realization of the service

The diagram describes the business realization of the service for automating the response to
security events and incidents in SOCaaS. It captures the processes from receiving a request,
designing a scenario and configuring integrations through to the approval, versioning and
deployment of the scenario into operation. In the operational part, it models the triggering of
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automated flows, the execution of actions, the evaluation of the result and the recording of the
execution for audit. The diagram includes the roles Analyst, Operator, SOC Team Leader and
Manager together with their responsibilities in the automation life cycle. It also includes triggering
events, business objects of scenarios, triggers, integrations and execution records, including
process access to objects via read, write and update.

Description of the elements used:

Response automation - BusinessFunction

The function ensures the orchestration of response steps and the execution of automated
actions across integrated tools. It covers the management of scenarios, triggers and integrations
and the control of flow execution.

Response automation service - BusinessService

The service ensures the automated execution of response steps for security events and
incidents. It enables the triggering of scenarios, the coordination of manual confirmations and the
recording of the results of executed actions.

Automation trigger evaluated - BusinessEvent

The event confirms that the launch conditions for a specific scenario are met according to
the defined trigger. It ensures that the automated flow is launched consistently and traceably. It
triggers the process of launching the automated flow.

Alert created - BusinessEvent

The event occurs when a new alert is created in a detection or monitoring process. It signals
that there is a specific case that can be assessed from the perspective of response automation. It
triggers the process of analysing the suitability of automation.

Need for automation identified - BusinessEvent

The event arises on the basis of a recurring manual activity, a finding from operation or a
requirement to speed up the response. It expresses the need to create a new scenario or modify an
existing one. It triggers the process of receiving a request for automation.

Action - BusinessObject

The object represents a specific step of a scenario performed in an integrated tool. It
contains parameters, execution conditions and the expected result.

Analyst - BusinessRole

The role designs and fine-tunes automation scenarios and defines triggers according to
detection requirements. It evaluates the results of flows and decides on escalation in the event of
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failure or an ambiguous result.

Incident - BusinessObject

The object represents a security incident handled in a coordinated manner in the SOC. It
serves as the parent record for escalated cases and related tasks.

Action catalogue - BusinessObject

The object represents a list of available action types that can be performed in an automated
manner. It helps ensure uniform use and restrictions according to policy.

Connector - BusinessObject

The object represents a connection to an external tool or service needed to perform actions.
It records the connector type, status and the credentials used.

Integration configuration - BusinessObject

The object contains the settings, mappings and parameters for a specific integration. It
enables change management and compatibility checks during updates.

Manager - BusinessRole

The role sets the priorities and limits of automation where there is a significant impact on the
customer's business and operations. It approves exceptions and decides on escalation in the case
of critical events.

Operator - BusinessRole

The role oversees the operation of automation and ensures the correct functioning of
integrations and flows. It intervenes when automation fails and confirms steps that require manual
approval.

Response automation policy - Contract

The policy defines the rules for when an automated intervention can be performed and when
manual approval is required. It determines the permitted action types, the scope of permissions and
the requirements for audit records.

Work task - BusinessObject

The object represents a task assigned to a person when automation requires a manual
activity. It makes it possible to track status, responsibility and deadlines.

Automation scenario - BusinessObject

The object represents the definition of an automated flow, including steps, conditions and
links to integrations. It also contains information on approval and deployment status.
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Approval record - BusinessObject

The object records manual approvals and rejections of steps that require them. It contains
who approved, when and under what conditions.

Scenario trigger - BusinessObject

The object defines the conditions under which a scenario is launched automatically or
manually. It contains links to the event source and threshold values.

SOC team leader - BusinessRole

The role approves scenarios with a higher impact and sets the rules for the use of
automation in practice. It is responsible for ensuring that automated interventions comply with the
policy and operational constraints.

Scenario version - BusinessObject

The object captures a specific approved version of a scenario and its parameters. It enables
retrospective traceability of changes and controlled deployment into operation.

Action result - BusinessObiject

The object contains the result of the execution of a specific action, including the return status
and error messages. It enables decision-making on continuing the flow or escalating.

Execution record - BusinessObiject

The object captures the course of a scenario run, including the time, input data and status. It
serves for audit and for evaluating the success of automation.

Response automation portal - Businessinterface

The interface provides access to the management of scenarios, triggers and integrations. It
makes it possible to launch and monitor automated flows and displays records of execution and
results.

Analyse suitability for automation - BusinessProcess

The process assesses whether the given case is suitable for automation and what the risk
impact is. The result is a decision to proceed with the design of a scenario or to reject the request.

Escalate to incident handling - BusinessProcess

The process hands the case over to security incident management if automation is not
sufficient or if a serious condition is involved. It ensures the creation of an incident and the
assignment of responsibilities.
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Record execution and audit - BusinessProcess

The process supplements the execution record with the data needed for audit and
traceability. It ensures the link to the alert or incident and closes the flow.

Configure integrations and connectors - BusinessProcess

The process prepares connections to the tools and services needed to perform actions. It
includes setting up access and parameters and checking the availability of integrations.

Deploy the scenario into operation - BusinessProcess

The process activates the approved version of the scenario and sets up its triggering in the
production environment. It ensures that the scenario uses the correct integrations and permissions.

Design an automation scenario - BusinessProcess

The process defines the scenario steps, triggers, conditions and the necessary integrations.
It takes into account the automation policy and approval requirements.

Test the automation scenario - BusinessProcess

The process verifies the correctness of the scenario steps on test data or a controlled case.
The result is a confirmation of readiness or modifications to the scenario.

Receive a request for automation - BusinessProcess

The process receives a request to create or modify an automated flow arising from SOC
practice or from identified problems. It ensures the basic recording of the purpose and the expected
benefit.

Approve and version the scenario - BusinessProcess

The process ensures the formal approval of the scenario according to its impact and the
subsequent creation of a version. It retains the approval trail and the conditions for deployment into
operation.

Launch the automated flow - BusinessProcess

The process launches the execution of the scenario on the basis of a trigger or a manual
instruction. It initializes the execution record and assigns the case context.

Evaluate the effectiveness of automation - BusinessProcess

The process monitors success metrics, time savings and the error rate of automated flows.
The output consists of recommendations for modifications to scenarios and policies.

Evaluate the automation result - BusinessProcess

The process evaluates whether the automated flow achieved the expected result and
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whether further action is needed. If further steps are needed, it creates a work task or prepares an
escalation.

Execute automated actions - BusinessProcess

The process performs the individual actions of the scenario via integrated tools and services.
At each step, it records the result and any errors.

Request manual approval - BusinessProcess

The process requires confirmation by a person for steps that have a higher impact or where
the policy requires it. After approval, it continues the flow or terminates it.

4.3.3 Threat response management (EDR/XDR) - business realization of the service
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Figure 4 : Threat response management (EDR/XDR) - business realization of the service

The diagram describes the provision and management of threat detection and response on
endpoints and in the customer's extended telemetry sources. It captures the processes of deploying
and managing agents and data sources, collecting and enriching telemetry, detecting suspicious
behaviour, evaluating and triaging alerts, isolating or restricting compromised devices and handing
over the incident for escalation. It includes the roles SOC analyst, Operator and Manager, response
rules and the recording of interventions and results.

Description of the elements used:

Incident escalated - BusinessEvent

The event occurs when a case is handed over to the security incident management process.
It triggers further steps of investigation and coordination of handling.

Request for endpoint registration - BusinessEvent

The event occurs during customer onboarding or when a new endpoint is added to the
monitoring scope. It expresses the need to enter the device into the records and prepare it for
telemetry collection. It triggers the process of registering telemetry sources.

Threat response - BusinessFunction

The function ensures the coordination of telemetry collection, detection, evaluation and
response to threats. It covers the processes of working with alerts and recording interventions.

Approved intervention - BusinessEvent

The event occurs after a response measure has been approved by the responsible role. It
triggers the execution of the response and the subsequent verification of the result.

Threat response service - BusinessService

The service ensures detection and the execution of response measures in the event of
suspicious behaviour on the customer's endpoints. It supports alert triage and the handover of
confirmed cases for incident handling.

Alert created - BusinessEvent

The event signals that the system has created a new threat alert with an assigned priority. It
triggers the triage and evaluation of the alert.

Suspicious activity captured - BusinessEvent
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The event occurs when suspicious behaviour is identified in endpoint telemetry. It triggers
the detection process and the subsequent creation of an alert.

Intervention performed - BusinessEvent

The event confirms that the response measure has been performed and is recorded. It
triggers verification of the effectiveness of the intervention and the closure of the alert or escalation.

Analyst - BusinessRole

The role performs alert triage and assesses the severity of findings. It decides on escalation
and proposes suitable response measures.

Detection rule - BusinessObiject

The object defines the conditions according to which suspicious behaviour is evaluated. It
makes it possible to record the version, priority and scope of use of the rule.

Detection result - BusinessObject

The object represents the result of evaluating telemetry according to a rule. It contains the
identified indicators, the severity score and a reference to the related data.

Incident - BusinessObject

The object represents a confirmed security incident that requires coordinated handling. It
retains links to alerts, interventions and work tasks.

Endpoint - BusinessObject

The object represents a customer device on which telemetry is collected and interventions
are performed. It contains the identifiers, the owner and the operational attributes needed for
response.

Enriched telemetry - BusinessObject

The object represents telemetry supplemented with context and classification. It increases
the usability of the data for detection and reduces ambiguity during triage.

Operator - BusinessRole

The role performs approved response measures and oversees their implementation. It
ensures communication with the customer for interventions that affect operations.

Response permissions - BusinessObject

The object defines the access rights and the scope of permitted interventions for individual
roles. It ensures that responses are performed in compliance with the policy.
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Threat response policy - Contract

The policy defines the permitted response measures, intervention levels and role
responsibilities. It determines the conditions for device isolation and the rules for restoration to
operation.

Work task - BusinessObject

The object represents a task assigned within the SOC team related to a threat response. It
makes it possible to track status, responsibility and deadlines.

Response measure - BusinessObject

The object describes the proposed intervention and its parameters. It makes it possible to
record the approval, the reasons and the expected impact on operations.

Device isolation status - BusinessObiject

The object records the current restriction status of the device and the conditions for its return
to operation. It helps manage risk and coordinate restoration.

Endpoint telemetry - BusinessObject

The object contains technical records and events from the device that serve for threat
detection. It includes time data, the source and basic event categories.

Threat alert - BusinessObiject

The object represents a record of suspicious behaviour ready for triage. It carries the priority,
the processing status and a link to the detection result.

SOC team leader - BusinessRole

The role approves interventions with a higher impact and manages the handling procedure
for recurring or large-scale threats. It is responsible for compliance with the threat response policy.

Intervention record - BusinessObject

The object captures the course of the steps performed and their results. It serves for audit,
retrospective traceability and evaluation of the quality of responses.

Collection component - BusinessObject

The object represents a deployed component that collects and sends telemetry from an
endpoint. It makes it possible to record the version, status and configuration of the collection.

Threat response console - Businessinterface
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The interface provides a single place for an overview of telemetry, alerts and device
statuses. It makes it possible to launch response steps and record the results of interventions.

Detect suspicious behaviour - BusinessProcess

The process evaluates enriched telemetry according to detection rules and identifies
suspicious activities. Upon detection, it creates the basis for generating an alert.

Escalate to incident handling - BusinessProcess

The process hands over a confirmed threat to security incident management. It ensures the
creation of an incident and links to related records.

Deploy and maintain collection components - BusinessProcess

The process handles the deployment and ongoing maintenance of collection components on
endpoints. It includes updates, status checks and the resolution of collection errors.

Propose a response measure - BusinessProcess

The process selects a suitable type of response according to the policy and the threat
context. It takes into account the impact on operations and the need for approval.

Enrich and classify telemetry - BusinessProcess

The process supplements telemetry with context, classification and related information. It
prepares the data so that they are usable for detection and evaluation.

Verify the result of the intervention - BusinessProcess

The process verifies whether the intervention has eliminated or contained the threat and
whether the device is behaving as expected. In the event of failure, it triggers additional steps or
escalation.

Approve the response measure - BusinessProcess

The process ensures the approval of the response according to the level of impact and role
responsibilities. The result is authorization of execution or a request to modify the proposal.

Evaluate and triage the alert - BusinessProcess

The process assesses the relevance of the alert, rules out false alarms and determines the
next course of action. The result is confirmation of the threat, closure of the alert or escalation.

Execute the response measure - BusinessProcess

The process performs the selected intervention on the endpoint or in related systems. It
includes device isolation, restriction of communication or stopping a malicious process.
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Create a threat alert - BusinessProcess

The process creates an alert based on the detection result and assigns it a priority. It
ensures that the alert contains the data needed for triage.

Register telemetry sources - BusinessProcess

The process ensures the recording of endpoints and connected sources from which
telemetry is collected. It sets the basic collection parameters and verifies data availability.

Collect telemetry from endpoints - BusinessProcess

The process gathers events and technical records from endpoints according to the
configured rules. It ensures their delivery to the console and a basic quality check.

Document the intervention and close the alert - BusinessProcess

The process creates a record of the steps performed, results and recommendations. It
closes the alert or links it to an incident if the investigation continues.

4.3.4 Vulnerability monitoring — business realization of the service

Ensures the planning and execution of scans, validation of findings, risk assessment,
prioritization of remediation, ticketing and reporting across tenants.
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Figure 5 : Vulnerability monitoring — business realization of the service

The diagram shows the vulnerability monitoring business service in the SOCaaS
environment and its realization through processes, roles and the information processed. The flow
covers defining the scanning scope and plan, launching and monitoring the scan run, processing
and evaluating the results, prioritizing remediation, linking findings to incidents and closing the cycle
through reporting and exceptions. The model highlights multiple customers and the separation of
data by customer, traceability via the scan record and the link to work tasks and incidents. It also
includes the portal as the business interface of the service and the scanning and remediation policy
as the contractual framework, with events triggering key processes according to the schedule,
changes in scope or the emergence of critical findings.

Description of the elements used:

Scheduled scanning window occurred - BusinessEvent

Triggers the scheduled launch of scanning.
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New asset added to the scope - BusinessEvent

Triggers an adjustment of the scope and often also an ad hoc launch of scanning.

Vulnerability management - BusinessFunction

It covers the SOCaaS capability to manage vulnerabilities, from defining the scope, through
checking the progress of scanning, evaluating and prioritizing findings, to managing remediation,
exceptions and closing the cycle, including reconciling the status of related incidents.

Vulnerability monitoring service - BusinessService

Provides the planning and execution of scans, processing of results, evaluation of findings,
prioritization of remediation, management of remediation tasks, reporting and linking of findings to
incidents across customers.

Critical vulnerability published - BusinessEvent

Triggers ad hoc prioritization and often also ad hoc scanning.

Asset - BusinessObject

The scanning target to which the results and findings relate makes it possible to determine
which services and processes would be affected if the vulnerability were exploited and to set the
remediation priority accordingly.

Analyst - BusinessRole

Validates findings, adds context based on assets and relationships, assesses the impact
and decides on the course of action.

Incident - BusinessObject

A formal case record that is used when a vulnerability requires incident management,
coordination and communication according to SOC rules. It includes the severity, status, timeline,
responsibilities and related evidence and impacts. It is linked to findings and work tasks so that the
course of handling is uniform and auditable.

Manager - BusinessRole

Approves exceptions and risk acceptance, resolves priority conflicts, monitors trends and
commitments to the customer.

Vulnerability finding - BusinessObject

A record of a specific vulnerability assigned to an asset, including the identifier, severity and
processing status. It carries the context needed for a decision, for example exposure, the affected
version, evidence of the finding and a reference to the scan result. It makes it possible to track the
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life cycle of a finding from detection to closure or exception.

Operator - BusinessRole

Ensures the operational management of remediation, creates and tracks work tasks, and
oversees deadlines and processing status.

Scanning plan - BusinessObject

Scope, periodicity, scanning windows, launch and processing rules.

Scanning and remediation policy - Contract

It defines the rules that the service must comply with, for example the scanning frequency,
permitted time windows and asset coverage requirements. It determines remediation deadlines
according to severity and risk priority, escalation thresholds and the way in which the fulfiiment of
commitments is tracked. It also lays down the procedure for exceptions and risk acceptance,
including approval and validity, and the minimum requirements for reporting and auditability.

Remediation work task - BusinessObject

A work item that assigns responsibility for the fix, deadlines and the resolution status of a
specific finding or group of findings. It maintains the history of steps, comments and the link to the
asset, finding and risk priority. It enables operational tracking of fulfilment and escalation in the
event of delay.

Operator - BusinessRole

Is responsible for setting the scanning scope, rules, scanning windows, the quality of input
data and the operational readiness of the process.

Risk priority - BusinessObject

Expresses the order in which a finding is to be handled, based on a combination of the
severity of the finding, the criticality of the asset and the expected impact on the customer's
services. It turns a technical finding into a practical priority for remediation and escalations. It serves
for setting deadlines, SLAs and capacity planning.

Exception and risk acceptance - BusinessObject

A documented decision to postpone or not carry out remediation, including the reason,
scope, validity and approver. It defines compensating measures or conditions under which the risk
is temporarily acceptable. It enables audit and review so that exceptions do not remain open without
oversight.

Scanning result - BusinessObject

A specific execution of a scan at a certain time with a unique identifier, status and scope. It
contains information on who launched the scan, according to which plan it ran and whether it ended
successfully or with an error. It serves for traceability, audit and explaining why some assets did not
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have up-to-date results. A summary of the scan outputs, including metadata such as scope, time,
the profile used and asset coverage. It contains a list of findings, their parameters and the link to
specific assets and the customer. It is the input for the validation of findings, prioritization and further
decision-making.

Customer - BusinessObject

Determines the ownership of data, rules and outputs and ensures separation between
customers.

Scanning record - BusinessObject

Contains the status of the scan run and operational information about the run, for example
start, end, interim status and any errors. It makes it possible to track which parts of the scope were
actually processed and which failed or were skipped. It serves for traceability and troubleshooting of
scanning and supports the auditability of the process.

Junction - Junction

Scanning and results management portal - Businesslinterface

It serves as a single place where the SOC and the customer can see the scanning status,
asset coverage and current results. It enables filtering and searching of findings, tracking the
progress of remediation tasks and linking findings to incidents, so that the connection between a
scan and its resolution is visible. It ensures a consistent view across customers with data separated
per customer and supports exports and reports for audit.

Define the scanning scope and plan - BusinessProcess

Defines what is scanned, how often it is scanned, in which windows, what the evaluation
rules are and the responsibilities per customer.

Monitor the progress of scanning - BusinessProcess

Provides an operational overview of the status of scans, errors, and ongoing and completed
runs.

Schedule and launch scanning - BusinessProcess

Carries out scheduled launches and enables an ad hoc launch in the event of a change of
scope or an increased threat.

Link the finding to an incident and reconcile the resolution status - BusinessProcess

Ensures the visibility of findings that are handled as incidents and maintains a uniform status
of related incidents.
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Prioritize remediation and create work tasks - BusinessProcess

It determines the resolution priority, creates work tasks for the fix and sets deadlines and
responsibilities.

Reporting and exceptions - BusinessProcess

Creates reports, records exceptions and risk acceptance, and closes the vulnerability
management cycle.

Process scanning results - BusinessProcess

It collects and normalizes the results and ensures traceability and assignment of the results
to the correct assets and customer.

Evaluate findings - BusinessProcess

Verifies the relevance of findings, filters out false findings, and adds criticality and impact
based on assets and their relationships.

4.3.5 Threat intelligence management (CTI) - business realization of the service
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Figure 6 : Threat intelligence management (CTl) - business realization of the service

The diagram describes how, in the SOCaa$S environment, threat intelligence is received from
sources, recorded via an intake record and subsequently converted into normalized intelligence.
Indicators of compromise are derived from it and context is added in the form of a campaign, threat
actor, attack techniques and related vulnerabilities, so that the outputs are interpretable and
defensible. Distribution rules governed by the policy determine which intelligence output stream is
provided to the customer, and the analytical conclusion summarizes the main findings and
recommendations for practice.

Description of the elements used:
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New intelligence available from a source - BusinessEvent

The event signals the availability of new data and triggers their intake and processing. It may
be regular according to a schedule or ad hoc in the event of a rapid change in the threat situation. It
is important for keeping outputs up to date and for the rapid enrichment of operational data.

Threat intelligence management - BusinessFunction

The function covers the entire life cycle of threat intelligence, from the selection of sources to
the publication of usable outputs. It ensures quality, timeliness, removal of duplicates and the
creation of relationships between threat entities for better interpretation. The function supports the
enrichment of detections, threat hunting, forensic analysis and decision-making on severity and
priority.

Threat intelligence management service - BusinessService

The service ensures the processing of external and internal threat information so that it is
usable for security operations. The outputs are prepared for the enrichment of security data, support
of investigations and meaningful prioritization of cases. The service is designed for a multi-customer
environment and maintains the separation of data and rules per customer.

New campaign or actor identified - BusinessEvent

The event occurs when new connections are identified that require linking entities and
adding context. It triggers steps to create a timeline and to update the relationships between
indicators, campaigns and attack techniques. It helps to capture a change in the nature of the threat
and to improve the interpretation of findings.

Critical indicator of compromise identified - BusinessEvent

The event signals that a high-importance indicator has appeared that requires rapid use in
operations. It typically leads to the immediate publication of outputs and to support for threat hunting
and case prioritization. It ensures that critical information is not lost in the volume of data and is
processed with higher urgency.

Threat actor - BusinessObiject

It describes an attacker or group and provides context on motivation, typical targets and
preferred techniques. It makes it possible to combine individual findings into a coherent picture and
to distinguish random activity from a coordinated campaign. It supports decision-making on the
priority and form of response, especially when recurring patterns of behaviour appear.

Analytical conclusion - BusinessObject

Represents a summary and interpretation of intelligence for a specific purpose, for example
recommended steps or a risk assessment. It combines technical data with context so that they can
be used directly in decision-making and communication with the customer. It ensures that outputs
are consistent, defensible and explainable, including during retrospective review.
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Analyst - BusinessRole

Assesses the relevance of intelligence for the customer's specific environment and adds the
context needed for decision-making. Creates links between indicators, campaigns, actors and
attack procedures and prepares analytical conclusions. Uses intelligence in threat hunting and
investigations to speed up understanding of the course and impact of events.

Indicator of compromise - BusinessObject

Represents a specific threat identifier that can be searched for in security data and used to
enrich detection. It contains the indicator type, confidence level, time validity and relationships with
other entities so that it can be interpreted correctly. For critical indicators, it enables a rapid
operational response and a reduction in the time to threat detection.

Campaign - BusinessObject

Groups related events and activities into a single unit so that the evolution of a threat can be
tracked over time. It links indicators, actors and the attack procedures used, thereby creating
context for investigation and threat hunting. It helps identify recurring scenarios and assess whether
a threat concerns multiple customers or only a specific environment.

Manager - BusinessRole

Approves sharing rules and intelligence processing priorities according to customer needs
and risk. Monitors the benefit of intelligence and reporting requirements and ensures that processes
support measurable improvement. Makes decisions in sensitive situations, for example in the case
of significant campaigns that require clear communication of impact.

Normalized intelligence - BusinessObject

Represents consolidated data after cleaning and unification of the structure, ready for
searching and linking. It contains the minimum required fields and uniform data types so that it can
be reliably processed by further processes. It reduces noise and creates a stable basis for
enrichment and the publication of outputs.

Operator - BusinessRole

Ensures the operational use of intelligence outputs in day-to-day operations and oversees
the timely delivery of outputs. Monitors the publication status, resolves practical distribution issues
and coordinates responses when critical indicators occur. Supports linking intelligence with case
handling so that outputs are available where they are being worked with.

Threat intelligence management and sharing policy - Contract

The policy establishes rules for the selection of sources, minimum quality requirements,
processing periodicity and data retention. It defines restrictions on sharing between customers,
procedures for sensitive information and requirements for traceability and audit. It ensures that
intelligence is managed consistently, predictably and in line with agreed expectations.

Intelligence distribution rules - BusinessObject
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It defines which outputs are provided to which customers and what restrictions apply to
sharing. It contains isolation rules, permitted forms of publication and the conditions for making
sensitive information available. It is the basis for consistent and auditable distribution of intelligence
in a multi-customer environment.

Operator - BusinessRole

Is responsible for the reliable intake and processing of intelligence sources, the setting of
schedules and availability checks. Handles operational processing failures, monitors capacity and
ensures that processing runs according to the defined rules. Also oversees the technical quality of
data so that outputs are consistent and usable across customers.

Related vulnerability - BusinessObiject

Represents a vulnerability that a threat may exploit or to which a specific indicator, actor or
campaign relates. It makes it possible to assess the urgency of remediation according to the threat
context, not only according to general severity. It supports coordination between threat intelligence
and vulnerability management processes so that the riskiest points are fixed.

Attack techniques - BusinessObject

They represent the described ways in which an attacker proceeds when intruding, moving
within the environment and achieving the objective. They are used to map findings to known
techniques so that they can be compared with previous cases and the connections can be better
explained. They also make it possible to plan preventive measures and to search more specifically
for suspicious indications in the data.

Intelligence output stream - BusinessObject

It contains published outputs intended for the enrichment of security data and support of
investigations in operation. It is targeted according to the customer and distribution rules and
contains only data that are permitted and relevant. It supports the automated use of intelligence and
reduces the time needed for manual enrichment.

Customer - BusinessObject

It represents the organization for which threat intelligence is processed and distributed. It
carries requirements on the scope, sensitivity and method of providing outputs so that they are
usable for its environment. It also serves to separate data and to assign the rules that determine
what may be shared and with whom.

Intelligence intake record - BusinessObject

It captures the fact that intelligence has been received, including the time, source, scope and
processing result. It enables traceability in retrospective verification of why a particular item of data
did or did not appear in the outputs and when it was last updated. It is also important for audit and
for troubleshooting in the event of source outages or inconsistent data.

Intelligence source - BusinessObject
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Records the origin of intelligence, processing parameters, periodicity and the expected data
quality. It contains the information needed to check trustworthiness and to control what is received
and how it is processed. It enables supervision of source availability and of changes that may affect
the quality of outputs.

Threat intelligence portal - Businessinterface

The interface provides an overview of threat entities, their relationships and the outputs
available for individual customers. It enables searching, filtering and quick display of the context of
indicators, campaigns and attack procedures. It supports traceability by displaying the origin of data,
the processing status and the change history of outputs.

Define intelligence sources and distribution rules - BusinessProcess

The process determines which intelligence sources are used, what quality requirements they
have and how often they are to be processed. It sets distribution rules per customer and defines
sharing restrictions so that data separation is maintained. The output is a clear framework according
to which intelligence is received, processed and passed on.

Normalize and remove duplicates in data - BusinessProcess

The process converts the received data into a unified structure and removes duplicates and
low-quality records. It ensures consistent naming, uniform data types and a minimum level of
mandatory fields for further use. The output reduces noise, improves searching and prepares the
data for linking and correlation.

Enrich data and link threat entities - BusinessProcess

The process adds context to indicators and creates links between indicators, actors,
campaigns, attack techniques and related vulnerabilities. The aim is for intelligence to appear not as
isolated items but as a connected picture of the threat with an explanation of the connections. This
step significantly increases usability in investigations, threat hunting and decision-making on priority.

Support threat detection and forensic analysis - BusinessProcess

The process uses intelligence to create hypotheses, search for connections and explain
findings within investigations. It provides analysts with linked entities, timelines and context so that
the scope and impact can be determined more quickly. The outputs of the process are also used as
a basis for decisions on further steps and for communication with the customer.

Prioritize cases and create analytical outputs - BusinessProcess

The process uses the threat context to determine the priority of cases and the recommended
steps for handling. It creates analytical conclusions and summaries that link technical findings with
the impact on the customer's services and risk. The output consists of clear recommendations and a
basis for reporting, decision-making and response management.

Publish intelligence for the enrichment of security data - BusinessProcess

The process prepares intelligence output streams and ensures their availability according to
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the distribution rules for individual customers. Publication is focused on rapid use in detection and
investigation so that known threats can be identified in the data as early as possible. At the same
time, the process checks that published outputs meet quality requirements and are auditable.

Create timelines and assign attack techniques - BusinessProcess

The process assembles information into a timeline and shows the evolution of campaigns
and activities over time. It assigns typical attack procedures so that current findings can be
compared with already known behavioural patterns. The output helps understand the course of
events and supports the formulation of hypotheses in threat hunting.

Obtain threat intelligence from sources - BusinessProcess

The process ensures the intake of intelligence from external and internal sources, including
metadata on origin and time of receipt. It creates intake records so that the completeness and
progress of processing are traceable and outages or errors can be dealt with. The aim is consistent
input for further processing regardless of the differing formats of the sources.

4.3.6 Asset inventory — business view
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Figure 7 : Asset inventory — business view

A business view of the asset inventory service in SOCaaS and its realization through

Description of the elements used:

New asset identified - BusinessEvent

Asset inventory service - BusinessService
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processes. The diagram shows how asset data are obtained, recorded in the CMDB, categorized
and linked, how the life cycle and auditability are tracked, and how this information is subsequently
used to contextualize incidents, vulnerabilities and ticketing. It also captures the roles responsible
for maintaining the quality of the records and using the context across tenants (customers).
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Centralized recording and management of assets across tenants. It supports categorization,
relationships, and tracking of security status and life cycle. It provides context for vulnerabilities,
incidents, ticketing, audit and regulations.

Asset management (CMDB/Inventory) - BusinessFunction
Occurrence of an incident / alert escalated to an incident - BusinessEvent
Asset configuration change - BusinessEvent

Asset (Cl)
- BusinessObject
Device/system/application/virtual or cloud resource.

Analyst - BusinessRole
Uses asset records to contextualize incidents and to analyse impact and priorities.

Audit record / Compliance - BusinessObject
Evidence of the status and changes of assets for audit and regulations.

CMDB asset record
- BusinessObject
Asset attributes, tenant, criticality, status, change history.

Incident
- BusinessObject
A security incident contextualized by asset records.

Manager - BusinessRole
Uses asset records for audit, recovery planning, compliance and reporting.

Operator - BusinessRole

Works with tickets and SLAs; uses asset information for operational handling and
escalations.
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Operator - BusinessRole

Is responsible for the quality and timeliness of asset records, categorization, life cycle
management and data collection.

Tenant (Customer) - BusinessObject

Ticket
- BusinessObject

A work item for resolution; linked to an asset/incident/SLA.

Relationship between assets
- BusinessObject

Dependencies and interconnections  (topology, service-to-component, network
relationships).

Vulnerability (finding)
- BusinessObject

A finding linked to an asset; input for priority and impact.

Record and update assets in the CMDB - BusinessProcess

Maintaining asset records (identity, type, owner/tenant, criticality, status).

Categorize and link assets - BusinessProcess

Tagging and creating relationships between assets (dependencies, topology, relations).

Discover and obtain asset data - BusinessProcess

Obtaining data on devices, systems, applications and cloud resources; the aim is
completeness and timeliness.

Provide context for incidents, vulnerabilities and ticketing - BusinessProcess

Contextualization of incidents, analysis of impact and priorities, support for efficient ticketing.

Track the asset life cycle - BusinessProcess

Status transitions, change history, recovery planning, auditability.
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4.3.7 Cybersecurity incident management — business realization of the service
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Figure 8 : Cybersecurity incident management — business realization of the service
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Business view of the security incident management service in SOCaaS and its end-to-end
flow. The diagram shows the responsible roles and the main processes, from intake and triage,
through investigation and escalation, to coordination of handling and closure with post-incident
reporting. It also includes work with the key business objects (incident/case, alert, ticket, evidence,
communication record, report) and their link to the tenant, so that the incident management process
is consistent and auditable.

Description of the elements used:

Alert created - BusinessEvent

Incident Management - BusinessFunction

The business capability of the SOC team to manage security incidents end-to-end, including
recording, escalation, coordination and post-incident activities.

SLA threshold exceeded / escalation required - BusinessEvent

Security incident management service - BusinessService

Ensures triage, investigation, escalation, coordination of handling, incident closure and
reporting across tenants (customers).

Security incident identified - BusinessEvent
Asset (Cl) - BusinessObject
The affected asset or service in the customer's environment.

Alert / Notification - BusinessObject

An input signal that may lead to an incident (triage decides).

Analyst - BusinessRole

Triage, investigation, enrichment of the incident with context, proposal of next steps.

Evidence / Artefacts - BusinessObject
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Logs, indicators and analysis outputs needed for investigation and audit.

Incident (case) - BusinessObject

The main case record — status, severity, timeline, responsibilities.

Incident report - BusinessObject

Final report + recommendations/lessons learned.

Communication record - BusinessObject
A record of notifications and communication (who, when, what was notified).

Manager - BusinessRole

Decisions on escalation, approvals, communication at management level, reporting.

Operator - BusinessRole

Operational coordination, communication, ticketing, SLA oversight, execution of routine
actions.

Operator - BusinessRole

Support for the platform and data quality; during an incident, helps remove technical
obstacles (e.g. missing logs, integrations).

Tenant (customer) - BusinessObject

Separation of data and responsibilities by customer.

Ticket - BusinessObject
A work item for the implementation of corrective steps and SLA tracking.

Escalation and notifications - BusinessProcess

Escalate according to SLA and criticality; inform the correct contacts at the customer and
internal roles.

Coordination of handling and recovery - BusinessProcess

Management of remediation steps, status tracking, communication, ongoing updates.

Receive and record the incident - BusinessProcess

Creation of the case record and basic data, assignment of the tenant, category and priority.
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Triage and validation - BusinessProcess

Verify relevance, eliminate false positives, determine severity and the next course of action.

Closure and post-incident reporting - BusinessProcess

Incident conclusion, lessons learned, reports, recommendations, auditable trail.

Investigation and impact analysis - BusinessProcess

Determining the cause, scope, affected assets and service; proposal of mitigation.

4.3.8 Security reporting management - business realization of the service
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Figure 9 : Security reporting management - business realization of the service

The diagram describes how security reporting is managed in the SOCaaS service, from
triggering events to the creation of outputs, their distribution, archiving and audit. The business
function brings together processes that define metrics and templates, prepare the underlying data,
create visualizations, generate the report and ensure its delivery according to schedules and
permissions. The roles of analyst, operator, SOC team leader and manager have divided
responsibilities so that the outputs are consistent, traceable and usable both for the customer and
for internal management.
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Description of the elements used:

Scheduled report date - BusinessEvent

The event represents the regular reporting cycle according to the distribution plan and
triggers the preparation and generation of outputs. It ensures that reports are produced consistently
and on time for the agreed periods and recipients. It helps maintain predictability and reduces
dependence on manual initiation.

Request for an ad hoc report - BusinessEvent

The event occurs when the customer or management needs an extraordinary output for a
specific situation. It triggers the process of data preparation and report generation with a precisely
defined scope and level of detail. It supports a rapid response during incidents, audits or when
deciding on corrective steps. Related to UC_04 Notify and escalate a security incident by supporting
informed decision-making, traceability and the provision of outputs for responsible roles.

Security reporting management - BusinessFunction

The function manages the entire life cycle of reports, from defining metrics and templates to
publishing, scheduling distribution and archiving outputs. It ensures that reports are consistent,
comparable over time and adapted to the level of detail, from technical overviews to strategic
summaries. The function supports the traceability of exports and access management so that
reporting is secure even in a multi-customer environment. Relation to UC_04 Alert and escalate a
security incident by supporting informed decision-making, traceability and the provision of outputs
for the responsible roles.

Security reporting service - BusinessService

The service ensures the aggregation, visualization and distribution of security information for
various target groups in a multi-customer environment. It provides regular as well as ad hoc outputs
on incidents, alerts, the performance of measures and the fulfiiment of service level agreements in
order to support decision-making and accountability. The service maintains history, enables
retrospective analysis and supports audit and compliance with regulatory requirements. Relation to
UC _04 Alert and escalate a security incident by supporting informed decision-making, traceability
and the provision of outputs for the responsible roles.

Closure of a significant incident - BusinessEvent

The event signals that the incident has been resolved and is ready for a summary, lessons
learned and an assessment of the impact in reports. It triggers the update of metrics and trends
and, where applicable, the preparation of an output for management or the customer. It improves
accountability by ensuring that the outcome of the handling is also captured in historical outputs.
Relation to UC_04 Alert and escalate a security incident by supporting informed decision-making,
traceability and the provision of outputs for the responsible roles.

Start of the reporting period - BusinessEvent

The event marks the start of a new agreed reporting period, for example a week, a month or
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a quarter. It triggers the validation of metrics and templates and subsequently the preparation of
data so that the outputs are consistent and comparable over time. In a multi-customer environment,
it also confirms for which customers and to what extent the given reporting cycle will be carried out.

Analyst - BusinessRole

Prepares the technical content of reports, interprets trends and explains the causes of
changes in metrics and alerts. Uses reports to prioritize work, assess the effectiveness of detection
and support the investigation of incidents. Oversees the quality of the underlying data and adds
comments on findings that are important for decision-making.

Reporting audit record - BusinessObject

A record of access to reports and of the creation of exports, which contains who worked with
the outputs, when, for what reason and to what extent. It enables retrospective verification of the
legitimacy of access, the investigation of disputes and the demonstration of the traceability of
activities. In a multi-customer environment, the assignment to the customer and to the reporting
period is also recorded.

Historical reporting data - BusinessObject

They represent archived outputs and underlying data that enable retrospective analysis of
trends and verification of decisions. They maintain consistent time series and context so that the
effectiveness of measures can be compared over a longer horizon. They also serve for audit and for
demonstrating compliance with record retention requirements.

Manager - BusinessRole

Uses strategic summaries to decide on priorities, investments and accountability for security
measures. Requires auditability and clarity of outputs so that they can be defended before internal
audit or a regulator. Approves the rules for reporting, archiving and access to sensitive information
in a multi-customer environment.

Security metric - BusinessObject

Represents a defined value used to measure the state of security, for example the numbers
of incidents, alerts or time indicators of resolution. It contains the calculation methodology, the time
window and the assignment to the customer so that the results are comparable and interpretable. It
serves as the basis for trend overviews, performance evaluation and the fulfilment of service level
agreements.

Operator - BusinessRole

Ensures the operational distribution of reports, checks the availability of outputs and handles
practical requests for exports. Monitors scheduled report cycles, oversees delivery to the correct
recipients and records outages or export errors. Helps maintain reporting overviews so that they are
always ready for analysts and management.

Report access authorization - BusinessObject
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Represents the rules that determine who can view specific overviews, export reports or
change templates. In a multi-customer environment, it ensures the separation of data and restricts
access on the basis of role and customer. It supports secure distribution and minimizes the risk of
leakage of sensitive information.

Report distribution plan - BusinessObject

Contains the schedules, recipients and rules for delivering reports to individual roles and
customers. It takes into account data sensitivity and authorizations so that information is
disseminated only to the extent permitted. It supports automation and reduces the risk of delays or
incorrect delivery.

Reporting and archiving policy - Contract

The policy defines the scope of reporting, the frequency of outputs, minimum metrics and
rules for the level of detail for various target groups. It governs the retention of historical data, the
requirements for the traceability of exports and the rules for access to sensitive information. It
ensures that reporting is consistent, auditable and compliant with internal and regulatory
requirements. Relation to UC_04 Alert and escalate a security incident by supporting informed
decision-making, traceability and the provision of outputs for the responsible roles.

Trend overview - BusinessObject

Displays the development of selected metrics over time and makes it possible to identify
deviations, deterioration or improvement of the situation. It supports the comparison of periods and
the explanation of the causes of changes based on events, interventions and configuration
adjustments. It is used in planning measures, evaluating effectiveness and in communication with
management and the customer.

Security report - BusinessObject

It is the resulting reporting output for a defined period or for a specific ad hoc need. It
contains summaries of incidents, alerts, the fulfilment of service level agreements and
recommendations based on the identified trends. It is used for decision-making, audit,
communication with the customer and demonstrating accountability. Relation to UC_04 Alert and
escalate a security incident by supporting informed decision-making, traceability and the provision
of outputs for the responsible roles.

Report template - BusinessObject

Defines the structure of the report, the scope of content, the level of detail and the method of
presentation for a specific target group. It ensures the consistency of outputs across periods and
reduces the risk that important information is omitted. It also contains rules for labelling the period
and version and mandatory comments on interpretation.

SOC team leader - BusinessRole

Uses reports to manage team performance, check the fulfilment of service level agreements
and identify weaknesses in processes. Approves report templates and the level of detail for
individual target groups so that the outputs meet their needs. Coordinates improvement measures
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on the basis of trends and recurring causes of incidents.

Customer - BusinessRole

Receives selected reports and overviews according to the agreed scope and level of detail.
Uses the outputs to check the state of security, the fulfilment of service level agreements and to
decide on corrective steps. May request ad hoc reports in the event of significant events or when
compliance with audit requirements needs to be demonstrated.

Report export record - BusinessObject

Records the creation and handover of a report export, including the time, user, template and
data scope. It enables retrospective verification of who created the output and supports the
investigation of disputes or suspicious activities. It is important for audit and for traceability
requirements in regulated environments.

Request for an ad hoc report - BusinessObject

Captures a request for an extraordinary output outside the regular cycle, for example in the
event of a significant event or an audit. It contains the scope, target group, time period and
expected level of detail so that the report is prepared correctly. It supports the prioritization of work
and the traceability of why the report was created and for whom it was intended.

Use - Junction

Security reporting portal - Businessinterface

The interface provides access to overviews, visualizations and report exports according to
role and assignment to a customer. It enables filtering, comparison of periods and display of the
context of metrics so that users understand the causes of changes. It supports traceability by also
making available information on templates, versions and export history. Relation to UC_04 Alert and
escalate a security incident by supporting informed decision-making, traceability and the provision
of outputs for the responsible roles.

Aggregate and prepare underlying data - BusinessProcess

The process collects data from security sources and prepares them in a form suitable for
visualization and metric calculation. It ensures the consistency of time windows, normalization of
fields and quality control so that the outputs are not distorted. In a multi-customer environment, it
maintains data separation and the correct assignment of underlying data to the customer.

Archive and support retrospective analysis - BusinessProcess

The process retains historical reports and underlying data so that trends, decisions and
compliance with requirements can be verified retrospectively. It makes it possible to compare
periods, search for recurring causes of incidents and evaluate the effectiveness of security
measures. Archiving supports audit and accountability by keeping the outputs traceable and

immutable.
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Audit access to and exports of reports - BusinessProcess

The process records access to reports, export runs and significant changes to templates or
authorizations. It supports the investigation of unauthorized access and makes it possible to
demonstrate who worked with sensitive information. It is important for multi-tier teams and for
regulatory requirements that call for retrospective verification of activities.

Define metrics and report templates - BusinessProcess

The process determines which metrics are monitored, how they are calculated and which
output templates are used for individual target groups. It takes into account both the technical view
for analysts and strategic summaries for management and the customer so that the content is
appropriate. The result is a unified framework that enables comparison over time and reduces the
risk of ambiguous interpretation.

Distribute reports and provide access to overviews - BusinessProcess

The process delivers reports and makes interactive overviews available via the reporting
portal in accordance with the access rules. It supports ad hoc requests when it is necessary to
quickly prepare a view of a specific event or period. It ensures that users see only the data assigned
to their role and customer.

Generate a report and export outputs - BusinessProcess

The process creates reports in formats suitable for distribution and archiving, for example
tabular outputs and document reports. It ensures consistent labelling of the period, sources and
template version so that the report remains traceable even after some time. During export, it creates
a record that supports audit and the explanation of who created the output and when.

Schedule and automate report distribution - BusinessProcess

The process sets the schedules of regular outputs and the delivery rules for individual target
groups and customers. It takes into account data sensitivity and authorizations so that the outputs
reach only the correct recipients. It reduces the team's manual work and ensures that reporting
takes place consistently in accordance with the agreements.

Create overviews and visualizations - BusinessProcess

The process creates overviews of trends over time, summaries of alerts and incidents and
views of the fulfilment of service level agreements. The visualizations are designed to enable rapid
filtering, comparison of periods and identification of deviations. The outputs are prepared for both
technical and managerial use and support fact-based decision-making.

4.3.9 Management of the knowledge portal for the SOC team - business realization
of the service
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Figure 10 : Management of the knowledge portal for the SOC team - business realization of
the service

The diagram captures how SOCaaS builds and maintains the knowledge needed for a
consistent response to incidents. It shows the responsibilities of roles in content creation, approval,
searching for procedures and recording lessons learned from incidents, including access
management and links to incidents and work tasks. The aim is for procedures to be traceable,
versioned, controlled and immediately usable when handling cases.

Description of the elements used:

Knowledge portal management - BusinessFunction
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The function manages the creation, approval, versioning and publication of knowledge
content so that it is up to date and usable in practice. It ensures the structure of the content, its
searchability, links to incidents and the traceability of changes for audit and retrospective learning. It
supports integration with other SOC tools so that knowledge is naturally used when handling cases.
Related to UC 04 Notify and escalate a security incident by supporting uniform procedures,
traceability of decisions and collective learning from incidents.

Knowledge portal service for the SOC team - BusinessService

The service provides a central place for storing and sharing playbooks, procedures,
recommendations and lessons learned from incidents. It increases the consistency of response,
shortens the onboarding time of new members and supports the standardization of methodologies
and processes. In a multi-customer environment, it ensures permissions, change history, versioning
and links to incidents and work tasks. Relation to UC_04 Alert and escalate a security incident by
supporting uniform procedures, traceability of decisions and collective learning from incidents.

Manager - BusinessRole

The manager approves content that has an impact on rules, responsibilities, escalations or
requirements for the customer. The manager checks compliance with internal policies, audit
requirements and commitments to the customer. This role is particularly suitable for content with a
higher level of formality.

Operator - BusinessRole

The operator supplements the knowledge base with operational procedures, configurations
and routine steps that ensure repeatability. Updates guides when tools and workflows change and
ensures that the steps are feasible in practice. The role is particularly suitable for procedure and
guide content, not for analytical interpretations.

Knowledge access authorization - BusinessObject

Defines who can read, edit or approve content and to what extent. It ensures that sensitive
knowledge is available only to authorized roles and that no undesirable visibility occurs in a multi-
customer environment. It supports access control and traceability of who has worked with the
content.

Response playbook - BusinessObject

It is a practical step-by-step procedure for typical situations, for example malware, data
leakage or suspicious communication. It ensures consistency of response, minimizes improvisation
and speeds up decision-making under pressure. It contains checkpoints that help to demonstrate
the correct procedure during audits and retrospective reviews. Relation to UC_04 Alert and escalate
a security incident by supporting uniform procedures, traceability of decisions and collective learning
from incidents.

Knowledge management policy - Contract

The policy defines the content structure, the rules for creating, approving and versioning
documents and the minimum quality requirements. It governs authorizations, access to sensitive
knowledge, archiving and the way of linking to incidents and work tasks. It ensures that knowledge
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is consistent, auditable and maintainable in the long term in a multi-customer environment. Related
to UC_04 Notify and escalate a security incident by supporting uniform procedures, traceability of
decisions and collective learning from incidents.

Lesson learned from an incident - BusinessObject

Records what worked, what failed and what improvements need to be made after an
incident has been resolved. It is reflected in adjustments to playbooks, templates and settings so
that the same mistakes are not repeated. It is important for building team knowledge and for the
long-term improvement of response effectiveness. Related to UC_04 Notify and escalate a security
incident by supporting uniform procedures, traceability of decisions and collective learning from
incidents.

Document version - BusinessObject

Represents a specific state of a document at a point in time, including the author, date and
list of changes. It makes it possible to return to previous content and explain why a procedure or
recommendation was modified. It supports audit and reduces the risk that outdated or unapproved
content will be used.

Knowledge article - BusinessObject

It represents a stand-alone document with structured content that describes a topic,
procedure or recommendation. It contains a description of the problem, resolution steps, conditions
of use and references to related sources and incidents. It is versioned and governed by permissions
in order to preserve quality and the traceability of changes.

Knowledge portal for the SOC team - Businessinterface

The interface provides access to documents, playbooks and lessons learned and enables
searching by topic, incident and attack technique. It supports work with versions, comments and
links to incidents and tasks so that knowledge can be used directly in operation. It ensures access
management and displays the change history for traceability. Relation to UC_04 Alert and escalate
a security incident by supporting uniform procedures, traceability of decisions and collective learning
from incidents.

Link knowledge to incidents and work tasks - BusinessProcess

The process creates links between documents, incidents and tasks so that the correct
procedure is used when handling cases. It makes it possible to quickly understand which procedure
was used and what its outcome was, which supports audit and retrospective verification. It reduces
duplicate documentation by sharing content via links rather than by repeated copying.

Version and approve documents - BusinessProcess

The process manages document versions, records changes and enables an approval
procedure before publication. It increases the credibility of the content by ensuring that each change
has an author and a reason and is traceable even after some time. It supports audit and enables a
return to previous versions in the event of disputes or when a comparison is needed.
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Search for and use procedures when handling cases - BusinessProcess

The process makes it possible to quickly find a relevant playbook or guide according to the
type of incident, indicator or attack technique used. It supports a consistent response procedure and
reduces the risk of important steps being omitted under time pressure. Knowledge is used directly
when working with incidents, and the result can subsequently be added back to the content.

Create and maintain knowledge content - BusinessProcess

The process includes the creation of documents, playbooks and recommendations and their
continuous updating according to developments in threats and tools. It ensures that knowledge is
captured in a structured form and is available to the whole team without dependence on specific
individuals. The content is also supplemented with practical notes and examples so that it is usable
in real situations.

Record lessons learned from incidents and improvements - BusinessProcess

The process captures lessons learned from closed incidents and turns them into specific
modifications of playbooks, recommendations and procedures. It ensures that the team learns
collectively and that knowledge is also available to new members. It helps to improve the quality of
response over time and to reduce the repetition of the same mistakes.

Regular review of knowledge content - BusinessEvent

The event represents a scheduled moment when the currency of articles and playbooks is
checked according to the agreed cycle. It triggers a review of the content, the identification of
outdated procedures and the preparation of changes for approval. It helps to prevent the team from
using outdated guides when handling cases.

Deficiency identified in the procedure for handling a case - BusinessEvent

The event occurs when an analyst, during handling, finds that an existing procedure is
incomplete, unclear or does not cover a specific situation. It triggers the supplementing of the
content and its subsequent approval so that the finding is reflected in the standardized procedure. It
supports continuous improvement without waiting for major review cycles.

Change of a tool or working procedure in the SOC - BusinessEvent

The event occurs when tools, workflows or responsibilities are modified in a way that
changes how cases are handled. It triggers the update of related articles and playbooks so that they
correspond to actual operations. It reduces the risk of errors caused by inconsistencies between
documentation and practice.

Analyst - BusinessRole

Uses the knowledge portal when handling cases and searches for approved procedures. Is
responsible for ensuring that the current versions are used in practice and that deviations or new
findings are fed back into the knowledge base. Participates in recording lessons learned after
incidents are closed.
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Incident - BusinessObject

A record of a security event that requires coordinated handling, recording of steps and
closure with an outcome. It serves as an anchor for linking to the procedures used, relevant articles
and lessons learned so that the course of handling can be justified retrospectively. It supports audit
and accountability in a multi-customer environment.

Work task - BusinessObject

A record of a task that arises during remediation, the addition of evidence or the
implementation of recommendations from knowledge content. It makes it possible to track the
status, deadlines, responsibility and outcome so that improvements are implemented and do not
remain only in the documentation. The link to knowledge ensures that the task has a clear
procedure and an expected output.

SOC team leader - BusinessRole

Ensures that knowledge is used consistently and that lessons learned from incidents are
reflected in procedures. Manages the links between incidents, work tasks and relevant content so
that the handling methodology is traceable. Oversees the quality and completeness of, and
compliance with, the knowledge management policy.

4.4 BPMN - Business process model

4.5 Use cases

The following chapter presents the individual user scenarios.

4.5.1 Actors
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Figure 11 : Actors

Name of the actor/role Description

Administrator Responsible for: SIEM, log processing,
data visualization, alerting, EDR/XDR, asset
management, vulnerability scanner and security
data sources.
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Name of the actor/role

Description

Analyst Responsible for areas such as: Log
processing, SOAR, ML-based detection, Data
visualization, Alerting, EDR/XDR, Asset
management, Vulnerability scanner, knowledge
base, Incident recording and management, and
Reporting.

Architect Responsible for areas such as: ML-

based detection and EDR/XDR.

Solution architect

Responsible for areas such as: SIEM
and Log processing.

Auditor

Responsible for areas such as: SIEM,
SOAR, Asset management, Incident recording
and management, Reporting, Optional
extensions, System administration, CTI and
Alerting.

Security analyst

Responsible for areas such as: SIEM,
Log processing, SOAR, ML-based detection,
Data visualization, Alerting, EDR/XDR, CTI,
Asset management, Vulnerability scanner,
Security data sources, Knowledge base,
Ticketing, and Incident recording and
management.

Security architect

Responsible for areas such as: SIEM,
SOAR, ML-based detection, Data visualization,
EDR/XDR, Secure data sources, Knowledge
base, Incident recording and management, and
System administration.

Data Scientist

Responsible for areas such as: ML-
based detection.

Developer

Developer is a basic role focused on the
design, development, modification and
maintenance of software, scripts and integration
solutions.

It focuses on implementing logic,
automating processes and providing technical
support for development.

DevOps

Responsible for areas such as: SIEM,
Log processing, ML-based detection,
Vulnerability scanner, Security data sources,
System administration and Optional extensions.

DevSecOps

Responsible for areas such as: SOAR,
CTI, Vulnerability scanner and system
administration.

Forensic analyst

Responsible for areas such as: optional
extensions and EDR/XDR.
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Name of the actor/role Description
Incident handler Responsible for areas such as: SOAR

and Incident recording and management.

Incident Handler

End user Responsible for areas such as: Data
visualization.

L1 Analyst

L2 Analyst

L3 Analyst

Manager Responsible for areas such as: SIEM,

ML-based detection, data visualization, alerting,
Asset management, vulnerability scanner,
knowledge base, Ticketing, Reporting and
Optional extensions.

Security manager Responsible for areas such as: SIEM,
SOAR, ML-based detection, Data visualization,
Alerting, EDR/XDR, CTI, Asset management,
Vulnerability  scanner, Ticketing, Incident
recording and management, Reporting, System
administration and Optional extensions.

ML engineer Responsible for areas such as: ML-
based detection.

ML specialist Responsible for areas such as: ML-
based detection and EDR/XDR.

Operator Responsible for areas such as: alerting,

EDR/XDR, CTI, asset management, vulnerability
scanner, security data sources, knowledge
base, ticketing and system administration.

Service provider Responsible for areas such as: SIEM.

Service operator Responsible for areas such as: data
visualization.

Platform operator Responsible for areas such as: SIEM.

Operations team Responsible for areas such as: alerting
and optional extensions.

SLA operator Responsible for areas such as: alerting.

SOC analyst Responsible for areas such as:

EDR/XDR, CTI, incident recording and
management, reporting and optional extensions.

SOC operator Responsible for areas such as: alerting,
EDR/XDR, knowledge base and ticketing.
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Name of the actor/role

Description

Administrator

The administrator is a basic technical
role responsible for the operation, maintenance
and functioning of IT infrastructure and systems.

It covers competencies ranging from
infrastructure, through systems management, to
configuration administration.

Infrastructure administrator

Responsible for areas such as: Log
processing, Asset management and System
administration.

System administrator

Responsible for areas such as: SOAR,
Data visualization, alerting, EDR/XDR, Asset
management, Vulnerability scanner, Security
data sources, Knowledge base, Ticketing,
Incident recording and management, Reporting
and System administrationdata visualization.

System architect

Responsible for areas such as: SIEM,
Log processing, SOAR, ML-based detection,
Vulnerability scanner and System
administration.

System integrator

Responsible for areas such as: SIEM,
Log processing, SOAR, ML-based detection,
Data visualization, Alerting, EDR/XDR, CTI,
Asset management, Vulnerability scanner,
Security data sources, Knowledge base,
Ticketing, and Incident recording and
management.

SOC lead

Responsible for areas such as: alerting.

SOC team lead

Responsible for areas such as: data
visualization.

Developer

Responsible for areas such as: SIEM,
SOAR, ML-based detection and Security data
sources.

4.5.2 General use cases

45.2.1

4.5.2.2

Use case diagrams

UC_00 - Initialization and configuration of SOCaa$S
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FREQ_004 - Proces spravy
incidentov

tics

7

ing nového

FREQ_001 - Proces monitorovania
bezpeénostnych udalosti

FREQ_006 - Proces reporting a
vizualizacia

UC_00c— Nastavenie
korelacii a dashboardov

FREQ_008 - Centralizacia Iogoj

UC_00b - Aktivacia
logovacich agentov

UC_00a - Overenie
zakaznickeho profilu

UC_00d — Nastavenie
incident managementu

UC_13 — Navrhnit a udrziavat
bezpeénostnu architekturu SOCaaS

UC_03 - Spravovat

detekéné a korelaéné UC_00 - Inicializacia a

iy - dnduder konfigurécia SOCaa$ «include» prostredia zakaznika
/ <primarny>
Systémovy integrator Spréavca Prevadzkovatel Architekt

Figure 12 : UC_0O - Initialization and configuration of SOCaaS
Use e . .
case UC_00 - Initialization and configuration of SOCaaS
The use case describes the initial initialization and set-up of
Objecti SOCaaS for a new customer. It includes the activation of logging sources
ve and the set-up of integration points, dashboards and basic security
processes.
. Precon The customer has a tenant created.
dition
dition Precon The architect has configuration permissions.
" Precon Basic network connectivity is available.
dition
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Postco
ndition

SOCaaS is successfully initialized and ready for monitoring and
detection.

Postco
ndition

The basic modules are activated: logging, SIEM correlations,
dashboards, incident management.

Postco
ndition

Logs from all mandatory sources contain the mandatory fields for
detection.

Basic Path Basic Path

tep

Activity

The architect starts the initialization process for a new customer.

interface.

The system loads the customer profile and prepares the configuration

3 Ticketing).

The architect selects the modules to be activated (SIEM, SOAR, CTI,

activation of agents, creation of dashboards).

The system performs the initialization tasks (registration of sources,

5 The architect confirms the configuration.
6 The system saves the configuration and reports successful completion.
ALT_00_01 — Incomplete customer profile Alternate
S o

tep Activity
1 The system detects missing data.
2 It notifies the architect to supply the missing data.
3 The process continues once the information has been supplied.
ALT_00_02 — Unavailable logging sources / infra Alternate
S o

tep Activity

the customer's API.

The system is unable to establish a connection with the logging agent or

2

It displays an error and offers the option to retry or skip the module.

3

The process continues with limited functionality.

Linked functional requirements
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UC 03 - Manage
detection and correlation rules

This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on I0Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process — their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

UC_00b — Activation of
logging agents

The system activates the customer's logging agents
to send logs to SOCaaS.

UC_13 — Design and
maintain the security
architecture of the customer's
S0OCaaS environment

UC_13 addresses the design and ongoing
maintenance of the technical and security architecture for a
specific customer:

how the customer is connected to SOCaas,

which systems, zones and logging sources are
integrated,

through which channels the data flow (agent,
syslog, API, VPN, peering...),

how SIEM, SOAR, TlI, ticketing, EDR, vuln scanners
and asset mgmt are interconnected.

The output is an approved and maintained
architectural design (topology, integration points, data
flows) and a list of mandatory log sources and log types,
which serves as the basis for onboarding (UC_00),

monitoring (UC_01), asset management (UC_11),
vulnerability management (UC_12) and automation
(UC_O07).

UC _00c — Setting up
correlations and dashboards

The system creates predefined correlation rules and
dashboards for monitoring security events.

UC 00a - Verification
of the customer profile

The system verifies whether the customer tenant
contains all mandatory data (identification, technical,
integration).

UC_00d - Setting up
incident management

The system activates the workflow for incident
management and role assignment.

S UC_00a - Verification of the customer profile
case

Objecti The system verifies whether the customer tenant contains all
ve mandatory data (identification, technical, integration).
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. Precon The tenant exists in the system.
dition
. Postco The customer profile is confirmed as complete.
ndition
Basic Path Basic Path
S -
tep Activity
1 The platform operator starts the profile verification.
2 The system loads the customer data.
3 The system checks the mandatory fields.
4 The verification is successful.
ALT _00a_01 — Incomplete data Alternate
S o
tep Activity
1 The system requests that the missing data be supplied
ALT_00a_02 — The tenant lacks technical configuration Alternate
S -
tep Activity
1 The system stops the process and notifies the administrator.
Linked functional requirements
The solution must ensure the onboarding of a new
customer, during which their infrastructure is integrated into
the multi-tenant SOCaa$S environment. This includes:
FREQ_021 ) . setting up the logging agent
Onboarding of a new customer . configuration of correlation rules
. creation of separate dashboards
. setting up incident management for the
customer
UC_00a - Verification . The system verifies wheth.er thg cgstomer tenant
) contains all mandatory data (identification, technical,
of the customer profile . )
integration).
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e UC_00b — Activation of logging agents
case -
Objecti The system activates the customer's logging agents to send logs to
ve SOCaaS.
- Precon The customer systems are available.
dition
s Precon The communication channels are open.
dition
Postco . . .
ndition The logging agents are active and sending data.
Basic Path Basic Path
S -
tep Activity
1 The platform operator starts the activation.
2 The system contacts the logging agents.
3 The availability of the API and certificates is verified.
4 The agents are activated.
ALT _00b_01 — The agent does not respond Alternate
S o
tep Activity
1 The system reports an error and continues later.
ALT_00b_02 — Invalid API keys Alternate
S -
tep Activity
1 The system requests that the keys be uploaded again.
Linked functional requirements
FREQ 008 - Log .Thtla solution must ensure the collection gnd
o centralization of logs from systems, networks, endpoints
centralization C
and applications.
UC_00b — Activation of The system activates the customer's logging agents
logging agents to send logs to SOCaaS.
R, Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND RESILIENCE: OF THE SLOVAK REPUBLIC 73
g NextGenerationEU PLAN




UNIVERSITY OF ZILINA
ﬁ Zi‘éﬁﬁ?:?&?ﬁ!igeme"‘ seenee BRAIN:IT
Use , .
case UC_00c — Setting up correlations and dashboards
Objecti The system creates predefined correlation rules and dashboards for
ve monitoring security events.
. Precon The SIEM module is active.
dition
Precon Logs are arriving in the system
dition g g ystem.
o Postco The correlation rules and dashboards are configured.
ndition
Basic Path Basic Path
S -
tep Activity
1 The platform operator starts the set-up.
2 The system loads the correlation template.
3 The system creates dashboards for monitoring.
4 The configuration is saved.
ALT_00c_02 — The dashboard cannot be created Alternate
S o
tep Activity
1 The system creates only a minimal version. (the last executable one)
ALT _00c_01 — The correlation rule is invalid Alternate
S -
tep Activity
1 The system skips it and reports an error.
Linked functional requirements
i , Ensure the reporting and visualization process —
. FR.EQ.—006 Reporting ensures regular output for management, auditors and SOC
and visualization process
analysts.
i . Ensure the security event monitoring process —
FRI.EQ.—OM Security ensures the collection and tracking of logs, metric data and
event monitoring process ;
alerts from all integrated systems.
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UC_00c — Setting up The system creates predefined correlation rules and
correlations and dashboards  dashboards for monitoring security events.

S UC_00d — Setting up incident management
case

Objecti The system activates the workflow for incident management and
ve role assignment.
dition Precon The Ticketing or SOAR module is initialized.
ndition Postco The incident lifecycle (triage — analysis — closure) is ready.

Basic Path Basic Path

S -
tep Activity

1 The platform operator starts the configuration.

2 The system loads the workflow templates.

3 The system creates incident categories and priorities.

4 It assigns roles (Analyst, Operator, Manager).

ALT_00d_01 — No user roles exist Alternate

S o
tep Activity

1 The system stops the workflow and asks the administrator to add roles.

ALT_00d_02 — The Ticketing module is unavailable Alternate

S -
tep Activity

1 The system activates only the basic SOAR fallback.

Linked functional requirements

FREQ_004 - Incident . Ensure .the |nC|d.en.t maqaggment process -

includes recording, classifying, prioritizing, documenting
management process LT
and closing incidents.

UC_00d - Setting up The system activates the workflow for incident

incident management management and role assignment.
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4.5.2.3 UC_01 - Monitor security events
[7 [7 [7
FREQ_008 - Centralizacia logov FREQ_009 - Normalizacia a FREQ_010 - Ukladanie a
obohacovanie tdajov indexovanie Udajov

B JA 4

\ I !

UC_01b - Normalizacia
a obohacovanie udajov

UC_01c - Indexdcia a

UC_01a - Zber logov -
ukladanie udajov

«include»
h

UC_04 - Upozornit a UC_01 - Monitorovat FREQ_001 - Proces monitorovania
eskalovat — |[<T T T T " bezpeénostné udalosti bezpeé&nostnych udalosti

N . «extend»
bezpecnostny incident

o <primarny>
<primdrny>

Operator Spravca Systémovy integrator

Figure 13 : UC_01 - Monitor security events

e UC_01 - Monitor security events
case

The use case describes the continuous monitoring of security

Objecti events within SOCaaS. It includes the collection of events, their
ve normalization, enrichment and the preparation of alerts for the subsequent
incident detection process.
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Precon . .

dition The logging agents are active.

" Precon The SOCaaS SIEM module is functional.

dition

dition Precon UC_00 (initialization) has been successfully completed.
Postco The events are processed and passed on to the incident detection

ndition process.
Postco :

ndition The alerts are displayed to the operator.

o Postco Monitoring runs in real time.

ndition
Basic Path Basic Path
S -

tep Activity
1 The operator monitors the control dashboard in SOCaaS.
2 UC_01a: The system receives events from logging sources.
3 UC_01b: The system normalizes and enriches the data.
4 UC_01c: The system indexes the stored data for fast searching.
5 SOCaaS generates alerts based on correlation rules.
6 The operator sees the resulting security events.
- The use case ends; monitoring continues without restriction.

The operator evaluates the alert.
8 If it is critical — activates UC_04 - Notify and escalate a security incident.
The Use Case ends — monitoring continues.

ALT _01_01 — Unavailable logs or agents Exception
S -

tep Activity
1 SOCaasS is not receiving data from the source.
2 The system creates a “Missing logs” alert.
3 The administrator is notified and can resolve the problem manually.
ALT 01_02 — Overloaded SIEM or pipeline Exception
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S -
tep Activity
1 SOCaaS cannot keep up with processing the stream of events.
2 The system enables protective mechanisms (rate-limiting, buffering).
3 The operator is notified of the risk of event loss.

Linked functional requirements

UC_01c -
indexing and storage

Data

The use case handles the storage of normalized
security events in storage and their indexing for fast
searching and correlation mechanisms.

UC_04 - Notify and
escalate a security incident

After the system detects and creates a security
incident (UC_01, UC_03), the objective of UC 04 is to
ensure that the right person (1st level) learns about it in
time, that someone takes over the incident and that, in the
event of inactivity or increasing severity, the incident is
automatically escalated to a higher level

UC 01b - Data
normalization and enrichment

The use case ensures the normalization of logs into
a uniform format and their enrichment with information from
CTI, the asset database or user data.

It ensures the technical reception of logging data

UC 0O1a - Log from systems, applications, devices and sources into the

collection SIEM platform. It is the foundation of the monitoring
process.

FREQ_ 001 - Security Ensure the security event monitoring process —

event monitoring process

ensures the collection and tracking of logs, metric data and
alerts from all integrated systems.

S UC_01a - Log collection
case
Obiecti It ensures the technical reception of logging data from systems,
ve I applications, devices and sources into the SIEM platform. It is the
foundation of the monitoring process.
Precon The communication channel between the system and the agent is
dition functional.
Precon . . :
dition The logging agent is active.
. Postco The logs are ready for the next step — normalization.
ndition
. Postco SOCaaS has received new logs.
ndition
Basic Path Basic Path
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S -
tep Activity
1 The logging agent sends security events.
2 SOCaasS receives the data.
3 The format and integrity of the logs are verified.
4 The logs are passed on to the normalization process.
ALT_0O1a_01 — Logs are not being delivered Alternate
S o
tep Activity
1 SOCaaS does not record any data from the source.
2 The system creates a “Missing logs” notification.
3 The administrator receives a notification.
ALT 01a_02 — Invalid log format Alternate
S o
tep Activity
1 The log has an incorrect format or missing fields.
2 SOCaasS rejects it and stores it in the quarantine buffer.
3 A notification is sent to the integrator.
Linked functional requirements
FREQ_008 Log .Thg solution must ensure the collection gnd
o centralization of logs from systems, networks, endpoints
centralization C
and applications.
It ensures the technical reception of logging data
UC 0O1a - Log from systems, applications, devices and sources into the
collection SIEM platform. It is the foundation of the monitoring
process.
Use L .
UC_01b — Data normalization and enrichment
case
Obiecti The use case ensures the normalization of logs into a uniform
ve ) format and their enrichment with information from CTI, the asset database
or user data.
dition Precon A configuration of normalization rules exists.
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" Precon UC_01a (log collection) was successful.
dition
o Postco The log is normalized and enriched.
ndition
Postco : .
ndition The data are ready for storage and indexing.
Basic Path Basic Path
S o
tep Activity
1 SOCaasS loads the received logs.
2 A normalization profile is applied according to the source type.
3 Data enrichment (IP reputation, hostname, user).
4 The resulting event is ready for indexing.
ALT_01a_01 — Unknown log type Alternate
S -
tep Activity
1 The system uses a fallback normalization profile.
ALT _01a_02 — CTI feed is missing Alternate
S -
tep Activity
1 The system performs normalization without enrichment and marks the
event as “unenriched”.
Linked functional requirements
FREQ_009 - Data The solution must ensure data normalization and
normalization and enrichment  enrichment.
The use case ensures the normalization of logs into
UC 01b - Data . . . s .
o . a uniform format and their enrichment with information from
normalization and enrichment
CTI, the asset database or user data.
S UC_01c — Data indexing and storage
case
Objecti The use case handles the storage of normalized security events in
ve storage and their indexing for fast searching and correlation mechanisms.
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dition Precon Data normalization (UC_01b) has been completed.
s Precon The storage and the cluster are available.
dition
- Postco The events are stored in the SIEM database.
ndition
Postco :
ndition The indexes are ready for query systems.
Basic Path Basic Path
S -
tep Activity
1 The system takes over the normalized data.
2 It writes them to storage (DB or distrib. index).
3 It creates/updates the indexes.
4 The event is available for correlation rules.
ALT_0O1c_01 - Storage unavailable Alternate
S o
tep Activity
1 The system stores the data in a buffer and creates an alert.
ALT_01c_02 — Storage space exhausted Alternate
S -
tep Activity
1 The system activates a clean-up or alerts operations.
Linked functional requirements
FREQ_010 - Data The solution must ensure the storage, indexing and
storage and indexing retention of data.
UC 01c _ Data _The use case handles the storage of normalized
. . — security events in storage and their indexing for fast
indexing and storage ! . .
searching and correlation mechanisms.

45.2.4 UC_02 - Visualize and report security data
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Figure 14 : UC_02 - Visualize and report security data
Use : : .
UC_02 - Visualize and report security data
case
The system enables SOC operators and the administrator to display
Objecti  security events using dashboards, filters, charts and tabular outputs. It also
ve enables the generation of reports and the export of data for management,
audit or customers.
dition Precon The dashboards are defined in the configuration (UC_00c).
dition Precon UC 01c — The data are indexed and available for visualization.
dition Precon UC_01 — Monitoring is running and providing data.
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o Postco The activity is recorded in the audit log.
ndition
ndition Postco The report has been generated or exported (if initiated).
. Postco The user sees updated visualizations.
ndition
Basic Path Basic Path
S o
tep Activity
1 The actor opens the “Visualization and reporting” module.
The system loads the available dashboards and reports according to the
actor's role.
3 The actor opens a dashboard — the system displays charts, metrics,
tables.
4 The actor can apply filters (time, event type, source).
5 The actor can click on “Create report”.
The system compiles the report according to the selected format and
template.
7 The actor can use the “Export report” function (PDF, CSV, JSON).
ALT _02_01 — Unavailable data Alternate
S o
tep Activity
1 The dashboard returns an empty dataset.
2 The system displays a warning.
3 The Operator and the Service operator can change the filtering criteria.
ALT_02_ 02 — Incorrect permissions Alternate
S -
tep Activity
An actor (e.g. the Service operator) opens a dashboard outside their
tenant.
2 The system displays the error “Insufficient permissions”.
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ALT_02_03 — Report generation failed Alternate
tep S Activity
1 It displays an error message.
2 It saves the error in the audit log.
3 An actor (e.g. the Service operator) opens a dashboard outside their
tenant.
Linked functional requirements
UC_02a - Display a The user opens a dashboard that visualizes security
dashboard events, metrics and system states in real time.

FREQ_006 - Reporting
and visualization process

Ensure the reporting and visualization process —
ensures regular output for management, auditors and SOC
analysts.

UC_02 - Visualize and
report security data

The system enables SOC operators and the
administrator to display security events using dashboards,
filters, charts and tabular outputs. It also enables the
generation of reports and the export of data for
management, audit or customers.

S UC _02a — Display a dashboard
case
Objecti The user opens a dashboard that visualizes security events, metrics
ve and system states in real time.
dition Precon The system is initialized and configured (UC_00).
dition Precon All log sources are active and data are being received (UC_01).
Precon The user is authenticated and has a role that allows dashboards to
dition be displayed.
o Postco The dashboard has been displayed with current data.
ndition
. Postco The user can save filters, views or sections (if authorized).
ndition
Basic Path Basic Path
S o
tep Activity
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1 The actor opens the Dashboards module.

2 The system loads the available dashboards according to the role.

3 The actor selects a dashboard to display.

4 The system loads and renders the visualizations (charts, heatmaps,

tables).

5 The system updates the visualizations in real time or at defined intervals.
specificA:jLa;rsB%%aa_rgz — The user does not have permission for a Alternate
tep S Activity

1 The system hides the dashboard or displays “Access Denied”.

2 The actor must ask the administrator for access.

ALT _02a_01 — Data fail to load Alternate
tep S Activity

1 The system detects that the sources are unavailable.

2 Instead of charts, it displays the message: “Data are not available.”

3 It offers to refresh or switch the source.

Linked functional requirements

FREQ_012 - The solution must ensure the visualization of
Visualization of outputs outputs
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FREQ_031 -
Dashboard design

The solution must ensure dashboard design. To
maintain clarity, dashboards within SOCaa$S will be divided
according to functional layers as follows:

1. Global overviews (SOC Overview) Intended
for management and SLA reporting — they include
daily/monthly incident statistics, threat types, top 10 IP
addresses, countries of origin of attacks and ticket
resolution time.

2. Alert monitoring dashboards Focused on
operational monitoring — they display new alerts,
breakdown by severity (Critical, High, Medium), time trends
and correlations between multiple sources.

3. Thematic dashboards They cover specific
areas:

. EDR activities: recorded files, processes,
attempts to execute malicious code.

. Vulnerabilities and scans: results from
Greenbone or OpenSCAP.

. Firewall and network logs: accesses, ports,

detected scanning activities.

4, Detailed analytical dashboards — They are
used by L2 analysts and for threat hunting. They contain
heatmaps, time slices, distributions by hour, country, ASN,
IOC occurrence and the like.

5. Ad hoc and incident-specific dashboards —
They are created during the investigation of a specific case,
where the analyst builds their own visualization based on
data from Elasticsearch.

UC 02b — Create a
report

The user creates a one-off report or saves a
reporting template based on data from dashboards or
events.

FREQ_032 -
Dashboard structure

The solution must ensure a dashboard structure in
which dashboards are composed of individual panels that
may contain charts, tables, heatmaps, distribution
histograms, metrics or maps. Each dashboard within
SOCaaS is designed as a composition of these
visualizations focused on a specific aspect of monitoring or
analysis.

System security overview

Correlation and incident dashboards
Visualization of network traffic and access
Monitoring of authentications and user behaviour

Integrated overview for the SOC analyst

UC_02a - Display a
dashboard

The user opens a dashboard that visualizes security
events, metrics and system states in real time.
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UC_02a - Display a The user opens a dashboard that visualizes security
dashboard events, metrics and system states in real time.
UC_02a - Display a The user opens a dashboard that visualizes security
dashboard events, metrics and system states in real time.
UC_02a - Display a The user opens a dashboard that visualizes security
dashboard events, metrics and system states in real time.
SEE UC _02b — Create a report
case
Objecti The user creates a one-off report or saves a reporting template
ve based on data from dashboards or events.
dition Precon The dashboards are available and the data are indexed (UC_01).
dition Precon The user has the “Create Report” permission.
s Postco The report is saved in the system.
ndition
Postco . .
ndition It can be displayed, edited or exported (UC_02c).
Basic Path Basic Path
S -
tep Activity
1 The actor opens the Reports module.
2 Selects “Create a new report”.
3 Selects: report type, time range, template or custom design.
4 The system loads the necessary data.
5 The user confirms the generation.
6 The system generates the report and saves it in the report database.
ALT_02b_02 — Unavailable data for the report Alternate
S o
tep Activity
The system displays the message “Data for the selected period are not
available”.
2 The Operator, Service operator or Administrator selects a different period.

c
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ALT_02b_01 — Invalid report parameter Alternate
S -
tep Activity
1 The system detects a missing parameter (time period, data source...).
2 It displays an error and requests that it be supplied.
Linked functional requirements
The solution must ensure reporting. Reporting in
SOCaaS will fulfil several basic objectives:
. Operational overview — display of system
status, number of incidents, agent activity.
. Security reporting — outputs on detected
_ threats, attack types, trends.
FREQ_033 - Reporting _ _ _
. Compliance reporting — reports according to
regulatory requirements (e.g. GDPR, NIS2).
. Management reporting —  aggregated
statistics and indicators for the organization's management.
. Customer reporting — individual overviews
for individual clients of the multi-tenant SOCaaS.
UC 02c - Export a The user exports an existing report to PDF, CSV,
report JSON or PNG and can send it by email or via a webhook.
The user creates a one-off report or saves a
report UC_02b - Create a reporting template based on data from dashboards or
P events.
SEE UC_02c — Export a report
case
Objecti The user exports an existing report to PDF, CSV, JSON or PNG
ve and can send it by email or via a webhook.
Precon .
dition There is a generated report (UC_02b).
- Precon The user has the “Export Report” rights.
dition
. Postco The system has created a file in the selected format.
ndition
ndition Postco The file has been downloaded or sent to an external endpoint.
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Basic Path Basic Path
tep S Activity
1 The user opens the report detail.
2 Selects the Export option.
3 Selects the format (PDF/CSV/JSON/PNG).
4 The system generates the export.
5 The file is downloaded or sent according to the settings.
ALT_02c_02 - Insufficient permissions Alternate
tep S Activity
1 The system displays “Access Denied”.
2 It offers to request access.
ALT _02c_01 — Export fails (timeout, large dataset) Alternate
tep S Activity
1 The system reports an export error.
2 It offers an offline export or splitting of the data.
Linked functional requirements
FREQ_160 - Option to Exporting reports manually or their scheduled
download a report or send it automatic distribution. Possibility of downloading a report or
automatically sending it automatically (e-mail, webhook)
The solution must ensure manual export of reports.
It will be possible to export reports as:
. PDF document — generated snapshot of the
current dashboard.
FREQ_034 - Manual . PNG image — static images of individual
export of reports visualizations.
. CSV files — raw data from tables and data
fields.
. JSON - for automated analysis and further
processing.
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FREQ_165 - Support The possibility of exporting reports to various
for export to PDF, CSV, JSON common formats. Support for export to PDF, CSV, JSON

UC 02c - Export a The user exports an existing report to PDF, CSV,
report JSON or PNG and can send it by email or via a webhook.

4.5.2.5 UC_03 - Manage detection and correlation rules

FREQ_029 - Korelacné pravidla a FREQ_041 - Korelacia udalosti
detekcia hrozieb

FREQ_045 - Vlastné alertovacie
pravidld a prahy

7

FREQ_050 - Podpora pre MITRE

FREQ_011 - Tvorba korelaénych

pravidiel ATT&CK mapovanie

UC_03-Spravovat \~
detekéné a korelaéné
pravidla

<primamy>

/=
L2

Spravca Analytik

Figure 15 : UC_03 - Manage detection and correlation rules

case Use UC_03 - Manage detection and correlation rules

This use case covers the activities of analysts and administrators in
creating, managing and maintaining detection and correlation rules in the
SOCaaS environment. These rules enable the detection of security threats
based on I0Cs, behavioural anomalies, event chaining or threshold values.
The use case focuses exclusively on the rule management process — their
definition, tuning, classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

Objecti
ve

Precon The actors have access to the administration interface for creating
dition rules.

Precon The system supports the definition, management and versioning of
dition detection rules.
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Postco A new rule is created or an existing rule is modified, deactivated or
ndition deleted.
The rule is versioned, validated and ready for deployment to the
Postco ; ;
. production environment.
ndition
Postco The rule is available for the evaluation of security events (UC_04).
ndition
Basic Path Basic Path
S o
tep Activity
1 The analyst or administrator opens the interface for managing detection
rules.
2 Creates a new rule or searches for an existing one.
Defines the conditions:
event type,
3 IOClindicator,
frequency of occurrence,
source/destination entities,
4 Assigns the severity, threat type and MITRE ATT&CK category to the rule.
5 The rule is saved and versioned.
6 It can be validated on historical data or marked as active.
7 The rule begins to be used in the evaluation of events (UC_04).
ALT_03 01— The rule is tested on historical data (debugging) Alternate
S o
tep Activity
1 The analyst uses a tool for testing rules against historical logs.
2 The results are displayed; the rule is then modified or approved.
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ALT 03 02 — The rule is created via a no-code interface Alternate
S -
tep Activity
The analyst uses a visual interface (drag & drop) to create conditions
without writing syntax.
2 The platform automatically generates the underlying code of the rule.
Linked functional requirements
FREQ 041 - Event The possibility of I|nk.|ng relateq events using
. correlation rules. Event correlation (predefined and custom
correlation
rules)
FREQ_011 - Creation The solution must ensure the creation of correlation
of correlation rules rules and alerts

The abilty to map detections to tactics and
techniques according to MITRE ATT&CK. Support for
MITRE ATT&CK mapping

FREQ_050 - Support
for MITRE ATT&CK mapping

The solution must provide correlation rules and
threat detection. « Alerts on basic IOCs — comparison
with a database of known indicators (IP, URL, hash).

. Anomalous user behaviour — e.g. multiple
failed logins within a short time, login from a new
geographical region.

. Non-standard network communications -
e.g. DNS queries to dynamically generated domains
(DGA), deviations in time and data volume.

. Activities with administrative privileges — e.g.
adding a user to the "Administrators" group, ACL changes,
FREQ_029 - running netsh, powershell.
Correlation rules and threat . Event chaining — correlation between
detection 9

multiple logs over time: e.g. login ? file transfer ? launch of
a malicious process.

These rules will be managed in a way that makes it

possible to:
. monitor detection alerts,
. set threshold values (thresholds),
. configure exceptions and ignored values
(exceptions),
. export and import rules as JSON objects.
FREQ_045 - Custom The ability to define custom rules and conditions for

alerting rules and thresholds | generating alerts. Custom alerting rules and thresholds
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This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on I0Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process — their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on I0Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process - their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on 10Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process - their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

UC 03 - Manage
detection and correlation rules

UC 03 - Manage
detection and correlation rules

UC 03 - Manage
detection and correlation rules

4.5.2.6 UC_04 — Notify and escalate a security incident

. i . B U FREQ_057 - Moznost manualneho aj
FREQ_015 - Ticketovaci systém a FREQ_056 - Kategorizacia a

- N . automatického vytvarania incident
incident manazment prioritizdcia incidentov ticketov

FREQ_003 - Proces reakcie na
incidenty

7

FREQ_128 - Upozornenia na zmen

stavu, expiracie, servisné intervaly

UC_04 - Upozornit a
eskalovat
bezpecnostny incident

<primarny>

2 29

Analytik Manazer Operator

<primarny>

Figure 16 : UC_04 — Alert and escalate a security incident
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e UC_04 — Notify and escalate a security incident
case
After the system detects and creates a security incident (UC_01,
Obiecti UC_03), the objective of UC_04 is to ensure that the right person (1st level)
ve I learns about it in time, that someone takes over the incident and that, in the
event of inactivity or increasing severity, the incident is automatically
escalated to a higher level
Precon An incident exists — the incident has been created and has an
dition assigned category and severity
diti Precon Notification and escalation policies are set
ition
dition Precon The contact channels and the on-call schedule are known
o Postco The relevant recipient has been notified
ndition
ndition Postco The incident has a recorded history of notifications/escalations
Postco In the event of inactivity, escalation has taken place in accordance
ndition with the SLA
Basic Path Basic Path
S o
tep Activity
1 Creation or change of an incident
2 Evaluation of the notification policy
3 Selection of primary recipients
4 Generation of the notification message
5 Sending of the notification via primary channels
6 Waiting for confirmation (acknowledgement)
7 Acknowledgement of the incident by the Analyst/Operator
8 Stopping further escalation
9 Update of the incident history
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ALT_01 — Failure of the primary notification channel Alternate

tep

Activity

Sending the notification fails (e.g. the e-mail server is unavailable).

The system automatically tries an alternative channel (e.g. SMS, another
mail gateway, chat).

Both the unsuccessful attempt and the subsequent fallback are recorded in
the incident history.

N

If all channels fail, the incident is flagged “notification unsuccessful” and the
system automatically creates an internal ticket for the infrastructure administrator.

ALT _02 - The incident is not acknowledged within the SLA time
- escalation

Alternate

tep

Activity

After the SLA interval has elapsed, the incident has not been
acknowledged.

The system automatically escalates the incident to a higher level (Manager,
SOC Lead):

increasing the priority / severity of the incident,

sending an escalation notification to the Manager via their preferred
channels.

3 performed is added to the incident history.

A record of the failure to take over within the SLA and of the escalation

Optionally, a further playbook is launched (e.g. partial automated
measures, pre-prepared actions).

Linked functional requirements

FREQ_003 - Incident way in which the team responds to identified incidents. It
response process includes escalation, assignment of responsibility, execution

Ensure the incident response process — defines the

of measures and communication with affected parties.

system
management

FREQ 015 - Ticketing The solution must ensure a ticketing and incident

management system that will provide a workflow for
incident handling, escalation, auditing and tracking of
resolution.

and incident
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FREQ_128
Notifications of status
changes, expirations, service
intervals

Automatic notifications upon a change of status or
the need for service intervention. Alerts on status changes,
expirations, service intervals

FREQ_057 - Option of
both manual and automatic
creation of incident tickets

Support for both manual and automatic creation of
incident tickets from input data. Possibility of both manual
and automatic creation of incident tickets

FREQ_056 - Incident
categorization and
prioritization

The possibility of sorting incidents by severity, type,
category and importance. Incident categorization and
prioritization

UC_04 - Notify and
escalate a security incident

After the system detects and creates a security
incident (UC_01, UC_03), the objective of UC 04 is to
ensure that the right person (1st level) learns about it in
time, that someone takes over the incident and that, in the
event of inactivity or increasing severity, the incident is
automatically escalated to a higher level

4.5.2.7

UC_05 — Handle and close a security incident

indikatorov

7
FREQ_146 - Prepojenie medzi
pripadmi na zéklade spoloénych

detailmi

[7
FREQ_144 - Tvorba a sprava
pripadov - cases s Ulohamia

7
FREQ_143 - Moznost spatného
prehladu a forenznej analyzy

7

FREQ_133 - Pridavanie priloh

UC_05c - Uzatvorit a
prepojit incident

Figure 17 :
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UC_05 — Handle and close a security incident
case
After the detection of an incident and the sending of notifications
(UC_01, UC 03, UC _04), this UC covers the entire incident handling
~ process — from takeover, analysis and implementation of corrective
Objecti  measures to the closure of the incident and complete documentation of its
ve course (timeline, evidence, linked cases).
The result is an incident that has a clear owner, implemented steps,
recorded times and prepared supporting materials for any “lessons learned”
s Precon The incident has been created and notified
dition
. Precon The incident has an assigned owner / team
dition
- Precon Relevant data and logs are available
dition
. Postco The incident has a documented course and outcome
ndition
ndition Postco The agreed set of corrective measures has been carried out
o Postco The incident is closed or reclassified
ndition
Basic Path Basic Path
S .
tep Activity
1 Takeover of the incident by the Analyst
2 Collection and supplementing of evidence
3 Analysis and identification of causes
4 Proposal of corrective measures
5 Implementation of measures by the Administrator
6 Tracking of times and the course of handling
7 Review and approval of the outcome
8 Closure of the incident
9 Preparation of supporting materials for lessons learned
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ALT_ 01 - The incident is evaluated as a false positive

Alternate

tep Activity
After the analysis, the Analyst finds that no incident occurred (incorrect
correlation, test traffic).
The Analyst updates the incident to the “false positive” status and briefly
documents the reason.
The incident is closed but remains in the history, including the evidence — it
can later be used to adjust detection rules
_ _ALT_02 — Corrective measures cannot be implemented T —
immediately
tep Activity
The Administrator finds that the proposed measure has a high impact on
operations (e.g. shutting down a critical service).
In the incident, they create scheduled tasks with deadlines and comments,
or a request for approval to the Manager.
The incident remains in the “open — awaiting scheduled measures” status
with recorded times and risk.
Linked functional requirements
The Analyst examines the incident in detail —
UC _05a — Analyse an reviews the timeline of events, logs and I0Cs, adds
incident evidence and builds a comprehensive picture of the cause

and scope of the incident.

UC 050 -
incident tasks and measures

The Analyst and the Administrator create, assign
and track tasks that represent specific corrective or
preventive measures related to the incident.

Manage

UC 12 - Manage | through their assignment to specific assets (UC_11) and
vulnerabilities and security prioritization according to risk, to the planning and tracking
findings of corrective measures.

uc 12
SOCaaS:

from receiving the outputs of vulnerability scanners,

covers vulnerability management in

The aim is to have a comprehensive overview of
where we have security gaps, what is most important to fix
and within what time.
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After the corrective measures have been carried

UC_05c - Close and out, the Analyst (or the Manager) decides on the final

link an incident status of the incident, documents the conclusion and links
the incident with other related cases.

UC_07 addresses the situation in which an incident
has already been detected and is being handled (UC_05),
but instead of purely manual steps, automated or semi-

UC 07 - Automate automated playbooks are used.
incident response Based on the incident type and TTPs, the system
proposes suitable playbooks, orchestrates technical
interventions  (blocking, isolation, account disabling,
ticketing) and records everything for audit purposes.
S UC_05a — Analyse an incident
case
Obiecti The Analyst examines the incident in detail — reviews the timeline of
I events, logs and I0Cs, adds evidence and builds a comprehensive picture
ve S
of the cause and scope of the incident.
dition Precon The incident has been created and assigned to the Analyst.
Precon Basic logs and events from the monitoring system are available for
dition the incident.
Postco The incident contains supplementary evidence (logs, attachments,
ndition IOCs).
Postco The preliminary cause of the incident and the scope of the impact
ndition are described.
Basic Path Basic Path
S o
tep Activity
1 The Analyst opens the incident detail.
2 Displays the timeline of related events and logs.
3 Identifies suspicious events and indicators of compromise.
4 Downloads or requests additional logs/attachments and attaches them to
the incident.
Based on the collected data, describes the preliminary cause and scope of
the incident.
6 Updates the incident priority if necessary.
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ALT_01 — Unavailable or incomplete logs Alternate

S -
tep Activity
The Analyst finds that the logs are incomplete or missing; in the incident,
1 they create a task for the Administrator to remedy this (supplementing logging,
export from the source system) and continue working with what is available.
ALT_02 — The incident turns out to be a false positive Alternate
S -
tep Activity

N

ends.

mark the incident as a “false positive”, briefly document the reason and UC_05

After the analysis, the Analyst concludes that it is not a real incident; they

Linked functional requirements

FREQ_134 - Option to Tracking and recording of time data for the entire

record times

ticket life cycle. Possibility of recording times (creation,
update, escalation, closure)

FREQ 133 - Adding

attachments

The possibility of adding attachments such as logs,
screenshots and other evidence. Adding attachments (logs,
evidence, screenshots, tool outputs)

UC _05a — Analyse an reviews the timeline of events, logs and I0Cs, adds

The Analyst examines the incident in detail —

incident evidence and builds a comprehensive picture of the cause
and scope of the incident.
case S UC_05b — Manage incident tasks and measures
C The Analyst and the Administrator create, assign and track tasks
Objecti . ) .
ve that represent specific corrective or preventive measures related to the
incident.
dition Precon A basic analysis exists for the incident (UC_05a).
dition Precon It is clear which systems or services the incident affects.
Postco The incident has a created list of tasks with assigned responsible
ndition persons and deadlines.
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Postco The status of individual tasks reflects the actual progress of
ndition handling (planned, in progress, done).

Basic Path Basic Path

tep Activity

1 Based on the analysis, the Analyst proposes specific corrective measures.

In the incident, creates tasks and assigns them to specific Administrators or
teams.

3 Sets the priority and deadline for each task.

The Administrators continuously update the status of tasks according to the
implementation of the measures.

5 The system records the times of task creation, start and completion.

The Analyst monitors the status of tasks and, as needed, sends reminders
about or escalates delayed tasks.

After the key tasks have been completed, the Analyst updates the incident
status.

\l

ALT_01 — The task has a high impact on operations Alternate

tep Activity

The Administrator finds that the proposed measure may cause an outage;
they mark the task as “requires approval” and the Manager approves or rejects it
with a comment.

-_—

ALT 02 — The task cannot be implemented by the planned

deadline Alternate

tep Activity

The Administrator updates the deadline and the reason in the task; the
Analyst adjusts the incident priority or informs the Manager as needed.

Linked functional requirements

FREQ_143 - Option of The ability to retrospectively analyse the course and
retrospective  review and history of incidents. Possibility of retrospective review and
forensic analysis forensic analysis

FREQ_144 - Creation The possibility of creating incidents as cases with
and management of cases -|tasks, a description and attributes. Creation and
cases with tasks and details management of cases with tasks and details
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UC_05b

incident tasks and measures

The Analyst and the Administrator create, assign
and track tasks that represent specific corrective or
preventive measures related to the incident.

— Manage

Use
case

UC _05c — Close and link an incident

Objecti
ve

After the corrective measures have been carried out, the Analyst (or
the Manager) decides on the final status of the incident, documents the
conclusion and links the incident with other related cases.

Precon
dition

The key tasks of the incident have been completed or a decision
has been made to accept the remaining risk.

Precon
dition

Monitoring shows no persisting indicators of attack, or their
occurrence has been explained.

Postco
ndition

The incident is in one of the final states (closed, false positive, risk
accepted, part of a campaign).

Postco
ndition

The incident is linked with other relevant incidents/cases or
campaigns, if any exist.

Basic Path Basic Path

tep

Activity

the systems are stable.

The Analyst checks that all important tasks have been completed and that

Verifies in monitoring that no new related events are appearing.

incidents.

If the incident is part of a wider campaign, searches for and links related

Fills in the final summary: cause, impact, measures taken.

Sets the final status of the incident (e.g. “closed”).

For critical incidents, asks the Manager to approve the closure.

process.

The incident is moved to the archive and is ready for the “lessons learned”

ALT_01 — New related events detected during closure Alternate

tep

Activity

the incident open, create new tasks and return to UC_05a/05b.

During the review, the Analyst detects new suspicious events; they leave
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ALT_02 — The incident is part of an extensive campaign Alternate
S Activity

tep

The Analyst identifies that the incident belongs to a larger campaign; they
set it as subordinate to the parent case and adjust the final summary.

Linked functional requirements

FREQ_146 - Linking Automatic or manual identification of related
between cases based on|incidents. Linking between cases based on common
shared indicators indicators

After the corrective measures have been carried

UC 05c — Close and|out, the Analyst (or the Manager) decides on the final
link an incident status of the incident, documents the conclusion and links
the incident with other related cases.

4.5.2.8 UC_06 — Evaluate incidents and improve detection and awareness

FREQ_185 - Presnost detekcie
anomalif

FREQ_176 - Prepojenie KB
zaznamov s konkrétny mi incident
alebo typmi ttokov

v 7

FREQ_016 - Znalostny portal FREQ_026 - Tvorba znalostnej baz

FREQ_007 - Proces spravy
poznatkov

UC_20a - Spravovat
zaznamy znalostnej bazy
O

UC_06 - Vyhodnotit
incidenty a zlepsit
detekciu aj povedomie,

"3 N

Data Scientist Koncovy pouZivatel Manazer Developer Analytik

«include»

Figure 18 : UC_06 — Evaluate incidents and improve detection and awareness

case B UC_06 — Evaluate incidents and improve detection and awareness
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After the incident has been resolved and closed (UC_05), this UC
ensures that both the system and people learn from the incident:
the incident is reviewed (post-incident / post-mortem),
Objecti
ve
the findings are reflected in adjustments to detection rules and ML
models,
training / guidance for employees is prepared or updated.
. Precon The incident is closed
dition
" Precon Data on the incident are available
dition
dition Precon At least a basic “lessons learned” process exists
o Postco The incident has a processed “lessons learned” record
ndition
ndition Postco Adjustments to detection/ML have been proposed or carried out
ndition Postco Training / guidance for users has been prepared or updated
Basic Path Basic Path
S o
tep Activity
1 Selection of incidents for evaluation
2 Preparation of supporting materials for evaluation
3 Post-incident meeting / review
4 Recording of lessons learned and recommendations
5 Proposal of adjustments to detection and ML models

(0]

The team evaluates how the incident affects detection accuracy (e.g. the
number of false positives/false negatives, the suitability of thresholds, the
behaviour of the model in the case of anomalies) and incorporates these findings
into the proposed adjustments.

The knowledge base entry is linked to the specific incident (or attack type)
so that it can be found quickly in similar cases.
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8 The outputs are stored in the knowledge portal / knowledge base and
communicated to the relevant people.
9 Approval and planning of the deployment of changes
0 1 Preparation of training / awareness materials
1 1 Dissemination of knowledge
> 1 Conclusion of the UC
ALT_01 - Insufficient data for a quality evaluation Alternate
S -
tep Activity
During the analysis it turns out that not all necessary logs or historical data
are available; the team does carry out a basic lessons learned, but at the same
time creates tasks to improve logging and data collection for the future.
_ ALT 02 - The proposed adjustments to detection/ML are T —
rejected
S o
tep Activity
The Data Scientist or Developer prepares a proposal for changes, but the
Manager does not approve them on the basis of risks or costs; the
recommendations are stored in the knowledge base and the changes may be
reconsidered later.
. ”ALT_O3 — A need for targeted employee training has been Alternate
identified
S -
tep Activity
The evaluation shows that the main weakness was human error or lack of
1 knowledge; the Manager decides on the preparation or modification of a specific
training course, which is assigned to a selected group of users.
Linked functional requirements
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FREQ_026 - Creation
of the knowledge base

The solution must ensure the creation of a
knowledge base. Each incident or new type of threat will be
documented in the form of:

. incident summary + lessons learned

. entry in the knowledge portal

. categorization according to MITRE ATT&CK
and dates

UC 20a - Manage
knowledge base records

UC _20a addresses in detail the life cycle of KB
articles — creation, editing, structure, tagging and linking to
incidents.

FREQ_007 - Ensure the knowledge management process -—
Knowledge management ensures the maintenance of a knowledge base of
process playbooks, documentation and recommended responses.

FREQ_176 - Linking The possibility of linking knowledge articles with
KB entries with specific specific attack types and incidents in other tools. Linking

incidents or attack types

KB records with specific incidents or attack types

UC_20 — Manage the
knowledge base and playbook
library

UC 20 ensures that the SOC has, in a centralized
and managed manner:

a knowledge base (KB) — articles, guides, lessons
learned, procedures,

a playbook library — both manual and automated
response procedures,

a process for approving, versioning and publishing
this content.

FREQ_185 - Anomaly
detection accuracy

The solution must ensure evaluation of anomaly
detection accuracy (Precision, Recall, F1). How accurately
the algorithm detects anomalies regardless of class.
Evaluation of overall accuracy using metrics such as
Precision, Recall, F1-score or AUC-ROC.

FREQ_016 -
Knowledge portal

The solution must ensure a knowledge portal that
will support response processes by sharing playbooks,
internal policies and guides.

4.5.2.9
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FREQ_038 - Podpora orchestracie a FREQ_046 - Automatizované FREQ_058 - Preddefinované FREQ_061 - Automatizované
automatizacie reakcie playbooky reakcie: blok IP, izolacia hostu,
eskalacia

FREQ_014 - SOAR

| > UC_20b - Spravovat
07 A, ___2 playbooky reakcie na

reakciu na incident «include» incidenty .

Developer

Figure 19 : UC_07 — Automate incident response

ez UC_ 07 — Automate incident response
case
UC_07 addresses the situation in which an incident has already
been detected and is being handled (UC_05), but instead of purely manual
Objecti steps, automated or semi-automated playbooks are used.
ve Based on the incident type and TTPs, the system proposes suitable
playbooks, orchestrates technical interventions (blocking, isolation, account
disabling, ticketing) and records everything for audit purposes.
" Precon The incident is in the “in progress” status
dition
dition Precon Playbooks are available for the given incident type
dition Precon Integrations with the target systems are functional
ndition Postco The selected playbooks have been executed (auto / semi-auto)
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Postco All automated interventions are recorded in the incident for audit
ndition purposes

Postco The incident is in a status that reflects the outcome of the
ndition automated response

Basic Path Basic Path

tep Activity

The Analyst opens an incident in the “in progress” status and the system
displays a list of proposed playbooks according to the incident type and the
techniques used.

N

The Analyst selects a suitable playbook and chooses the execution mode
(e.g. simulation, semi-automatic mode, fully automatic at low risk).

The system displays an overview of the planned playbook steps (e.g. IP
block, endpoint isolation, account disabling, ticket creation).

In semi-automatic mode, before executing each step, the system requests
the Analyst to confirm or skip the step.

The system gradually executes the approved steps via integrations with the
target systems and continuously records the status (success/failure).

After the playbook finishes, the system summarizes the outcome: which
actions were successful, what failed and where manual intervention is needed.

The results of the executed actions and the playbook timeline are saved in
the incident as part of the handling history.

Based on the outcome, the Analyst updates the incident status (e.g.
containment done, awaiting monitoring, awaiting further tasks according to
ucC_05).

oo

The incident continues in UC_05 (detailed analysis, addition of tasks,
closure).

©

ALT_01 — No suitable playbook was found Alternate

tep Activity

The system is unable to assign any relevant playbook to the given incident;
the Analyst continues handling the incident manually according to UC 05 and
marks the incident as a candidate for the creation of a new playbook in the future.

ALT_02 — A critical playbook step fails Alternate
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tep Activity
An error occurs during the execution of an automated step (e.g. blocking on
1 the firewall); the system marks the step as unsuccessful, records the error details
and the Analyst decides whether to repeat the step, replace it with another
measure or assign a manual task to the Administrator.
ALT_03 — The playbook is run only in simulation mode Alternate
S -
tep Activity

-_—

Based on the Manager's policy, selected playbooks are permitted only in
simulation mode; the Analyst runs the simulation, the system shows which actions
would be executed and what the impact would be, and only then does the Analyst
decide which of them will be executed manually or through partial automation.

Linked functional requirements

FREQ_014 - SOAR

The solution must ensure SOAR, which will be
used to automate response scenarios, process alerts into
cases and analyse them.

UC_20 — Manage the
knowledge base and playbook
library

UC_20 ensures that the SOC has, in a centralized
and managed manner:

a knowledge base (KB) — articles, guides, lessons
learned, procedures,

a playbook library — both manual and automated
response procedures,

a process for approving, versioning and publishing
this content.

UC 20b - Manage
incident response playbooks

UC 20b addresses the design, editing and
maintenance of playbooks that the SOC uses for
automated or semi-automated response (UC_07).

FREQ_046
Automated responses

" isolation, notification) automatically. Automated responses

The possibility of triggering a response (blocking,

(e.g. IP blocking, SOAR integration)
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FREQ_038 - Support

The solution is to support tools such as Heat
(OpenStack orchestration), Terraform (infrastructure as
code), Ansible (automation) or Kubernetes Operator for the
efficient management and deployment of complex
infrastructure scenarios. This capability will enable rapid

for orchestration and : : .
automation scaling of services, automated roll-out of environments,
repeatable testing and recovery from outages. In a SOC
environment, where requirements and network topology
change frequently, orchestration is essential for ensuring
flexibility, sustainability and operational efficiency.
AutomafszQ_r%i:)onseS' IP- T.he aibility lto automgt.icallly perform responses such
block host iso.lation as blocking, |s_olat|o_n or notificgtion. Automated responses:
escalétion " IP block, host isolation, escalation
FREQ 058 ) Availability of _basic response scenarios _and
Predefined plgybooks automations prepared in advance in the tool. Predefined
playbooks
UC_07 addresses the situation in which an incident
has already been detected and is being handled (UC_05),
but instead of purely manual steps, automated or semi-
UC 07 - Automate automated playbooks are used.

incident response

Based on the incident type and TTPs, the system
proposes suitable playbooks, orchestrates technical
interventions  (blocking, isolation, account disabling,
ticketing) and records everything for audit purposes.

4.5.2.10

[7
FREQ_024 - Proaktivne
vyhladavanie hrozieb

V.

UC_02a - Zobrazit'
dashboard
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Figure 20 : UC_08 — Proactive threat hunting

— UC_08 — Proactive threat hunting
case
UC_08 addresses proactive threat hunting in historical and current
data beyond regular alerts.
Objecti The Analyst purposefully searches for suspicious behaviour
ve patterns (TTPs, 10Cs) that have not yet triggered an incident or an alert,
saves hunting scenarios and can create new incidents directly from the
findings.
dition Precon Historical and current logs/telemetry are available
dition Precon At least a basic set of hunting queries or scenarios exists
Precon .
dition The Analyst has access to dashboards and tools for ad-hoc queries
- Postco At least one hunting run has taken place
ndition
Postco The findings are documented and linked to incidents or the
ndition knowledge base
o Postco The hunting scenarios are saved for reuse
ndition
Basic Path Basic Path
S o
tep Activity
1 Selection of the hunting target
2 Opening of the hunting workspace
3 Creation or selection of a query / scenario
4 Launching a hunting run over the data
5 Analysis of findings
6 Conversion of findings into incidents or enrichment of existing incidents
7 Saving of the hunting scenario
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8 Documentation of results

9 Planning of repeated hunting

ALT 01 — Hunting reveals nothing significant Alternate

tep Activity

The hunting query does not return any suspicious findings, or all findings
are legitimate after review; the Analyst saves the hunting record as “no significant
findings” and may adjust the query for future use.

N

ALT_02 — Hunting reveals an extensive campaign Alternate

tep Activity

Hunting identifies several related findings that indicate a more extensive
attack; the Analyst creates a parent incident/campaign, assigns all related findings
and incidents to it and informs the Manager of the need for increased attention.

N

ALT_03 — The query is too demanding or slow Alternate

tep Activity

The launched hunting query runs over a large volume of data and the
systems evaluate it as too demanding; the system notifies the Analyst, stops or
limits the query and offers the option to adjust the time range or granularity.

—_—

Linked functional requirements

FREQ_121 - Option of Efficient work with data — searching by various
filtering, full-text search and parameters and exporting data. Possibility of filtering, full-
export text search and export

UC 02a — Display a The user opens a dashboard that visualizes security
dashboard events, metrics and system states in real time.

The solution must ensure proactive threat hunting
(Threat Hunting). Advanced queries will be used, often
supplemented with:

FREQ_024 - Proactive . CTI data

threat huntin
9 . manual analysis in the case of suspicious

entities

. the results are documented as playbooks
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UC _25¢c - Distribute
CTI and IOCs to detection and
response systems

UC_25c addresses the push of CTI to the rest of the
ecosystem:

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

FREQ_137 - Option to
add tags for fast searching and
filtering

and
quick

Use of tags to facilitate
categorization. Possibility of adding
searching and filtering

searching
tags for

FREQ_078 - Support
for ML/AI algorithms for threat
detection

Use of artificial intelligence algorithms to detect
anomalies and threats. Support for ML/Al algorithms for
threat detection

FREQ_048 - Full-text
and fast search

The ability to search logs using operators, tags and
filters. Full-text and fast search

UC_25b - Normalize,
enrich and process CTI

UC_25b addresses the CTI processing pipeline:

normalization of various formats into a unified
model,

enrichment of |IOCs and artefacts from external
services,

workflow for automatic/semi-automatic processing of
CTI.

4.5.2.11
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Figure 21 : UC_09 — Manage Threat Intelligence and indicators of compromise
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UC_25c¢ - Distribuovat CTl al0C
—————————————————— do detekénych a reakénych
systémov

case o5E UC_09 — Manage Threat Intelligence and indicators of compromise
UC_09 addresses the management of Threat Intelligence: the
reception and integration of CTI feeds, work with indicators of compromise
Objecti  (IOCs), their deduplication and tracking over time.
ve The aim is for the SOC to be able to centrally manage threats,
enrich incidents and logs with Tl information and keep its observables in
order.
" Precon Tl sources are available
dition
" Precon Integrations with Tl sources are configured
dition
" Precon The system has storage for Tl and IOCs
dition
. Postco Tl data are loaded, normalized and stored
ndition
ndition Postco Redundant or conflicting IOCs are deduplicated or merged
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ndition a traceable history
Basic Path Basic Path
S o
tep Activity
1 Loading of Tl from external sources
2 Normalization and storage of Tl
3 Deduplication and merging of IOCs
4 Management of the IOC life cycleManagement of the 10C life cycle
5 Linking of IOCs to incidents and cases
6 Publication of Tl to other parts of the system
7 Monitoring of TI quality
ALT_01 — Failure or unavailability of a Tl source Alternate
S o
tep Activity
When loading TI, the source is temporarily unavailable or returns errors;
1 the system records an integration incident, uses the last valid set of IOCs and
notifies the Administrator of the problem.
ALT_02 — Conflicting information about the same threat Alternate
S o
tep Activity
Several Tl sources provide different or contradictory information about the
1 same |OC; the system retains all variants with their sources, marks the 10C as
conflicting and leaves it to the Analyst to select the more trustworthy source.
ALT 03 — The IOC is evaluated as outdated or unreliable Alternate
S o
tep Activity
The Analyst finds that the given I0OC is no longer relevant or has been
1 marked as a mistake; they change its status to inactive, add a comment and the
system ensures that it is no longer used in new detections.
Linked functional requirements

e Funded by "RECOVERY GOVERNMENT OFFICE
Cs i F THE SLOVAK REPUBLI
the European Union AND RESILIENCE: o SLO UBLC 4145

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science
and Informatics

P

BRAIN

FREQ_101

- Support
for tactical CTI

Working with indicators of compromise (IOC) and

tactical CTI (I0C, IP, hash, URL, domains)

their recording, processing and distribution. Support for

FREQ_108 -
Deduplication of threats and
information

Removal of redundant IOCs and

indicators.
Deduplication of threats and information

FREQ_145 - Adding
and tracking observables

The ability to track IOCs as part of a case. Adding
and tracking observables (IP, domains, URL, hash values)

CTI and IOCs to detection and
response systems

The solution must ensure Threat Intelligence. CTI
Intelli eTESQ_MS - Threat (Cyber Threat Intelligence) processes enable the
9 enrichment of incidents with known threats, TTPs and IOCs
UC_25c addresses the push of CTl to the rest of the
ecosystem:
UC _25¢c - Distribute

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

FREQ 043 - Threat Iljtegratlon V\{Ith threat sources .(IOC, TTP),
. . . automatic data enrichment. Threat Intelligence (CTI)
Intelligence (CTI) integration . )
integration

4.5.2.12 UC_10 — Manage compliance, metrics and management reporting
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Figure 22 : UC_10 — Manage compliance, metrics and management reporting

case S UC_10 — Manage compliance, metrics and management reporting
UC_10 addresses the “top floor” of SOCaaS - so that management
and auditors have an overview of:
how well the SOC is performing (KPls, SLAs, incident trend),
Objecti
ve
whether the system complies with standards/regulations,
whether all important matters are traceable retrospectively through
reports, logs and audits.
Precon The system collects data on incidents, responses, playbooks and Tl
dition over the long term
" Precon Defined metrics/KPIs and SLAs exist
dition
Precon At least a basic compliance policy is set (standards, internal
dition guidelines)
Postco The Manager and the Auditor have clear metrics and reports on the
ndition state of security and SOC services at their disposal
Postco Identified problems in KPIs/SLAs or compliance are recorded and
ndition have assigned recommendations/measures
ndition Postco The created reports are archived and traceable for future audits
Basic Path Basic Path
S -
tep Activity
1 The Manager opens the SOC management overview
2 Selection of the area of interest
3 Display of aggregated metrics and trends
4 Identification of deviations or problems
GOVERNMENT OFFICE
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5 Detailed drill-down
6 Submission of a request for a report / analysis
7 Recording of findings and recommendations
8 Linking to measures
ALT_01 — Unavailable or incomplete metrics Alternate

tep Activity

remediation.

When the management overview is displayed, the system indicates that
some metrics cannot be reliably calculated (missing data, incomplete logs); the
Manager receives information on which parts are incomplete and can request

ALT 02 — Identified breach of an SLA or a standard

Alternate

tep Activity

-_—

The metrics and reports show that SLAs or the requirements of a standard
have been breached; the Manager registers the finding as an official finding and
launches internal measures (e.g. a service quality incident, corrective measures).

Linked functional requirements

UC_10a — Monitor KPIs
and SLAs of security services

UC_10a extends UC_10 with detailed monitoring of
KPls, SLAs and the overall state of security.

The Manager, the Auditor or the Service operator
view, in the dashboards, trend charts, overviews by
team/customer and the overall “health status” of SOCaaS.

FREQ_098 - Policies
for compliance with standards

The possibility of assessing vulnerabilities in relation
to standards. Standards compliance policies (e.g. GDPR,
ISO, CIS, BSI...)

FREQ_157 - Ensuring
retrospective traceability and
analysis of incidents

Makes it possible to obtain the complete timeline of
an incident. Ensuring retrospective traceability and analysis
of incidents

FREQ_020 - Reporting
and retrospective analysis

The solution must and

retrospective analysis.

ensure reporting

UC_10b — Creation and
scheduling of management
and compliance reports

UC_10b addresses practical work with reports for
management and audits:

creation, configuration of content, scheduling of
regular reports and their one-off generation.
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UC_10c addresses the security and audit aspect of
UC 10c - Manage reporting:
access, audit and archiving of who sees what, who made what available, whether
reports reports are archived and whether it is possible to
reconstruct who had what data at their disposal.
case S UC_10a — Monitor KPIs and SLAs of security services
UC_10a extends UC_10 with detailed monitoring of KPIs, SLAs and
~ the overall state of security.
Objecti _ ) _ _
ve The Manager, the Auditor or the Service operator view, in the
dashboards, trend charts, overviews by team/customer and the overall
“health status” of SOCaaS.
dition Precon From UC_10 — the management overview is available.
Precon KPIs and SLAs are defined (e.g. MTTR, MTTD, % of incidents
dition within the SLA).
" Postco Identified deviations in KPIs/SLAs are documented.
ndition
Postco The Manager has an overview of which areas/teams/customers
ndition require attention.
Basic Path Basic Path
S -
tep Activity
1 In UC_10, the Manager selects the “KPIs and SLAs” area.
> The system displays a dashboard with KPIs and SLAs (include UC_02a —
Display a dashboard).
3 The Manager filters the metrics by period, team, incident type or customer.
The system displays trend charts, averages, SLA fulfiiment percentages
and comparisons with target values.
The Manager identifies problems (e.g. a specific team has long response
times) and marks them for detailed analysis or corrective measures.
ALT _10a_01 — KPlIs or SLAs are not yet defined Alternate
S o
tep Activity
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they are not configured; the Manager receives a recommendation to define the
metrics and the assigned data sources.

When an attempt is made to display KPIs/SLAs, the system indicates that

Linked functional requirements

FREQ_073 - Collection Monitoring of system behaviour and metrics such as
of system metrics, processes CPU, memory, services and processes. Collection of

and behaviour

system metrics, processes and behaviour

FREQ_159 - Creation The possibility of creating summaries of the security
of a basic overview of the state status, incidents and system activity. Creation of a basic
of security and incidents overview of the security status and incidents

UC 02a — Display a The user opens a dashboard that visualizes security

dashboard

events, metrics and system states in real time.

UC_10a — Monitor KPIs ) _

UC_10a extends UC_10 with detailed monitoring of
KPIs, SLAs and the overall state of security.

view, in the dashboards, trend charts, overviews by
team/customer and the overall “health status” of SOCaaS.

Use UC_10b — Creation and scheduling of management and compliance
case reports
UC_10b addresses practical work with reports for management and
Objecti audits:
ve creation, configuration of content, scheduling of regular reports and
their one-off generation.
Precon The system has aggregated data from the other UCs (incidents, TI,
dition playbooks, KPIs) at its disposal.
dition Precon The user has sufficient permissions to create reports.
ndition Postco Report templates for management/the regulator are created.
ndition Postco Both regular and ad-hoc reports are set up according to needs.
Basic Path Basic Path
S -
tep Activity
1 The Manager or the Auditor opens the “Reports” section within UC_10.
Selects the report type (management overview, incident overview,
compliance report).
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The system makes it possible to configure the report content — selection of
metrics, time period, filters.

The user chooses whether it is a one-off report or a regular one
(daily/weekly/monthly).

[@)]

When generating the report, the system uses UC_02b (Create a report)
and UC_02c (Export a report) — PDF/CSV/...

6 The generated report is saved and is available in the report archive.

ALT_01 — Incomplete report due to missing data

Alternate

tep Activity

-_—

scope.

When generating the report, the system warns that some parts will be
incomplete; the user can decide to generate the report anyway or to adjust the

Linked functional requirements

FREQ_025 - Creation
of reports and dashboards

The solution must ensure the creation of reports and
dashboards. The following will be regularly generated for
management and customers:

. incident overviews
. visualizations from metrics and ticketing
. exports for audit and SLA reporting

FREQ_162 -
Scheduling of regular reports

The possibility of setting up report generation based
on a schedule. Scheduling of regular (e.g. daily, weekly)
reports

UC 02a — Display a
dashboard

The user opens a dashboard that visualizes security
events, metrics and system states in real time.

FREQ_161 - Option to
select report content — time
period, incident types

The possibility of filtering report content by time,
type or source data. Possibility of selecting report content —
time period, incident types

UC_10b — Creation and
scheduling of management
and compliance reports

UC_10b addresses practical work with reports for
management and audits:

creation, configuration of content, scheduling of
regular reports and their one-off generation.

case I UC_10c — Manage access, audit and archiving of reports
UC_10c addresses the security and audit aspect of reporting:
Objecti who sees what, who made what available, whether reports are
ve archived and whether it is possible to reconstruct who had what data at
their disposal.
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dition Precon Generated reports exist in the system (UC_10b).
dition Precon Roles and access policies (RBAC) are defined.
Postco Access to reports is restricted according to roles and
ndition responsibilities.
ndition Postco An audit trail exists of who worked with the reports and when.
ndition Postco Important reports are archived for the purposes of future audits.
Basic Path Basic Path
S -
tep Activity
1 The Manager or the Auditor opens the management of reports and access.
° For individual report types, sets which roles or specific users have access
to them.
3 The system applies RBAC when reports are displayed and downloaded.
With each display, download or change of access settings, the system
writes an event to the audit trail.
5 Older reports are archived automatically or manually so that they are
available for audit but do not overload the standard interface.
ALT 01 — Attempt to access a report without authorization Alternate
S o
tep Activity
A user attempts to open a report for which they do not have the role; the
1 system denies access, records the event in the audit trail and may notify the
Manager or the Auditor.
Linked functional requirements
FREQ_066 - RBAC Role-based access control and logging of changes
and audit trail in the system. RBAC and audit trail
) . The possibility of retaining reports for retrospective
. FREQ_170 - Option to analysis and audit. Possibility of archiving generated
archive generated reports
reports
FREQ_171 - Option to Access to reports controlled by roles and
restrict access to reports by permissions. Possibility of restricting access to reports by
role - RBAC role (RBAC)
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UC_10c addresses the security and audit aspect of
UC 10c - Manage reporting:
access, audit and archiving of who sees what, who made what available, whether

reports reports are archived and whether it is possible to
reconstruct who had what data at their disposal.

4.5.2.13 UC_11 — Manage the customer's assets and environment

FREQ_127 - Moznost sledovat FREQ_118 - Mapovanie aktiv na FREQ_115 - Rozlienie aktiv podla FREQ_114 - Vytvorenie, editacia a FREQ_017 - Inventarizdcia a sprav
Zivotny cyklus assetov lokality, VLANy, IP rozsahy, racky mazanie zaznamov o aktivach

aktiv

UC_11 - Spravovat
aktiva a prostredie
zékaznika

I L1

Manazer Prevadzkovatel Spravca

Figure 23 : UC_11 — Manage the customer's assets and environment

e UC_11 — Manage the customer's assets and environment

case

The objective of UC_11 is for SOCaaS to know what it is actually
protecting — all relevant assets of the customer (servers, applications,
Objecti hetworks, cloud services...) and their relationships.

ve It makes it possible to record assets, distinguish their types, map
them to locations/VLANSs/IPs and track their life cycle so that incidents,
threats and vulnerabilities can be tied to specific parts of the environment.
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Precon The customer has been onboarded in the system (UC_00) and has
dition a basic profile created.

Precon The system has a module / section for asset recording at its
dition disposal.

Precon At least a basic list of systems/services that need to be included in
dition the inventory exists.

Postco The customer's assets are recorded in the system with their type,
ndition location and basic properties.

Postco Each asset has a unique identifier and can be used in incidents, TI,
ndition vuln mgmt and reports.

Postco Changes to assets (addition, modification, decommissioning) are
ndition recorded and the life cycle is traceable.

Basic Path Basic Path

S -
tep Activity

1 The Service operator opens the “Assets” module for a specific customer.

Creates a new asset record and enters its basic data (name, description,

2 owner, criticality).

w

Selects the asset type (e.g. server, application, cloud service, network

element) according to predefined categories.

The Administrator adds technical data — I[P addresses, hostname,

environment (prod/test/dev).

()]

The system makes it possible to map the asset to a specific location,

VLAN, IP range or rack.

operation”, “being deployed”,

The Service operator sets the status of the asset in its life cycle (e.g. “in
”, ", “decommissioned”).

The system saves the asset record and makes it available to other modules

(incident mgmt, TI, vuln mgmt, reporting).

oo

With any further change (upgrade, migration, decommissioning), the

Administrator updates the asset record and the system records the change in the
history.

ALT_11_01 — Import of assets from an external CMDB

Alternate

tep

Activity

Instead of creating records manually, the Service operator selects import

from an external CMDB or inventory tool; the system loads the list of assets,
displays a preview and allows them to be saved in bulk or matched with existing
records.
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ALT 11 02 — Duplicate asset detected Alternate
S -
tep Activity
When saving a new asset, the system detects that a record with the same
key identifiers (e.g. IP/hostname) already exists; the user is given the option either
to update the existing record or to create a separate asset with a justification.
ALT_11_03 — Change of asset criticality Alternate
S -
tep Activity

The Manager decides that the asset has a higher/lower criticality; they
modify the value in the asset record and the system flags the related incidents and
1 vulnerabilities whose priority may change as a result of this decision.

Linked functional requirements

Management of the individual phases of an asset's

FREQ_127 - Option to life — from commissioning to decommissioning. Possibility
track the life cycle of assets of tracking the asset Ilife cycle (deployment -
decommissioning)

) The possibility of distinguishing asset types for
better organization and management. Distinguishing assets
by type — hardware, software, virtual, cloud

FREQ_115
Distinguishing assets by type

FREQ_118 - Mapping The ability to map the physical and logical location
of assets to locations, VLANs, of assets in the network. Mapping of assets to sites,
IP ranges, racks VLANS, IP ranges, racks

The solution must ensure asset inventory and
management. IT asset management is key to mapping the
impacts of threats.

FREQ_017 - Asset
inventory and management

FREQ_114 - Creation, The ability of the system to record, modify and
editing and deletion of asset| delete information on individual assets. Creation, editing
records and deletion of asset records

4.5.2.14 UC_12 — Manage vulnerabilities and security findings
UC_12 covers vulnerability management in SOCaaS:

from receiving the outputs of vulnerability scanners, through their assignment to specific
assets (UC_11) and prioritization according to risk, to the planning and tracking of corrective
measures.

The aim is to have a comprehensive overview of where we have security gaps, what is most
important to fix and within what time.
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FREQ_019 - Spréva zranitelnosti FREQ_023 - Sprava zranitelnosti a
inventarizacia

FREQ_086 - Aktualizacie testov na
zranitelnosti — komunitny a
podnikovy feed

FREQ_097 - Podpora pre EPSS — FREQ_074 - Zber informacii o
predikcia zneuZitia zranitelnosti zranitelnostiach a konfigurdciach

UC_12 - Riadit
zranitelnostia
bezpecnostné ndlezy

Prevadzkovatel

Figure 24 : UC_12 — Manage vulnerabilities and security findings

case Use UC_12 — Manage vulnerabilities and security findings

UC_12 covers vulnerability management in SOCaaS:

from receiving the outputs of vulnerability scanners, through their
Objecti assignment to specific assets (UC_11) and prioritization according to risk,
ve to the planning and tracking of corrective measures.

The aim is to have a comprehensive overview of where we have
security gaps, what is most important to fix and within what time.

dition Precon Vulnerability scan results or other security findings exist

s Precon Assets are recorded in the system
dition

dition Precon A basic vulnerability prioritization policy is defined

Postco

ndition Vulnerabilities are recorded and assigned to specific assets.
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Postco Each vulnerability has a determined priority and a planned method
ndition of remediation.
Postco The resolution status (unfixed / in progress / fixed / risk accepted) is
ndition tracked and traceable.
Basic Path Basic Path
tep S Activity
1 Import or entry of vulnerabilities
2 Normalization and grouping of findings
3 Assignment of vulnerabilities to assets

4 Calculation and setting of vulnerability priorityCalculation and setting of
vulnerability priority

Creation of a remediation plan

Implementation of corrective measures

Re-scan or status verification

Update of vulnerability status

© 0 N O O

Reporting and linking with incidents

ALT_12_01 — The vulnerability cannot be fixed within the

. X Alternate
required time

S o
tep Activity
The Administrator finds that the vulnerability cannot be fixed (technical
limits, no vendor patch exists, high impact on operations); after discussion, the
1 Manager decides whether the risk is temporarily accepted or compensating
measures are introduced (network segmentation, increased monitoring). The
status of the vulnerability is set to “risk accepted” or “compensated”.
ALT_12_02 — Duplicate or obsolete finding detected Alternate
S -
tep Activity

When importing scan results, the system detects that the same vulnerability
has already been recorded and in the meantime marked as fixed/irrelevant; the
finding is marked as duplicate or obsolete, while a reference record is retained for

audit.
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ALT_12_03 — The vulnerability leads to the opening of an AlreEie
incident
S -
tep Activity

exploited one) as an

N

term remediation.

The Analyst evaluates a specific vulnerability (e.g. a critical, actively

acute threat; they create a security incident for it, which

begins to be handled according to UC_05, while UC_12 is used to track the long-

Linked functional requirements

FREQ_097 - Support
for EPSS prediction of
vulnerability exploitation

Use of models of the probability of vulnerability
exploitation. Support for EPSS — prediction of vulnerability
exploitation

FREQ_023 -
Vulnerability management and
inventory

The solution must ensure vulnerability management
and inventory. Regular scans are to be linked to the CMDB.

. Assets are updated on the basis of detection

. incidents tied to vulnerabilities are linked into
the management system

FREQ_086 - Updates

Frequency and scope of updates of detection

of  wulnerability tests — | patterns. Vulnerability test updates — community and
community and enterprise feed | enterprise feed
FREQ_019 -

Vulnerability management

The solution must ensure vulnerability management.

FREQ_074 - Collection

Obtaining information on vulnerabilities from

of information on configuration data and comparison with CVE databases.
vulnerabilities and Collection of information on vulnerabilities and
configurations configurations

UC 12 covers vulnerability management in
SOCaaS:

from receiving the outputs of vulnerability scanners,

UC 12 - Manage | through their assignment to specific assets (UC_11) and
vulnerabilities and  security prioritization according to risk, to the planning and tracking
findings of corrective measures.

The aim is to have a comprehensive overview of
where we have security gaps, what is most important to fix
and within what time.

4.5.2.15 UC_13 — Design and maintain the security architecture of the customer's

SOCaaS environment
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Figure 25 : UC_13 — Design and maintain the security architecture of the customer's
SOCaaS environment

Use UC 13 — Design and maintain the security architecture of the
case customer's SOCaaS environment
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Objecti

UC_13 addresses the design and ongoing maintenance of the
technical and security architecture for a specific customer:

how the customer is connected to SOCaas,

which systems, zones and logging sources are integrated,

through which channels the data flow (agent, syslog, API, VPN,
peering...),

how SIEM, SOAR, TI, ticketing, EDR, vuln scanners and asset
mgmt are interconnected.

The output is an approved and maintained architectural design
(topology, integration points, data flows) and a list of mandatory log
sources and log types, which serves as the basis for onboarding (UC_00),
monitoring (UC_01), asset management (UC_11), vulnerability
management (UC_12) and automation (UC_07).

dition

Precon

Cooperation has been agreed with the customer and the basic
requirements are known (scope, regulations, criticality of services).

dition

Precon

The customer has provided the necessary overview of their
environment (at least a high-level architecture, types of systems, networks).

dition

Precon

The SOCaaS platform has integration options available (connectors,
APls, agents, network paths) that can be used.

ndition

Postco

A documented and approved architectural design exists for
connecting the customer's environment to SOCaaS (topology, integration
points, data flow).

ndition

Postco

Integration channels are defined (which system — by what means
— into which SOCaaS module).

ndition

Postco

Changes to the architecture are traceable (versions, who approved
them, when) and usable as input for onboarding and operations.

ndition

Postco

A list of mandatory log sources and log types for onboarding the
customer to SOCaaS is defined and documented (including the minimum
fields required for threat detection).

Basic Path

Basic Path

tep

Activity

Collection of requirements and inputs
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Analysis of the customer's existing architecture

3 mandatory log sources and log types

Design of data flows and integration patterns, including identification of

Design of integrations with the customer's tools

Assessment of security principles and risks

Approval of the architectural design

Submission of the design for implementation

O N o 0 &

Ongoing maintenance of the architecture

ALT 13 01 — Constraints on the customer's side (network,
security policies)

Alternate

S -
tep Activity
During the design, it is found that the customer has constraints (e.g. new
1 ports cannot be opened, an agent or VPN cannot be used); the Architect adjusts
the design to use alternative integration patterns or a narrowed scope of
monitoring and resubmits the changes for approval.
ALT_13_02 — Changes in the customer's environment after Alternate
deployment
S o
tep Activity

Over time, the customer adds new systems, migrates to the cloud or
changes the topology; the Architect creates a revision of the architectural design,
adds new integration points and the Service operator plans and carries out the
necessary changes to the SOCaaS configuration.

ALT_13 03 — The design does not pass the security or
performance assessment

Alternate

tep

Activity

During the assessment of the design, it is found that the proposed solution
is not satisfactory (excessive latencies, unacceptable risks, insufficient scaling);
the design is returned to the Architect for rework and is resubmitted for approval
only after the comments have been incorporated.

Linked functional requirements
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FREQ_120
Integration with monitoring,
SIEM, the ticketing system,
EDR, the vulnerability scanner,
incident recording

The possibility of interconnection with other SOC
tools for automation and data sharing. Integration with
monitoring, SIEM, ticketing system, EDR, vulnerability
scanner, incident records

UC_24 — Orchestration
of integrations between
SOCaaS and external systems

UC 24 addresses the technical and process
orchestration of integrations between SOCaaS and other
systems:

SIEM, SOAR, CTI, ticketing, communication tools,
firewall, EDR,

API
connectors,

integrations,  webhooks, plug-ins and

unified management of data flows and actions
across these systems.

The aim is for incident response, automation
(UC_07) and incident management to function as a single
interconnected ecosystem rather than as isolated tools.

FREQ_013 -
Integration with other tools

The solution must ensure integration with other tools

The solution must ensure integration with other
components.

FREQ_030 - Connection to data sources
Integration with other _ L
components Integration with incident management and SOAR

tools
Knowledge base and playbooks

'.:REQ_J 66 A The possibility of collecting data from other systems
Integration with tools such as and creating linked reports. Integration with tools such as
SIEM, Ticketing, Incident 9 ports. fnteg

recording, Asset management,

CTI

SIEM, Ticketing, Incident records, Asset management, CTI,

FREQ_095 -
Integrations with tools such as
PaloAlto, Fortinet, Cisco,
Nagios, Splunk, Verinice

The possibility of interconnection with other security
and IT systems. Integrations with tools such as PaloAlto,
Fortinet, Cisco, Nagios, Splunk, Verinice
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UC_13 — Design and
maintain the security
architecture of the customer's
S0OCaaS environment

UC_13 addresses the design and ongoing
maintenance of the technical and security architecture for a
specific customer:

how the customer is connected to SOCaas,

which systems, zones and logging sources are
integrated,

through which channels the data flow (agent,
syslog, API, VPN, peering...),

how SIEM, SOAR, TlI, ticketing, EDR, vuln scanners
and asset mgmt are interconnected.

The output is an approved and maintained
architectural design (topology, integration points, data
flows) and a list of mandatory log sources and log types,
which serves as the basis for onboarding (UC_00),
monitoring (UC_01), asset management (UC_11),
vulnerability management (UC_12) and automation
(UC_07).

4.5.2.16 UC_14 — Work with the customer portal and collaborate
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Figure 26 : UC_14 — Work with the customer portal and collaborate

Use
case

UC_14 — Work with the customer portal and collaborate
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UC 14 addresses the customer's view of SOCaaS - via a web
portal, where the customer:

sees their incidents, KPlIs, reports and assets,

Obiecti can collaborate with the SOC (comments, attachments, approval of
I measures),
ve

can customize the portal for multiple organizations/units.

The portal is a modern, responsive, multi-tenant web interface and
also supports more advanced settings (templates, sharing, integration
hooks in the sub-UCs).

Precon The customer has been onboarded (UC_00) and has at least one
dition organization / tenant created.
Precon Accounts have been created for users and roles have been
dition assigned (e.g. “Security manager”).
Precon The portal is accessible via a secured web interface (HTTPS,
dition SSO/Federation if needed).
Postco Through the portal, the user has an overview of their incidents, KPIs
ndition and assets.
Postco It is possible to collaborate with the SOC directly in the context of
ndition incidents (comments, attachments, approval).
Postco The portal respects the multi-tenant model — data are separated
ndition between organizations and the settings are tailored to the needs of the
specific organization.
Basic Path Basic Path
S -
tep Activity
The end user logs in to the customer portal (SSO / name + password / MFA
according to the policy).
The system displays the home overview — a dashboard with the status of
incidents, basic KPIs and notifications
The user selects the organization/tenant on behalf of which they want to
work (if they have more than one).
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In the menu, the user chooses whether they want to handle incidents, view
reports or manage settings and notifications.In the menu, the user chooses
whether they want to handle incidents, view reports or manage settings and
notifications.

When “Incidents” is selected, a list of incidents/tickets for the given
organization is displayed; the user can click through to the detail

When “Reports” is selected, the user can view or download the
management reports that are available for their organization

When “Settings” is selected, the user can (depending on their role) change
notifications, preferences and the organizational settings of the portal

oo

The system records all interactions (access to incidents, comments,
changes to settings) for audit purposes and ensures that they are visible only
within the given organization.

ALT_14_01 — The user has no organization assigned Alternate
S -
tep Activity
After login, the system detects that the account is not linked to any
1 organization; it displays information about the missing assignment and
recommends contacting the Service operator or the Manager.
ALT 14 02 — Restricted view according to role Alternate
S -
tep Activity

N

The user has only a role with restricted rights (e.g. “read-only”); the portal
hides some action elements (editing, approval) and allows only viewing of
incidents and reports.

Linked functional requirements
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UC_14a — Work with
incidents in the customer
portal

UC 14a extends UC_14 with specific work with
incidents/tickets from the customer's perspective:

viewing the list of incidents,

opening the detail,

creating a new “ticket” or adding information,

changing statuses Closed,

Postponed),

(New, In progress,

routing the incident to the correct resolver (L1/L2/L3,
a specific team).

FREQ_149 - Option to
modify the system
configuration, manage metrics,
create case templates and set
rules for sharing tasks and
observables between
organizations

Option to customize the platform according to the
needs of the organization. Option to modify the system
configuration, manage metrics, create case templates and
set rules for sharing tasks and observables between
organizations?

UC 14c - Set
preferences, priorities and
integrations of the customer
portal

UC_14c extends UC_14 with a configuration part for
the customer:

setting the priorities and severity of incidents from
the customer's perspective,

setting up integration channels (REST API /
Webhooks) for connecting the portal to the customer's
internal tools (ticketing, chat, ITSM).

FREQ_151 - Option to
create multiple organizations
and sharing rules between
them

The ability to operate the system for multiple entities
simultaneously. Possibility of  creating multiple
organizations and sharing rules between them

UC 02 - Visualize and
report security data

The system enables SOC operators and the
administrator to display security events using dashboards,
filters, charts and tabular outputs. It also enables the
generation of reports and the export of data for
management, audit or customers.
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UcC_18 - Manage
organizations, teams and case
structure

UC 18 addresses the  administration  of
organizations/tenants and the way incidents/cases are
structured within them:

creating and modifying organizations / teams,

setting up categories, types and owners of cases,

defining incident templates and the way they are
shared between teams and external partners.

It builds on UC_17 (users and roles) and UC_14
(customer portal) and complements them with an
“organizational and process” layer.

UC_14b - Collaborate
on incident resolution via the
portal

UC_14b extends UC_14 with a collaboration layer
for incident resolution:

comments between the customer and the SOC,

e-mail  notifications about status changes,
comments and deadlines,

an audit trail of all changes and accesses in the
ticket.

FREQ_141 - Modern,
responsive web interface

Modern and responsive design for convenient use.
Modern, responsive web interface

Use

case

UC_14a — Work with incidents in the customer portal
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Objecti

UC 14a extends UC_14 with specific work with incidents/tickets
from the customer's perspective:

viewing the list of incidents,

opening the detail,

creating a new “ticket” or adding information,

changing statuses (New, In progress, Closed, Postponed),

routing the incident to the correct resolver (L1/L2/L3, a specific
team).

dition

Precon

The precondition from UC_14 applies — the user is logged in and
has an organization.

dition

Precon

The user has a role that allows working with incidents (not just read-
only).

ndition

Postco

Incidents/tickets are created or updated according to the customer's
actions.

ndition

Postco

The incident has its current status set and a resolver assigned.

Basic Path Basic Path

tep

Activity

-_—

In the portal, the user opens the “Incidents / Tickets” section.

period.

The system displays a list of incidents with a filter by status, type, priority or

The user selects a specific incident and opens its detail.

N

contact person) or change the incident status (e.g. from “New” to “In progress”).

In the incident detail, the user can add information (description, impacts,

[@)]

L17,“SOC L27, ...).

The user can assign the incident to a specific resolver or team (e.g. “SOC

them available to SOC analysts.

The system saves the changes, updates the view in the portal and makes
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ALT_14a_01 — The user wants to create a new incident/ticket

Alternate

S -
tep Activity
The user clicks “Create incident/ticket”, fills in the form (description,
1 criticality, affected systems) and submits it; the system creates a new record and
assigns it to the SOC queue.
ALT_14a_02 — Status change is not permitted Alternate
S -
tep Activity

The user attempts to change the status of an incident for which they do not
have permission (e.g. to close an incident that only the SOC can close); the
system rejects the change and displays information about insufficient rights.

Linked functional requirements

FREQ_130 - Ability to
change ticket statuses

The ability to switch between different ticket
statuses during its life cycle. Possibility of changing ticket
statuses (e.g. New, In progress, Closed, Postponed)

FREQ_131 -
Assignment to a specific
resolver

Assignment of tickets to specific resolvers, including
escalation by level. Assignment to a specific resolver (L1
analyst, escalation to L2/L3)

FREQ_129 - Creation
and editing of records

Basic functionality of a ticketing system — creating,
editing and deleting tickets. Creation and editing of records
(tickets)

UC _14a — Work with
incidents in the customer
portal

UC _14a extends UC_14 with specific work with
incidents/tickets from the customer's perspective:

viewing the list of incidents,

opening the detail,

creating a new “ticket” or adding information,

changing statuses Closed,

Postponed),

(New, In progress,

routing the incident to the correct resolver (L1/L2/L3,
a specific team).
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case UC_14b — Collaborate on incident resolution via the portal
UC_14b extends UC_14 with a collaboration layer for incident
resolution:
Object comments between the customer and the SOC,
ve
e-mail notifications about status changes, comments and deadlines,
an audit trail of all changes and accesses in the ticket.
dition Precon The incident exists and is available in the portal (UC_14a).
Precon The user has permission to view and comment on the given
dition incident.
Postco Comments and/or any status changes initiated by the customer are
ndition added to the incident.
Postco All changes and accesses are recorded for audit purposes; the
ndition relevant parties receive notifications.
Basic Path Basic Path
S -
tep Activity
1 The user opens the incident detail in the portal.The user opens the incident
detail in the portal.
2 The system saves the comment and records who added it and when.
3 The system saves the comment and records who added it and when.
The system sends e-mail notifications to the relevant parties (Analyst, other
customer representatives) about the new comment or status change.
5 The Analyst replies via their tool; the reply is synchronized to the portal and
displayed to the customer as another comment.
All comments, status changes and accesses can be viewed retrospectively
in the incident history.
ALT 14b_01 — Notifications are disabled for a specific user Alternate
Linked functional requirements
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FREQ_ 132 - E-mail
notifications  about  status
changes, comments,
deadlines

Automatic e-mail notifications of status changes,
comments, deadlines. E-mail notifications of status
changes, comments, deadlines

FREQ_142 - Recording
of all changes, accesses and
comments in the ticket

Recording of all actions, changes and comments in
a ticket. Recording of all changes, accesses and comments
in a ticket

UC_14b - Collaborate
on incident resolution via the
portal

UC_14b extends UC_14 with a collaboration layer
for incident resolution:

comments between the customer and the SOC,

e-mail notifications about status

comments and deadlines,

changes,

an audit trail of all changes and accesses in the

ticket.
Use UC 14c — Set preferences, priorities and integrations of the
case customer portal
UC_14c extends UC_14 with a configuration part for the customer:
Obiecti setting the priorities and severity of incidents from the customer's
) perspective,
ve
setting up integration channels (REST API / Webhooks) for
connecting the portal to the customer's internal tools (ticketing, chat, ITSM).
Precon The user has a role with the right to change portal settings for their
dition organization.
Precon At least basic incident priorities and categories are defined for the
dition organization.
Postco Preferred incident priorities/severities are defined for the given
ndition organization.
Postco Integration channels are configured (if necessary) — e.g. Webhooks
ndition for notifications to the internal ticketing system.
Basic Path Basic Path
S o
tep Activity
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The Manager opens the “Organization settings” section in the portal.

N

In the “Incidents” section, they set the priority/severity mapping (e.g. how
SOC priorities are to be reflected in the customer's internal priorities).

w

In the “Integrations” section, they enter the endpoint URLs for Webhooks or
API tokens for connecting to the internal ticketing/ITSM system.

4 The system verifies basic connectivity and saves the settings.

[@)]

to the settings.

On subsequent incident status changes or for new incidents, the system
sends notifications via REST API / Webhooks to the customer's systems according

ALT_14c_01 — Invalid or unavailable integration interface

Alternate

tep Activity

N

When the integration settings are saved, the test request fails (timeout, 4xx,
5xx); the system alerts the Manager to this and either saves the integration as
inactive or requires the parameters to be corrected.

Linked functional requirements

FREQ_135 - Setting
incident priority and severity

Setting the priority and severity level of a ticket for
better planning. Setting the priority and severity of an
incident

FREQ_139 - Support
for REST APl and Webhooks

Support for REST API interfaces and Webhooks for
communication with other systems. Support for REST API
and Webhooks

UC 14c - Set
preferences, priorities and
integrations of the customer
portal

UC_14c extends UC_14 with a configuration part for
the customer:

setting the priorities and severity of incidents from
the customer's perspective,

setting up integration channels (REST API /
Webhooks) for connecting the portal to the customer's
internal tools (ticketing, chat, ITSM).

4.5.2.17
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FREQ_053 - Monitoring stavu

systému

FREQ_085 - Odhadovana kapacita
skenovania

FREQ_083 - Pravidelné aktualizaci
signatura modulov

BRAIN:IT

FREQ_081 - Nizka systémova zata
agenta

FREQ_082 - Jednoduché centrélne
riadenie agentov

UC_15 - Spravovat
prevadzku SOCaa$
platformy

LA

Figure 27 : UC_15 — Manage the operation of the SOCaa$S platform

Spravca

case o5E UC_15 — Manage the operation of the SOCaaS platform
UC_15 addresses the technical operation of the SOCaa$S platform
so that:
it is stable, performant and available,
agents and sensors do not place unnecessary load on the
customer's environment,
Objecti
ve

the platform is continuously updated (signatures, modules),

processing/scanning capacity is kept under control.

The aim is for SOCaaS to run reliably, to be able to handle the
expected volume of data and not to jeopardize the performance of the
customer's systems.
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Precon
dition

The SOCaaS platform is deployed in the production environment
(on-prem/cloud/SaaS).

Precon
dition

Monitoring tools and mechanisms exist for tracking the status of the
platform and the agents.

Precon
dition

Basic operational parameters are defined — acceptable load,
processing capacity, maintenance windows.

Postco
ndition

The status of the platform and the deployed agents is continuously
monitored and known to the Operator.

Postco
ndition

Updates of signatures and modules are performed in a controlled
manner and without significant service outage.

Postco
ndition

Processing/scanning capacity is planned and the Operator is able to
identify the need for expansion or optimization.

Basic Path

Basic Path

tep

Activity

operational dashboard (component availability, queues, latencies, error rates).

The Operator monitors the status of the SOCaaS platform in the

customers — availability, version, CPU/RAM load.

The system continuously monitors the status of the agents deployed at

When the number of customers or the volume of data grows, the Operator

BRAIN:IT

w

evaluates the processing/scanning capacity and compares it with the expected
growth.

Based on the update policy, the Operator schedules regular updates of
4 signatures and modules (e.g. outside peak hours) in order to minimize the impact
on performance.

The system performs the updates and verifies whether the agents and
components are functional after the update and are reporting within the expected
scope.

[@)]

If necessary, the Operator adjusts the agent configuration (estimates of
scanning frequency, level of detail, load limits) so that they do not overload the
customers' systems.

»

All operational interventions (updates, configuration changes, capacity
interventions) are recorded for audit and diagnostic purposes.

ALT_15_01 — Overload of agents or the platform detected Alternate

tep

Activity

o Funded b r GOVERNMENT OFFICE
7 y . RECOVERY - OF THE SLOVAK REPUBLIC
SR the European Union AND RESILIENCE

Xl NextGenerationEU PLAN

145



UNIVERSITY OF ZILINA
Faculty of Management Science
and Informatics

P

BRAIN:IT

optimization.

Monitoring shows that the agents or the platform itself place excessive load
1 0n the system (CPU, RAM, disk, network); the Operator adjusts the configuration
(scanning frequency, data scope) or proposes a capacity expansion or deployment

ALT_15_02 — Failure of signature or module update

Alternate

tep Activity

identifies the affected

-_—

After the update is launched, it is found that some of the agents or
components did not complete the update or stopped reporting; the Operator

repeats the update with adjusted parameters.

systems and rolls them back to the last stable version or

Linked functional requirements

FREQ_081 -
system load of the agent

Low

The agent has a Ilow impact on system
performance, which enables deployment at large scale.
Low system load of the agent

FREQ_083 - Regular
updates of signatures and
modules

Regular updates of threat databases, signatures
and detection rules. Regular updates of signatures and
modules

FREQ_082 -
centralized management
agents

Simple
of

A central console for the management, configuration
and supervision of all agents. Simple central management
of agents

FREQ_053 -
status monitoring

System

Monitoring of system performance, availability and
functionality. System health monitoring (healthcheck)

FREQ_085 - Estimated
scanning capacity

The ability of the tool to scan large networks
efficiently. Estimated scanning capacity (for example, min.
100 IP/24h)

4.5.2.18
needs
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FREQ_180 - Export dokumentov da
PDF, HTML alebo Markdown

formatu

Figure 28 :

UNIVERSITY OF ZILINA
Faculty of Management Science
and Informatics

7 D 7 7

podoby reportu formatov CSV, PDF, cez REST API pre tvorbu a spravu reportov

reporty, exporty a
dokumenty potrebam
organizacie

L2

Koncovy pouzivatel Manazer Prevadzkovatel'

Use
case

UC 16 — Customize reports, exports and documents to the
organization's needs

Objecti
ve

UC_16 addresses the configuration of the form of SOCaaS outputs:

the appearance of reports according to the corporate identity (logo,
colours, header),

export formats (CSV, XML, PDF, HTML, Markdown),

export of incidents and documents for further processing or
archiving.

It builds on UC_10b (which addresses the content and scheduling of
reports) by enabling detailed settings of presentation and export so that the
outputs fit into the customer's environment and tools.
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Precon
dition

There are defined reports and documents that can be generated
(UC_10b, UC_02b).

Precon
dition

The user has a role that allows them to change the appearance and
export settings of reports/documents.

Precon
dition

The SOCaaS platform supports multiple export formats and basic
appearance templates.

Postco
ndition

Report appearance templates are defined for individual

organizations (logo, colours, header).

Postco
ndition

Preferred export formats set for of

reports/incidents.

are specific types

Postco
ndition

Users are able to export reports, incidents and documents in the
required formats for further processing or archiving.

Basic Path

Basic Path

tep

Activity

-_—

the portal.

The Manager or Auditor opens the “Report and export settings” section in

report”, “incident overview”,

They select the type of output they want to customize (e.g. “management
”, “knowledge document”).

w

In the Appearance section, they select or modify the template:

4 report/document is to be available (e.g. CSV and PDF; for documents also
HTML/Markdown).

In the Export formats section, they select the formats in which the

format and checks the layout and readability.

The user displays a preview of the report with the new appearance and

preferred export formats for the given type of report/document.

After confirmation, the system saves the appearance template and

7 allows one of the configured exports to be selected directly (e.g. “Download as
PDF”, “Export to CSV”, “Export document to HTML?”).

The next time a report is generated or an incident is displayed, the system

(e.g. via REST API), according to the organization's settings.

Exported files can be downloaded by the user or sent to other systems

ALT_16_01 — The required export format is not supported

Alternate

tep

Activity
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The user attempts to set a format that the platform does not support; the
system alerts them to this and offers available alternatives (e.g. CSV instead of
XLSX, PDF instead of DOCX).

ALT_16_02 — Error when exporting a large volume of data

Alternate

S o
tep Activity
When exporting a report with a large number of records, a limit or timeout is
1 exceeded; the system aborts the export, informs the user and offers to narrow the
scope (shorter period, filtered data) or an asynchronous export.
ALT_16_03 — Change of corporate identity Alternate
S o
tep Activity

their original form.

The organization changes its logo or corporate colours; the Manager opens
the appearance settings, modifies the template (logo, colours) and, after saving, all
newly generated reports will use the new identity, while older reports remain in

Linked functional requirements

FREQ_180 - Export of
documents to PDF, HTML or
Markdown format

The possibility of exporting documents for offline
use or publication. Export of documents to PDF, HTML or
Markdown format

FREQ_092 -
Configurable report formats

Flexibility of outputs for further processing.
Configurable report formats (e.g. CSV, XML, PDF)

FREQ_169 - Web/GUI
interface for creating and
managing reports

A user-friendly interface for designing, editing and
managing reports. Web/GUI interface for creating and
managing reports

FREQ_153 - Export of

Data export for documentation or reporting. Export

incidents to CSV, PDF - !
formats, via REST API of incidents to CSV, PDF formats, via REST API
FREQ_164 - The possibility of adjusting the appearance of the

Customization of the visual
form of the report

report according to the corporate identity. Customization of
the visual appearance of the report (logo, colours, header)

4.5.2.19
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zédznamov
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FREQ_123 - Moznost tvorby
vlastnych poli, atributov, pluginov

7

moznostou Uprav a prehfadnou pouzivatelskych roli

spravou

7

FREQ_125 - Webové rozhranie s FREQ_150 - Podpora viacerych FREQ_178 - Podpora RBAC

UC_17 - Spravovat
pouzivatel'ské roly v
SOCaas platforme

«extend»

Manazer Prevadzkovatel'

Figure 29 : UC_17 — Manage users and roles in the SOCaasS platform
Use :

case UC_17 - Manage user roles in the SOCaa$S platform

UC_17 addresses the administration of users and roles within
SOCaaS:
creating and modifying accounts,
assigning roles (SOC, customer, auditor...),
Objecti
ve

setting up access via RBAC,
adding custom attributes where applicable.

It is a system/administrative UC that supports all other UCs by
determining who can see and do what in the platform.
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Precon
dition

The SOCaaS platform is running and has an accessible
administrative web interface.

Precon
dition

The currently logged-in user has administrative permissions to
manage accounts and roles.

Postco
ndition

Created, modified or deactivated user accounts are stored in the
system.

Postco
ndition

Users are assigned appropriate roles according to the RBAC model.

Postco
ndition

Any custom attributes/metadata are set and usable in other parts of
the system.

Basic Path Basic Path

tep

Activity

The Operator logs in to the administrative web interface.

They open the “Users and roles” section.

account.

They choose whether they want to create a new user or modify an existing

4 identifier) and select one or more user roles (e.g. SOC analyst, Manager,
Customer, Auditor).

When creating an account, they enter basic data (name, contacts, account

permission level, special tags).

As needed, they add custom fields/attributes (e.g. organizational affiliation,

interface allows filtering and searching by name, role and other attributes.

The system saves the changes and displays the user in a clear list; the

~

responsibilities change.

The Operator can deactivate the account or change roles if the user's

ALT_17_01 — Attempt to make a change for which the user
does not have permission

Alternate

tep

Activity

-_—

the system rejects the change and displays information that they do not have
sufficient permission.

A user without administrative rights attempts to modify accounts or roles;

ALT_17_02 — Invalid combination of roles Alternate
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When saving the account, the system detects that the selected combination
1 of roles is in conflict with the RBAC policy (e.g. a conflict of interest); the
administrator receives information and must adjust the selected roles.
Linked functional requirements
FREQ_092 - Flexibility of outputs for further processing.
Configurable report formats Configurable report formats (e.g. CSV, XML, PDF)
FREQ_125 - Web
interface with editing User-friendly GUI for asset management. Web
capabilities and clear interface with editing capability and clear management
management

FREQ_150 - Support
for multiple user roles

RBAC support for various roles. Support for multiple
user roles — at least analyst and administrator

FREQ_153 - Export of
incidents to CSV, PDF
formats, via REST API

Data export for documentation or reporting. Export
of incidents to CSV, PDF formats, via REST API

FREQ_123 - Ability to
create custom fields,
attributes, plugins

User flexibility to customize the system to their own
needs. Possibility of creating custom fields, attributes,
plugins (e.g. NetBox/Django)

FREQ_169 - Web/GUI
interface for creating and
managing reports

A user-friendly interface for designing, editing and
managing reports. Web/GUI interface for creating and
managing reports

Access control according to user roles. RBAC

FREQ_178 - RBAC support — different access levels for reading, editing,
support
approval
FREQ_164 - The possibility of adjusting the appearance of the

Customization of the visual
form of the report

report according to the corporate identity. Customization of
the visual appearance of the report (logo, colours, header)

FREQ_180 - Export of
documents to PDF, HTML or
Markdown format

The possibility of exporting documents for offline
use or publication. Export of documents to PDF, HTML or
Markdown format

FREQ_181 - Simple
and intuitive interface for
editing and publishing records

User-friendly GUI for knowledge management.
Simple and intuitive interface for editing and publishing
records
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ucC_18

addresses

the

administration
organizations/tenants and the way incidents/cases are
structured within them:

of

creating and modifying organizations / teams,

UC_18 - Manage : .
L setting up categories, types and owners of cases,
organizations, teams and case
structure
defining incident templates and the way they are
shared between teams and external partners.
It builds on UC_17 (users and roles) and UC_14
(customer portal) and complements them with an
“organizational and process” layer.
4.5.2.20 UC_18 — Manage organizations, teams and case structure

FREQ_116 - Moznost priradenia
tagov, kategorii, vlastnikov a stav

FREQ_136 - MozZnost vytvarat
Sablény pre opakuijuce sa typy
incidentov

Figure 30 :

Funded by
the European Union
NextGenerationEU
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medzi timami a externymi
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FREQ_147 - Kategorizacia
incidentov pomocou tagov

7

FREQ_156 - Moznost pridat vlastn
polia alebo typy pripadov podlia
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potrieb organizacie

UC_18 - Spravovat
organizacie, timy a
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Use .
case UC_18 — Manage organizations, teams and case structure
UC_18 addresses the administration of organizations/tenants and
the way incidents/cases are structured within them:
creating and modifying organizations / teams,
Objecti setting up categories, types and owners of cases,
ve
defining incident templates and the way they are shared between
teams and external partners.
It builds on UC_17 (users and roles) and UC_14 (customer portal)
and complements them with an “organizational and process” layer.
Precon The wuser is logged in and has permissions to manage
dition organizations/case structure.
Precon SOCaasS has at least a few users created (UC_17) and at least one
dition organization/tenant (UC_14).
Postco Organizations/teams have a case structure set up (types,
ndition categories, owners).
Postco Templates for recurring incidents and the way they are shared
ndition between teams/partners are defined.
Postco Incidents can be unambiguously assigned to an organization, team,
ndition category and owner.
Basic Path Basic Path
S o
tep Activity
The Manager or Operator opens the “Organizations and cases” section in
the administration.
2 They select an existing organization (tenant) or create a new one and
assign teams to it (e.g. “SOC L1”, “SOC L2”, “Customer IT”).
3 For the organization, they set the case/incident types (e.g. “Phishing”,
“Malware”, “Policy”, “Vuln finding”) and basic categories.
4 For individual incident types, they create templates — prefilled fields,
recommended items, required information.
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They assign owners, tags and categories (e.g. “critical’, “regulatory”,
“internal”) to incident types and templates so that they can be filtered and reported
on.

(0]

They set which teams and, where applicable, external partners can view
and edit the given cases (sharing between teams according to rights).They set
which teams and, where applicable, external partners can view and edit the given
cases (sharing between teams according to rights).

\l

The system saves the organization structure, templates and sharing rules;
new incidents are created according to these settings.

ALT 18 01 — Creating a custom case type for a specific
organization

Alternate

S .
tep Activity
The organization has a specific case type (e.g. “Compliance finding”) that
1 does not exist in the global schema; the Manager adds a new case type for this
organization only and creates a custom template for it.
ALT_18 02 — Restricting case sharing with an external partner Alternate
S .
tep Activity

Originally, cases are shared with an external supplier; the Manager decides
that certain categories (e.g. HR incidents) will not be shared and adjusts the
sharing rules so that these cases are accessible only to internal teams.

Linked functional requirements

types

organization's needs

FREQ_156 - Ability to
add custom fields or case

Possibility of extending the incident schema.
Possibility of adding custom fields or case types according

according  to  the , %o organization's needs

assign

owners and status

FREQ_116 - Ability to

Adding metadata for efficient sorting and
management of assets. Possibility of assigning tags,
categories, owners and status (e.g. active, under
maintenance, decommissioned)

tags, categories,

FREQ_147 - . - I :
o . The possibility of categorizing incidents using
Categorization of incidents 7 o .
: labels/tags. Categorization of incidents using tags
using tags
FREQ_136 - Ability to Creation of templates for quick entry of frequently
create templates for recurring recurring incidents. Possibility of creating templates for
incident types recurring incident types
A Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND RES“.'ENCE: OF THE SLOVAK REPUBLIC
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FREQ_158 - Sharing of
cases between teams and
external partners according to
rights

Support for controlled sharing of cases. Sharing of
cases between teams and external partners according to
permissions

UC 18 - Manage
organizations, teams and case
structure

UC 18 addresses the  administration  of
organizations/tenants and the way incidents/cases are
structured within them:

creating and modifying organizations / teams,

setting up categories, types and owners of cases,

defining incident templates and the way they are
shared between teams and external partners.

It builds on UC_17 (users and roles) and UC_14
(customer portal) and complements them with an
“organizational and process” layer.

UC 18 - Manage
organizations, teams and case
structure

UC 18 addresses the  administration  of
organizations/tenants and the way incidents/cases are
structured within them:

creating and modifying organizations / teams,

setting up categories, types and owners of cases,

defining incident templates and the way they are
shared between teams and external partners.

It builds on UC_17 (users and roles) and UC_14
(customer portal) and complements them with an
“organizational and process” layer.

4.5.2.21
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FREQ_052 - Sifrovanie FREQ_071 - Zber auditovacich dat FREQ_039 - Podporované formaty
pomocou agentov. logov

FREQ_154 - Logovanie ¢innosti
analytikov pocas rie$enia incidentu:

FREQ_051 - Retencia

(audit trail)

JA
I
I
I
I
I
I
I

UC_19 - Riadif
uchovdavanie, ochranu a
auditovanie dat SOCaa!

L 2 2

Architekt Auditor Operator

Figure 31 : UC_19 — Manage the retention, protection and auditing of SOCaaS data

Use UC_19 — Manage retention, protection and auditing of SOCaaS
case data

UC_19 addresses data management in SOCaaS from the platform
perspective:

where and how logs are stored, indexed and retained,

which retention policies apply to individual log sources,

Objecti
ve

how logs are protected and encrypted,
how audit records of user and analyst activities are kept.
The aim is for SOCaa$S to meet the requirements for secure storage

and auditability of data while also supporting forensic analysis.
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Precon The SOCaaS platform is in operation (UC_15) and receives logs
dition from various sources (UC_01).

Precon There is a log/data storage (SIEM / data lake) that supports the
dition configuration of retention and encryption.

Precon At least a basic log retention and security policy is defined (e.g.
dition according to log type or regulation).

Postco Retention policies are set for logs/data according to source and
ndition importance.

Postco Logs are protected both in transit and at rest (encryption
ndition configured).

Postco User and analyst activities are audited so that forensic analysis can
ndition be performed and it can be traced who did what.

Basic Path Basic Path

S -
tep Activity

1 Design of the storage and retention architecture

2 Setting retention policies according to source and importance

3 Enabling and verifying log encryption

4 Configuring the collection of audit records

5 Monitoring the status of retention and the audit trail

6 Evaluating auditors' requirements

7 Adjusting policies based on findings

ALT_19 01 - Insufficient capacity for the configured retention Alternate

S o
tep Activity

With longer retention periods, the Operator finds that the storage does not
1 have sufficient capacity; together with the Architect, they either adjust the retention
(e.g. differently according to log type) or propose an expansion of the storage.

ALT_19_02 — Auditor's requirement for longer retention Alternate

S o
tep Activity

An auditor or regulator requires longer retention for a specific type of logs
1 (e.g. login logs); the Architect and the Operator adjust the relevant retention policy
and record the change as part of the compliance documentation.
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ALT_19_03 - Incident involving compromise of the log storage

Alternate

incident handling (audit trail)

S -
tep Activity
An incident related to access to the log storage is detected; the audit trail
makes it possible to determine who accessed the data and when. Based on the
findings, the Architect and the Operator tighten encryption, access rights or
1 segmentation of the storage.
Linked functional requirements
FREQ_154 - Logging : . . . .
of analyst activities during Recording of activities for forensic analysis. Logging

of analysts' activities during incident handling (audit trail)

FREQ_039 - Supported
log formats

The ability of the SIEM to receive and process logs
in various standardized formats. Supported log formats
(syslog, JSON, CSV, CEF, LEEF..))

FREQ_052
Encryption

Protection of logs against unauthorized access in
transit and at rest. Encryption (both in transit and at rest)

FREQ_071 - Collection
of audit data using agents

Collection of audit records on user activities,
processes and the system via the agent. Collection of audit
data using agents

FREQ_051 - Retention

The ability to set log retention policies according to
source and importance. Retention (flexible, by log type)

4.5.2.22
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FREQ_183 - Zaznamy o tom, ktoa

7
FREQ_177 - MoZnost vkladat
obrazky, logy, odkazy a prilohy

FREQ_182 - Zachovanie histérie
zmien s moznostou obnovy stardej
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FREQ_060 - Workflow engine s
vetvenim, podmienkamia sluckan

verzie

kedy upravoval dokument

FREQ_059 - MoZnost tvorby
vlastnych playbookov bez potreby
programovania

e
e
-
-
7
e
-
N -
UC_20a - Spravovat -
zaznamy znalostnej FREQ_067 - Playbook debugging &
bézy testing
AN
\
\
\
\
\
\
FREQ_179 - MoZnost integracie s N N
ticketingom, incident \ UC_20b- Spravovat
managementom, SIEM N N playbooky reakcie na
N4~ N incidenty

FREQ_174 - Podpora
Strukturovany ch dokumentov —

kategorie, sekcie, znacky

[7 ./ UC_20-Spravovat

FREQ_173 - Vytvéranie, editécia a znalostnti bézu a

verzovanie zaznamov kniznicu/playbockod «extend»
FREQ_175 - Fulltextové
vyhladavanie s podporou filtrov a
tagov
Data Scientist Manazer Developer Analytik

Figure 32 : UC_20 — Manage the knowledge base and playbook library

FREQ_184 - MoZnost tvorby
schvalovacich workflow pre nové
KB &lénky

UC_20c - Schvalovat,
verzovat a publikovat
KB a playbooky

case

e UC_20 — Manage the knowledge base and playbook library
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UC_20 ensures that the SOC has, in a centralized and managed
manner:

a knowledge base (KB) - articles, guides, lessons learned,
Objecti procedures,
ve
a playbook library — both manual and automated response
procedures,
a process for approving, versioning and publishing this content.
Precon There is a module for the knowledge base and playbooks available
dition to the Analyst and the Manager.
Precon Roles and rights for creating, editing and approving content are
dition defined.
Precon At least basic KB articles or playbooks already exist in the system
dition (e.g. an initial set).
Postco The knowledge base contains up-to-date, versioned and
ndition categorized records.
Postco The playbook library contains published and usable playbooks
ndition linked to incident types.
Postco Each record has a traceable history and information on who created
ndition and approved it.
Basic Path Basic Path
S -
tep Activity

chooses whether they want to work with the KB or with playbooks.

The Analyst opens the “Knowledge base and playbooks” module and

content based on current knowledge from incidents, Tl or hunting.

The Analyst creates a new record or opens an existing one and adds

w

that it is easy to find in other UCs.

The Analyst assigns the record to incident types, categories and tags so

Manager or the area owner.

The Analyst saves the record as a draft and submits it for approval to the

version and decides whether to approve it or return it for revision.

The Manager reviews the content, compares the changes with the previous

After approval, the system marks the new version as valid and moves the

old version to the history with a record of the date and author of the change.
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The valid record is made available in the relevant parts of the system (e.g.
in the incident detail, in the playbook engine, in the customer portal).

The system records all operations on the record (creation, edits, approval)
for audit and forensic analysis.

ALT 20 01 — The record is returned for further work

Alternate

S o
tep Activity
1 The Manager does not approve the proposed content, adds a comment
with remarks and the record is returned to the Analyst in the draft state.
ALT 20 02 — The record is marked as obsolete Alternate
S -
tep Activity

change the status to

The Manager or Analyst finds that the content is no longer valid; they

“archived” and the system stops offering it as an active

recommendation, but it remains available in the history.

Linked functional requirements

UC 20a - Manage
knowledge base records

UC_20a addresses in detail the life cycle of KB
articles — creation, editing, structure, tagging and linking to
incidents.

FREQ_179 - Ability to

Linking the KB with other systems for more efficient

integrate with ticketing, use of content. Possibility of integration with ticketing,
incident management, SIEM incident management, SIEM
UC 20c - Approve, UC_20c addresses the governance layer over the

version and publish KB and
playbooks

KB and playbooks — approval, versioning, change auditing
and the approval workflow.

FREQ_140 - Export to
PDF, CSV, JSON formats for
documentation and reporting

The possibility of exporting tickets for archiving or
reporting purposes. Export to PDF, CSV, JSON formats for
documentation and reporting

FREQ_175 - Full-text
search with support for filters
and tags

Searching the KB with the possibility of filtering by
tags, categories and content. Full-text search with support
for filters and tags

FREQ_173 - Creation,

The possibility of creating, editing and tracking

editing and versioning of versions of documents with a history of changes. Creation,
records editing and versioning of records (guides, playbooks, FAQ)
UC 20b - Manage UC _20b addresses the design, editing and

incident response playbooks

maintenance of playbooks that the SOC uses for
automated or semi-automated response (UC_07).
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FREQ_174 - Support
for structured documents -
categories, sections, tags

Organization of KB documents according to
structured rules (categories, tags, sections). Support for
structured documents — categories, sections, labels (tags)

UC_20 - Manage the
knowledge base and playbook
library

UC 20 ensures that the SOC has, in a centralized
and managed manner:

a knowledge base (KB) — articles, guides, lessons
learned, procedures,

a playbook library — both manual and automated
response procedures,

a process for approving, versioning and publishing
this content.

UC_20 - Manage the
knowledge base and playbook
library

UC 20 ensures that the SOC has, in a centralized
and managed manner:

a knowledge base (KB) — articles, guides, lessons
learned, procedures,

a playbook library — both manual and automated
response procedures,

a process for approving, versioning and publishing
this content.

S UC_20a — Manage knowledge base records
case
Objecti UC_20a addresses in detail the life cycle of KB articles — creation,
ve editing, structure, tagging and linking to incidents.
Precon i
dition The preconditions of UC_20 apply.
" Precon The user has permission to edit KB records.
dition
Postco The KB contains up-to-date, structured articles with rich content,
ndition change history and an audit trail.
Basic Path Basic Path
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tep Activity
1 The Analyst opens the list of KB articles in the “Knowledge base” module.
The Analyst creates a new KB article or opens an existing record for
editing.
The Analyst edits the article content and adds structure (sections,
subsections), tags and categories.
The Analyst inserts relevant attachments, logs or screenshots that help in
resolving similar incidents.
The Analyst saves the record; the system records the author and time of
the change and, as needed, submits it for approval.
ALT_20a_01 - Merging two related KB records Alternate
S o
tep Activity
The Analyst identifies two very similar articles in the knowledge base,
1 creates one consolidated record and marks the original articles as archived with a
link to the new consolidated article.
ALT_20a_02 - Attempt to edit without sufficient permissions Alternate
S -
tep Activity

A user with read-only access attempts to edit a KB article; the system does
not allow the change, displays information about insufficient permissions and
leaves the record unchanged.

Linked functional requirements

FREQ_183 - Records
of who edited the document
and when

Audit trail of document changes with information on
authors and time. Records of who edited a document and
when

FREQ_177 - Ability to
insert images, logs, links and
attachments

The ability to enrich documents with multimedia or
data content. Possibility of inserting images, logs, links and
attachments

FREQ_182 - Retention
of change history with the
ability to restore an older
version

Tracking and archiving of changes for each
document. Retention of the change history with the
possibility of restoring an older version

UC 20a - Manage
knowledge base records

UC _20a addresses in detail the life cycle of KB
articles — creation, editing, structure, tagging and linking to
incidents.
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knowledge base records

UC_20a addresses in detail the life cycle of KB
articles — creation, editing, structure, tagging and linking to
incidents.

UC 20a - Manage

case

i UC_20b — Manage incident response playbooks

ve

UC _20b addresses the design, editing and maintenance of
playbooks that the SOC uses for automated or semi-automated response
(UC_07).

Objecti

dition

Precon A workflow/playbook engine is available in the system.

dition

Precon The user has permission to create and modify playbooks.

ndition

Postco Playbooks have defined steps, branching and integration points and
are tested before deployment to production.

Basic Path Basic Path

tep

Activity

The Analyst or Developer opens the “Playbooks” section in the SOCaaS
interface.

2 The user creates a new playbook or opens an existing one for editing.

In the graphical editor, they define the individual steps of the playbook, their
order, branching and execution conditions.

w

They assign integration actions to the steps (e.g. calling the API of the
firewall, EDR, ticketing) and set the necessary parameters.

The user runs a test of the playbook in debug/simulation mode and verifies
that the steps proceed as expected.

After a successful test, they submit the playbook for approval to the
Manager and, after approval, it is marked as “production” for UC_07.

»

ALT _20b_01 - The playbook fails the test in simulation mode Alternate

tep

Activity

After the playbook test is run in simulation mode, the system detects an
error in one of the steps or missing parameters; the test ends with an error and the
playbook remains in the draft state until the Analyst or Developer modifies it.

N
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ALT _20b 02 -
configuration

Saving a playbook with an

incomplete Alternate

tep Activity

—_—

The user attempts to save a playbook in which mandatory fields are
missing or not all integration steps are configured; the system refuses to save it
and highlights the missing or invalid settings.

Linked functional requirements

FREQ_059 - Ability to
create  custom  playbooks
without the need for
programming

The ability to create and manage playbooks using a
visual interface without the need for coding. Possibility of
creating custom playbooks without the need for
programming

FREQ_067 - Playbook
debugging & testing

The possibility of testing and debugging playbooks
before their live deployment. Playbook debugging & testing

FREQ_060 - Workflow
engine with branching,
conditions and loops

The possibility of defining complex logic in
playbooks using decision points. Workflow engine with
branching, conditions and loops

UC 20b - Manage
incident response playbooks

UC 20b addresses the design, editing and
maintenance of playbooks that the SOC uses for
automated or semi-automated response (UC_07).

UC 20b - Manage
incident response playbooks

UC_20b addresses the design, editing and
maintenance of playbooks that the SOC uses for
automated or semi-automated response (UC_07).

case SEE UC_20c — Approve, version and publish KB and playbooks
I UC _20c addresses the governance layer over the KB and
Objecti o o
ve playbooks — approval, versioning, change auditing and the approval
workflow.
Precon Drafts or modified versions of KB articles and playbooks exist
dition (UC_20a, UC_20Db).
dition Precon The Manager has permission to approve and publish content.
Postco Each record has a status (draft, in approval, published, archived)
ndition and a tracked history of changes and authors.
Basic Path Basic Path
S -
tep Activity
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The Manager opens the list of KB articles and playbooks awaiting approval.

N

The Manager selects a specific record and displays the current version
together with an overview of the changes compared with the previous version.

The Manager decides whether to approve the record, return it for further
work or mark it for archiving.

Upon approval, the system sets the new version as valid, moves the older
version to the history and records the date and author of the approval.

According to the configured workflow, the system informs the relevant
users that a new article or playbook has been published and is available for use.

ALT 20c_01 - Error in content detected after publication Alternate

tep

Activity

-_—

After a new version of a KB article or playbook is published, the Analyst
notices a factual error, creates a corrective version, submits it for expedited
approval and, after approval, the corrective version becomes valid.

ALT_20c_02 - The primary approver is not available Alternate

tep

Activity

-_—

The record is awaiting approval, but the primary Manager is unavailable for
a long period; after a defined time has elapsed, the system offers the approval to a
substitute approver according to the configured approval workflow.

Linked functional requirements

FREQ_184 - Ability to Approval processes for the publication of new
create approval workflows for articles. Possibility of creating approval workflows for new
new KB articles KB articles

UC 20c - Approve, UC_20c addresses the governance layer over the
version and publish KB and KB and playbooks — approval, versioning, change auditing
playbooks and the approval workflow.

4.5.2.23
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UC_21 — Manage and evaluate machine learning models for incident detection
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7

FREQ_189 - Rychlost inferencie
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distribcie dat

FREQ_186 - Miera falosnych
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UC_21-Spravovat a
vyhodnocovat modely
strojového ucenia pre detekciu
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Data Scientist Manazer Prevadzkovatel Analytik

Figure 33 : UC_21 — Manage and evaluate machine learning models for incident detection

Use UC 21 — Manage and evaluate machine learning models for
case incident detection

UC_21 addresses the life cycle of the ML models that we use to
detect incidents and anomalies in SOCaaS:

design and training of models,
Objecti
ve quality measurement (FP/FN, accuracy, speed),

robustness to changes in data,

adaptive/online learning while the system is running.
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Precon SOCaaS has ML-based detection component(s) (anomalies,
dition classifiers, scoring).
dition Precon Historical data/logs are available for training and testing the models.

Precon Basic quality metrics that we want to achieve are set (e.g. a limit on
dition FP/FN).

Postco The ML models have had their quality evaluated (FP/FN, speed,
ndition robustness) and are either deployed or rejected.

Postco The system is able to respond to changes in data (drift) by means of
ndition retraining or online learning.

Postco The results of model evaluation are recorded for further decision-
ndition making and audit.

Basic Path Basic Path

S .
tep Activity

for training or testing the model.

The Data Scientist selects a dataset (historical logs, incidents) as the basis

on current detection requirements.

The Data Scientist trains a new model or modifies an existing model based

including the metrics of false alarms and missed incidents (FP/FN).

The system evaluates the quality of the model on the validation set,

4 training (CPU, GPU, RAM, training time) and compares them with the available
resources.

The system evaluates the computational demands of the model during

to process new events under conditions close to real operation.

The system measures the inference speed of the model — the time needed

(0]

data distribution (e.g. new log types, changes in behavioural patterns) and the
impact on detection quality

The Data Scientist evaluates the robustness of the model to changes in the

\l

deployment to production, and the Operator ensures the deployment of the model
in the detection engine.

If the model meets the required metrics, the Manager approves its

After deployment, the system continuously collects feedback from real

oo

operation (actual FP/FN) and prepares the basis for further tuning or adaptive
learning.

ALT 21 02 — The model is too slow for real time Alternate
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The inference test shows that the model is unable to process incoming data
within the required time; the Data Scientist selects a more efficient architecture,
simplifies the model or proposes offloading to another environment (e.g. a
dedicated GPU server).
ALT_21_03 - Significant data drift appears after deployment Alternate
S -
tep Activity
After some time, it is found that new types of events or behaviour have
reduced the detection quality; the system alerts to the drift, and the Data Scientist
prepares an updated training set and launches adaptive/online learning so that the
model reflects the new data.
ALT_21_01 — The model has too high a number of false alarms Alternate
(FP)
S o
tep Activity

-_—

After evaluation, it turns out that the model generates an unacceptably high
number of FPs; the Data Scientist adjusts the architecture, hyperparameters or
threshold values and repeats the training and evaluation process until an
acceptable level is achieved.

Linked functional requirements

Adaptive/online learning

FREQ 193 _ adaptive/online learning. Support for updating the model

The solution must have the capability of

during operation without retraining. The ability to update the
model without the need for complete retraining, e.g. by
means of online learning.

FREQ_186 - False
alarm rate

The solution must ensure evaluation of the false
alarm rate (False Positives/Negatives). How often the
algorithm generates false positives/negatives. Reducing the
false alarm rate is key to usability in the SOC. Ideal models
have a very low number of FP/FN.
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UC_29 - Explain and
analyse anomalies detected by
ML models

UC_29 ensures that SOCaaS is able to explain
comprehensibly the anomalies detected by machine
learning models:

display the context of the data flow (logs, metrics,
network flows),

show the time course of the signals that led to the
anomaly,

work with unsupervised models (without labels),

and give the analyst an interpretation of “why the
model flagged it”.

FREQ_188 -
Computational demands of
Al/ML

The solution must be scalable with respect to
computational demands (CPU/GPU, memory). Resources
required for model training and inference. Varying load on
computing resources, including GPU and RAM demands
and training duration.

UC 03 - Manage
detection and correlation rules

This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on 10Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process — their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

FREQ_190 -
Robustness to changes in data
distribution

The solution must ensure robustness to changes in
data distribution (drift, noise). Resilience to noise, changes
in data or attacksThe model must be resilient to
unexpected changes, fluctuations or noise, otherwise it will
stop working correctly.

FREQ_189 - Inference
speed

The solution must ensure evaluation of inference
speed (detection time). Response speed in detection. How
quickly the model can provide a result on new data. Critical
for real-time deployment.

4.5.2.24
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Figure 34 : UC_22 — Manage and deploy detection packages and rules

case e UC_22 — Manage and deploy detection packages and rules
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UC_22 addresses the life cycle of detection content (rules,
correlation rules, signatures, “content packs”) in SOCaaS:

design and modification of detection rules and packages,

testing on historical or synthetic data,

Objecti
Ve 0 0 0 . e
controlled deployment to production, including the possibility of
rollback,

restricted deployment for selected tenants/customers.

UC_22 does not address the detection runtime itself (that is covered
in UC_03), but rather the process of designing, testing and the controlled
deployment of detection rules and packages to the engine.

Precon There is a detection engine (UC_03) that supports the configuration
dition of rules/packages.

Precon The platform has a mechanism for testing rules (a separate test
dition environment or test mode).

Precon Roles and competences are defined as to who can create/modify,
dition and who must approve, detection rules.

Postco New or modified detection rules are tested, approved and deployed
ndition to production, or rejected.

Postco Rule changes are versioned and auditable, and in case of problems
ndition it is possible to revert to the previous version.

Basic Path Basic Path

S -
tep Activity

displays the list of existing rules.

The Analyst opens the “Detection rules and packages” module and

conditions, threshold values and the mapping to an incident type.

The Analyst creates a new rule or modifies an existing one, defining

rule on historical or synthetic data in test mode.

The Analyst saves the change as a proposal (draft) and runs a test of the

alarms and the impact on existing detection.

The system evaluates the test results — the number of hits, potential false

repeats the test until acceptable behaviour is achieved.

Based on the test results, the Analyst modifies the rule if necessary and
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The Analyst submits the rule for approval to the Manager or to the defined
owner of the detection content.

The Manager assesses the impact of the rule (in particular on the number
of alerts, threat types and affected customers/tenants) and decides whether to
approve it or return it for modification.

~

After approval, the Developer / DevSecOps launches the deployment of the
rule to production, or only for selected tenants or in restricted (“canary”) mode.

The system records all changes (rule version, author, approver,
deployment time) and monitors the impacts on alerts and performance.

ALT_22 01 — The rule test reveals an extremely high number

of hits Alternate
S o
tep Activity
After step 4, the Analyst finds that the rule would generate a
1 disproportionate number of alerts; they modify the rule (tightening conditions,
adding filters) and repeat the test until an acceptable number of hits is achieved.
ALT 22 02 — The deployed rule negatively affects production Alternate
S o
tep Activity

After deployment in step 8, the system detects a significant increase in the
number of alerts, latency or errors; the Operator or DevSecOps initiates a
reversion to the previous version of the rules and the new rule is marked as
“requires modification/test”.

ALT 22 03 — The rule is to be deployed only for selected

Alternate
customers

tep Activity

During approval in step 7, the Manager decides that the rule is relevant
only for a certain type of customer (e.g. a specific sector or tenant); during
deployment, only a subset of tenants to which the rule is applied is selected

Linked functional requirements

FREQ_040 - Real-time The ability to process logs in real time (streaming) or
vs. batch processing only in batches. Real-time vs. batch processing

FREQ_044 - Anomaly Detection of non-standard behaviour or deviations
detection from expected behaviour. Anomaly detection
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FREQ_075 - Log
analysis and correlation with
threats

Log analysis with the aim of detecting correlated
events and potential threats. Log analysis and correlation
with threats

FREQ_042 - Machine
Learning/Behavioural analysis

The ability of the SIEM system to detect anomalies
using machine learning. Machine Learning/Behavioural
analysis

FREQ_022 - Incident
detection and escalation

The solution must ensure incident detection and
escalation. Rules for detecting anomalies and known
threats must be configured in the environment. After
detection:

. an alert is generated

. the alert is automatically transformed into an
incident

. Zammad provides a ticket for the L1 team

and supports escalation,

. the team evaluates the observables and
uses enrichment

UC 03 - Manage
detection and correlation rules

This use case covers the activities of analysts and
administrators in creating, managing and maintaining
detection and correlation rules in the SOCaaS environment.
These rules enable the detection of security threats based
on 10Cs, behavioural anomalies, event chaining or
threshold values. The use case focuses exclusively on the
rule management process — their definition, tuning,
classification and mapping to security frameworks (e.g.
MITRE ATT&CK).

4.5.2.25 UC_23 — Manage and operate vulnerability scanning
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Figure 35 : UC_23 — Manage and operate vulnerability scanning

case o5E UC_23 — Manage and operate vulnerability scanning
UC_23 addresses the operation and management of vulnerability
scanning within SOCaaS:
planning and launching scans,
ve Objecti assigning scans to assets and networks,
the technical architecture of scanning (master/sensor),
integration of findings into tickets and into the vulnerability
management process (UC_12).
Precon At least the basic assets and network ranges (UC_11) intended for
dition scanning are known.
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Precon A vulnerability scanning tool is deployed in the environment (on-
dition prem, VM or SaaS).

Precon The Administrator and the Operator have permissions to configure
dition scanners and schedule scanning.

Postco Vulnerability scanning for the selected ranges has been carried out
ndition according to the schedule or on demand.

Postco Findings are enriched with CPE/CVE and CVSS scores and are
ndition available for UC_12.

Postco

ndition Relevant findings are exported or linked to remediation tickets.

Basic Path Basic Path

tep Activity

The Operator or Administrator opens the “Vulnerability scanning” module
and displays an overview of the existing scanning profiles.

-_—

The Operator selects the ranges (IP, networks, asset groups) and chooses
the scan type (full, quick, authenticated).

The Operator schedules regular execution of scans (e.g. weekly at night) or
launches a one-off ad hoc scan.The Operator schedules regular execution of
scans (e.g. weekly at night) or launches a one-off ad hoc scan.

w

The system assigns the scans to the available scanning nodes according to
the architecture (master/sensor) and optimizes the load distribution.The system
assigns the scans to the available scanning nodes according to the architecture
(master/sensor) and optimizes the load distribution.

After the scan is completed, the system processes the results, assigns
5 CPE/CVE identifiers to the vulnerabilities and calculates CVSS scores.After the
scan is completed, the system processes the results, assigns CPE/CVE identifiers
to the vulnerabilities and calculates CVSS scores.

The Analyst or Administrator displays the scan results, filters the findings by
severity and scope and marks those that are to be addressed.The Analyst or
Administrator displays the scan results, filters the findings by severity and scope
and marks those that are to be addressed.

The system creates or updates remediation tickets in the integrated
ticketing system or exports the findings in the selected format for further
processing.

\l

ALT_23 01 — Scanning cannot be completed on part of the

) Alternate
infrastructure

tep Activity
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During the scan, some systems are unavailable or are blocked by a
firewall; the system marks these parts as “not scanned”, the Operator receives
information and can schedule a replacement scan with an adjusted configuration
or in a different time window.

ALT_23 02 — Overload of the scanning infrastructure

Alternate

tep Activity

-_—

After several scans are launched at once, the system detects excessive
load on the scanning nodes; the scans are queued or spread over time so as not
to exceed the permitted limits, and the Operator is alerted that it would be
advisable to strengthen the scanning architecture.

Linked functional requirements

FREQ_087 - Support
for CPE, CVE identifiers

The possibility of identifying vulnerabilities according
to standardized identifiers. Support for CPE, CVE identifiers

FREQ_096 - Support
for CVSS 4.0

Support for the latest version of the CVSS scoring
system. Support for CVSS 4.0

FREQ_090 - Support
for scheduling tasks and alerts

The possibility of automating repeated tasks and the
generation of alerts. Support for task and alert scheduling
(optional)

FREQ_091 -
Remediation tickets -
integration or export

The possibility of exporting findings to a ticketing
system or to CSV, JSON, PDF. Remediation tickets —
integration or export

FREQ_094 - Scanning
architecture

Scalability and customization of scan distribution.
Scanning architecture (monolithic or master/sensor)

4.5.2.26
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Figure 36 : UC_24 — Orchestration of integrations between SOCaa$S and external systems

Use UC 24 — Orchestration of integrations between SOCaaS and
case external systems

UC 24 addresses the technical and process orchestration of
integrations between SOCaaS and other systems:

SIEM, SOAR, CTI, ticketing, communication tools, firewall, EDR,

Objecti APl integrations, webhooks, plug-ins and connectors,

ve

unified management of data flows and actions across these
systems.

The aim is for incident response, automation (UC_07) and incident
management to function as a single interconnected ecosystem rather than
as isolated tools.

Precon The architecture of integrations between the customer and SOCaaS
dition is designed (UC_13) and at least a basic connection to
SIEM/SOAR/ticketing exists.

o Funded b r GOVERNMENT OFFICE
s i y . RECOVERY - OF THE SLOVAK REPUBLIC
P the European Union AND RESILIENCE 179

NextGenerationEU PLAN




UNIVERSITY OF ZILINA
@ EiS”l'ntfy;r’L?iﬂige"‘e"‘S”e”“ BRAIN:IT

Precon The SOCaaS platform supports REST API, webhooks and a plug-
dition in/connector mechanism.

Precon The Operator and the Developer have permissions to configure
dition integrations and orchestrations between systems.

Postco The defined integration links and flows between SOCaaS, SIEM,
ndition SOAR, CTI, ticketing, firewalls, EDR and other systems are active and

monitored.

Postco Incidents and events are consistently synchronized between
ndition systems (status, ID, links).

Postco An audit and overview are available of which integration channels
ndition are active, which actions they trigger and how they fail.

Basic Path Basic Path

S .
tep Activity

The Operator opens the “Integrations and orchestration” module and
displays an overview of the existing integration links (SIEM, SOAR, CTI, ticketing,
EDR, firewall, communication tools).

-_—

The Developer or Operator creates a new integration link or modifies an
2 existing one, selects the target system (e.g. ticketing system, CTI, firewall) and the
integration type (API, webhook, plug-in).

The user configures authentication, endpoints, data formats and field
mapping between SOCaaS and the target system.

w

The user defines which events in SOCaa$S are to trigger actions in external
4 systems (e.g. incident creation — create ticket, incident status change — update
ticket, IOC from Tl — update block list in the firewall).

The system saves the configuration and allows a test of the integration link
to be run on a small data sample or a test incident.

After a successful test, the Operator activates the integration link and sets
whether it is to be applied globally or only for selected customers/tenants.

(0]

In real operation, SOCaaS begins to use the configured orchestration — it
generates webhooks, calls APIs or launches plug-ins according to the defined
rules and mappings.

\l

The system continuously logs successful and unsuccessful integration

8 calls, displays statistics and alerts the Operator to errors or outages of integration
channels.
ALT 24 01 — Failure of an integration call Alternate
S -
tep Activity
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During a test or production APl/webhook call, the external system returns
an error or is unavailable; SOCaaS marks the record as unsuccessful, saves the
error detail and, depending on the settings, either repeats the call using a retry
policy or creates an internal incident/report for the Operator.

ALT_24 02 — Conflict in data mapping between systems

Alternate

tep Activity

When setting up field mapping between SOCaaS and an external system, it
is found that some mandatory fields in the target system cannot be unambiguously
populated from SOCaaS data; the Operator must add a transformation or default
values, or restrict the type of events for which the integration is used.

Linked functional requirements

FREQ_062 -
Orchestration between
systems: SIEM, CTI, ticketing,
communication tools, firewall,
EDR

Interconnection and data exchange with other
systems  within the incident response process.
Orchestration between systems: SIEM, CTI, ticketing,
communication tools, firewall, EDR

FREQ_063 - API-first
approach

Accessibility of the tool's functions via APl and
support for webhooks for notifications and interactions. API-
first approach (REST, Webhooks)

FREQ_138 -
Integration with SIEM, SOAR,
CTI, incident tracking
tools,reporting and  asset
management tools

Integration with other security tools for automation
and workflow. Integration with SIEM, SOAR, CTI, incident
recording tools, reporting tools and asset management
tools

FREQ_152 -
Connection to SIEM, SOAR,
ticketing and reporting

systems and other systems via
API or plugins

Possibility of bidirectional data
Connection to SIEM, SOAR, ticketing and
systems and other systems via API or plugins

exchange.
reporting

FREQ_064 - Support

The ability to extend the tool's functionality through

: modules or connectors. Support for plug-ins and
for plug-ins and connectors
connectors
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UC_24 — Orchestration
of integrations between
SOCaaS and external systems

UC 24 addresses the technical and process
orchestration of integrations between SOCaaS and other
systems:

SIEM, SOAR, CTI, ticketing, communication tools,
firewall, EDR,

APl  integrations, webhooks, plug-ins and
connectors,

unified management of data flows and actions
across these systems.

The aim is for incident response, automation
(UC_07) and incident management to function as a single
interconnected ecosystem rather than as isolated tools.

4.5.2.27 UC_25 — Manage threat intelligence (CTI) and the 10C lifecycle
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Figure 37 : UC_25 — Manage threat intelligence (CTl) and the 10C lifecycle

case

Use

UC_25 — Manage threat intelligence (CTl) and the 10C lifecycle
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UC_25 addresses the complete CTI lifecycle in SOCaaS:
obtaining CTI from various sources (feeds, MISP, open-source,
vendor),
Objecti
ve
normalization, enrichment and prioritization of CTI data,
distribution of IOCs/TTPs to detection (SIEM, EDR, firewall, SOAR)
and to incidents.
Precon SOCaaS has a CTl module (or is integrated with an external CTI
dition tool).
Precon CTI sources (community, commercial, internal) are defined, along
dition with a basic policy on which sources are “trusted”.
Precon Detection systems (SIEM, EDR, firewall, IDS, SOAR) support the
dition receipt of IOCs/TTPs from CTI.
Postco CTl data are systematically collected, normalized, enriched and
ndition aggregated.
Postco Threats are prioritized and inputs for detection, hunting and
ndition incidents are created from the relevant IOCs/TTPs.
Postco IOCs/TTPs are distributed to detection systems and incident
ndition management in a consistent manner (with an audit trail).
Basic Path Basic Path
S .
tep Activity

overview of active CTI sources and the latest updates.

The Analyst opens the “Threat Intelligence” module and displays an

N

configured sources (open-source, community, vendor, internal).Periodically or on
demand, the system downloads new CTI data from all configured sources (open-
source, community, vendor, internal).

Periodically or on demand, the system downloads new CTI data from all

w

The CTI pipeline normalizes, enriches and aggregates the data — it merges

BRAIN:IT

IOCs, adds context and links them with historical incidents and logs.

The Data Scientist defines or adjusts the rules for scoring, prioritization and
categorization of threats (criticality, relevance for specific customers).

Based on the scoring, the system automatically identifies the most relevant
threats and 10Cs that are to be used in detection, hunting and incidents.
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For selected I0Cs/TTPs, the CTI module creates outputs for detection (e.g.
block lists, SIEM rules, hunting queries) and prepares them for distribution to the
connected systems.

(0]

In incidents and hunting tools, the Analyst has enriched CTI available —
they can see campaigns, TTPs, groups and related IOCs.

~

The system continuously records which CTI sources and IOCs/TTPs were
used in real incidents and hunting cases and uses this information for further fine-
tuning of scoring and relevance.

0]

ALT 25 01 — A CTI source ceases to be trustworthy or

) Alternate
available

tep Activity

Over time, it becomes apparent that a specific CTl source has low-quality
or duplicate data, or is unavailable for a long period; the Manager or CTI specialist
deactivates the source or reduces its weight in the scoring.

N

ALT 25 02 — CTI surplus and analyst overload Alternate

S o
tep Activity
The system detects that the quantity of new IOCs/threats significantly
1 exceeds the capacity of the analysts; the CTI specialist adjusts the scoring, filters
and thresholds so that only the most relevant threats come to the fore (e.g.
according to sector, geolocation, asset exposure).
ALT_25 03 — CTIl mismatch between customers/tenants Alternate
S o
tep Activity
A certain IOC is relevant only for a specific customer (e.g. according to its
1 technologies or geography); the system supports per-tenant filtering of CTI, so
IOCs/TTPs are distributed only to the customers they concern.
Linked functional requirements
FREQ_112 - Support An extensive selection of community, public and
for the largest number of paid sources. Support for the largest number of

authoritative CTI sources

authoritative CTI sources

FREQ_168 - Support
for various sources:
databases, logs, API outputs

The ability to aggregate data from multiple technical
and analytical sources. Support for various sources:
databases, logs, API outputs
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UC 25b - Normalize,
enrich and process CTI

UC_25b addresses the CTI processing pipeline:

normalization of various formats into a unified
model,

enrichment of IOCs and artefacts from external
services,

workflow for automatic/semi-automatic processing of
CTI.

UC _25a — Obtain and
aggregate CTI sources

UC_25a addresses the ingest and connection of
CTI sources:

defining sources (feeds, MISP, API, vendor portals),

automated downloading,

use of standardized formats.

FREQ_099 - Support
for strategic CTI

Obtaining and analysing information on long-term
trends, attack impacts and strategic recommendations.
Support for strategic CTI (reports, impact analyses, attack
trends)

FREQ_113 - Reducing
the need for manual analysis

Automation and prioritization of threats so that
analysts deal only with the relevant ones. Reducing the
need for manual analysis — saving analysts' time

FREQ_100 - Support
for operational CTI

The abilty to map techniques, tactics and
procedures (TTP) and to identify attacker groups and their
behaviour. Support for operational CTI (TTP, group
profiling)

UC 25¢c - Distribute
CTI and IOCs to detection and
response systems

UC_25c addresses the push of CTl to the rest of the
ecosystem:

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

Use
case

UC_25a — Obtain and aggregate CTI sources
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UC_25a addresses the ingest and connection of CTI sources:
defining sources (feeds, MISP, API, vendor portals),
Objecti
ve
automated downloading,
use of standardized formats.
" Precon The CTI module is available in SOCaaS.
dition
Precon The CTI sources to which we have access are known (API keys,
dition URLs, authentication).
Postco CTI sources are configured, activated and regularly download new
ndition data in supported formats.
Basic Path Basic Path
S .
tep Activity
The Developer opens the “CTI sources” section and displays the list of
existing sources.
The Developer adds a new CTI source (feed, MISP, vendor API) and
enters the necessary credentials.
3 They configure the download interval (periodic, on demand) and the type of
data (I0OCs, TTPs, campaigns, reports).
4 The system tests the connection, downloads a data sample and verifies the
format and consistency.
After a successful test, the source is marked as active and included in the
regular CTl ingest.
ALT _25a 01 — Error when connecting to a CTI source Alternate
S .
tep Activity
The test in step 4 fails (incorrect APl key, expired token, unavailable
1 endpoint); the system displays an error, deactivates the source and leaves it in the
state “requires configuration correction”.
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ALT_25a_02 — Limit or quotas on the CTI source

Alternate

tep Activity

Tsoc analyst

The CTI source has a limited number of requests per day; the system
adjusts the download interval so that the quotas are not exceeded and alerts the

Linked functional requirements

FREQ_103 - Support
for Abuse.ch, Malware Bazaar,

Ready-made connectors or integrations for well-

. known CTI sources. Support for Abuse.ch, Malware
MISP, ~ Allentvault - OTX, g,/ aar, MISP, AlientVault OTX, Anomali Limo
Anomali Limo
FREQ_102 - Automatic downloading of data from various
Automated collection from sources (e.g. GitHub, feeds, MISP, API systems).

open-source, community and
internal sources

Automated collection from open-source, community and
internal sources

FREQ_111 - Support
for formats such as
STIX/ITAXII

Use of standardized formats for the exchange of
CTI data. Support for formats such as STIX/TAXII

UC _25a — Obtain and
aggregate CTI sources

UC_25a addresses the ingest and connection of
CTI sources:

defining sources (feeds, MISP, API, vendor portals),

automated downloading,

use of standardized formats.

S UC_25b — Normalize, enrich and process CTI
case
UC_25b addresses the CTI processing pipeline:
normalization of various formats into a unified model,
Objecti
ve
enrichment of IOCs and artefacts from external services,
workflow for automatic/semi-automatic processing of CTI.
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dition Precon CTI data have been downloaded from the sources (UC_25a).
Precon Integration services for enrichment are configured (VirusTotal,
dition Shodan, ...).
Postco CTI data are in a unified format, enriched and vetted, ready for
ndition scoring and distribution.
Basic Path Basic Path
S o
tep Activity
The system receives new CTI data from the sources and stores them in a
buffer for processing.
2 The CTI pipeline transforms various formats into a unified structured model
(IOCs, TTPs, campaigns, meta).
For each 10C or relevant artefact, the pipeline optionally performs
enrichment via external services (VirusTotal, Shodan, DomainTools, ...).
The workflow engine applies the defined processing steps — deduplication,
filtering, first-seen/last-seen logic and technical validations.
5 The resulting CTI records are stored in a unified form and marked with a
status (new, processed, unconfirmed, discarded).
ALT_25b_01 — External enrichment is temporarily unavailable Alternate
S -
tep Activity
In step 3, an external service (e.g. VirusTotal) does not respond in time; the
1 system marks the enrichment status as “pending” and schedules a retry later
without blocking the entire pipeline.
ALT_25b 02 — Conflict during normalization of CTI data Alternate
S -
tep Activity
Different sources provide conflicting information for the same 10C; the
pipeline flags the record for manual review by a CTI specialist, who selects or
combines the correct values.
Linked functional requirements
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FREQ_104 -
Integration with 3rd party
services

The ability to enrich IOCs and other artefacts using
external services. Integration with 3rd party services such
as VirusTotal, Shodan, DomainTools, URLScan.io

FREQ_105 - Ability to
normalize CT| data into a
unified format

Consolidation of data from various formats into a
structured unified output. The ability to normalize CTI data
to a unified format

FREQ_107 - Semi-
automated or fully automated
processing and unification of
data

Workflow capability for data processing without the
need for manual intervention. Semi-automated or fully
automated processing and unification of data

UC_25b - Normalize,
enrich and process CTI

UC_25b addresses the CTI processing pipeline:

normalization of various formats into a unified
model,

enrichment of IOCs and artefacts from external
services,

workflow for automatic/semi-automatic processing of
CTI.

UC 25b - Normalize,
enrich and process CTI

UC_25b addresses the CTI processing pipeline:

normalization of various formats into a unified
model,

enrichment of |IOCs and artefacts from external
services,

workflow for automatic/semi-automatic processing of

CTI.
Use UC _25c¢ — Distribute CTl and I0Cs to detection and response
case systems
UC_25c addresses the push of CTI to the rest of the ecosystem:
vo Object forwarding 10Cs to SIEM/IDS/EDR/firewalls,
use of CTl in detection, playbooks and incidents,
dition Precon CTI data are processed and prioritized (UC_25, UC_25b).
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Precon Integration links to detection systems exist (UC_24).

ndition

Postco Relevant IOCs/TTPs are deployed in detection systems.

ndition

Postco Incidents and hunting cases are enriched with CT| metadata.

Basic Path Basic Path

tep

Activity

The CTI module selects the IOCs/TTPs that are marked as “relevant for
distribution” according to the scoring and policy.

> The Developer selects the detection systems to which the IOCs/TTPs are
to be distributed (SIEM, IDS/IPS, EDR, firewall, SOAR).

The system generates output artefacts (block lists, SIEM rules, feeds) and
sends them via integration channels (API, plug-in, CTI interface).

w

The detection systems begin to use the new IOCs/TTPs in detection; the
CTI module tracks the success rate and the manner of use in real incidents.

5 When an incident arises, SOCaaS automatically enriches the incident with
information from CTI — it links IOCs, TTPs and MITRE ATT&CK techniques.

I0OCs

ALT_25c_01 — The detection system does not accept some AleriEie

tep

Activity

During distribution in step 3, the SIEM or firewall rejects some of the I0Cs
(e.g. due to format or a limit); the system marks these records as “not applied” and
offers the CTI specialist the option of adjusting the format or scope.

-_—

irrelevant

ALT_25c_02 — An IOC is later marked as a false positive or AleriEie

tep

Activity

Based on feedback from incidents, it is found that some IOCs cause spam
in detection; the CTI module withdraws these |IOCs from distribution and adjusts
the scoring/policy so that similar threats are evaluated differently in the future.

N

Linked functional requirements
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FREQ_110 - Mapping
to MITRE ATT&CK for TTP

Linking incidents, I0Cs and TTPs with the ATT&CK
framework. Mapping to MITRE ATT&CK for TTP analysis

Integration with SIEM and
firewall for use in automated
detections

analysis and €M 2nd team collaboration
collaboration
FREQ_109 -

Forwarding of IOCs and data directly to detection
systems (SIEM, IDS, firewall). Integration with SIEM and
firewall for use in automated detections

FREQ_148 -
Automated  enrichment of
incident information from

internal and CTI sources

Integration for enriching I0Cs and metadata from
CTI or other systems. Automated enrichment of incident
information from internal and CTI sources

UC 25¢c - Distribute
CTI and IOCs to detection and
response systems

UC_25c addresses the push of CTlI to the rest of the
ecosystem:

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

UC _25¢c - Distribute
CTI and IOCs to detection and
response systems

UC_25c addresses the push of CTl to the rest of the
ecosystem:

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

UC _25¢c - Distribute
CTI and IOCs to detection and
response systems

UC_25c addresses the push of CTI to the rest of the
ecosystem:

forwarding 10Cs to SIEM/IDS/EDR/firewalls,

use of CTl in detection, playbooks and incidents,

4.5.2.28
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FREQ_036 - Customizacia vystupo FREQ_163 - Moznost generovania FREQ_167 - Moznost integrovat FREQ_140 - Export do formatov
reportov jednorazovych ad-hoc reportov grafy, tabulky, Statistiky, PDF, CSV, JSON pre dokumentdciu
heatmapy a reporting

7

FREQ_035 - Automatizovany expol

reportov

UC_26 - Konfigurovat
plédnovanie a export
reportov

Manazer Prevadzkovatel Analytik

Figure 38 : UC_26 — Configure report scheduling and export

case Ues UC_26 — Configure scheduling and export of reports
UC_26 addresses the practical management of reports in SOCaaS:
setting up automatic generation and distribution of reports,
Objecti
ve
customization of the content and appearance of reports,
generation of one-off ad hoc reports for managers or audit.
Precon A reporting module (UC_10) with defined report types (incidents,
dition SLA, KPlIs...) exists in the system.
Precon Distribution channels are configured (at least e-mail, ideally also
dition webhook/integration endpoints).
Postco Generation schedules, recipients and export formats are set for
ndition individual report types.
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ndition

Postco Users are able to generate one-off ad hoc reports outside the
schedule.

ndition

Postco Reports contain the selected metrics, charts and visualizations in
the required design.

Basic Path Basic Path

tep

Activity

The Manager or Operator opens the “Reports and export” module and
displays the available report types.

The user selects a specific report type and chooses which metrics, time
ranges and sections are to be included in the report.

The user configures the report generation schedule (daily, weekly, monthly)
and the list of recipients or target endpoints.

w

The user adjusts the appearance of the report — organization logo, header,
notes, or the structure of sections.

N

The user selects the export format (PDF, CSV, JSON) and the delivery
method (e-mail, webhook, saving to storage).

[@)]

At the defined times, the system automatically generates the report, adds
the selected charts, tables and statistics and sends it to the selected channels.

(0]

The system keeps a history of generated reports so that they can be
downloaded retrospectively or used as a basis for an audit.

ALT_26_01 — Creating a one-off ad hoc report Alternate

tep

Activity

The Manager needs an extraordinary report outside the scheduled cycle; in
the module, they select the report type, set filters and the time period and launch a
one-off generation, whereby the system generates the report only once without
changing the existing schedules.

generated report

ALT_26_02 - Unsuccessful delivery of an automatically Alternate

tep

Activity

webhook; the system saves the report, marks the distribution as unsuccessful and
1 alerts the Operator, who can repeat the delivery or modify the target addresses.

During a regular report export, an error occurs when sending the e-mail or
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Linked functional requirements

FREQ_036 -
Customization of report
outputs

The solution must ensure customization of report
outputs. It will include:

. Option to select metrics, fields and time
ranges

. Design personalization — logos, header,

colour scheme

. Inclusion of explanatory notes, remarks and
contextual commentary

FREQ_167 - Ability to
integrate charts, tables,
statistics, heatmaps

Visualization of data directly in reports in various
forms. Possibility of integrating charts, tables, statistics,
heatmaps

FREQ_163 - Ability to

Creation of reports outside the regular schedule as

?:;;Ete one-off ad hoc needed. Possibility of generating one-off ad-hoc reports
The solution must ensure automated export of
reports. It will be possible to export reports automatically:
. Periodic reports — outputs generated and
distributed daily, weekly or monthly.
FREQ_035 -

Automated export of reports

. Distribution via e-mail or webhook — reports
can be automatically sent to designated addresses or
endpoints.

. Support for templates and custom filters —
option to set conditions, time period selections and formats
as needed.

FREQ_140 - Export to
PDF, CSV, JSON formats for
documentation and reporting

The possibility of exporting tickets for archiving or
reporting purposes. Export to PDF, CSV, JSON formats for
documentation and reporting

4.5.2.29
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FREQ_126 - Zaznamendvanie
zmien na aktivach

FREQ_122 - Podpora API na sprav FREQ_119 - Vazby medzi aktivami FREQ_117 - Evidencia FREQ_124 - Automatizovany
aktiv a integraciu bezpecnostného stavu kazdého discovery assetov v sieti
aktiva

UC_27 - Spravovat
bezpeénostny stav a
vztahy aktiv

I AL

Architekt Prevadzkovatel Sprévca

Figure 39 : UC_27 — Manage the security posture and relationships of assets

case o5E UC_27 — Manage the security status and relationships of assets

UC_27 extends asset management with a “smart CMDB”:

it records the security status of each asset (patch level,
vulnerabilities, recent changes),

Objecti it displays and manages the links between assets (server—service—

ve application),

it uses automated discovery and API integrations,

it keeps an audit of changes to assets.

Precon A basic asset inventory has been established (UC_11) — at least the
dition key servers, networks and applications exist.
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Precon Data sources for discovery are available (scans, CMDB, cloud
dition API...).

dition Precon Users have defined roles for reading/editing assets.

Postco The current security status (versions, patch level, vulnerabilities) is
ndition recorded for each asset.

Postco

ndition Links between assets are defined (topology / dependencies).

Postco Changes to assets are auditable (who, what, when) and available
ndition for forensic and operational analysis.

Basic Path Basic Path

tep Activity

The Administrator or Operator opens the “Assets” module and displays an
overview of assets with their current security status.

The Operator configures automated discovery (e.g. network scanning,
cloud APIl, CMDB integration) for selected segments of the environment.

N

The system launches discovery and identifies new or changed assets,
comparing them with the existing inventory.

The Administrator reviews newly found or changed assets, assigns them to
4 the correct categories and, as needed, adjusts the details (owner, criticality,
location).

The Administrator or Architect adds or modifies the links between assets
(e.g. server — service — application — database) so that they reflect the actual
dependencies.

()]

The system automatically updates the security status of assets based on
inputs from scanning, patch management or other integration sources.

Every change to an asset (parameters, status, links) is saved with
information on the author and time of the change so that the history can be
analysed later.

~

ALT 27 01 — Conflict between discovery and the existing

. Alternate
inventory

tep Activity

Discovery finds an asset that already exists in the inventory but with a
different designation or parameters; the system flags the conflict, and the
Administrator chooses whether to merge the record, overwrite it or keep it as a
new asset.
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ALT_27_02 — Failure of automated discovery

Alternate

tep Activity

discovery again.

The discovery task fails (incorrect authentication, unavailable network,
1 missing permissions); the system stops the discovery, records the error details and
informs the Operator so that they can adjust the configuration or launch the

Linked functional requirements

FREQ_124 -
Automated discovery of assets
in the network

Automated collection and updating of asset data
from the network and other systems. Automated discovery
of assets in the network (e.g. SNMP, nmap, APIs from
other systems)

FREQ_119 -
between assets

Links

The possibility of visualizing and managing
interconnections between infrastructure components.
Relationships between assets (e.g. server — service —
application)

FREQ_126 - Recording
of changes to assets

Auditability of all changes for forensic and
operational transparency. Recording changes to assets
(who changed what and when)

FREQ_122 - API
support for asset management
and integration

The possibility of managing and updating asset data
via APIl. APl support (REST, GraphQL) for asset
management and integration

FREQ_117 - Recording
of the security status of each
asset

Storing information on vulnerabilities, patch level
and system updates. Recording the security status of each
asset (e.g. OS versions, last update)

4.5.2.30
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FREQ_093 - Moznosti nasadenia:

on-premise, cloud/SaaS$, VM,
Docker

FREQ_084 - Bezplatna verzia, ope
source rie$enie s moznostou

FREQ_069 - Moznosti nasadenia: FREQ_027 - Udrzba a aktualizacia FREQ_037 - Podpora laaS
on-prem, cloud, hybrid systému funkcionality

rozsirenia

UC_28 - Nasadit a
udrziavat SOCaaS v
réznych prostrediach

Architekt Prevadzkovatel' Spravca

Figure 40 : UC_28 — Deploy and maintain SOCaasS in various environments

case e UC_28 — Deploy and maintain SOCaasS in various environments

UC_28 addresses the deployment and technical operation of the
SOCaas platform in various environments:

on-premise at the customer, in the cloud, hybrid,

as a dedicated laaS environment for SOCaas,

Objecti
ve with clear rules for maintenance, updates and monitoring,

including the use of an open-source/free edition as the base
platform.

It is a technical and operational UC that extends platform operation
(e.g. the UC on SOCaaS operation) with a multi-deployment / laaS
perspective.
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Precon The architecture of the SOCaaS solution has been designed
dition (topology, modules, integration points).

Precon Infrastructure (on-prem, cloud or laaS) in which SOCaaS can be
dition deployed is available.

Precon The Operator has defined processes for monitoring, maintenance
dition and updates of components.

Postco SOCaaS is deployed in the selected environment (on-
ndition prem/cloud/hybrid/laaS) and is monitored.

Postco Rules for maintenance, updates and testing of changes in a
ndition separate environment are set.

Postco The platform is ready to scale according to the needs of tenants /
ndition customers.

Basic Path Basic Path

S -
tep Activity

The Architect, together with the Operator, decides whether SOCaa$S will be

deployed on-premise, in the cloud or in a hybrid model.

The Operator prepares the target environment — creates the necessary

virtual machines, networks, storage and other resources in laaS.

w

The Operator installs or deploys the SOCaaS components in the selected

form (e.g. VM, Docker containers, cloud/SaaS instance).

The Operator sets up centralized monitoring of module functionality

(metrics collection, health-checks, status logging).

()]

The Operator creates a test environment or staging instance in which

updates and configuration changes will be verified.

The Operator defines the rules for maintenance and updates -

maintenance windows, the order of deploying changes and the rollback procedure.

\l

The Administrator or Operator continuously monitors the status of the

deployment and, as needed, adds further resources (VMs, storage, network
elements) to ensure performance and availability.

ALT 28 01 — Need to change the deployment model (on-prem
— cloud or hybrid)

Alternate

tep

Activity

Based on growth or customer requirements, it turns out that the original on-

BRAIN:IT

prem deployment is no longer suitable; the Architect proposes a transition to the
cloud or a hybrid model, and the Operator prepares the new environment and a
gradual migration of components so that service availability is maintained.

Funded by "RECOVERY GOVERNMENT OFFICE
: F THE SLOVAK REPUBLI
- the European Union AND RESILIENCE OF THESLOVARREPUBLC 200
NextGenerationEU PLAN




UNIVERSITY OF ZILINA
Faculty of Management Science
and Informatics

P

BRAIN:IT

ALT_28 02 — An update causes problems in the production

environment

Alternate

tep Activity

-_—

After deployment of an update according to steps 5-6, it is found that a
module does not work correctly; the Operator uses the prepared rollback
procedure, reverts to the previous version and first fixes and tests the update in
the staging environment before the next attempt.

Linked functional requirements

FREQ_084 - Free
version, open-source solution
with the possibility of extension

Availability of basic functionality without a licence
and the possibility of extension. Free version, open-source
solution with the possibility of extension

FREQ_069 -
Deployment options: on-prem,
cloud, hybrid

The possibility of deploying the solution in various
environments, including an on-premises, cloud or hybrid
model. Deployment options: on-prem, cloud, hybrid

FREQ_037 - Support
for laaS functionality

The solution requires full laaS functionality -
management of virtual machines (VMs), disks, networks,
images, snapshots and standalone resources. The platform
must support the creation and management of various
instance types, allow resources to be allocated according to
tenants' needs and at the same time offer a robust API for
programmatic access. The ability to provide complete laaS
functionality is key to ensuring the flexible and reliable
operation of SOC as a service.

FREQ_093 -
Deployment  options: on- Flexibility of installation in various environments.
premise, cloud/SaaS, VM, Deployment options: on-premise, cloud/SaaS, VM, Docker
Docker
The solution must ensure system maintenance and
updates. The operations team must have established:
FREQ 027 - System . rules for component updates
maintenance and updates . test environment for verifying changes
. centralized monitoring of the functionality of
all modules

4.5.2.31

UC_29 - Explain and analyse anomalies detected by ML models
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FREQ_191 - Schopnost prace s

FREQ_028 - Spracovanie datovych FREQ_194 - Vysvetlitelnosti mode FREQ_187 - Podpora ucenia bez FREQ_192 - Flexibilita vstupnych

¢asovo-sekvenénymi datami tokov labelov udajov

UC_29 - Vysvetlit a
analyzovat anomalie
detegované ML modelmi

Data Scientist Manazer Analytik

Figure 41 : UC_29 — Explain and analyse anomalies detected by ML models

case e UC_29 — Explain and analyse anomalies detected by ML models

UC_29 ensures that SOCaaS is able to explain comprehensibly the
anomalies detected by machine learning models:

display the context of the data flow (logs, metrics, network flows),
Objecti

ve show the time course of the signals that led to the anomaly,

work with unsupervised models (without labels),

and give the analyst an interpretation of “why the model flagged it”.

Precon ML models for anomaly detection are deployed in SOCaaS (UC_21)
dition and generate anomalous events/alerts.

Precon Data flows (logs, metrics, network flows) are processed via the
dition pipeline — validated, normalized, enriched and stored.
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dition

Precon The user (Analyst, Data Scientist) has access to the “ML anomalies

and explanations” module.

ndition

Postco For the selected anomaly, an explanation of the detection exists —

over time, over the relevant inputs and with a textual comment.

ndition

Postco The Analyst can label the model output (TP/FP) and add a comment

that is used as feedback for the models.

Basic Path Basic Path

tep

Activity

The Analyst opens the “ML anomalies” module and selects a specific
anomaly or incident that was detected by an ML model.

From the data pipeline, the system loads all related events — logs, metrics
and network flows — that have passed validation, normalization and enrichment
and have been assigned to the correct indices and timestamps.

The system identifies which ML model detected the anomaly
(supervised/unsupervised) and loads its outputs (score, or cluster membership).

The Analyst launches the “explain detection” function and the system
generates an explanation — the key signals, time segments and features that
contributed most to the model's decision.

()]

The system displays the time course of the selected metrics and log events
(time series), highlighting the interval in which the anomaly was detected.

»

The system displays a breakdown of inputs by type (logs, metrics, flow
data) and shows which groups of inputs most influenced the detection, including
the case where they come from different sources.

The Analyst adds their own interpretation, labels the detection as “true
positive”, “false positive” or “unclear” and saves the feedback; the Data Scientist
can later use these labels when fine-tuning the models (including unsupervised

ones).

ALT 29 01 - Insufficient data to explain the anomaly Alternate

tep

Activity

When attempting an explanation, the system finds that some logs or
metrics are missing in the selected time segment (the data were not stored or
processed); the system alerts the analyst to the limited explanation, displays only
the available data and marks the explanation as “incomplete”.

ALT_29 02 — The Analyst re-evaluates trust in a specific model Alternate
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S o
tep Activity

-_—

The Analyst repeatedly labels anomalies detected by one model as “false
positive”; the system aggregates this feedback and displays to the Data Scientist a
recommendation to review the model (or replace it with another type, including a
change of threshold or architecture).

Linked functional requirements

FREQ_194 -
explainability

Model

The solution must have an explainable model
(interpretability). The ability to explain the detection output
to the analyst. The ability to provide the analyst with a
comprehensible explanation of why the anomaly was
detected.

FREQ_191 - Ability to
work with time-sequence data

The solution must be capable of working with time-
sequential data. Suitability for data evolving over time (e.g.
logs, network traffic). The ability to capture temporal
patterns and anomalies in time series. Architectures such
as LSTM and Transformer are an advantage.

FREQ_192 - Flexibility
of input data

The solution must be capable of ensuring flexibility
of input data (logs, metrics, flow data). How many data
types the model can handle without the need to modify the
architecture. The model must be able to work with both
structured and unstructured inputs — logs, metrics, network
flows.

FREQ_028 -
Processing of data flows

The solution must ensure data stream processing.
The main tasks of data stream processing are:

. Intake of logs and events from multiple
heterogeneous sources

. Validation, normalization and enrichment of
data

. Assignment of timestamps, identifiers and
event categories

. Routing of data to appropriate indices for
efficient analysis

. Filtering out redundant or irrelevant data

. Implementation of pipeline rules and

processing modules

FREQ_187 - Support
for learning without labels

The solution must ensure support for learning
without labels (unsupervised). The ability to learn from input
data without the need for annotations. Not all models
require labelled data. Unsupervised models are
advantageous particularly with large amounts of unlabelled
data.
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UC_29 ensures that SOCaaS is able to explain
comprehensibly the anomalies detected by machine
learning models:

display the context of the data flow (logs, metrics,
network flows),

UC_29 - Explain and
analyse anomalies detected by

ML models show the time course of the signals that led to the

anomaly,

work with unsupervised models (without labels),

and give the analyst an interpretation of “why the
model flagged it”.

4.5.2.32 UC_30 — Manage endpoint detection and response (EDR) within SOCaa$S
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Figure 42 : UC_30 — Manage endpoint detection and response (EDR) within SOCaaS

Use

case SOCaaS

UC_30 — Manage endpoint detection and response (EDR) within
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Objecti

ve

UC_30 addresses how SOCaaS centrally manages the EDR/XDR
layer:

it receives alerts and logs from EDR/antivirus/OS tools,

it normalizes and enriches them,

it displays the status of incidents on dashboards,

it feeds them into the overall incident detection (UC_03) and
response (UC_07) process.

Precon

dition

An EDR/AV/host-based sensor (or integration agent) is deployed on
the customer's endpoints.

Precon

dition

SOCaaS has integration connectors for collecting logs and alerts
from EDR and other security tools.

Precon

dition

Basic correlation
incidents are defined.

rules and heuristics for detecting endpoint

Postco

ndition

Alerts and logs from endpoint tools are received, normalized and
enriched and used in incident detection.

Postco

ndition

The status of endpoint incidents is clearly displayed on dashboards
for analysts and management.

Postco

ndition

Endpoint incidents are connected to automated responses (UC_07)
if permitted by policy.

Basic Path

Basic Path

tep

Activity

The Operator configures the integration of the EDR/AV tool with SOCaaS
and defines which types of alerts and logs are to be sent.

The system receives alerts and data from various security tools (EDR, AV,
OS logs) and routes them into a unified processing pipeline.

w

The pipeline transforms various logs from endpoints into a unified format,
adds WHOIS/GEOIP and other context and stores them in suitable indices for
correlation.

N

The detection engine (UC_03) uses normalized endpoint data in correlation
rules and heuristics to identify potential incidents.

[@)]

When an incident originating at an endpoint arises, the system displays it
on the dashboards together with context (host, user, threat type, timeline).
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The Analyst works with the endpoint incident directly in SOCaaS - filters,
sorts, drills down into the details of logs and enrichment, and, where applicable,
manually escalates or closes it.

(0]

If a playbook is defined for the given incident type, SOCaaS invokes
7 UC_07 and offers automated or semi-automated responses (isolation, quarantine,
blocking).

ALT_30_01 — Incomplete or faulty EDR integration Alternate
S -
tep Activity
The EDR tool does not send all expected types of alerts or logs; the system
1 alerts the Operator that only partial data are arriving from the given source and
recommends checking the configuration or permissions.
ALT_30_02 — Surplus of endpoint alerts (alert fatigue) Alternate
S -
tep Activity
After the EDR is connected, an extremely large number of low-severity
alerts arrives; the Analyst and the Operator adjust the filters, correlation rules and
thresholds so that only relevant incidents are displayed on the dashboards and the
rest remain as low-priority events in the background.
Linked functional requirements
FREQ_049 - Data visualization using charts, filters and widgets.
Dashboards and their Dashboards (including interactive ones) and their
categorization categorization

endpoint responses and map
them to MITRE ATT&CK

UC 30c addresses automated/semi-automated
responses to endpoint incidents and their mapping to
MITRE ATT&CK:

UC_30c - Automate device isolation, file quarantine, process blocking,

linking with SOAR playbooks,

secure transfer of forensic data and reports.

Dashboards for incident status
and statistics

FREQ_065 ) A clear overview of the system status and ongoing

incidents. Dashboards for incident status and statistics
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UC 30b -  Detect
malicious behaviour on
endpoints

UC_30b addresses the actual detection of malware,
intrusions and suspicious behaviour on endpoints:

FIM (File Integrity Monitoring),

malware detection,

heuristic/behavioural analysis.

UC_30a — Deploy and
manage the EDR agent on
endpoints

UC_30a addresses the deployment and life cycle of
the EDR agent / sensor:

installation on various OSs,

updates and configuration,

where applicable, use of agentless mode where an
agent is not possible

FREQ_002 -
detection process

Incident

Ensure the incident detection process - is
responsible for identifying anomalies, attack patterns and
other threats by means of correlation rules and heuristic
mechanisms.

FREQ_047 -
Normalization and enrichment
of data

Transformation of various logs into a unified format
and their enrichment (e.g. WHOIS, GEOIP). Data
normalization and enrichment

FREQ_054 - Receiving
alerts and data from various
security systems

The ability to receive alerts and data from various
security sources (SIEM, EDR, CTI...). Receiving alerts and
data from various security systems

Use
case

UC_30a — Deploy and manage the EDR agent on endpoints

/ sensor:

Objecti
ve

possible

UC_30a addresses the deployment and life cycle of the EDR agent

installation on various OSs,

updates and configuration,

where applicable, use of agentless mode where an agent is not
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Precon

dition selected.

The EDR/endpoint tool that will be used in SOCaaS has been

Precon
dition

Lists of endpoints and their OSs are available.

Postco
ndition

The EDR agent is deployed or configured (including in agentless
mode) on the relevant endpoints.

Postco

ndition code changes.

Agent configurations and updates are managed centrally without

Basic Path

Basic Path

tep Activity

The Administrator obtains an overview of the endpoints and their operating
systems that are to be monitored.

N

The Operator prepares installation packages or policies for deploying the
EDR agent on supported OSs.

The Administrator deploys the agent
connection) on selected endpoints according to the customer's policy.

(or configures an agentless

N

The Operator centrally sets the agent configuration — which logs to collect,
which modules are active and how often to send data.

[@)]

The system ensures the distribution of agent updates and configurations
without the need to change code or intervene manually on each device.

ALT_30a_01 - The agent cannot be installed

Alternate

tep Activity

-_—

On some devices (e.g. special servers, OT devices) the agent cannot be
installed; the Operator activates agentless mode (e.g. log collection via syslog,
WMI, API) and marks these devices in the system as “agentless”.

Linked functional requirements

FREQ_070 - Support
for various OSs

Support for installing and running the agent on
various operating systems. Support for various OS
(Windows, Linux, macOS)

FREQ_155 - Simple
management of configurations
and updates

The ability to manage the platform without the need
to intervene in the code. Simple management of
configurations and updates

FREQ_089 -
the need for agents

Without

The possibility of performing scans without the need
to install an agent on devices. No need for agents
(agentless)
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UC_30a addresses the deployment and life cycle of
the EDR agent / sensor:
UC_30a — Deploy and installation on various OSs,
manage the EDR agent on
endpoints updates and configuration,
where applicable, use of agentless mode where an
agent is not possible
case S UC_30b — Detect malicious behaviour on endpoints
UC_30b addresses the actual detection of malware, intrusions and
suspicious behaviour on endpoints:
Objecti FIM (File Integrity Monitoring),
ve
malware detection,
heuristic/behavioural analysis.
dition Precon An EDR/agent is running on the endpoints (UC_30a).
Precon Policies are defined as to which types of behaviour are to be
dition considered suspicious.
Postco Suspicious behaviour (malware, intrusions, FIM events) is detected
ndition and mapped to incidents in SOCaaS.
Basic Path Basic Path
S -
tep Activity

the endpoint.

The EDR agent monitors changes to files, processes and system calls on

configuration), it creates an FIM event and sends it to SOCaaS.

In the event of a suspicious file change (e.g. a system binary, critical

w

identify signs of malware or security breaches.

The EDR engine analyses process and memory behaviour in order to

events and determine whether it is suspicious activity.

Heuristic and behavioural rules (or models) evaluate the combination of
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or incident candidate.

When thresholds are exceeded or a matching pattern occurs, the EDR
5 creates an alert, which is subsequently processed in UC_30/UC_03 as an incident

ALT_30b_01 - Suspicious behaviour without a clear verdict

Alternate

tep Activity

analyst.

The heuristics evaluate the activity as suspicious, but not strongly enough
for automatic classification; the EDR sends a “low confidence” alert, which is
displayed on the dashboard as a low-priority event for manual assessment by an

Linked functional requirements

FREQ_077 - Heuristic
and behavioural analysis

Basing detection on behaviour and heuristics rather
than on signatures alone. Heuristic and behavioural
analysis

FREQ 072 - File

Integrity Monitoring

Real-time detection of file changes for the purposes
of forensic analysis and integrity. File Integrity Monitoring
(FIM)

FREQ_076 - Detection
of malware and intrusions

Identification of malicious software and security
breach incidents. Malware and intrusion detection

UC_30b addresses the actual detection of malware,
intrusions and suspicious behaviour on endpoints:

UC_30b -  Detect FIM (File Integrity Monitoring),
malicious behaviour on
endpoints
malware detection,
heuristic/behavioural analysis.
Use UC_30c — Automate endpoint responses and map them to MITRE
case ATT&CK
UC 30c addresses automated/semi-automated responses to
endpoint incidents and their mapping to MITRE ATT&CK:
Objecti device isolation, file quarantine, process blocking,
ve
linking with SOAR playbooks,
secure transfer of forensic data and reports.
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Precon
dition

Response playbooks are defined for endpoint incident types
(UC_07).

Precon
dition

The EDR tool supports automatic actions on endpoints (isolation,
quarantine, blocking).

Precon
dition

SOCaaS has a mapping of activities to MITRE ATT&CK.

Postco
ndition

Endpoint incidents are mapped to ATT&CK TTPs and used in
reports and CTI.

Postco
ndition

Automated responses are performed securely and auditably,
including the secure transfer of reports and forensic data.

Basic Path Basic Path

tep

Activity

-_—

automated response is appropriate (e.g. malware on a workstation).

The Analyst or the system identifies an endpoint incident for which an

and displays them in the incident detail.

SOCaaS assigns the relevant MITRE ATT&CK techniques to the incident

w

the conditions and performs the action (device isolation, file quarantine, process
blocking).

The Analyst launches a playbook, or the system automatically evaluates

where the incident status is updated and the steps performed are recorded.

The EDR sends confirmation of the result of the action back to SOCaasS,

()]

the responses performed and sends it securely via an encrypted channel (e.g. to
the manager or the customer).

The system generates a summary report on the course of the incident and

ALT_30c_01 - The automated response is blocked by policy Alternate

tep

Activity

-_—

on critical servers; for such an incident, SOCaaS offers only a “semi-automatic”
action requiring explicit confirmation by an analyst.

The Manager has set a policy that fully automatic isolation is not permitted

Linked functional requirements

FREQ_172 - Encrypted Secure transfer of sensitive data via encrypted

transfers of

automatic distribution distribution

reports during channels. Encrypted transfers of reports during automatic

FREQ_079 - Mapping Classification of detected activities and techniques
to the MITRE ATT&CK within the MITRE ATT&CK framework for the purposes of

framework

TTP analyses. Mapping to the MITRE ATT&CK framework
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FREQ_080 - Automatic
responses

Automatic response to incidents, such as endpoint
isolation or file quarantine. Automatic responses (e.g.
device isolation, file quarantine)

UC 30c - Automate
endpoint responses and map
them to MITRE ATT&CK

UC 30c addresses automated/semi-automated
responses to endpoint incidents and their mapping to
MITRE ATT&CK:

device isolation, file quarantine, process blocking,

linking with SOAR playbooks,

secure transfer of forensic data and reports.

4.5.2.33 UC_31 — Provide a workspace for manual threat analysis (CTl workspace)
[T [T [7
FREQ_106 - MozZnost manualnej FREQ_055 - Normalizécia a FREQ_00S - Proces spravy hrozieb
analyzy CTI parsovanie dat

C_31- Poskytovat
pracovny priestor pre
manualnu analyzu
hrozieb (CTI workspace

Data Scientist Analytik

Figure 43 : UC_31 — Provide a workspace for manual threat analysis (CTI workspace)

Use UC_31 — Provide a workspace for manual threat analysis (CTI

case workspace)

OF THE SLOVAK REPUBLIC

Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND ngsuuucﬂ
NextGenerationEU PLAN

214



P

UNIVERSITY OF ZILINA

and Informatics

UC 31 ensures that SOCaaS provides a dedicated workspace for
manual threat analysis (CTI):
the analyst is able to open a specific threat, IOC or campaign,
Objecti
ve
they see normalized data from multiple CTI sources,
they have tools for manual investigation, filtering and adding
comments.
Precon The CTI pipeline is functional (UC_25) — CTI data have been
dition downloaded and technically processed.
Precon The user has a role that allows them to work with CTl data (reading,
dition comments, labels).
Postco Manually added analyses and comments from the analyst exist for
ndition selected threats / IOCs.
Postco The results of the manual analysis are stored so that they can be
ndition used in incidents, hunting cases and further CTI processing.
Basic Path Basic Path
S -
tep Activity

The Analyst opens the “CTl workspace” module and searches for the
threat, I0OC or campaign they want to analyse.

N

From the CTI repositories, the system loads all available information on the
2 given threat — 10Cs, descriptions, source feeds — and displays it in a unified,
normalized format.

The Analyst uses the available tools (filtering, pivoting on IOCs, linking to
incidents and logs) to manually examine the data and the context of the threat.

The Analyst adds their own comments, relevance assessment and
4 recommendations and, where applicable, flags the threat for specific
customers/segments.

The system saves the result of the manual analysis as part of the CTI
record and makes it available in related incidents, hunting cases and reports.

_ _ALT_31_O1 — CTI data for the threat are incomplete or T —
inconsistent
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S o
tep Activity

In step

the scoring.

sources is contradictory or incomplete; they mark the record as “requires
completion”, add manual notes, and the CTI specialist later adjusts the sources or

2, the Analyst finds that the information on the threat from different

ALT 31 02 - T
from an incident

he Analyst opens the CTI workspace directly AleriEie

tep Activity

While
threat/IOC; th
relevant IOCs

-_—

investigating an incident in UC _06, they click on the linked
e system opens the CTI workspace already pre-filtered to the
and campaign so that the analyst does not have to search manually.

Linked functiona

| requirements

FREQ_005 -
management process

Ensure the threat management process (Threat
Intelligence) — enables systematic work with threat
information.

Threat

FREQ_055

Normalization and parsing of format for further processing. Data normalization and

data

- Transformation of input data into a standardized

parsing

FREQ_106 - Ability to An interface and tools for security analysts to
perform manual CTl analysis  examine data manually. Possibility of manual CTI analysis

BRAIN:IT

4.5.2.34 UC_32 — Monitor vulnerability scanning and synchronize the status of related

incidents
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Figure 44 : UC_32 — Monitor vulnerability scanning and synchronize the status of related
incidents

Use UC_32 — Monitor vulnerability scanning and synchronize the status
case of related incidents
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Objecti

ve

UC_32 addresses the operational view of vulnerability scanning and
related incidents:

it provides a web interface for managing scans and results (on top
of the functions from UC_23),

it displays which findings have already been converted into
incidents,

and it ensures synchronization of incident status between SIEM and
SOAR so that analysts have a consistent status everywhere.

Precon

dition

Vulnerability scanning is technically set up and running according to
UC_23.

Precon

dition

An integration connection between SIEM and SOAR exists
(according to UC_24).

Precon

dition

The user has permission to access the “Scanning and incidents”
module.

Postco

ndition

Users have a clear web interface available through which they can
see scans, their status and results.

Postco

ndition

Scan findings that are handled as incidents have their status
synchronized between SIEM and SOAR (e.g. “open / in progress /
resolved”).

Basic Path

Basic Path

tep

Activity

-_—

The Analyst or Administrator opens the “Scanning and incidents” module in
the SOCaaS web interface and sees an overview of launched and scheduled
scans.

The user selects a specific scan and displays its detail — scope, launch
time, status, number of vulnerabilities found and basic statistics.

w

In the same interface, the user displays the list of scan findings, with each
finding linked to its current status (new, in progress, closed) and information on
whether an incident already exists for it in SIEM/SOAR.

The system displays for which findings an incident has been created in
SOAR and automatically verifies the status of this incident in SIEM (e.g. “open”,

“assigned”, “resolved”).
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When the incident status changes in SOAR (e.g. after a playbook is
executed), the UC_32 module also updates the incident status in SIEM via the
integration layer so that analysts and management have consistent information
everywhere.

From the GUI, the Analyst can filter findings by incident status (e.g. “critical
findings without an incident” or “incidents in progress”) and thereby prioritize the
next steps.

(0]

ALT 32 01 — An incident exists in SOAR, but SIEM does not

know its status Alternate

tep Activity

In step 4, the system finds that an incident exists in SOAR for a specific
finding, but there is no corresponding record in SIEM (e.g. an integration error or a
historical incident); the system marks the finding as “inconsistent” and alerts the
Operator to check the integration rules or align the incidents manually.

ALT_32 02 — The web interface cannot display some of the

Alternate
scans or results

tep Activity

When loading the overview in step 1 or 2, an API error occurs (e.g. the
scanner is unavailable); the Ul displays a warning indicating which scans/results
could not be loaded and keeps the rest of the overview functional, while allowing
the view to be refreshed later.

N

Linked functional requirements

FREQ_088 -
Acceptable web interface for
managing scanning and

Usability of the GUI for managing scans and results.
Acceptable web interface for managing scanning and

results
results
FREQ_068 - SOAR- Linking of incident status between SIEM and SOAR
SIEM synchronization  of for up-to-date visibility. SOAR-SIEM incident status
incident status synchronization

4.6 Business architecture
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4.7 Business Viewpoints

4.7.1 Security event detection and correlation (SIEM) - business realization of the
service

4.7.2 Response automation management (SOAR) — business realization of the
service

4.7.3 Threat response management (EDR/XDR) - business realization of the service

4.7 .4 Vulnerability monitoring — business realization of the service

4.7.5 Threat intelligence management (CTI) - business realization of the service

4.7.6 Asset inventory — business view

4.7.7 Cybersecurity incident management — business realization of the service

4.7.8 Security reporting management - business realization of the service

4.7.9 Management of the knowledge portal for the SOC team - business realization
of the service

4.7.10 Identification of the design owners of end services (UX)

Name and surname Job position Telepho E-mail
ne

Table 7 : Identification of the design owners of end services (UX)
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4.7.11 Specification of the end customer's needs
D Refer Pro Q Im Tech Bus Pri
escription of | ence to the posed uantity pact on nical iness benefit | ority
the user research from solution to customer complexity
need which the need | the need experience

arises

Table 8 : Specification of user needs

Explanation of Chyba! Neznamy argument prepinaca. (table cells from left to right):

[1 Description of the user need: a statement of a specific user need in the first person that does not

describe the solution.

[1 Reference to the research from which the need arises: describes the specific interviews with
respondents in which the requirement was expressed.

(1 Proposed solution to the need: one of the possible solutions that has been quantitatively
validated.

[ Quantity: output of the questionnaire in which users rated the proposed solution to the need on a

scale from 1 to 10, where 1 is "It is not important to me" and 10 is "It is very important to me."

(1 Impact on customer experience: determined by a combination of qualitative and quantitative
information from the research and rated on the MoSCoW?! scale.

[0 Technical complexity is the input from the technical solution provider.
[1 Business benefit is the input from the business sponsor.

(1 Priority is the resulting importance of implementing this solution after considering the columns
Impact on customer experience, Technical complexity and Business benefit.

4.7.12 Design of user interface prototypes

4.7.13 Design of screen visuals
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5 DATA ARCHITECTURE

The following chapters describe the design of the entities of the module's persistence layer.

Each entity contains:

Definition of the entity

List of basic attributes

Attribute name

Data type

Mandatory — the attribute must be populated (not null)

Description — explanation of what the attribute represents, if this is not obvious from the
name, or a description of the validation

6 APPLICATION ARCHITECTURE

The application architecture of the CNM module is fully modelled in the Sparx Enterprise Architect
(EA) tool in ArchiMate 3.0 notation.

The following chapter shows the application architecture diagram with descriptions of the objects,
which were generated from EA as an output.

All descriptions of application architecture objects, such as application services, application
components, functional components and data objects, are part of the model in EA, recorded in the object's
"Description" (note).

Since the output for the modelling of the DNR application architecture is generated from EA, where a
given application architecture object is used more than once, its description is identical.
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6.1 Application architecture

6.2 Aplication Viewpoints

Al l Al Al

SIEM EDR/XDR Skener zranitelnosti CTl

£ £

Inventarizacia aktiv

2] 2]
Analyticky a : SOAR

automatizacny
engine

INNOSOC

Al

ManaZovanie
kybernetickych
bezpecnostnych

Al

Tiketovaci systém

Al

Evidencia a sprava
incidentov

l

Reportovanie

l

Znalostny portal pre
SOC tim

Figure 45 : Aplication Viewpoints Components

The diagram presents a HL list of the application components of the solution.

.
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Description of the elements used:

Analytics and automation engine

CTI
CTI (Cyber Threat Intelligence) is a key building block of the SOCaaS
architecture, as it provides the capability to enrich detection rules, correlation

mechanisms and playbooks with external threat information — including IOCs, TTPs, attacker
profiling, campaigns and related vulnerabilities. In the environment of the multi-customer SOCaaS
service, it plays a role in:

* Distribution and management of threat feeds across tenants,

« Automatic enrichment of SIEM and EDR data with known threats,

* Creation of attack timelines and mapping to MITRE ATT&CK techniques,
 Support of threat hunting and forensic analysis processes,

* Prioritization of incidents according to threat context.

For the solution design, open-source platforms were chosen that cover various aspects of
CTI - from 10C collection through visualization to STIX/TAXII compatibility.

EDR/XDR

EDR (Endpoint Detection and Response) and XDR (Extended Detection and Response) are
the fundamental technological pillars for threat detection at the endpoint level. In the SOCaaS
environment, they serve for the collection and correlation of, and response to, events that would
otherwise escape traditional perimeter detections. XDR extends the EDR concept with the ability to
integrate data from networks, clouds, e-mail systems and other layers.

Incident recording and management

Incident recording and management is a core element of every security operation (SOC).
This subcomponent ensures systematic documentation, tracking and management of security
events and incidents throughout their life cycle — from detection through analysis to closure. A high-
quality recording system must enable teams to collaborate in a coordinated manner, document
steps, record related artefacts (observables) and link incidents

with relevant threats, systems or historical cases. Ideally, it also supports advanced data
enrichment, auditing, multi-tenancy and the possibility of retrospective investigation of incidents.

INNOSOC

Asset inventory
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Asset inventory is a fundamental pillar of every security solution. It enables the SOC team to
obtain an overview of all devices, system entities, applications and virtual or cloud resources that
make up the organization's infrastructure. In the SOCaaS environment, it plays an even more
significant role, as it enables centralized management, categorization, monitoring and tracking of
the security status of the infrastructure across different customers.

Management of cybersecurity incidents
Effective handling of cyber incidents is a key pillar of the SOCaaS

architecture. It includes not only the recording of events itself, but a comprehensive cycle of
their registration, management, response, reporting and knowledge retention. For the SOC team it
is essential that incidents are managed systematically, with an emphasis on traceability, analytical
work, coordination and knowledge support. An effective and coordinated response to security
incidents is an indispensable pillar of every SOCaaS solution. Within the INNOSOC architecture,
four subcomponents have been identified which together form an integrated system for the
management, registration, documentation and handling of incidents:

1. Ticketing system

2. Incident registration and management
3. Reporting

4. Knowledge portal for the SOC team

Reporting

The reporting component within the SOCaa$S architecture serves as the central means for
aggregating, visualizing and distributing security information. Its role is to provide both regular and
ad hoc outputs on the state of cybersecurity for various target groups — from SOC analysts, through
team leaders, to the management of the organization or clients. Such a reporting system must
cover:

« Generation of metrics for incidents, alerts, SLAs and KPls,

» Overviews of trends over time and assessment of the performance of security measures,
» Adaptation of content according to the level of detail (technical vs. strategic),

» Automation and scheduling of the distribution of outputs,

* Retrospective analysis and archiving of historical data.

SIEM

SIEM is the heart of the SOCaaS solution. It provides aggregation, processing, correlation
and analysis of security events from various sources in real time. It enables analysts to identify
anomalies, generate alerts and escalate incidents, while increasing visibility over the client's
infrastructure.

Vulnerability scanner

The vulnerability scanner is a fundamental building block for ensuring a proactive approach
in the SOCaaS architecture. It makes it possible to regularly identify weaknesses in the
infrastructure, assess the status of updates, configurations and settings, and provide information for
further prioritization and planning of corrective measures. The scanner outputs are often a source
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for SOAR systems, SLA metrics and reporting, as well as for assessing the client's security level.

SOAR

SOAR (Security Orchestration, Automation and Response) is the component responsible for
automating incident responses, orchestrating security tools and supporting analysts' decision-
making. In SOCaas, it is a fundamental element enabling the scaling of response capacities without
the need to increase staff numbers. It is indispensable especially when processing large volumes of
alerts, where it reduces the MTTR and MTTC metrics.

Ticketing system

The ticketing system serves as the central communication and organizational channel for the
management of security incidents throughout their entire life cycle. It enables the creation,
assignment and tracking of tasks and communication between analysts, while supporting audit, SLA
monitoring, escalation and notifications.

Knowledge portal for the SOC team

A knowledge portal for the SOC team is an important building block of every modern security
operations centre. It serves as a central repository of know-how, playbooks, procedures,
recommendations, analytical guides and often also historical lessons learned from incidents. The
knowledge portal:

* Increases the efficiency and consistency of incident response,

 Enables rapid onboarding of new team members,

 Supports the standardization of processes and methodologies,

» Enables the team to retain and share proven procedures and its own analytical experience,

« Strengthens the ability to learn collectively from incidents and to build internal "threat intel"
knowledge.

6.3 Design of the application services solution

6.3.1 Existing application interfaces

The CNM project envisages retaining the services of the eNotify module - SendNotification,
SendNotificationUsingTemplate. For this purpose, a LegacyService service will be created,
implementing an interface that receives asynchronous messages in the structure of
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SendNotification and SendNotificationUsingTemplate requests. A more detailed description is given

in the following subchapter.

6.3.2 Discontinued application interfaces

6.3.3 New application interfaces

6.4 Integrations between systems

6.4.1 List of existing integrations without change

6.4.2 List and description of proposed integrations

6.4.3 List and description of required integration interfaces

6.4.4 Design of the application interfaces provided by the system (module)
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7 TECHNOLOGICAL ARCHITECTURE

The chapter describes the physical architecture and defines the requirements for the test
and production environments.

The proposed operation is planned on two identical environments differing only in the
amount and type of resources:

PROD environment — production environment with real data and operation of the public
portal.

TEST environment — testing, training, pre-production environment. The entire TEST
environment is accessible via VPN for privileged users.

7.1 Design of the technological architecture

7.1.1 Technology Viewpoint CTI
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Figure 46 : Technology Usage Viewpoint CTl alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL databases for Elasticsearch.

Description of the elements used:

CTI
CTI (Cyber Threat Intelligence) is a key building block of the SOCaaS
architecture, as it provides the capability to enrich detection rules, correlation

mechanisms and playbooks with external threat information — including IOCs, TTPs, attacker
profiling, campaigns and related vulnerabilities. In the environment of the multi-customer SOCaaS
service, it plays a role in:

* Distribution and management of threat feeds across tenants,

» Automatic enrichment of SIEM and EDR data with known threats,

* Creation of attack timelines and mapping to MITRE ATT&CK techniques,
* Support of threat hunting and forensic analysis processes,

* Prioritization of incidents according to threat context.

For the solution design, open-source platforms were chosen that cover various aspects of
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CTI — from 10C collection through visualization to STIX/TAXII compatibility.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB
Represents the technology service of the NoSQL Elasticsearch database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

Connector-analysis POD

Represents the connector-analysis POD.

Connector-export- file-csv POD
Represents the connector-export-file-csv POD.

connector-export -file-stix POD
Represents the connector-export-file-stix POD.

Connector-export- file-txt POD
Represents the connector-export-file-txt POD.

Connector-import- document POD

Represents the connector-import-document POD.

o Funded by "RECOVERY GOVERNMENT OFFICE
S > . F THE VAK REPUBLI
the European Union AND RESILIENCE OF THESLOVAREPLBLC 230

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science B R I\ I N : I T

and Informatics

P

Connector-import- external-reference POD

Represents the connector-import-external-reference POD.

Connector-import- file-stixPOD

Represents the connector-import-file-stix POD.

Connector-import- file-yara POD

Represents the connector-import-file-yara POD.

Connector-mitre POD

Represents the connector-mitre POD.

Connector-opencti POD

Represents the connector-opencti POD.

Minio POD

Represents the minio POD.

Opencti POD
Represents the minio POD.

Opencti worker POD
Represents the Opencti worker POD.

Rabbitmqg POD
Represents the rabbitmqg POD.

Redis POD
Represents the redis POD.

Rsa-key-generator POD

Represents the rsa-key-generator POD.

Xtm-composer POD

Represents the xtm-composer POD.
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Figure 47 : Technology Usage Viewpoint CTI alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized

DB cluster.

Description of the elements used:

CTI

CTI (Cyber Threat Intelligence) is a key building block of the SOCaaS

architecture, as it provides the capability to enrich detection rules, correlation

mechanisms and playbooks with external threat information — including IOCs, TTPs, attacker
profiling, campaigns and related vulnerabilities. In the environment of the multi-customer SOCaaS
service, it plays a role in:
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» Distribution and management of threat feeds across tenants,

» Automatic enrichment of SIEM and EDR data with known threats,

* Creation of attack timelines and mapping to MITRE ATT&CK techniques,
* Support of threat hunting and forensic analysis processes,

* Prioritization of incidents according to threat context.

For the solution design, open-source platforms were chosen that cover various aspects of
CTI — from 10C collection through visualization to STIX/TAXII compatibility.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

Connector-analysis POD

Represents the connector-analysis POD.

Connector-export- file-csv POD

Represents the connector-export-file-csv POD.

connector-export -file-stix POD
Represents the connector-export-file-stix POD.

Connector-export- file-txt POD
Represents the connector-export-file-txt POD.
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Connector-import- document POD

Represents the connector-import-document POD.

Connector-import- external-reference POD

Represents the connector-import-external-reference POD.

Connector-import- file-stixPOD

Represents the connector-import-file-stix POD.

Connector-import- file-yara POD

Represents the connector-import-file-yara POD.

Connector-mitre POD

Represents the connector-mitre POD.

Connector-opencti POD

Represents the connector-opencti POD.

Minio POD

Represents the minio POD.

Opencti POD

Represents the minio POD.

Opencti worker POD
Represents the Opencti worker POD.

Rabbitmg POD
Represents the rabbitmqg POD.

Redis POD
Represents the redis POD.

Rsa-key-generator POD

Represents the rsa-key-generator POD.
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Xtm-composer POD

Represents the xtm-composer POD.

7.1.2 Technology Viewpoint EDR/XDR

8]

EDR/XDR

@) o o
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| |
| |
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Kubernetes Cluster |
J ]
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Figure 48 : Technology Usage Viewpoint EDR/XDR alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL databases for Elasticsearch.

Description of the elements used:

EDR/XDR

EDR (Endpoint Detection and Response) and XDR (Extended Detection and Response) are
the fundamental technological pillars for threat detection at the endpoint level. In the SOCaaS
environment, they serve for the collection and correlation of, and response to, events that would
otherwise escape traditional perimeter detections. XDR extends the EDR concept with the ability to
integrate data from networks, clouds, e-mail systems and other layers.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB

Represents the technology service of the NoSQL Elasticsearch database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

External

Represents the physical location at the client and thus outside the INNOSOC environment.
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Kibana POD
Represents the Kibana POD for SIEM.

Fleet server

Represents the Fleet server technology service for managing Elastic agents.

Elastic Agent

Represents an Elastic Agent instance for monitoring and processing logs and writing them to
Elasticsearch, and for protecting the host against security threats.

Fleet server POD
Represents the Elasticsearch POD for the NoSQL database.

Kibana with Fleet Ul
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Figure 49 : Technology Usage Viewpoint EDR/XDR alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized
DB cluster.

Description of the elements used:

EDR/XDR
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EDR (Endpoint Detection and Response) and XDR (Extended Detection and Response) are
the fundamental technological pillars for threat detection at the endpoint level. In the SOCaaS
environment, they serve for the collection and correlation of, and response to, events that would
otherwise escape traditional perimeter detections. XDR extends the EDR concept with the ability to
integrate data from networks, clouds, e-mail systems and other layers.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

External

Represents the physical location at the client and thus outside the INNOSOC environment.

Kibana POD
Represents the Kibana POD for SIEM.

Fleet server

Represents the Fleet server technology service for managing Elastic agents.

Elastic Agent

Represents an Elastic Agent instance for monitoring and processing logs and writing them to
Elasticsearch, and for protecting the host against security threats.

Fleet server POD
Represents the Elasticsearch POD for the NoSQL database.

Kibana with Fleet Ul

7.1.3 Technology Viewpoint INNOSOC Common
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X

Network

The diagram shows the technological architecture of the PostgreSQL Cluster.

Description of the elements used:
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DB node 1

Represents Node 1 of the Elasticsearch cluster.

DB node 2

Represents Node 2 of the Elasticsearch cluster.

DB node 3

Represents Node 3 of the Elasticsearch cluster.

HW Servers

Represents the HW server infrastructure. The HW server infrastructure represents the
physical computing and network equipment that forms the basis for operating IT systems, including
servers, storage, switches, routers and backup power supplies. This infrastructure is deployed
either on-premise or as part of a cloud platform, and provides computing power, availability and
connectivity for both virtualized and non-virtualized environments.

Hypervisor

Represents a Type 1 or Type 2 Hypervisor. A Type 1 hypervisor, also known as a "bare-
metal" hypervisor, runs directly on the physical hardware without an operating system, thereby
providing high performance and efficiency of virtualization; examples include VMware ESXi,
Microsoft Hyper-V (core) or Xen. This type of hypervisor is intended mainly for data centres and
enterprise environments where emphasis is placed on performance, stability and security.

A Type 2 hypervisor, also called a "hosted" hypervisor, runs on top of an existing operating
system as an application, and thus shares system resources with the host; examples include
VMware Workstation or Oracle VirtualBox. Although it is simpler to install and suitable for
development or testing, its performance and isolation are lower compared with Type 1.

Network

Represents the network/subnet of the HW infrastructure. The network or subnet of the HW
infrastructure is the physical and logical layer interconnecting servers, storage and network devices,
which provides data transfer, communication and access to services within the data centre.

Virtual network

Represents the virtual network/subnet of the Hypervisor. The virtual network or subnet of the
Hypervisor is a logical network infrastructure that the hypervisor creates for the purpose of
interconnecting virtual machines (VMs) with one another, with the host system or with the external
network. It enables the definition of virtual switches and NAT, bridged or internal networking modes,
thereby providing flexibility in the isolation, communication and routing of data between VMs and the
physical network environment.

AlmaLinux/RockyLinux
Represents the AlmaLinux/RockyLinux Linux distribution
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Elasticsearch

Represents the Elasticsearch NoSQL database.

AlmaLinux/RockyLinux

Represents the AlmaLinux/RockyLinux Linux distribution

Elasticsearch

Represents the Elasticsearch NoSQL database.

AlmaLinux/RockyLinux

Represents the AlmaLinux/RockyLinux Linux distribution

Elasticsearch

Represents the Elasticsearch NoSQL database.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

7.1.4 Technology Viewpoint Asset Inventory
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Figure 51 : Technology Usage Viewpoint Asset inventory alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the database directly within the module setup. The design
envisages a containerized version of the SQL server.

Description of the elements used:

Asset inventory

Asset inventory is a fundamental pillar of every security solution. It enables the SOC team to
obtain an overview of all devices, system entities, applications and virtual or cloud resources that
make up the organization's infrastructure. In the SOCaaS environment, it plays an even more
significant role, as it enables centralized management, categorization, monitoring and tracking of
the security status of the infrastructure across different customers.

NFS / Container Storage
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Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

MariaDB SQL server

Represents the technology service of the relational MariaDB SQL database. A technology
service in the field of database systems refers to a software component or platform that provides a
consistent, managed and scalable environment for storing, manipulating and managing structured
data. In the case of the MariaDB relational database, it is a platform-independent database service
that makes the relational model accessible using SQL (Structured Query Language) through a
consistent and transactionally safe application interface.

GLPI POD

Represents the GLPI POD for asset inventory. GLPI (Gestionnaire Libre de Parc
Informatique) is an open-source IT service management (ITSM) system that offers functionalities
such as IT asset management (hardware, software), incident management, service request
management, inventory and user management, and a CMDB (Configuration Management
Database). A POD (Point Of Deployment) in the context of GLPI represents a modular and
distributed deployment of GLPI components at multiple sites or locations, with each POD acting as
a local node for the collection, updating and management of IT assets.

MariaDB POD

Represents the MariaDB POD for the relational SQL DB. MariaDB is an advanced open-
source relational database management system (RDBMS) that originated as a fork of MySQL. It
complies with the SQL (Structured Query Language) standard and provides powerful tools for
managing and manipulating relational data. MariaDB supports the classic ACID architecture
(Atomicity, Consistency, Isolation, Durability) and MVCC (Multiversion Concurrency Control) for safe
and consistent database transactions.
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Figure 52 : Technology Usage Viewpoint Asset inventory alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the database directly in the form of a centralized DB cluster.

Description of the elements used:

Asset inventory

Asset inventory is a fundamental pillar of every security solution. It enables the SOC team to
obtain an overview of all devices, system entities, applications and virtual or cloud resources that
make up the organization's infrastructure. In the SOCaaS environment, it plays an even more
significant role, as it enables centralized management, categorization, monitoring and tracking of
the security status of the infrastructure across different customers.

DB Cluster
Represents a clustered relational database service. A clustered relational database service
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is a distributed database system that provides relational database services through multiple
interconnected database nodes (clusters), thereby ensuring high availability, scalability, redundancy
and fault tolerance.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

GLPI POD

Represents the GLPI POD for asset inventory. GLPI (Gestionnaire Libre de Parc
Informatique) is an open-source IT service management (ITSM) system that offers functionalities
such as IT asset management (hardware, software), incident management, service request
management, inventory and user management, and a CMDB (Configuration Management
Database). A POD (Point Of Deployment) in the context of GLPI represents a modular and
distributed deployment of GLPI components at multiple sites or locations, with each POD acting as
a local node for the collection, updating and management of IT assets.

7.1.5 Technology Viewpoint Kubernetes

o Funded by "RECOVERY GOVERNMENT OFFICE
S > . F THE VAK REPUBLI
the European Union AND RESILIENCE OF THESLOVAREPUBLC 246

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science B R I\ I N : I T

and Informatics

P

Kubernetes Cluster

J

J

INNOSOCBE PODs INNOSOC Public FE
PODs

O O

DB Cluster NFS / Container Storag

Figure 53 : Technology Usage Viewpoint CNM and Containers maping

The diagram shows the assignment of the individual PODs to the corresponding application
components.

Description of the elements used:

DB Cluster

Represents a clustered relational database service. A clustered relational database service
is a distributed database system that provides relational database services through multiple
interconnected database nodes (clusters), thereby ensuring high availability, scalability, redundancy
and fault tolerance.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
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enables automated management of the application life cycle.

INNOSOC BE PODs

Represents the CNM BE PODs. The CNM BE PODs denote container instances of the
backend services (BE — Backend) of the Core Network Management (CNM) system that are
deployed in a distributed environment, typically in a Kubernetes cluster or another container
orchestration. These PODs form the server (logical) layer of the CNM architecture, which ensures
data processing, business logic, transactions, API services and interaction with the database and
network entities (core network functions).

INNOSOC Private FE PODs

The CNM FE Private PODs represent isolated and modular deployment units of the frontend
components of the Customer Network Management (CNM) system in the customer's private
environment. This is an architectural element based on the principles of containerization and
microservice architecture, where each POD contains independently deployable elements of the
presentation layer (FE — frontend), such as web applications, Single Page Applications (SPA) or Ul
modules.

INNOSOC Public FE PODs

The CNM FE Public PODs represent computing deployment units of the frontend
components of the Customer Network Management (CNM) system in a publicly accessible cloud or
hybrid environment that is managed by the service provider or by the organization's centralized
infrastructure. Within this architecture, the frontend components — typically Single Page Applications
(SPA) or web interfaces — are operated as part of a multi-tenant system accessible via a public
network (the internet), with communication and access governed by strict security policies. These
PODs function as isolated deployments within a centralized cloud (e.g. Microsoft Azure, AWS,
GCP) or in a managed Kubernetes cluster. Their aim is to provide a scalable, highly available and
easily updatable interface for end users or customers who access CNM services without the need
for a local installation or private infrastructure.
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Figure 54 : Technology Usage Viewpoint CNM BE, DB and File System

The diagram represents and describes in more detail the use of the persistence layer for the
needs of the BIT NC and CNM BE module by means of its Data layer component, which handles

work with PostgreSQL and the Local File System.

Description of the elements used:

DB Cluster

Represents a clustered relational database service. A clustered relational database service
is a distributed database system that provides relational database services through multiple
interconnected database nodes (clusters), thereby ensuring high availability, scalability, redundancy

and fault tolerance.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
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network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

DB file

DB file - a file representing a MariaDB database file. In the context of the MariaDB system, a
DB file (database file) is a physical file in storage that represents the persistent data structure of the
database. This file contains the data itself, metadata, indexes, transaction logs or system structures
used by the database engine (most often InnoDB or MylISAM) to manage relational data.

DB server

Represents the MariaDB server. MariaDB Server is an open-source relational database
management system (RDBMS) intended for managing, storing and manipulating structured data. It
is compatible with MySQL (of which it is originally a fork), uses the SQL language and is optimized
for performance, security, transactional integrity and scalability.

File

File - a file is the basic unit of data storage in a file system, representing structured or
unstructured data such as attachments, images, documents, multimedia and other digital objects. A
file contains metadata (e.g. name, type, size, timestamps, access rights) and binary or text content,
which is interpreted according to the MIME type or extension.

Entity Framework

The Entity Framework (EF) application module represents a logical software layer in the
application that uses Entity Framework technology for object-relational mapping (ORM) between the
database and objects of the programming language (most commonly C# in the .NET ecosystem).
This module ensures that the application can work with database tables as objects and collections
of classes, with all CRUD operations (Create, Read, Update, Delete) automatically translated into
SQL statements.

File RW

The file RW module represents a software component or logical layer that provides reading
(Read) and writing (Write) of data to files within the file system. This module serves as an
abstraction between the application logic and the physical storage, using the standard system
interfaces of the operating system for file manipulation (e.g. POSIX API or abstract I/O libraries).

Local File Sytem

A local file system providing work with files, implemented by the operating system under
which the BE module runs. This file system enables low-latency access to files, typically through
standard POSIX operations, and is bound to a specific physical or virtual node. In containerized
environments (e.g. Kubernetes), this type of storage is usually represented by the hostPath or
emptyDir type, which binds it to a specific node and causes it to lose persistence when the POD is
restarted or moved. A local file system is suitable for temporary, high-performance operations (e.g.
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cache, scratch space), but is not intended for permanent or shared data storage, as it does not
allow independent data recovery after an outage or scaling across nodes.

TCP

Represents client-server communication using the TCP protocol. Client-server
communication over TCP (Transmission Control Protocol) is a method of exchanging data between
two entities in a computer network, where the client initiates the connection and the server passively
waits for a connection. The transfer is carried out by means of the TCP protocol — a transport
protocol of layer 4 (transport layer) of the OSI model, which provides reliable, controlled and
connection-oriented data transfer over the network.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

INNOSOC BE PODs

Represents the CNM BE PODs. The CNM BE PODs denote container instances of the
backend services (BE — Backend) of the Core Network Management (CNM) system that are
deployed in a distributed environment, typically in a Kubernetes cluster or another container
orchestration. These PODs form the server (logical) layer of the CNM architecture, which ensures
data processing, business logic, transactions, API services and interaction with the database and
network entities (core network functions).

Linux OS

Linux is a multitasking, multi-user, Unix-compatible operating system (OS) built on a
monolithic kernel and developed as open-source software. It is characterized by a modular
architecture and high customizability, and is used in servers, desktops, mobile devices, embedded
systems and supercomputers. Technically, Linux is a software layer between the hardware and user
applications that provides management of processes, memory, file systems, devices and network
communication.

MariaDB

Represents the MariaDB relational database. MariaDB is a relational database (Relational
Database Management System — RDBMS). In terms of a formal definition, MariaDB is a database
system that: works with the relational model (data are organized into tables, columns and rows),
uses the SQL (Structured Query Language) language for data manipulation and querying, ensures
data integrity by means of primary and foreign keys, and implements ACID properties through its
storage engines.
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Figure 55 : Technology Viewpoint Development CI/CD TEST/PROD

The diagram shows the process of building and deploying a new version of a package in the
form of a Docker image to the TEST/PROD environment. The diagram is applicable to the case of
in-house packages; for other existing ones, the public DockerHub source is used.

Description of the elements used:

Build and Upload Docker Image

The build process followed by uploading the Docker Image to the Docker Registry is a
standard step that ensures automated assembly of the application container, its tagging and
publication to a centralized repository, from which it can be deployed to development, testing or
production environments.

Download Docker Image
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Storing a Docker image in the Docker Registry begins with creating the image from a
Dockerfile using the docker build command. The image is then tagged according to the name and
version of the target registry. After authentication, the image is uploaded with the docker push
command and becomes available for further deployment.

New build

Starting a new build process represents the initialization and configuration of an automated
chain of tasks whose aim is to assemble, test and prepare a software artefact for further processing
or deployment.

Run Docker Container

Running a Docker container begins with downloading or selecting an existing Docker image,
from which an application instance is created. The container is started with the docker run
command, where parameters such as ports, volume mounts, environment variables or network
settings can be defined. Once started, the container runs as an isolated process, ready to
communicate with services or the user.

Save Docker Image

The process of storing a Docker image in the Docker Registry includes creating the image
using the docker build command and tagging it with the target registry address and version.
Authentication to the registry then takes place, followed by the actual upload via the docker push
command. As a result, the image is stored in a central repository, from which it can be deployed to
any environment.

TEST/PROD environment

Represents the internal DEV and TEST environment

Brain:IT
Brain:IT site

Private Docker Registry

Represents a private Docker Registry. A Private Docker Registry is a private repository in
which an organization securely stores and manages its own Docker images outside public registries
such as Docker Hub. It enables full control over access, versioning, retention policies and security
scanning of containers.

Deployment configuration

Representation of the Kubernetes Deployment artefact. A Kubernetes Deployment artefact
is a configuration file that defines the desired state of an application deployment in a Kubernetes
cluster — including the number of replicas, the Docker image, ports and update strategies. This
artefact serves as input for kubectl or a CI/CD pipeline, which apply it to the cluster to ensure
declarative and repeatable deployment.
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Docker Image

Representation of the Docker Image artefact. A Docker Image as an artefact is the resulting
application package assembled during the build process, which contains all the necessary layers,
dependencies and configuration for running in a container environment. This artefact is stored in the
Docker Registry, from which it can be reused for deployment in various environments.

GitLab

Represents a GitLab installation. A GitLab instance represents a standalone deployment of
the GitLab platform, which can run as a cloud service (GitLab.com) or as a self-managed version on
one's own infrastructure. It contains all the components needed for repository management, CI/CD
pipelines, issue tracking and DevOps workflows in a single integrated environment. Within an
organization, it enables full control over projects, users, security and access rights.

GitLab Worker

Represents a GitLab Worker instance. A GitLab Worker instance (also called GitLab
Runner) is a standalone service that executes tasks defined in a CI/CD pipeline, such as building,
testing or deploying applications. It runs in a dedicated environment (Kubernetes) and
communicates with the central GitLab server, from which it receives jobs for processing.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

GitLab CI/CD Pipelines

GitLab CI/CD Pipelines are a series of tasks providing compilation, tests, configuration,
deployment and other activities within GitLab.

Pod

Represents a Pod instance in which a new Docker Image is run in the form of a Docker
Container
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Figure 56 : Technology Viewpoint Developmnent CI/CD DEV

The diagram shows the process of building and deploying a new version of a package in the
form of a Docker image to the DEV environment. The diagram is applicable to the case of in-house
packages; for other existing ones, the public DockerHub source is used.

Description of the elements used:

Build and Upload Docker Image

The build process followed by uploading the Docker Image to the Docker Registry is a
standard step that ensures automated assembly of the application container, its tagging and
publication to a centralized repository, from which it can be deployed to development, testing or
production environments.

Download Docker Image

Storing a Docker image in the Docker Registry begins with creating the image from a
Dockerfile using the docker build command. The image is then tagged according to the name and
version of the target registry. After authentication, the image is uploaded with the docker push
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command and becomes available for further deployment.

New build

Starting a new build process represents the initialization and configuration of an automated
chain of tasks whose aim is to assemble, test and prepare a software artefact for further processing
or deployment.

Run Docker Container

Running a Docker container begins with downloading or selecting an existing Docker image,
from which an application instance is created. The container is started with the docker run
command, where parameters such as ports, volume mounts, environment variables or network
settings can be defined. Once started, the container runs as an isolated process, ready to
communicate with services or the user.

Save Docker Image

The process of storing a Docker image in the Docker Registry includes creating the image
using the docker build command and tagging it with the target registry address and version.
Authentication to the registry then takes place, followed by the actual upload via the docker push
command. As a result, the image is stored in a central repository, from which it can be deployed to
any environment.

DEV environment

Represents the internal DEV and TEST environment

Brain:IT

Brain:IT site

Deployment configuration

Representation of the Kubernetes Deployment artefact. A Kubernetes Deployment artefact
is a configuration file that defines the desired state of an application deployment in a Kubernetes
cluster — including the number of replicas, the Docker image, ports and update strategies. This
artefact serves as input for kubectl or a CI/CD pipeline, which apply it to the cluster to ensure
declarative and repeatable deployment.

Docker Image

Representation of the Docker Image artefact. A Docker Image as an artefact is the resulting
application package assembled during the build process, which contains all the necessary layers,
dependencies and configuration for running in a container environment. This artefact is stored in the
Docker Registry, from which it can be reused for deployment in various environments.

GitLab
Represents a GitLab installation. A GitLab instance represents a standalone deployment of
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the GitLab platform, which can run as a cloud service (GitLab.com) or as a self-managed version on
one's own infrastructure. It contains all the components needed for repository management, CI/CD
pipelines, issue tracking and DevOps workflows in a single integrated environment. Within an
organization, it enables full control over projects, users, security and access rights.

GitLab Worker

Represents a GitLab Worker instance. A GitLab Worker instance (also called GitLab
Runner) is a standalone service that executes tasks defined in a CI/CD pipeline, such as building,
testing or deploying applications. It runs in a dedicated environment (Kubernetes) and
communicates with the central GitLab server, from which it receives jobs for processing.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Nexus

Represents a private Docker Registry. A Private Docker Registry is private storage for
Docker images that enables organizations to securely store and manage container images outside
public services such as Docker Hub. It provides control over access, versions and distribution of
images, and is often integrated with a CI/CD pipeline for automated builds and deployments.

GitLab CI/CD Pipelines

GitLab CI/CD Pipelines are a series of tasks providing compilation, tests, configuration,
deployment and other activities within GitLab.

Pod

Represents a Pod instance in which a new Docker Image is run in the form of a Docker
Container
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Description of the elements used:
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External

Represents the external Internet environment

HA Proxy External

Represents an external reverse proxy built on HA Proxy. An external reverse proxy built on
HAProxy is an intermediary layer located at the network edge that serves to receive requests from
the internet, which it then redirects to internal backend services. In this role, HAProxy provides TLS
termination, load balancing, protection through ACL rules, and also the possibility of filtering or
passing traffic based on defined security policies. This architecture increases the security, scalability
and availability of publicly accessible services, while separating the external layer from the internal
infrastructure.

HA Proxy Internal

Represents an internal reverse proxy built on HA Proxy. An internal reverse proxy built on
HAProxy is an intermediary service that receives incoming requests within the internal network and
redirects them to the relevant backend services according to configured rules. In this case, HAProxy
provides load balancing, TLS termination, health checking and the possibility of centrally controlling
the data flow between microservices or internal applications.

INNOSOC BE Service

Represents the INNOSOC BE Service. It runs as part of a preconfigured POD, often in the
form of a container or virtual machine, and is updated through a controlled CI/CD process.

INNOSOC Private FE Service

Represents the INNOSOC FE Private Service. It runs as part of a preconfigured POD, often
in the form of a container or virtual machine, and is updated through a controlled CI/CD process.

INNOSOC Private FE Service

Represents the INNOSOC FE Public Service. It runs as part of a preconfigured POD, often
in the form of a container or virtual machine, and is updated through a controlled CI/CD process.

Internal

Represents the internal BRAIN:IT environment

Private BE SSL Certificate

Represents a valid Private SSL certificate for HTTPS purposes. A valid BE SSL certificate
for HTTPS purposes is a security certificate installed on the backend (BE) layer of the system that
enables encrypted and authenticated communication between services or between the frontend and
the backend. The certificate must be issued by a trusted certification authority (CA) or by an internal
PKIl infrastructure and must ensure the integrity and confidentiality of data transmitted over HTTPS.
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Private FE SSL Certificate

Represents a valid SSL certificate for HTTPS purposes. A valid FE SSL certificate for
HTTPS purposes is a trusted digital certificate installed on the frontend (FE) layer of the application
that ensures encrypted communication between the user's browser and the frontend server. This
certificate must be issued by an accredited certification authority (CA), must be valid for the specific
domain and must not be expired or invalid.

Public BE SSL Certificate

Represents a valid Public SSL certificate for HTTPS purposes. A valid BE Public SSL
certificate for HTTPS purposes is a certificate installed on a backend service that is accessible from
the public network, and it serves to ensure encrypted and verified communication over HTTPS. It
must be issued by a trusted public certification authority (CA), be valid for the specific public domain
and meet security standards.

Public FE SSL Certificate

Represents a valid Public SSL certificate for HTTPS purposes. A valid FE Public SSL
certificate for HTTPS purposes is a trusted certificate installed on the frontend layer of an
application that is publicly accessible via the internet, and it ensures encrypted communication
between the client browser and the frontend server. It must be issued by a public certification
authority (CA), be valid for the given domain and must not be expired or revoked in order to be
accepted by modern browsers.

NodePort 30000-32767
Represents NodePort-type routing from the range 30000-32767

NodePort 30000-32767
Represents NodePort-type routing from the range 30000-32767

NodePort 30000-32767
Represents NodePort-type routing from the range 30000-32767

Note
HA Proxy:
Can be replaced by an external LB/Reverse Proxy

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.
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INNOSOC BE PODs

Represents the CNM BE PODs. The CNM BE PODs denote container instances of the
backend services (BE — Backend) of the Core Network Management (CNM) system that are
deployed in a distributed environment, typically in a Kubernetes cluster or another container
orchestration. These PODs form the server (logical) layer of the CNM architecture, which ensures
data processing, business logic, transactions, API services and interaction with the database and
network entities (core network functions).

INNOSOC Private FE PODs

The CNM FE Private PODs represent isolated and modular deployment units of the frontend
components of the Customer Network Management (CNM) system in the customer's private
environment. This is an architectural element based on the principles of containerization and
microservice architecture, where each POD contains independently deployable elements of the
presentation layer (FE — frontend), such as web applications, Single Page Applications (SPA) or Ul
modules.

INNOSOC Public FE PODs

The CNM FE Public PODs represent computing deployment units of the frontend
components of the Customer Network Management (CNM) system in a publicly accessible cloud or
hybrid environment that is managed by the service provider or by the organization's centralized
infrastructure. Within this architecture, the frontend components — typically Single Page Applications
(SPA) or web interfaces — are operated as part of a multi-tenant system accessible via a public
network (the internet), with communication and access governed by strict security policies. These
PODs function as isolated deployments within a centralized cloud (e.g. Microsoft Azure, AWS,
GCP) or in a managed Kubernetes cluster. Their aim is to provide a scalable, highly available and
easily updatable interface for end users or customers who access CNM services without the need
for a local installation or private infrastructure.
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Figure 58 : Technology Viewpoint Kubernetes Cluster

Represents the role and service of the Worker node .

Description of the elements used:

DB Cluster

Represents a clustered relational database service. A clustered relational database service
is a distributed database system that provides relational database services through multiple
interconnected database nodes (clusters), thereby ensuring high availability, scalability, redundancy
and fault tolerance.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.
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HW Servers

Represents the HW server infrastructure. The HW server infrastructure represents the
physical computing and network equipment that forms the basis for operating IT systems, including
servers, storage, switches, routers and backup power supplies. This infrastructure is deployed
either on-premise or as part of a cloud platform, and provides computing power, availability and
connectivity for both virtualized and non-virtualized environments.

Hypervisor

Represents a Type 1 or Type 2 Hypervisor. A Type 1 hypervisor, also known as a "bare-
metal" hypervisor, runs directly on the physical hardware without an operating system, thereby
providing high performance and efficiency of virtualization; examples include VMware ESXi,
Microsoft Hyper-V (core) or Xen. This type of hypervisor is intended mainly for data centres and
enterprise environments where emphasis is placed on performance, stability and security.

A Type 2 hypervisor, also called a "hosted" hypervisor, runs on top of an existing operating
system as an application, and thus shares system resources with the host; examples include
VMware Workstation or Oracle VirtualBox. Although it is simpler to install and suitable for
development or testing, its performance and isolation are lower compared with Type 1.

Kubernetes virtual network

Represents the virtual network/subnet of the Kubernetes Cluster. A virtual network or subnet
in a Kubernetes cluster is a logical network architecture that enables communication between pods,
services and other components in the cluster without the need for NAT. Each pod receives its own
IP address within this network, which ensures predictable and fully routable connectivity in
accordance with the principle that "every pod can communicate with every other pod".

Master node 1

Represents the Master node of the Kubernetes Cluster. A Master node in a Kubernetes
cluster is a controller node that hosts the Control Plane components responsible for global decision-
making, workload scheduling and maintaining the cluster state. It contains key services such as
kube-apiserver, the ETCD database, the scheduler and controller managers, which together provide
orchestration and management of all Worker nodes and pods.

Master node 2

Represents the Master node of the Kubernetes cluster

Master node 3

Represents the Master node of the Kubernetes cluster

Network

Represents the network/subnet of the HW infrastructure. The network or subnet of the HW
infrastructure is the physical and logical layer interconnecting servers, storage and network devices,
which provides data transfer, communication and access to services within the data centre.
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Support PODs

Represents the support service PODs. Support service PODs are container or virtual
deployment units that provide non-application functions necessary for running and managing the
main system, such as monitoring, logging, authentication or configuration. These services typically
function as infrastructure components and are deployed in parallel with the application PODs within
the same cluster or environment.

System PODs

Represents the system service PODs. System service PODs are deployed components in a
containerized environment that provide the basic functionality and operations necessary for the
correct operation of the entire platform or cluster, such as networking, DNS, storage or
orchestration. These services usually form part of the core infrastructure of Kubernetes or another
orchestrator and function independently of the application and support PODs, while ensuring the
stability and operability of the system.

Virtual network

Represents the virtual network/subnet of the Hypervisor. The virtual network or subnet of the
Hypervisor is a logical network infrastructure that the hypervisor creates for the purpose of
interconnecting virtual machines (VMs) with one another, with the host system or with the external
network. It enables the definition of virtual switches and NAT, bridged or internal networking modes,
thereby providing flexibility in the isolation, communication and routing of data between VMs and the
physical network environment.

Worker node 1

Represents a Worker node of the Kubernetes Cluster. A Worker node in a Kubernetes
cluster is a compute node on which application Pods, i.e. the actual workloads of the system, are
deployed and run. It contains basic components such as kubelet, kube-proxy and a container
runtime (e.g. containerd), which ensure communication with the Control Plane and correct execution
of the assigned tasks.

Worker node N

Represents a Worker node of the Kubernetes cluster

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

INNOSOC BE PODs
Represents the CNM BE PODs. The CNM BE PODs denote container instances of the
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backend services (BE — Backend) of the Core Network Management (CNM) system that are
deployed in a distributed environment, typically in a Kubernetes cluster or another container
orchestration. These PODs form the server (logical) layer of the CNM architecture, which ensures
data processing, business logic, transactions, API services and interaction with the database and
network entities (core network functions).

INNOSOC Private FE PODs

The CNM FE Private PODs represent isolated and modular deployment units of the frontend
components of the Customer Network Management (CNM) system in the customer's private
environment. This is an architectural element based on the principles of containerization and
microservice architecture, where each POD contains independently deployable elements of the
presentation layer (FE — frontend), such as web applications, Single Page Applications (SPA) or Ul
modules.

INNOSOC Public FE PODs

The CNM FE Public PODs represent computing deployment units of the frontend
components of the Customer Network Management (CNM) system in a publicly accessible cloud or
hybrid environment that is managed by the service provider or by the organization's centralized
infrastructure. Within this architecture, the frontend components — typically Single Page Applications
(SPA) or web interfaces — are operated as part of a multi-tenant system accessible via a public
network (the internet), with communication and access governed by strict security policies. These
PODs function as isolated deployments within a centralized cloud (e.g. Microsoft Azure, AWS,
GCP) or in a managed Kubernetes cluster. Their aim is to provide a scalable, highly available and
easily updatable interface for end users or customers who access CNM services without the need
for a local installation or private infrastructure.

Worker

Represents the role and service of the Worker node. The role and service of a Worker node
in Kubernetes consists in hosting and running application pods, while ensuring the execution of
workloads based on instructions from the Control Plane.

Control Plane

Represents the Control Plane for managing the Kubernetes Cluster. The Control Plane for
managing a Kubernetes cluster is the central control layer that provides global orchestration,
scheduling and management of all components in the cluster. It contains key services such as
kube-apiserver, the ETCD database, kube-scheduler, kube-controller-manager and possibly cloud-
controller-manager. The Control Plane decides where and how applications will run, monitors their
state and guarantees that the desired state (declared by the user) corresponds to the current state
of the cluster.

ETCD

Represents the ETCD database. The ETCD database is a distributed, highly available key-
value database designed for storing configuration data and metadata in real time. It is a core part of
Kubernetes, where it serves as the central store of cluster state, including information about pods,
configurations, secrets and other objects. Thanks to the Raft consensus mechanism, it ensures
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reliability, consistency and fault tolerance in distributed systems.

Worker
Represents the role and service of the Worker node

Control Plane
Represents the Control Plane for managing the Kubernetes cluster

ETCD
Represents the ETCD database

Worker
Control Plane
Represents the Control Plane for managing the Kubernetes cluster

ETCD
Represents the ETCD database

Worker

Worker
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Description of the elements used:

Download Docker Image

Storing a Docker image in the Docker Registry begins with creating the image from a
Dockerfile using the docker build command. The image is then tagged according to the name and
version of the target registry. After authentication, the image is uploaded with the docker push
command and becomes available for further deployment.
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New deploy

Starting a new deploy process is an action in which a new version of an application or
service is automatically deployed to the target environment on the basis of a defined CI/CD pipeline.

Run Docker Container

Running a Docker container begins with downloading or selecting an existing Docker image,
from which an application instance is created. The container is started with the docker run
command, where parameters such as ports, volume mounts, environment variables or network
settings can be defined. Once started, the container runs as an isolated process, ready to
communicate with services or the user.

Starting the Gitlab Worker

The process of starting a GitLab Worker to deploy a new version of a package begins with
receiving a job from the CI/CD pipeline defined in .gitlab-ci.yml, which contains the deployment
steps. The Worker then executes instructions such as downloading the artefact, connecting to the
target environment and deploying the new version of the application, with the entire run being
logged and traceable.

DEV/TEST/PROD environment
Represents the internal DEV and TEST environment

Brain:IT

Brain:IT site

DockerHub

Represents the public Docker Registry DockerHub. DockerHub is a public Docker Registry
provided by Docker Inc. that enables developers to share, store and download container images via
a cloud platform. It supports both public and private repositories, image versioning, automated
builds and integration with CI/CD tools.

Deployment configuration

Representation of the Kubernetes Deployment artefact. A Kubernetes Deployment artefact
is a configuration file that defines the desired state of an application deployment in a Kubernetes
cluster — including the number of replicas, the Docker image, ports and update strategies. This
artefact serves as input for kubectl or a CI/CD pipeline, which apply it to the cluster to ensure
declarative and repeatable deployment.

Docker Image

Representation of the Docker Image artefact. A Docker Image as an artefact is the resulting
application package assembled during the build process, which contains all the necessary layers,
dependencies and configuration for running in a container environment. This artefact is stored in the
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Docker Registry, from which it can be reused for deployment in various environments.

GitLab

Represents a GitLab installation. A GitLab instance represents a standalone deployment of
the GitLab platform, which can run as a cloud service (GitLab.com) or as a self-managed version on
one's own infrastructure. It contains all the components needed for repository management, CI/CD
pipelines, issue tracking and DevOps workflows in a single integrated environment. Within an
organization, it enables full control over projects, users, security and access rights.

GitLab Worker

Represents a GitLab Worker instance. A GitLab Worker instance (also called GitLab
Runner) is a standalone service that executes tasks defined in a CI/CD pipeline, such as building,
testing or deploying applications. It runs in a dedicated environment (Kubernetes) and
communicates with the central GitLab server, from which it receives jobs for processing.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

GitLab CI/CD Pipelines

GitLab CI/CD Pipelines are a series of tasks providing compilation, tests, configuration,
deployment and other activities within GitLab.

Pod

Represents a Pod instance in which a new Docker Image is run in the form of a Docker
Container

7.1.6 Technology Viewpoint OpenStack
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Description of the elements used:
DB Cluster
Represents the clustered relational database service
Compute node 1
Represents a Compute node of the OpenStack cluster
Compute node 1
Represents a Compute node of the OpenStack cluster
Control + Compute node 1
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Represents Control and Compute node 1 of the OpenStack cluster

Control + Compute node 2

Represents Control and Compute node 2 of the OpenStack cluster

Control + Compute node 3

Represents Control and Compute node 3 of the OpenStack cluster

HW Servers

Represents the HW server infrastructure

KVM
Represents a type 1 KVM hypervisor.

Network

Represents the network/subnet of the HW infrastructure

OpenStack Cluster
Represents the OpenStack Cluster

OpenStack network

Represents the network/subnet of the OpenStack cluster, specifically:
Corporate network

OpenStack Tenant Data Network

OpenStack Internal Admin / APl Subnet

Support PODs

Represents the PODs of supporting services

System PODs

Represents the PODs of system services

Virtual network

Represents the virtual network/subnet of the hypervisor

INNOSOC BE Instance
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Represents an OpenStack instance, a VM or a container. An OpenStack instance in the
form of a VM or a container represents a virtual computing resource (compute instance) deployed
within the OpenStack cloud platform by means of the Nova component. It may be a classic virtual
machine (VM) or a lighter container instance, depending on the hypervisor used and the integration
with containerization technologies such as Kubernetes or Docker.

INNOSOC Private FE PODs
Represents the CNM FE Private PODs

INNOSOC Public FE PODs
Represents the CNM FE Public PODs

Compute
Represents the role and service of the Compute node

Compute apps
Represents the set of Compute applications

Control apps
Represents the set of applications for the Control node required for managing the cluster

Compute
Represents the role and service of the Compute node

Compute apps
Represents the set of Compute applications

Compute
Represents the role and service of the Compute node

Compute apps
Represents the set of Compute applications

Control apps
Represents the set of applications for the Control node required for managing the cluster

Compute
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Represents the set of Compute applications

Control apps
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Represents the set of applications for the Control node required for managing the cluster
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Represents the role and service of the Compute node
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Represents the set of Compute applications
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7.1.7 Technology Viewpoint Reporting
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Figure 61 : Technology Usage Viewpoint Reporting alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL database for Elasticsearch.

Description of the elements used:
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Reporting

The reporting component within the SOCaa$S architecture serves as the central means for
aggregating, visualizing and distributing security information. Its role is to provide both regular and
ad hoc outputs on the state of cybersecurity for various target groups — from SOC analysts, through
team leaders, to the management of the organization or clients. Such a reporting system must
cover:

« Generation of metrics for incidents, alerts, SLAs and KPls,

» Overviews of trends over time and assessment of the performance of security measures,
» Adaptation of content according to the level of detail (technical vs. strategic),

» Automation and scheduling of the distribution of outputs,

* Retrospective analysis and archiving of historical data.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB
Represents the technology service of the NoSQL Elasticsearch database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

kibana POD
Represents the Kibana POD for Reporting.
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Figure 62 : Technology Usage Viewpoint Reporting alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized
DB cluster.

Description of the elements used:

Reporting

The reporting component within the SOCaa$S architecture serves as the central means for
aggregating, visualizing and distributing security information. Its role is to provide both regular and
ad hoc outputs on the state of cybersecurity for various target groups — from SOC analysts, through
team leaders, to the management of the organization or clients. Such a reporting system must

cover:
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« Generation of metrics for incidents, alerts, SLAs and KPls,

* Overviews of trends over time and assessment of the performance of security measures,
» Adaptation of content according to the level of detail (technical vs. strategic),
» Automation and scheduling of the distribution of outputs,

* Retrospective analysis and archiving of historical data.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

kibana POD
Represents the Kibana POD for Reporting.

7.1.8 Technology Viewpoint SIEM
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Figure 63 : Technology Usage Viewpoint SIEM alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL databases for Elasticsearch.

Description of the elements used:

SIEM

SIEM is the heart of the SOCaaS solution. It provides aggregation, processing, correlation
and analysis of security events from various sources in real time. It enables analysts to identify
anomalies, generate alerts and escalate incidents, while increasing visibility over the client's
infrastructure.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
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network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB

Represents the technology service of the NoSQL Elasticsearch database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

External
Represents the physical location at the client and thus outside the INNOSOC environment.

Kibana POD
Represents the Kibana POD for SIEM.

Logstash
Represents a Logstashg instance for processing logs and writing them to Elasticsearch.
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Figure 64 : Technology Usage Viewpoint SIEM alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding

application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized

DB cluster.

Description of the elements used:

SIEM

SIEM is the heart of the SOCaaS solution. It provides aggregation, processing, correlation
and analysis of security events from various sources in real time. It enables analysts to identify
anomalies, generate alerts and escalate incidents, while increasing visibility over the client's

infrastructure.
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Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

External

Represents the physical location at the client and thus outside the INNOSOC environment.

Kibana POD
Represents the Kibana POD for SIEM.

Logstash
Represents a Logstashg instance for processing logs and writing them to Elasticsearch.

7.1.9 Technology Viewpoint Vulnerability Scanner
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Figure 65 : Technology Usage Viewpoint Vulnerability scanner

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Description of the elements used:

Vulnerability scanner

The vulnerability scanner is a fundamental building block for ensuring a proactive approach
in the SOCaaS architecture. It makes it possible to regularly identify weaknesses in the
infrastructure, assess the status of updates, configurations and settings, and provide information for
further prioritization and planning of corrective measures. The scanner outputs are often a source
for SOAR systems, SLA metrics and reporting, as well as for assessing the client's security level.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
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environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Cert-bund-data
Represents the cert-bund-data POD.

Data-objects
Represents the data-objects POD.

Dfn-cert-data
Represents the dfn-cert-data POD.

Gpg-data
Represents the gpg-data POD.

Gsa
Represents the gsa POD.

Gvmd
Represents the gvmd POD.

Gvm-tools
Represents the gvm-tools POD.

Notus-data
Represents the notus-data POD.

Openvas-scanner
Represents the openvas-scanner POD.

Openvas-scanner service_notus

Represents the openvas-scanner service _notus POD.

Ospd-openvas
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Represents the ospd-openvas POD.

Pg-gvm
Represents the pg-gvm POD.

Redis-server

Represents the redis-server POD.

Report-formats

Represents the report-formats POD.

Scap-data
Represents the scap-data POD.

Vulnerability-tests

Represents the vulnerability-tests POD.

7.1.10 Technology Viewpoint SOAR
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Figure 66 : Technology Usage Viewpoint SOAR alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL databases for Cassandra and
Elasticsearch.

Description of the elements used:

Analytics and automation engine
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Incident recording and management

Incident recording and management is a core element of every security operation (SOC).
This subcomponent ensures systematic documentation, tracking and management of security
events and incidents throughout their life cycle — from detection through analysis to closure. A high-
quality recording system must enable teams to collaborate in a coordinated manner, document
steps, record related artefacts (observables) and link incidents

with relevant threats, systems or historical cases. Ideally, it also supports advanced data
enrichment, auditing, multi-tenancy and the possibility of retrospective investigation of incidents.

SOAR

SOAR (Security Orchestration, Automation and Response) is the component responsible for
automating incident responses, orchestrating security tools and supporting analysts' decision-
making. In SOCaas, it is a fundamental element enabling the scaling of response capacities without
the need to increase staff numbers. It is indispensable especially when processing large volumes of
alerts, where it reduces the MTTR and MTTC metrics.

Ticketing system

The ticketing system serves as the central communication and organizational channel for the
management of security incidents throughout their entire life cycle. It enables the creation,
assignment and tracking of tasks and communication between analysts, while supporting audit, SLA
monitoring, escalation and notifications.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Cassandra DB

Represents the technology service of the NoSQL Cassandra database.

Elasticsearch DB
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Represents the technology service of the NoSQL Elasticsearch database.

Cassandra POD
Represents the Apache Cassandra POD for the NoSQL database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

TheHive POD

Represents the TheHive POD for asset inventory.

Cortex
Represents the Cortex POD for SOAR.
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Figure 67 : Technology Usage Viewpoint SOAR alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized
DB cluster. The design envisages a containerized version of the NoSQL database for Cassandra.

Description of the elements used:

"
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Analytics and automation engine

Incident recording and management

Incident recording and management is a core element of every security operation (SOC).
This subcomponent ensures systematic documentation, tracking and management of security
events and incidents throughout their life cycle — from detection through analysis to closure. A high-
quality recording system must enable teams to collaborate in a coordinated manner, document
steps, record related artefacts (observables) and link incidents

with relevant threats, systems or historical cases. Ideally, it also supports advanced data
enrichment, auditing, multi-tenancy and the possibility of retrospective investigation of incidents.

SOAR

SOAR (Security Orchestration, Automation and Response) is the component responsible for
automating incident responses, orchestrating security tools and supporting analysts' decision-
making. In SOCaas, it is a fundamental element enabling the scaling of response capacities without
the need to increase staff numbers. It is indispensable especially when processing large volumes of
alerts, where it reduces the MTTR and MTTC metrics.

Ticketing system

The ticketing system serves as the central communication and organizational channel for the
management of security incidents throughout their entire life cycle. It enables the creation,
assignment and tracking of tasks and communication between analysts, while supporting audit, SLA
monitoring, escalation and notifications.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Cassandra DB
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Represents the technology service of the NoSQL Cassandra database.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

Cassandra POD
Represents the Apache Cassandra POD for the NoSQL database.

TheHive POD

Represents the TheHive POD for asset inventory.

Cortex
Represents the Cortex POD for SOAR.

7.1.11 Technology Viewpoint Ticketing system / Incident registration and
management

L Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND RESILIENCE: OF THE SLOVAK REPUBLIC  5qy13

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science B R I\ I N : ' T
and Informatics
7] 7] S S

Tiketovaci systém Evidencia a sprava Cassandra DB Elasticsearch DB
incidentov

P

Kubernetés Cluster

J

TheHive POD

Elasticsearch POD

Cassandra POD

N

(@)

NFS / Container Storage

Figure 68 : Technology Usage Viewpoint Ticketing system / Incident registration and
management alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the Elasticsearch database directly within the module setup. The
design envisages a containerized version of the NoSQL databases for Cassandra and
Elasticsearch.

Description of the elements used:

Incident recording and management

Incident recording and management is a core element of every security operation (SOC).
This subcomponent ensures systematic documentation, tracking and management of security
events and incidents throughout their life cycle — from detection through analysis to closure. A high-
quality recording system must enable teams to collaborate in a coordinated manner, document
steps, record related artefacts (observables) and link incidents

with relevant threats, systems or historical cases. Ideally, it also supports advanced data
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enrichment, auditing, multi-tenancy and the possibility of retrospective investigation of incidents.

Ticketing system

The ticketing system serves as the central communication and organizational channel for the
management of security incidents throughout their entire life cycle. It enables the creation,
assignment and tracking of tasks and communication between analysts, while supporting audit, SLA
monitoring, escalation and notifications.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Cassandra DB

Represents the technology service of the NoSQL Cassandra database.

Elasticsearch DB

Represents the technology service of the NoSQL Elasticsearch database.

Cassandra POD
Represents the Apache Cassandra POD for the NoSQL database.

Elasticsearch POD
Represents the Elasticsearch POD for the NoSQL database.

TheHive POD

Represents the TheHive POD for asset inventory.
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Figure 69 : Technology Usage Viewpoint Ticketing system / Incident registration and
management alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the Elasticsearch database directly in the form of a centralized
DB cluster. The design envisages a containerized version of the NoSQL database for Cassandra.

Description of the elements used:

Incident recording and management

Incident recording and management is a core element of every security operation (SOC).
This subcomponent ensures systematic documentation, tracking and management of security
events and incidents throughout their life cycle — from detection through analysis to closure. A high-
quality recording system must enable teams to collaborate in a coordinated manner, document
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steps, record related artefacts (observables) and link incidents

with relevant threats, systems or historical cases. Ideally, it also supports advanced data
enrichment, auditing, multi-tenancy and the possibility of retrospective investigation of incidents.

Ticketing system

The ticketing system serves as the central communication and organizational channel for the
management of security incidents throughout their entire life cycle. It enables the creation,
assignment and tracking of tasks and communication between analysts, while supporting audit, SLA
monitoring, escalation and notifications.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Cassandra DB

Represents the technology service of the NoSQL Cassandra database.

Elasticsearch DB Cluster

Represents the technology service of the NoSQL Elasticsearch database in the form of a
cluster.

Cassandra POD
Represents the Apache Cassandra POD for the NoSQL database.

TheHive POD

Represents the TheHive POD for asset inventory.
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7.1.12 Technology Viewpoint Knowledge Portal for the SOC Team
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Figure 70 : Technology Usage Viewpoint Knowledge portal for the SOC team alt 1

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 1 represents the use of the database directly within the module setup. The design
envisages a containerized version of the SQL server.

Description of the elements used:

Knowledge portal for the SOC team
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A knowledge portal for the SOC team is an important building block of every modern security
operations centre. It serves as a central repository of know-how, playbooks, procedures,
recommendations, analytical guides and often also historical lessons learned from incidents. The
knowledge portal:

* Increases the efficiency and consistency of incident response,

 Enables rapid onboarding of new team members,

* Supports the standardization of processes and methodologies,

» Enables the team to retain and share proven procedures and its own analytical experience,

« Strengthens the ability to learn collectively from incidents and to build internal "threat intel"
knowledge.

NFS / Container Storage

Represents the NFS service or other Container Storage. NFS (Network File System) is a
network file protocol of the application layer of the OSI model that enables remote access to file
systems over a network. It is one of the most common forms of shared storage in containerized
environments such as Kubernetes, where it is implemented as a PersistentVolume (PV) type. In a
broader sense, container storage refers to the mechanisms and services providing storage space
for containers that need persistent or shared data between restarts or between cluster nodes.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

MariaDB SQL server
Represents the technology service of the relational MariaDB SLQ database.

MariaDB POD
Represents the MariaDB POD for the relational SQL DB.

Wiki.js POD
Represents the Wiki.js POD for the Knowledge portal for the SOC team.
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Figure 71 : Technology Usage Viewpoint Knowledge portal for the SOC team alt 2

The diagram shows a simplified assignment of the individual PODs to the corresponding
application components.

Alt 2 represents the use of the database directly in the form of a centralized DB cluster.

Description of the elements used:

Knowledge portal for the SOC team

A knowledge portal for the SOC team is an important building block of every modern security
operations centre. It serves as a central repository of know-how, playbooks, procedures,
recommendations, analytical guides and often also historical lessons learned from incidents. The
knowledge portal:

* Increases the efficiency and consistency of incident response,
* Enables rapid onboarding of new team members,
* Supports the standardization of processes and methodologies,

» Enables the team to retain and share proven procedures and its own analytical experience,
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« Strengthens the ability to learn collectively from incidents and to build internal "threat intel"
knowledge.

DB Cluster

Represents a clustered relational database service. A clustered relational database service
is a distributed database system that provides relational database services through multiple
interconnected database nodes (clusters), thereby ensuring high availability, scalability, redundancy
and fault tolerance.

Kubernetes Cluster

Represents a Kubernetes Cluster. A Kubernetes Cluster is a distributed computing
environment used for the orchestration of containerized applications. It ensures the deployment,
scaling, monitoring, updating and management of containers (most often Docker or compatible OCI
containers) across a group of physical or virtual servers. In a Kubernetes cluster, the computing
resources (CPU, memory, storage, network) are abstracted and managed as a single system, which
enables automated management of the application life cycle.

Wiki.js POD
Represents the Wiki.js POD for the Knowledge portal for the SOC team.

7.2 Technology components of the solution and their relationship to
application components

7.2.1 Management of access, accounts and keys of operational environments
7.2.2 Containerization and orchestration of cloud services
7.2.3 Specification of the use of government cloud services
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7.3 Description of the test environment

Given in chapter 7.1.

7.4 Description of the production environment

Given in chapter 7.1.

8 SERVICE LEVEL (SLA) AND PERFORMANCE
REQUIREMENTS

9 SOFTWARE LICENCES AND SOURCE CODE

List of SW licences that will be used during development:

Name of the Type of the SW .
0. SW used used SW licence
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10 ENSURING AVAILABILITY, BACKUP AND RECOVERY
OF THE SOLUTION

The description of the method for ENSURING AVAILABILITY, Backup and recovery of the
solution is precisely set out and addressed in the valid Contract for the Provision of Information
System Support and Maintenance Services, which takes effect on the date of acceptance of the
Final Acceptance Protocol for the delivered work.

10.1 Ensuring availability

The basic pillar of the availability of critical systems in a cloud environment is system
clustering, which ensures automatic failover of an application to a standby node (virtual server) in
the event of a failure of the primary node and the execution of all operations associated with it.
Critical applications or network services are implemented in high availability (HA) of systems by
means of a software cluster..., which represents the standard in the field of high availability.

The reliability of critical systems is implemented at two (up to four) levels:

High availability of the system through the use of software clustering. This ensures a fast,
operator-independent restart of the system after a hardware or software crash or a system fault.

Cyclical (and automatic) data backup (system logs, application data, the applications
themselves...). In this way, we protect the system against any loss of valuable data.

The purpose of a service intervention is to return the system to its original state and to repair
hardware or network faults whose occurrence caused part of the system to stop functioning, thus
preparing it for another potential outage. If the designed "redundancy" of the system were not
sufficient to ensure the functioning of the system in the event of larger-scale outages, or in the case
of outages caused by incorrect operation (administrator errors, etc.), it is sometimes necessary to
restore systems to operation using data backups as well.

Replication of data to another location for the resilience of the system (computer centre)
against large-scale outages, natural disasters, etc. However, this matter is fully ensured by the
cloud solution provider.

Backups are created of the server application environment, system configuration, operation
records and the databases themselves.

All important central components of the system and infrastructure are deployed in production
operation multiple times as needed, so that the failure of any single component does not jeopardize
the failure or unavailability of certain system services.

All internal network interfaces of workstations are protected by a local firewall, have an
access control policy set with ports blocked by default (default deny all), and communication is
permitted only for designated connections according to the communication matrix.
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10.2 Backup

The PostgreSQL database needs to be backed up. It is not necessary to deal with file
backup.

The method of backup and recovery is the responsibility of the contracting authority; the
recommended backup frequency is once every 12 hours with a retention policy of one week.

10.3 Recovery of the solution

11 SECURITY - ADDRESSING SECURITY
REQUIREMENTS

Secure development principles

The requirements laid down in this document must be met for all components that are used
during development and all artefacts that are considered products of development.

The system will be developed in accordance with internationally recognized
recommendations and best practices in the field of secure software development. The development
activities will reflect the requirements defined within the CISA Secure by Design initiative
(https://www.cisa.gov/resources-tools/resources/secure-by-design) as well as the OWASP
Developer Guide methodology (https://owasp.org/www-project-developer-guide/release/).

By products of development we mean in particular:

High-level Design (HLD), Low-level Design (LLD), Entity Relationship Diagram (ERD),
process diagrams and the like

software source code

executable programs that are part of the delivery
configurations

database schemas

test data sets

It is advisable to divide the security requirements into three parts:
Requirements for the development environment

Requirements for the developed product itself — the application
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Requirements for the production environment in which the product is operated.

The aim of these measures is to reduce the likelihood and impact of threats associated with

software development and delivery, in particular:

intentio

introduction of vulnerabilities as a result of poor programming techniques,
introduction of vulnerabilities as a result of using insecure and unsupported frameworks,

introduction of undesirable functionality into the code, whether through negligence or
nally,

delay in delivery due to an outage of development environments,

breach of personal data protection principles due to its improper handling,
introduction of vulnerabilities due to incorrect configuration of environments,
criminal liability as a result of copyright infringement,

leakage of sensitive data, loss of sensitive data,

inability to secure evidence in the event of a security incident, both in development and in

operation, and the like.

of the

During the development of the project, it is necessary to prevent and avoid the introduction
most common implementation errors, vulnerabilities and risks by adhering to a secure

development life cycle, best practices and an appropriately chosen security standard and/or
methodology. During the implementation of the proposed solution, the software is verified during
development against well-known vulnerabilities and security recommendations, which form part of

secure

development practice to prevent the occurrence of the most common security risks for web

applications.

email...

By components used during development we mean in particular:

workstations used in development

virtualization environment

servers used in development (development, test)

network environment used in development, including home networks

printers and other active elements

physical environment in which development takes place, including home offices

supporting services used in development, such as communication tools (MS Teams, Jira,

)

development tools (editors, compilers)

development frameworks

middleware (web servers, proxy servers, application servers)

source code and configuration repositories (github)

backup applications/services/systems and backed-up data

authentication mechanisms (AD, AAD, LDAP, Radius, Kerberos, SAML, cloud access
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security broker and the like)

Securing the development environment

Development follows security best practice principles, including secure administration,
configuration, patching and hardening of workstations and servers, anti-malware protection,
segregation of physical and logical environments, account policies, credential management and
secure login procedures, e.g. in accordance with ISO/IEC 27001.

All devices used in development will be protected by a firewall, both at the network perimeter
(the interface between networks) and locally by means of a host firewall that permits only necessary
connections. Only devices that are needed for development may be connected to the networks in
which development takes place.

Endpoints on which development takes place must not be accessible to or used by other
persons. In the case of computers, automatic screen locking protected by a password will be
ensured and required.

The computer will not automatically connect to Wi-Fi networks other than the protected
networks used in development. The Wi-Fi SSID to which a developer's computer is connected must
have access controlled by WPA2 and a complex password, ideally authentication via WPA2
Enterprise. Where a physical LAN is used, access protection must be used.

All devices used in development, including the OS of network and security devices (routers,
switches, firewalls, Wi-Fi access points), must have current security patches installed, and the
firmware version must be at least N-1.

All network communication to and from the internet must pass through a device that filters
dangerous and malicious content. All communication from computers used for development that are
located outside protected internal networks (for example, when working from home) must pass
through the corporate VPN gateway, which inspects and filters dangerous content.

Only legal, supported and up-to-date software will be used in development. The disks of all
portable devices (laptops) must be encrypted. It is also necessary to encrypt the disks of non-
portable workstations and servers that are not located in sufficiently protected data centre and
server room premises.

All configurations must be protected against unauthorized changes. All configuration
changes will be automatically detected and reported.

Only personal accounts may be used to log in to systems. Personal accounts used for
ordinary work must be separate from personal accounts for administration. The use of generic and
shared accounts (root, administrator) is prohibited except for disaster recovery. All accounts must
be protected by SSH keys or, in exceptional cases where necessary, by a sufficiently strong
password or passphrase with a high level of entropy.

On all systems used for development, only the minimum necessary set of software required
for the specific activity may be installed.

All test data, sensitive data, passwords and the like are stored in defined locations.
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End user management - The rights themselves, whether for access to information,
permissions to work with data or access to individual modules and functionalities, will be governed
by permissions defined in central user management and identity management, known as IAM
(Identity and Access Management), using oAuth/SAML with the possible use of 2FA, on the basis of
which individual user roles will be assigned.

Ensuring integrity

Validation of all user inputs and actions will be performed on the server side and, for suitable
operations, also on the client side. All user inputs must be checked on the server side.

Both the web server process and the backend database process must be configured to run
under a unique user account with a limited set of privileges.

The web server will be configured so that files with web content are accessible to the
process belonging to the web server service for reading only, not for writing (unless the service and
process themselves require it).

The web content and all logs generated by it will be located on a separate hard disk or on a
logical partition other than that of the OS and the web server. In the case of containerization, the
logging method will be adapted in line with the orchestration platform concerned.

To meet the security requirements associated with the development of the project, a suitable
tool will be used that provides continuous code quality checks, validation of the secure life cycle and
checks that detect bugs, duplicated code and security holes.

Securing communication

All communication channels will be known and described. The individual system
components will be separated according to layers that perform a specific role.

The basic layers are:
Access layer
Application layer
Database layer

The individual layers will be located in separate, logically isolated network segments or
independently executable blocks, or by means of defining access on the basis of access groups,
with communication between them permitted on the basis of firewall rules or orchestration platform
rules, and in addition monitoring and filtering will be possible.

The administration and monitoring interfaces of network devices and servers are not
accessible directly from the external network, the internet. The administration and monitoring
interfaces are accessible only from pre-specified networks (e.g. the administrator network, a
designated internal network).

The web server will be externally accessible exclusively via the HTTPS protocol. In line with
best practices, the web portal is not to be accessed externally via HTTP.

The identity of the web portal will be ensured by a valid, trusted certificate issued for the
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domain on which the portal in question is available. For this purpose, a certificate and a technical
certificate from an internal CA may be used. The web portal must not use untrusted or expired
SSL/TLS certificates towards the external environment.

Data that are sensitive in terms of integrity or confidentiality must be transmitted only via an
encrypted SSL/TLS connection. Sensitive data (especially credentials) must be transmitted
exclusively via an encrypted channel.

The web server will support TLS 1.2, TLS 1.3 and later. By default, it will not support the old
versions SSLv2, SSLv3, TLS 1.0 and TLS 1.1, unless otherwise required.

The web server is not to support ciphers with a key shorter than 112 bits and a block shorter
than 64 bits. The web server must not support (they must be disabled) the HTTP methods
OPTIONS, TRACK and TRACE.

The web application will, to the greatest possible extent, take into account and apply
recommendations for the elimination of well-known vulnerabilities according to best practices.

The basic logical topology of the system solution is shown within the physical architecture.

Access control

Access control to the application uses IAM, which assigns user roles on the basis of
permissions defined in central user management based on oAuth/SAML and, where applicable,
2FA.

Access control between individual zones or subnets is ensured by means of firewalls or
another security mechanism.

System logging and collection of audit records

Logging and monitoring of the system will be ensured by technology supplied by the
Contracting Authority. It is recommended to set appropriate metrics for monitoring resource
utilization and capacity for each monitored device/system.

System monitoring and logging should include alerts that should be provided to the system
administrator in cases such as: storage capacity approaching full, abnormally high system load, an
unusual security event detected.

Logs and audit records will contain specific information on the date, time and time zone
used, should be transmitted via a secure channel, and the granularity of logging will correspond to
the requirements of the given service. Log retention should be set so as to prevent the logging
storage from filling up and not to affect the stability of resources.

Logging is subject to a centrally defined retention policy that determines the retention period
of individual types of log records depending on their nature (e.g. operational, security, audit).
Retention periods will be configurable and set in accordance with legislative requirements and the
operational needs of the Contracting Authority. The retention policy recommended by the supplier is
at least 1 month for logging and at least one year for audit logs. After the retention period has
expired, the records will be automatically archived or securely deleted.

User management methodology

The rights themselves, whether for access to information, permissions to work with data or
access to individual modules and functionalities, will be governed by permissions defined in central
user management and identity management, known as IAM (ldentity and Access Management),
using oAuth/SAML with the possible use of 2FA, on the basis of which individual user roles will be
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assigned. IAM will also be used to define the way in which individual users may interact with the
system (CRUD operations).

12 DATA MIGRATION

No data migration will be performed within the solution.

12.1 Data migration procedure

12.2 Data migration verification

13 IMPLEMENTATION AND DEPLOYMENT SCHEDULE,
DEPENDENCIES

13.1 Project phases and timetable - consolidated overview

13.2 Dependencies and solution design
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13.3 Requirements for the Testing and Deployment to production
phases

The work will be implemented as a project managed in accordance with the PRINCE2
methodology. The delivery of the solution will go through the basic project stages within the
meaning of Decree No. 401/2023 on project management. The outputs of each stage will be
approved by the Project Steering Committee.

14 OPEN QUESTIONS

15 ANNEXES
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