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Kibana — Dashboard

In Kibana, it is possible to create so-called spaces. These spaces serve to separate data

logically.

Accounts in Kibana are created according to a specific role, which allows access only to

the required space.

The three most important sections in our deployment are currently the Discover,
Dashboards and Alerts (Security section) sections. The Discover section serves to
display the collected data in text form. The Dasboards section serves to display the
created visualizations of the collected data. The Alerts section serves to display security
alerts.

We access the individual sections using the “hamburger” button in the upper left corner
of the screen.

@ elastic Q apps, content, and more.

Analytics
Prevent, collect, detect, and resp Explore, visualize, and analyze your data using a
unified protection across your inf powerful suite of analytical tools and applications.
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After clicking, a menu expands containing the individual sections.

P

@ elast]c Q Find apps, content, and more.

= . Home
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Figure 2

Discover

The Discover section looks as follows.
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Dataview Auditbeat = @ Q Filter your data using KQL syntax v Last15minutes G
Q Search field names =0 Auto interval v No breakdown v o)

\ Popular fields @

1 4 |
. e O s O e, O e O O e Y s O e O e Y e OO e e
17:4817:4: 17:46 ) 48 17:49 7:5 5 53 17:54 55 56 5 8

v Available fields @ 274

© @timestamp
Apr 18, 2025 @ 17:44:36.872 - Apr 18, 2025 @ 17:59:36.872 (interval: Auto - 30 seconds)

@version
agent.ephemeral_id Documents (3,217)  Field statistics ¢ Sortfields 1 %
agent.id @timestamp ® @ Summary

Agent.name /' Apr 18, 2025 @ 17:58:14.226 @timestamp Apr 18, 2025 @ 17:58:14.226 @version 1 agent.ephemeral_id 7ddfda8f-de3b-43b3-8550-8d1
agent.type 71b3b82be agent.id 58c546e6-b634-4dff-9057-86b5f74aa977 agent.name gvm agent.type auditbea
t agent.version 8.17.2 auditd.data.a® 6 auditd.data.al © auditd.data.a2 @ auditd.data.a3 186a..
]~ Apr 18, 2025 © 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.584 @version 1 agent.ephemeral_ id d9d6f383-9e8a-4241-b896-d26
35aeb@721 agent.id c61fcfac-fc66-41d5-899e-e40d6c5907bf agent.name Offline-Arkime® agent.type au
auditd.data.al ditbeat agent.version 8.17.4 auditd.data.a@ c8e@1bf640 auditd.data.al c0@ee@cb7..

auditd.data.a0

auditd.data.a2 |/ Apr 18, 2025 © 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.584 @version 1 agent.ephemeral_id d9d6f383-9e8a-4241-b@96-d26

auditd.data.a3 35aeb8721 agent.id c61fcfac-fc66-41d5-899e-e48d6c5907bf agent.name Offline-Arkime@ agent.type au
Aithast amant wareiam 8 17 A _auditd daks 20 ~OOOTHFERA auditd data a1 A00N0A0FA

t
t
t
t
t agent.version
t
t
t
t

Figure 3

As can be seen in the figure, the individual pieces of received data are stored as records,
i.e. documents. The documents are sorted by time, i.e. by the timestamp field. Records
can be sorted in ascending or descending order.

Documents (3,217) Field statistics

| ) @timestamp (© v & | Summary

L I & R —— oti
- Apr 18, 202 A Sort Old-tisw timestamp Apr 18, 2
71b3b82be agent.id 5
Vv SEEen.bi- ) agent.version 8.17

~ Copy name

|/ Apr 18, 202 dtimestamp Apr 18, 2

Copy column  353¢h9721 agent.id c
ditbeat agent.versio

Figure 4

Time is very important for correct analysis; therefore, the first step is to set the correct
time range, i.e. the time window. The setting for the time range can be found in the upper

right corner.
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= . Discover v/ 63 Try ES|QL Inspect Alerts + B @

Data view Auditbeat v = @ QU Filter your data using KQL syntax v Last15minutes G
Q Search field names = Auto interval v No breakdown v

v/ Popular fields @ 1

S V 'l I I l

\ Available fields © 274 Tire - . - > . - -

B @timestamp

Apr 18, 2025 @ 17:44:36.872 - Apr 18, 2025 @ 17:59:36.872 (interval: Auto - 30 seco

t @version

t agent.ephemeral_id Documents (3,217)  Field statistics ¢ Sortfields 1 BE = [
t agentid @timestamp © < Summary

t  agent.name /' Apr 18, 2025 © 17:58:14.226 @timestamp Apr 18, 2025 @ 17:58:14.226 @version 1gffilent.ephemeral_id 7ddfdasf-de3b-43b3-8550-0d1
t agenttype 71b3b82be agent.id 58c546e6-b634-4dff-9057-86b3¢ffAaad77 agent.name gvm agent.type auditbea

t agent.version 8.17.2 auditd.data.a® 6 audjg.data.al @ auditd.data.a2 © auditd.data.a3 186a..

agent.version
</ Apr 18, 2025 @ 17:58:12.584 @timestamp Apr 18, 2025 @ 17:58:12.584 @

35aeb@721 agent.id c61fcfac-fc66-41d5,
auditd.data.al ditbeat agent.version 8.17.4 audit

sion 1 agent.ephemeral_id d9d6f383-9e8a-4241-b896-d20
e-e40d6c5907bf agent.name Offline-Arkime@ agent.type au
ta.a@ c@001bf640 auditd.data.al c@eeeech’..

auditd.data.a0

auditd.data.a2 /" Apr 18, 2025 @ 17:58:12.584 @timestamp Apr 18, 2025 @ 17:584fF.584 @version 1 agent.ephemeral_id d9d6f383-9e8a-4241-b896-d20
auditd.data.a3 35aeb0721 agent.id c61fcfac- 6-41d5-899e-e48d6c5987bf agent.name Offline-Arkime@ agent.type au

Aithaat amant varcian 2 17 auditd data 20 A000THFERA auditd daka a1 ~000R20FA

auditd.data.acct RoWa per page: 100, 34 123 45 )

Figure 5

If we click on the calendar icon, we can choose from several options for selecting the
time window. These options are predefined and extend from some point in the past to

the current moment.

& v ~15minutes.. > now (€]

Quick select L

Last ~ |18 Minutes v Apply

Commonly used

)
: Today Last 24 hours
This week Last 7 days
:5¢ .

g Last 1 minute Last 30 days
Last 15 minutes Last 90 days
Last 30 minutes Last 1year
Last 1 hour

4.2

4dfi

a.ai (D Refresh every

Figure 6

The figure shows that we can also set an automatic refresh of the data; this is suitable
for dashboards or alerts, but we do not recommend it for Discover. If we click on the

part just after the calendar icon, we select the “Start date”.
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Figure 7

We can choose from the options Absolute, Relative and Now. The Relative option serves
to select predefined values. The Absolute option serves to select a specific point in time.

Similarly, if we click on the rear part after the calendar symbol, we select the “End date”.

v Apr18,2025 @ 18:00:22.7... I Apr 18, 2025 @ 18:22:20.656 I 2l

Absolute Relative Now
@
< April v 2025 v o
l Su Mo Tu We Th Fr Sa 1630
sEmEmE ; 3 2 3 4 5 17:00
— 7 8 9 10 m 12 WY
i | 18:00
13 14 15 16 17 n 19 i
18:30 .
20 21 22 23 24 25 26 19:00
©17:58:14.0 27 28 20 30 1 2 3 =0 50-0d1
46€6-b634-4d:
auditd.data. Enddate Apr 18, 2025 @ 18:22:20.656 86a..

Figure 8

The selection of the time window must, of course, be confirmed.

v Apri8,2025 @18:00:22.7.. > Apr 18,2025 @ 18:22:20.656 | I

Absolute Relative Now

@
& April v 2025 v
l Su Mo Tu We Th Fr Sa i656
mEmEE 3 3 2 3 4 5 17:00
18,2025 @ 17: 78 e e 7
' g 18:00
13 14 15 6 17 n 19
18:30 £
20 21 22 23 24 25 26 19:00
©17:58:14.; 27 28 20 30 1 2 3 =0 50-8d1
46e6-b634-4d"
auditd.data. Enddate Apr 18, 2025 @ 18:22:20.656 86a..
Figure 9
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Even more important than selecting the correct time window is selecting the correct data

P

source. Data sources are represented by means of a Data view. The data view is

selected in the left corner of the screen.

= u Discover v/ 64 Try ES|QL Inspect Alerts + B 0
Data view Auditbeat v = (4] Q Filter your data using KQL syntax v Apr18,2025 @ 18:00:22.7... > Apr 18, 2025 @ 18:22:20.656 (6]

Data views © Createadataview ,down v o)
Q Find a data view 1= e

.kibana-event-log-*

apm-*-transaction* auditbeat-*end...,winlogbeat-* -*elastic-cloud-logs-* IIII.’i.l.Ilill.lll.'l.“........—_—_

Arkime

« Auditbeat - 18, 2025 @ 18:00:22.783 - Apr 18, 2025 @ 18:22:20.656 (interval: Auto - 30 seconds)
Elasticsearch ics & Sortfields 1 -
Fortigate Summary

ey mem= = ememne-ww--. @timestamp Apr 18, 2025 @ 18:21:58.901 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-ba68-79%
agent.type ee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Datasety®@ agent.type auditbea

t agent.version 8.17.2 auditd.data.a@ 4 auditd.data.al 7ffdf487f760 auditd.data.a2 7ffdf487f6d..
agent.version

/ Apr 18, 2025 @ 18:21:57.897 @timestamp Apr 18, 20825 @ 18:21:57.897 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-ba68-79%e
ee5fc9962 agent.id 9078790f-3384-4d2c-89a9-69d23b295716 agent.name Datasety@ agent.type auditbea

auditd.data.a0

auditd.data.al t agent.version 8.17.2 auditd.data.a8 4 auditd.data.al 7ffdf487f760 auditd.data.a2 7ffdf487f6d..

auditd.data.a2 7 Apr 18, 2025 © 18:21:57.897 @timestamp Apr 18, 2025 © 18:21:57.897 @version 1 agent.ephemeral_id 466a6e54-b947-4e28-bace-79¢

auditd.datasa ee5fc9962 agent.id 9678790f-3384-4d2c-89a9-69d23b295716 agent.name Datasetyd agent.type auditbea
+ amant varcinm 8 179 auditd data aB 4 anditd data a1 TEEAFARTETAG anditd data an TEEAFARTEAA

auditd.data.acct Rows per page: 100 12 3 45 )

Figure 10
We can choose from several data views that we have created.

e Auditbeat — data from Linux devices

e Arkime — data from the Arkime tool

e Elasticsearch — extended logging of the Elasticsearch tool

o Fortigate — data from the firewall device

¢ Monitoring — data from Metricbeat, for the purposes of dashboards
e Suricata — data from both Suricata IDSs

e Threatintel — collection of CTI information

e WAF - collection of data from the WAF device

For efficient searching of data in the Discover section, it is necessary to work with filters.
We can filter using KQL (Kibana Query Language), using individual fields in documents
or by creating graphical filters. For quick filtering, we recommend using KQL or filtering
based on document fields. KQL queries are written in the search field at the top of the

page.
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63 Try ES|QL Inspect Alerts + B O

—

Dat: w  Auditbeat v your data using KQL syntax @ v Apr 18, 2025 @ 18:00:22.7. > Apr 18,2025 @ 18:22:20.656 C Refresh
B Qse i D
ot - D mleale_l= ™ il el

Apr 18,2025 @ 18:00:22.783 - Apr 18, 2025 @ 18:22:20.656 (interval: Auto - 30 seconds)

¢ Sortfields 1 [@ =

Document ts (37173)  Field statistics

Figure 11

In this field, it is also possible to use so-called full-text search. If we want to search for a
piece of text, we enclose this text in quotation marks, “text”. Most often, we create a filter
in which we specify a field and its value. In the values, we can use so-called wildcards,
i.e. *, which stand for any number of arbitrary characters. The symbol = means that the

value is equal. In filters, we can also use the logical operators and, or and NOT. We can

also extend the logic of filters using parentheses () .

QU (host.name : elk-* and NOT host.name : *-kibana) or host.name: "elk-kibana" | Qo Bv C Refresh
Autointerval ~ | No breakdown \/ D
rho:
———— _II-I_fffffff S— _li
Apr 18, 2025 @ 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes)
D (2,154)  Field ¢ Sortfields 1 ®B =
@timestamp (O v Summary

/' Apr 18, 2025 @ 18:53:50.441 host.name elk-logstash etimestamp Apr 18, 2025 © 18:53:50.441 @version 1 agent.ephemeral id de39cf18-81a1-4927-ae69-6755ech4957 agent.id c893fb56-5562-408b-200
7-99159b367589 agent.name elk-logstash agent.type auditbeat agent.version 8.17.2 ecs.version 8.8.9 event.action existing_package event.category packag

e event.dataset package event.id f4c6d793-2b8e-4ed4f-ab86-4ae4891fc4f event.ingested Apr 18, 2025 @ 18:53:59.441 event.kind state event.module syste..

Figure 12

The figure above shows the use of a more complex filter in KQL. We display all data
about a given record, i.e. document, using the double-headed arrow at the beginning of

the record. More detailed information about the given record is displayed in the right-

hand part.
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Q Filter your data using KQL syntax v Today C Refresh Document 10f 500 > I &
Actions: B View single B View g
Auto interval v No breakdown jo)
J» Table JSON
Q Search field names or values =0
____-.I..ll
Apr 18, 2025 @ 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes) Field Value
k _id J87dSZYBVj42uS5|_AACY
Documents (2,298,140)  Field statistics ¢ sortfields 1 @ = O
diecdidisreiia B & _ignored
B @timestamp (O ¥ Summary
k _index auditbeat-logs-studenti-2025.04.17-000009

28-ba60-79eee5fc9962 agent.id 9678790f-3384-4d2c-89a9-6923b295716 agent.name Dataset # _score

"war 18, 2025 € 19:04:58.656 @timestamp Apr 18, 2025 © 19:64:58.656 @version 1 agent.ephemeral_id 466a6e54-bo47-de
¥0 agent.type auditbeat agent.version 8.17.2 auditd.data.a® 4 auditd.data.al 7ffdfas.

@ @timestamp Apr 18,2025 @ 19:04:58.656
) 2 Apr 104:57.652 @timestamp Apr 18, 2025 @ 19:84:57.652 @version 1 agent.ephemeral_id 466a6e54-b9a7-de
.
28-ba68-79%eee5fc9962 agent.id 9878790f-3384-4d2c-89a9-69d23b295716 agent.name Dataset t] Quersion !
y8 agent.type auditbeat agent.version 8.17.2 auditd.data.a® 4 auditd.data.al 7ffdf4s.. t agent.ephemeral_id 7
/' hpr 18, 2025 @ etimestamp Apr 18, 2825 @ 19:04:56.648 @version 1 agent.ephemeral id 466a6e54-b947-4e e P
8-ba6B-79eee5fc9962 agent.id 9878798f-3384-4d2c-89a9-69d23b295716 agent.name Dataset
nt.type auditbeat agent.version 8.17.2 auditd.data.a8 4 auditd.data.al 7ffdfas. ¢ agent.name Datasety0
()~ Apr 18, 2025 @ 19:84:53.866 @timest r 18, 2025 © 19:84:53.866 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43 t agenttype auditbeat
b3-8550-0d1 obe agent.id 58c546e6-b634-4dff-9057-86b5F742a077 agent.name gv
> A X ¢ agent.version 8.17.2
m agent.type audWpat agent.version 8.17.2 auditd.data.ad 6 auditd.data.al 7ffd62b7..
]/ Apr 18, 2025 @ 19:04:53.854 @timestamp Apr 18, 2025 © 19:84:53.854 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43 ¢ auditd.data.a0 4
b3-8556-6d171b3b82be agent.id 58c546e6-b634-4dff-9057-86b5F74aad77 agent.name gv B ‘udtid.gati et P ——
m agent.type auditbeat agent.version 8.17.2 auditd.data.a® 6 auditd.data.al 7ffcbass..
¢ auditd.data.a2 7HdfaR7iAda

(C) » apr 18, 2025 © 19:04:53.854 etimestamp Apr 18, 2025 € 19:04:53.854 @version 1 agent.ephemeral_id 7ddfdasf-de3b-43
b3-8556-0d171b3b82be agent.id 58c546e6-b634-4dff-0857-86b5774aa077 agent.name gv Rows per page: 25 v 123 4>
m agent.type auditbeat agent.version 8.17.2 auditd.data.a8 6 auditd.data.al 7ffcbass..

]~ Apr 18, 2025 @ 19:04:53.854 @timestamp Apr 18, 2025 @ 19:04:53.854 @version 1 agent.ephemeral id 7ddfdasf-de3b-43
X Close
Rows per page: 100 v 12 3 45 )

Figure 13

The right-hand part, which contains information about the given record, offers the option
of filtering using a search field. We can improve the clarity of documents by displaying
relevant information directly in the document preview. The left-hand part contains a list
of the individual document fields. If we click on the plus symbol next to a field, only the
fields selected in this way are displayed in the main preview.

Data view Auditbeat v = @ QU Filter

Q Search field names = 0 /

\/ Popular fields @ 1 140,000
100,000

k host.name 00

' Available fields @

B @timestamp

@version
t agent.ephemeral_id Docume
t agent.id ) @t
t agent.name 8 \7 Ap

t aaent.tvoe
Figure 14

A customized main preview may, for example, look as follows.

Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND RESILIENCE: OF THE SLOVAK REPUBLIC

NextGenerationEU PLAN

11



UNIVERSITY OF ZILINA

Faculty of Management Science
and Informatics B R I\ I N . I T
.

= @ oscow v 63 TryES|QL  Inspect Alerts + B &
Dataview Auditbeat v = @ QU Filter your data using KQL syntax @ v Today C Refresh
B Qevent © = 0 [ Auointerval v  Nobreakdown v D

\ Selected fields.

[ < TS
) aventiype
- Hiin=iliil=n=ExEnniin _ —— | |

¢ eventaction

t event.category Apr 18, 2025 © 00:00:00.000 - Apr 18, 2025 @ 23:59:59.999 (interval: Auto - 30 mintes)
~ Available fields BB  oocuments (2,298140)  Field statistics B coumns 7 ¢ Sortfielss 1 @ = [
¢ eventaction @timestamp O &k host.name ¢ @version ¢ eventiype ¢ eventoutcome ¢ event.action « event.category
¢ event.category 7 Rpr 18, 2025 & 19:04:58.656 datasetyd 1 connection, start success accepted-connection-from  network
¢ eventdataset
¢ eventid
2 Apr 18, 2025 € 19:04:57.652 datasety® 1 connection, start success accepted-connection-fron  network
O eventingested
¢ eventkind
t eventmodule T hpr 18, 2025 & 19:04:56.648 datasetye 1 connection, start success accepted-connection-from  network
© eventorigin
¢ eventoriginal -
i & Apr 18, 2025 @ 19:04:53.865 gum 1 connection, start success connected-to network
¢ eventoutcome
© eventtype
7 Apr 18, 2625 & 19:04 4 g 1 connection, start failur connected-t network
) jstemai packag Rt 7 Apr 18, 2625 ¢ 19:04:53.854 g onnection, sta atlure onnected-to
> Mota oids o
/' Apr 18, 2025 € 19:04:53.854 gvm 1 connection, start failure connected-to network
/7 hpr 18, 2025 @ 19:04:53.854 gum 1 connection, start success connected-to network
Rows per page: 100 v 12345

Figure 15

If we want to filter using a field of a given document, we can do so in the main view or in
the view where the details of the given document are displayed. We go to the given field
in the document and, with the plus symbol, display only records with this value, or, with
the minus symbol, display records that do not contain this value.

t @version 1
t agent.ephemeral_id 466a6e54-b947-4e28-bab0-79eee5fc9962

t agent.id f-3384-4d2c-89a9-69d23b295716

A
v

1 t agent.name Datasety0

t agent.type auditbeat
t agent.version 8.17.2

t auditd.data.a0 4

Figure 16
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Dasboards

The solution involves creating dashboards that display, for example, network statistics

and successful/failed logins.

Procedure for creating a new dashboard:

1.

Open the Dashboards page in Kibana.

Select the Create dashboard option and start with an empty dashboard.

3. After the dashboard is created, you are automatically taken to edit mode and can

make changes to the dashboard.

4. Add content to the dashboard. You have several options, which are described in
more detail in the Visualizations section:
= @ 1 Filter your data using KGQL syntax
#) Add panel B2 Add from library = Controls
Figure 17
Create visualization. This option is a shortcut for creating a chart using Lens,
the default visualization editor in Kibana.
Add panel. Select one of the available panels to add and configure content on
the dashboard.
Add from library. Select existing content that has already been configured and
saved to the Visualize library.
Controls. Add controls that help you filter the dashboard content.
Options for adding content to the dashboard
Organize the dashboard by arranging the various panels.
Define the main dashboard settings from the Settings menu, which is located in
the toolbar.

8. A meaningful title, description and tags allow you to quickly find the dashboard
later when browsing the list of dashboards or using the Kibana search bar.
Additional display options allow you to unify the look and feel of the panels on the
dashboard:

Store time with dashboard — Saves the specified time filter.
rr:jengﬁ?ol:));an Union r::‘:)ol‘l’EEsl:lYIENCE: e (G)?\T/E‘?;tgwl(ogg’%%uc
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Use margins between panels — Adds a margin between the individual panels.
Show panel titles — Displays the titles in the panel headers.
Sync colour palettes across panels — Applies the same colour palette to all
panels on the dashboard.
Sync cursor across panels — When you hover the mouse cursor over a time
series chart or a heat map, the cursor is automatically displayed on all other
related charts of the dashboard.
Sync tooltips across panels — When you hover the mouse cursor over a Lens
chart, tooltips are automatically displayed on all other related charts of the
dashboard.

9. Click Apply.

Example: Login Activity Monitoring — display of information about successful or failed

user logins to the individual monitored servers

In dashboards, as in Discover, the principles of filtering and setting the time window

apply.

admin 2 221
®06 v
ubuntu 1 -
o Funded by "RECOVERY GOVERNMENT OFFICE
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Alerts display security alerts that were generated on the basis of predefined detection
rules. The rules may be default (Elasticsearch) or custom. As part of the custom rules,

we have created rules for detecting brute-force attacks, transformation rules, and rules

that compare the received data with CTI data.
= @ QU Filter your data using KQL syntax @ v Today C Refresh

. Trend Counts Treemap

Severity levels Alerts by name Top alerts by host.name v
Levels Count & Rule name Count L host.name @
- _— Password Guessing Linux 363 tibrenms-kis 100%
363
alerts
1
[ Columns 12 ¢ Sortfields 1 363alerts  [I] Fields

Actions @timestamp v Rule Assignees

O /&0 = Apr 18,2025 @ 02:01:45.590
O /& O e
) V%D e 9

W= a7 158.193.152.175 by MGH
P D e 47 158.193.152.175 by adm
N - 47 158.193.152.175 by

] VS0 e 47 158.193.152.175 by

158.193.152.175 b

Figure 19

In the Alerts section too, filtering and setting the time window are used in the same way
as in the Discover and Dashboards sections. A single security alert may be triggered by

one or more records. We verify this by opening the so-called timeline.

Columns 12 ¢ Sortfields 1 363 alerts E] Fields

| Actions @timestamp ¥ Rule Assignees

ooo Apr 18, 2025 @ 02:01:45.590 Password Guessing Linux

cos Apr 18, 2025 @ 02:01:45.578 Password Guessing Linux
ooo Apr 18, 2025 @ 02:01:45.565 Password Guessing Linux
ooo Apr 18, 2025 @ 02:01:45.553 Password Guessing Linux
Apr 18, 2025 @ 02:01:45.541 Password Guessing Linux

ooe Apr 18, 2025 @ 02:01:45.529 Password Guessing Linux

fo oo glo glo glo glo |Gl

000009000

ooo Apr 18, 2025 @ 02:01:45.517 Password Guessing Linux

o
o

{o

ooo Apr 18, 2025 @ 02:01:45.500 Password Guessing Linux

o
o

N NN N NS

Figure 20

After clicking, one or more records, i.e. documents, are displayed.
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Untitled timeline [ Unsaved New ~ Open Inspect x
Query & ES|QL  Correlation y Notes  Pinned

Dataview ¥ = @ QU Filter your data using KQL syntax &% of [V Apri8, 2025@01:46:455.. > Apr18,2025@02:01:45578 G Refresh

wo Fitter v |

E e ) )+ Add fietd

¢ Sortfields 1 @ Event renderers &

v t.category eventaction @ destination.ip name
8
2 oEm Apr 18, 2025 @ 02:01:45.578 - authentication user_login librenas-kis 158.193.152.175 - MR
authentication  event with source 158.193.152.175 by MOR on librenms-kis created medium alert  Password Guessing Linux
2 MGR @ librenms-kis attempted a login via with result  failure
79 R e Apr 18, 2025 @ €2:01:45.575 Failed login by user - authentication user_login Librenns-kis 158.193.152.175 - MR
240
authentication ~event with source 158.193.152.175 by MGR on lbrenms-kis | created medium alert Password Guessing Linux

(97125)

n sshinotty

Source
158.193.152.175

|
|0
|

R e Apr 18, 2025 @ 02:01:45.573 Fatled login by user . authentication user_login

Figure 21

More detailed information about a security alert is displayed in the same way as
information about a document in Discover. For a better understanding of the rule, it is

possible to display the details of this rule and focus on its logic.

Password Guessing Linux

020149

Apr 18, 20

A Password Guessing LinlE:

Status Risk score Assignees Notes

Open v 47 @ Add note

Figure 22
However, this does not apply to the transformation rules we have created.

For better clarity, it is possible to set which fields are to be displayed for the individual

security alerts and in what order.
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P

ring KQL syntax

rch
Searc unts  Ireemap

@timestamp

Rule

Assignees

Severity
nt \\
Risk Score

Reason = 363

3¢
host.name = ale

user.name

process.name -

file.name

source.ip

8AAAAAAAAARADA

destination.ip =

Show all Hide all

Columns 12 |¢ Sortfields 1 363alerts EN Fields

Actions @timestamp v R
S 22 O ooe Apr 18, 2025 @ 02:01:45.590 P
S g2 O oo Apr 18, 2025 @ 02:01:45.578 P
S 22 P oo Apr 18, 2025 @ 02:01:45.565 P

a Q — L. AR AAAFr A AA.AA.aFr FEA ~

Figure 23
Investigating a security alert

First of all, it must be said that the user cannot know all the detection rules. For this
reason, it is necessary first to understand why the given security alert was triggered.
Displaying information about the given rule can help with this. Language models can also
be very helpful. It is very important to verify the information. When handling a security
incident, not all information from the machine to which the security alert relates is
monitored; it is advisable to communicate with the owner of the system to which the given

security alert relates. During the investigation, we recommend working in the Discover
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section. The analysis requires perceiving the system as a whole. Focusing on the single
activity for which the alert was triggered is incorrect. If it were an attack, more steps
would be needed to carry it out. We recommend looking at the Cyber Kill Chain and
MITRE ATT&CK. It is also advisable to use online tools:

o www.virustotal.com — checking IP addresses and files
e www.abuseipdb.com — checking IP addresses

e www.any.run - sandbox
e www.tria.ge — sandbox

e www.urlscan.io — checking websites
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