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1. ELK STACK

Typ nastroja: SIEM

Nazov nastroja: ELK Stack (Elasticsearch + Logstash/Beats + Kibana)

Verzia:

supOpis systému
Centralna agregacia, indexacia a korelacia logov + vyhladavanie a analyza

ELK Stack poskytuje rozsiahlu podporu pre zber logov pomocou nastrojov ako
Filebeat, Winlogbeat, €i Auditbeat. Tieto komponenty umoznuju zber logov z réznych
typov systémov vratane Windows, Linux, sietovych zariadeni a aplikacnych sluzieb.
Na urovni analyzy dat Logstash umoziiuje normalizaciu a parsovanie udajov, pricom
Elasticsearch poskytuje vykonny indexacny a dotazovaci engine. Hoci samotna
bezplatna verzia neposkytuje pokrocilé ML nastroje, zakladné alerting mechanizmy je
mozné nastavit cez Watcher (alebo Alerting plugin pri OpenSearch variante).
Bezpecénostné funkcionality ako TLS medzi komponentmi a RBAC su k dispozicii az
v platenych ediciach, ¢o predstavuje obmedzenie v open-source prostredi. Kibana
vS8ak poskytuje intuitivne a rozsiritefné dashboardy s mnozstvom vizualizacnych
moznosti a filtrami.

ToDo popis a ucel.

Dokumentacia systému
Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InsStalacia - variant Docker

Docker compose file + popisané zmeny
Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja

Vystupy/Vystupy

Integracie
API, BRAC...
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2. SHUFFLE

Typ nastroja: SOAR

Nazov nastroja: Shuffle

Verzia: Release 2.1.0

Opis systému
Orchestracia a automatizacia reakcii (playbooky)

Shuffle je lahky open-source SOAR nastroj s modernym webovym rozhranim, ktory
umoznuje vizualnu tvorbu workflowov. Je mozné prepojenie na API réznych nastrojov
(Elastic, Graylog, VirusTotal, Slack, Jira, atd.). Vyhodou je jednoduchost nasadenia (Docker)
a flexibilita pri budovani vlastnych akcii. Nepodporuje vSak taky rozsah IR funkcionality ako
TheHive a nema nativne pripraveny incident manazment model.

Shuffle SOAR vynika jednoduchostou tvorby a spravy playbookov. Umozriuje
flexibilnu integraciu pomocou REST API a konektorov. Na druhej strane mu chyba hibsi
incident manazment, ale je vyborny ako doplnkovy orchestrator pre rychle workflowy.

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://shuffler.io/docs/about
e https://github.com/shuffle/shuffle

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InsStalacia - variant Docker

Docker compose file + popisané zmeny
Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja
Vystupy/Vystupy

Integracie
API, BRAC...
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3. WAZUH

Typ nastroja: EDR
Nazov nastroja: Wazuh
Verzia: Version 4.14

Opis systému
Endpoint monitoring/detekcie a zakladna reakcia + posielanie udalosti do SIEM

Wazuh integruje komponenty pre SIEM, EDR a FIM (File Integrity Monitoring). Zber
dat je mozny prostrednictvom agentov, ktori podporuju logy z operacnych systémov, suborov,
auditnych mechanizmov a aplikacnych serverov. Okrem toho dokaze prijimat’ logy zo Syslog,
¢o umoznuje centralizovany zber udajov aj z pasivnych zariadeni bez agenta. Wazuh
poskytuje vlastny korelacny engine, s mnozstvom pravidiel zalozenych na MITRE ATT&CK.
Tieto pravidla su pravidelne aktualizované komunitou. Webové Ul podporuje RBAC, spravu
uloh a prepojenie s Kibana dashboardmi. Jeho hlavnou silou je kombinacia EDR vlastnosti s
prehlfadnym SIEM, ¢o ho robi vyhodnym rieSenim pre mensie timy.

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://documentation.wazuh.com/current/installation-quide/index.html
e https://hub.docker.com/u/wazuh

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InStalacia - variant Quickstart

Nainstalovany na rocky linux 9 VM podla oficialnej quickstart dokumentacie
https://documentation.wazuh.com/current/quickstart.html

InsStalacia - variant Docker

Docker compose file + popisané zmeny
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https://documentation.wazuh.com/current/installation-guide/index.html
https://hub.docker.com/u/wazuh
https://documentation.wazuh.com/current/quickstart.html
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Instalacia - variant Openstack

Instalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja

Vystupy/Vystupy

Integracie
API, BRAC...

4. GREENBONE COMMUNITY EDITION

Typ nastroja: Skener zranitelnosti
Nazov nastroja: Greenbone Community Edition (GVM) / OpenVAS

Verzia: Version 24.10

Opis systému

Pravidelné skenovanie infra/servisov a reporting zranitelnosti

GCE je bezplatna open-source verzia rieSenia od Greenbone Networks, zalozena na
nastroji OpenVAS. Poskytuje vysokokapacitné skenovanie, rozsiahle databazy zranitefnosti
cez komunitny GVMD feed, moderné webové rozhranie GSA a podporu pre planovanie,
alerty aj automatizaciu. Podporuje Standardy ako CVE, CPE, a umoZzfuje generovanie
reportov vo formatoch CSV, XML, PDF. Moznosti integracie zahffiaju GMP protokol, SSH,
LDAP, RADIUS a iné. GCE umoznuje aj master-senzor architekturu, ¢o je vyhodné pre
rozsiahle distribuované prostredia.

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://greenbone.github.io/docs/latest/
e https://hub.docker.com/u/greenbone

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy
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InStalacia - variant Docker

Docker compose file + popisané zmeny

Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia

Konfiguracia nastroja

Vystupy/Vystupy
Integracie

API, BRAC...
5. OPENCTI

Typ nastroja: CTI
Nazov nastroja: OpenCTI

Verzia: Version 6.9.0

Opis systému

BRAIN:IT

Sprava a korelacia threat intelligence, obohacovanie alertov/incidentov

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://docs.opencti.io/latest/

e https://github.com/OpenCTI-Platform/opencti

e https://hub.docker.com/u/opencti

Odkazy na officilane weby + docker hub

Poziadavky na HW
Schémy

Financované
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InStalacia - variant Docker

Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia

Konfiguracia nastroja

Vystupy/Vystupy
Integracie

API, BRAC...
6. MISP

Typ nastroja: CTI
Nazov nastroja: MISP

Verzia:

Opis systému
Evidencia, zdielanie a distribucia IOCs/events, feedy pre detekcie

ToDo popis a ucel.

Dokumentacia systému

Officialna dokumentacia:

e https://www.misp-project.org/documentation/
e https://misp.qithub.io/MISP/

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy
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InStalacia - variant Docker

Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia

Konfiguracia nastroja

Vystupy/Vystupy
Integracie

API, BRAC...
7. GLPI

Typ nastroja: Asset management
Nazov nastroja: GLPI

Verzia:

Opis systému
Evidencia aktiv, CMDB/ITSM evidencia, vazba na vlastnikov a sluzby

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

o https://glpi-plugins.readthedocs.io/en/latest/
e https://hub.docker.com/r/glpi/glpi

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy
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Instalacia - variant Docker (Compose)

About

GLPI110.0.16 Copyright (C) 2015-2024 Teclib' and contributors

Verzia: GLPI 10.0.16

Docker-compose.yml (zhodny s oficialnou dokumentaciou, pridany NGINX ako
HTTPS reverse proxy pre SSL/TLS)

services:
glpi:
image: "glpi/glpi:latest”
restart: "unless-stopped"
volumes:
- "./storage/glpi:/var/glpi:rw"

env_file: .env # Pass environment variables from .env file to
the container

depends on:
db:
condition: service healthy
ports:
"80:80"
db:
image: "mysqgl"
restart: "unless-stopped"
volumes:
- "./storage/mysgl:/var/lib/mysqgl"
environment:
MYSQL RANDOM ROOT PASSWORD: "yes"
MYSQL_DATABASE: ${GLPI_DB_NAME}
MYSQL USER: ${GLPI DB USER}
MYSQL PASSWORD: ${GLPI DB PASSWORD}
healthcheck:

URAD VLADY
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password=$SMYSQL PASSWORD

start period: 5s

interval: b5s

timeout: b5s

retries: 10
expose:

- "3306"

nginx-https-proxy:

image: nginx:latest
restart: always
ports:

- "443:443"

volumes:

BRAIN:IT
test: mysgladmin ping -h 127.0.0.1 -u $$MYSQL USER --

- ./storage/nginx/conf.d/:/etc/nginx/conf.d/:ro

- ./storage/nginx/certs/:/etc/nginx/certs/:ro

environment:
- TIMEZONE=Europe/Bratislava
- NGINX HOST=glpi.brainit.tech
- NGINX PORT=443

Subor .env
GLPI_DB_HOST=db
GLPI_DB_PORT=3306
GLPI_DB_NAME=gIpi
GLPI_DB_USER=gIpi
GLPI_DB_PASSWORD=glpi

Financované e
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ﬁ Enformatiy BRAIN:IT
Instalacia - variant Openstack

Instalacia - variant ...x...

, , . . .
Zakladna konfiguracia
© tHome / © sewp / B Autnentication / B LDAP directories a g Il

----- v ItemsSeen v contains v

s @ ©

a s o

Name ¢ SERVER LAST UPDATE ACTIVE
BRAINIT 172.2378.8 19-09-2024 18:36 Yes
20 rows / page Showing 1to 1 of 1 rows

Autentifikacia cez AD/LDAP pre doménu brainit.tech

Super-Aamin
© Home / & Setup / £ Notifications Q GLPI (tree structure) -
Setu, o e oo
P Email notifications
Historical 214
Administrator email address infra@brainit.com Administrator Name Glpi
All
Email sender address i glpi@brainit.com Email sender name i Glpi
Reply-To address i Reply-To name i
No-Reply address i No-Reply name i
Add Documents into Ticket Notifications Yes ~

InfraTeam BrainIT
Email Signature

Way of sending emails SMTP+TLS ~ Max. delivery retries 5 <

Try to deliver again in (minutes) 1 <

Mail Servers

Check Certificate Yes ~
SMTP Host smtp-hve.office365.com Port 587 <
SMTP Login (optional) glpi@brainit.com SMTP Password (optional)
[ Clear
Email sender i glpi@brainit.com
Send a test email to the administrator B save

Nastavenie emailovych notifikacii ako glpi@brainit.com

Vystupy/Vystupy Bl

. ) URAD VLADY
*x Financované e r -
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Integracie
GLPI

Productv Prices Resources v

Steclib’

All

User

Assets

API

Workflox, Automation & scripts

Webhook

Project management

Collaborative

Company v

GitHub Projects (via Zapper /
Integromat)

Integrate Github Projects with GLPI and
facilitate your project management

SEE MORE

_zapier

Zapier

Optimize daily processes and improve
operational efficiency.

SEE MORE

oo{3'n8n.io

n8n

Optimize daily processes and improve
operational efficiency.

SEE MORE

BRAIN:I

[ corvoct [

&S

Webhook (Plugin
Collaborative Tools)
Keep an eye on GLPI events and be
warned in real time thanks to

Webhooks

SEE MORE

Viac o moznostiach integracii na: https://www.glpi-project.org/en/integrations/

@ Home / & Setup / & Plugins / ﬁMarKe!place

Installed

Discover

@ v Behaviours (o)
B & AGPL v3+ ©
tel, Remi Collet, Nely ... [~
Q
RGS® 0CS Inventory NG @
& epLv2+ ©

2 Remi Collet, Nelly Mahu-
13 204 &
Q

@HEm

Your plugin here? Contact us. &8

Q search |[ ¥ Lists |[ & Marketplace | $ Plugins

Data injection

e
G|

) id Nouh, Dévi Balpe, R
1% 2141
% M
PM Protocols manager
& cpLv3+
2\ Mikail
131537

Zoznam pluginov v nasej inStancii:

°

00

Escalation

ndre Delaunay, TEC

Sprava objektov
& cPLv2+

2 Walid Nouh

12 21am

@ Hm

© & 289

200

Q Super-Admin

GLPI (tree structure) . )

o]
Iltem's Lifecycle (0]
T9@ (uninstall) ©
& GPL v2+ =)
o
& Walid Nouh, Frangois Leg
13292 b

@ &M

T

https://github.com/InfotelGLPI/behaviors - pridanie povinnych poli, vynucovanie formatovania

udajov, ...

https://plugins.glpi-project.org/#/plugin/datainjection — import dat vo formate CSV

https://github.com/pluginsGLPl/escalade — ticket management a eskalacia

https://github.com/pluginsglpi/uninstall — pridanie inventarnych stavov pre vyradzovanie

Eurépskou tniou
el NextGenerationEU
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https://www.glpi-project.org/en/integrations/
https://github.com/InfotelGLPI/behaviors
https://plugins.glpi-project.org/#/plugin/datainjection
https://github.com/pluginsGLPI/escalade
https://github.com/pluginsglpi/uninstall
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https://github.com/plugins GLPIl/genericobject — pridavanie vlastnych typov objektov

https://github.com/pluginsGLPIl/ocsinventoryng — pre synchronizaciu s ,OCS Inventory NG*

8. NETBOX

Typ nastroja: Asset management / IPAM/DCIM
Nazov nastroja: NetBOX

Verzia:

1.1. Opis systému

Zdroj pravdy pre IP rozsahy, zariadenia, lokality, topoldgiu (podklad pre skeny a
monitoring)
Dokumentacia systému

Officialna dokumentacia:

https://github.com/netbox-community/netbox

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InStalacia - variant Docker
Instalacia - variant Openstack
InStalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja

Vystupy/Vystupy

Integracie
API, BRAC...

9. DFIRIRIS — TICKETING

Typ nastroja: Ticketing

Nazov nastroja: DFIR RIS

URAD VLADY
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Verzia:

pal

Opis systému
Sprava ticketov a uloh SOC (triage, eskalacie, SLA)

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://docs.dfir-iris.org/latest/

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InStalacia - variant Docker
Instalacia - variant Openstack
InStalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja

Vystupy/Vystupy

Integracie
API, BRAC...

10. DFIR IRIS — EVIDENCIA, SPRAVA INCIDENTOV

Typ nastroja: Evidencia, sprava incidentov
Nazov nastroja: DFIR RIS

Verzia:

Opis systému
Sprava ticketov a uloh SOC (triage, eskalacie, SLA)

ToDo popis a ucel.

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU
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ZILINSKA UNIVERZITA V ZILINE

pal

Dokumentacia systému

Officialna dokumentacia:

e https://docs.dfir-iris.org/latest/

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InStalacia - variant Docker
Instalacia - variant Openstack
InStalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja

Vystupy/Vystupy

Integracie
API, BRAC...

11. KIBANA (ELK)

Typ nastroja: Reportovanie
Nazov nastroja: Kibana (ELK)

Verzia:

Opis nastroja
Vizualizacie, dashboardy a reporty pre SOC a management

ToDo popis a ucel.

Dokumentacia systému
Officialna dokumentacia:

e https://github.com/kibana-community/kibana3

Neoficialna docker compose dokumentacia:

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU
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https://docs.dfir-iris.org/latest/
https://github.com/kibana-community/kibana3

ZILINSKA UNIVERZITA V ZILINE

Fakulta riadenia B R I\ I N . I T

a informatiky

pal

https://github.com/deviantony/docker-elk

Odkazy na officilane weby + docker hub
Poziadavky na HW
Schémy

InStalacia - variant Docker
services:
elasticsearch:
build:
context: elasticsearch/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./elasticsearch/config/elasticsearch.yml:/usr/share/elasticsearch/co
nfig/elasticsearch.yml:ro,Z

- elasticsearch:/usr/share/elasticsearch/data:Zz
ports:

- 9200:9200

- 9300:9300
environment:

node.name: elasticsearch

ES JAVA OPTS: -Xms512m -Xmx512m

# Bootstrap password.

# Used to initialize the keystore during the initial startup
of

# Elasticsearch. Ignored on subsequent runs.
ELASTIC PASSWORD: ${ELASTIC_PASSWORD:—}

# Use single node discovery in order to disable production
mode and avoid bootstrap checks.

# see:
https://www.elastic.co/qguide/en/elasticsearch/reference/current/boot

strap-checks.html

discovery.type: single-node

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU

19


https://github.com/deviantony/docker-elk

ZILINSKA UNIVERZITA V ZILINE
Enformatiy BRAIN:IT
networks:

- elk

restart: unless-stopped
logstash:
build:
context: logstash/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./logstash/config/logstash.yml:/usr/share/logstash/config/logstash.y
ml:ro, 7%

- ./logstash/pipeline:/usr/share/logstash/pipeline:ro, 2
ports:
5044:5044
# - 50000:50000/tcp
- 514:50000/tcp
# - 50000:50000/udp
514:50000/udp
- 9600:9600

environment:
LS JAVA OPTS: -Xms256m -Xmx256m
LOGSTASH INTERNAL PASSWORD: ${LOGSTASH_INTERNAL_PASSWORD:—}
networks:
- elk
depends on:
- elasticsearch
restart: unless-stopped
kibana:
build:
context: kibana/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./kibana/config/kibana.yml:/usr/share/kibana/config/kibana.yml:ro,7Z

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU
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@ ZILINSKA UNIVERZITA V ZILINE
Einformaiy BRAIN:IT
ports:
# - 5601:5601

- 80:5601

environment:
KIBANA SYSTEM PASSWORD: ${KIBANA_SYSTEM_PASSWORD:—}
SERVER PUBLICBASEURL: http://elk.innosoc.brainit.tech
networks:
- elk
depends on:
- elasticsearch
restart: unless-stopped
networks:
elk:
driver: bridge
volumes:

elasticsearch:

Zmeny v docker compose: Zmenene niektoré sietové porty — vid zakomentované riadky
vyssSie.

Instalacia - variant Openstack
Instalacia - variant ...x...

Zakladna konfiguracia
Konfiguracia nastroja
Vystupy/Vystupy

Integracie
API, BRAC...

12. WIKLJS

Typ nastroja: Znalostna databaza

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU
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ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia
a informatiky

pal

Nazov nastroja: Wiki.js
Verzia: 2.5

Opis systému
Znalostna baza (runbooky, postupy, playbooky, onboarding)
ToDo popis a ucel.

Sluzi pre dokumentaciu internych systémov a postupov.

Dokumentacia systému
Officialna dokumentacia:

e https://docs.requarks.io
o https://github.com/requarks/wiki
o https://hub.docker.com/r/requarks/wiki

Poziadavky na HW:
CPU: 2 jadra

RAM: 1GB
Storage: 1GB

Schémy

InStalacia - variant Docker
Docker-compose.yml
services:
db:
image: postgres:15-alpine
environment:
POSTGRES DB: wiki
POSTGRES PASSWORD: wikijsrocks
POSTGRES USER: wikijs
logging:
driver: none
restart: unless-stopped
volumes:
- db-data:/var/lib/postgresqgl/data
wiki:

image: ghcr.io/requarks/wiki:2

Financované

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU

BRAIN:IT

SLOVENSKE) REPUBLIKY
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https://docs.requarks.io/
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ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia
a informatiky

pal

depends on:

- db

environment:
DB TYPE: postgres
DB _HOST: db
DB PORT: 5432
DB USER: wikijs
DB _PASS: wikijsrocks
DB _NAME: wiki
restart: unless-stopped
ports:
- "80:3000"
volumes:

db-data:

.t Financované
L Europskou tniou
e NextGenerationEU

PLAN [OBNOVY

&

BRAIN:IT

URAD VLADY
SLOVENSKE) REPUBLIKY
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Fakulta riadenia
a informatiky

Pl

Instalacia - variant Openstack

Instalacia - variant ...x...

Zakladna konfiguracia

8 wikijs

B! Dashboard

General Configuration

@ Locale
Navigation
wikijs
[Z) Pages
Tags i
wikijs@brainit.tech

Theme
P SETTINGS
Groups smtp-hve.office365.com

Users

Analytics
Authentication
Comments
Rendering

) Search Engine
Storage

smtptech@brainit.com
" APIAccess

Konfiguracia SMTP

Konfiguracia nastroja
Vystupy/Vystupy

Integracie
API, BRAC...

Key Ending Expiration Created

ulQiZbyvu6fS5u6iMplQ December 16, 2026 Today at 8:53 AM

BRAIN:IT

3 ExiT @
+ APPLY

DKIM (optional)

Send a test email

our SMTP configuration is working

> SEND EMAIL

C) & DISABLE API + NEW API KEY

Last Updated

Today at 8:53 AM

Moznost integracie cez API kltuce

* Financované o r N
Eurépskou tniou PLAN LOBNOVY_,
S

NextGenerationEU

URAD VLADY
SLOVENSKE) REPUBLIKY
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ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia
a informatiky

VAl

Modules

List of modules supported and included in Wikijs

BRAIN:IT

] Analytics
Categorles
Use analytics modules to quickly enable session tracking and browser performance monitoring on your
Analytics wiki.

Authentication

Application Insights oo,
Databases /s pp A 9 Baimm

Editors
Logging

Search Engines 1 }% Cour?l]y .
Countly -
Storage

@ Féthom Analytics fullstory
Google Analytics )

Iné moznosti integracii... https://js.wiki/modules

13. OPIS PROSTREDIA NASADENIA

Baidu Tongji

Elasticsearch APM RUM

FullStory

URAD VLADY

* Financované . r 1
Eurépskou tniou PLAN OBNOVY, @@ SLOVENSKE) REPUBLIKY
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