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0.1 POPIS INFRASTRUKTURY KUBERNETES

Kubernetes je platforma s otvorenym zdrojovym kédom uréend na automatizované
nasadzovanie, Skalovanie a spravu kontajnerizovanych aplikacii - v praxi sa aj preto
najcastejSie stretava s oznacenim, Ze ide o aplikacny orchestrator. Na rozdiel od viac
tradi¢nych spbsobov nasadenia kontajnerov v ramci jediného vypoctového servera -
najcastejSie pomocou nastroja Docker - ide v pripade technolégie Kubernetes o zoskupenie
viacerych takychto vypoctovych uzlov pod jednu abstraktnu rovinu. Tieto uzly tvoria klaster,
ktory zabezpecuje beh aplikacii nielen s vysokou dostupnostou, ale aj napr. s dynamickym
Skalovanim na zdklade aktudlnej zataze danej aplikacie vytvorenim viacerych replik. Aj pokial
sa pouzivatel rozhodne nepouZit funkcionalitu viacerych replik tej istej aplikacie, Kubernetes
umoznuje rychle zotavenie aplikacie aj v pripade, Ze pri flubovolnom uzle klastra pride ku
vypadku - v tom pripade kontroléry Kubernetes uzla zodpovedné za jednotlivé ¢asti
nasadenia zabezpecia, Ze jednotlivé aplikacie budu znovu spustené na stale dostupnych
uzloch klastra. Kubernetes tak vo vysledku rozsiruje moznosti kontajnerizacnych démonov o
viac komplexnu spravu kontajnerovej infrastruktury.

Kubernetes vyuziva deklarativny model na definovanie a abstrakciu beZiacich komponentov -
tuto funkcionalitu zabezpecuje pomocou objektov roznych typov (v Kubernetes terminolégii
taktiez \code{kind}), kde kazdy typ ma jasne preddefinovanu strukturu. Typicky sa tieto
objekty definuju v siboroch vo formate \ac{YAML}, ktoré nasledne pouzivatel mbéze do
klastra aplikovat pomocou prikazu \code{kubectl apply --filename file.yaml}.

Ako hypervizor bol zvoleny Proxmox Virtual Environment. To si vyZzadovalo splnenie
hned' niekolkych uloh:
e aktualizacia firmvéru a ovladdacov na vSetkych fyzickych serveroch a konfigurdcia
Out-of-band (OOB) manazmentu na vzdialenu spravu serverov.
e inStalacia PVE platformy na kazdy z vybranych serverov
e zakladna konfiguracia sietovej konektivity uzlov a priprava jednotlivych podsieti
pre potrebné sluzby:
— Podsiet uréend na manazment PVE serverov.
— Corosync podsiet (technoldgia pouZita na klastrovanie PVE serverov)
— Ceph podsiet (technoldgia zodpovedna za UloZisko pre Kubernetes klaster
— Podsiete urcené pre virtudlne stroje (napr. Kubernetes uzly)
e VVytvorenie PVE klastra z vytvorenych a nakonfigurovanych serverov.
e VVytvorenie Ceph klastra v ramci PVE uzlov a nasadenie potrebnych démonov. Tie
zahffaju monitorovacie sluzby (Monitors), riadiace sluzby (Managers) a jednotlivych
uloznych démonov (Object Storage Daemon (OSD)), kde kazda inStancia
0OSD je typicky zodpovedna za ukladanie dat na konkrétny priradeny disk.
* Nasadenie zalohovacieho systému v podobe Proxmox Backup Server (PBS) na
dedikovany server. PBS je softvérové riesenie uréené na efektivne a inkrementdlne
zalohovanie virtudlnych strojov a kontajnerov beZiacich v PVE prostredi a poskytuje
nativnu integrdciu s PVE systémom [17], preco aj bolo prirodzenou volbou
pri vybere zalohovacieho systému.
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Splnenie vsetkych tychto uloh viedlo k vytvoreniu nasledujicej plne funkénej

infrastruktury

hypervizorov, ktora mohla byt pouZita v dalsich krokoch na implementéciu

samotného Kubernetes klastra:
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» Infrastruktura virtudlnych strojov - laaC

Pre nasadenie virtualnej infrastukrury strojov, ktoré su zodpovedné za beh klastra bol
zvoleny nastroj Terraform od spoloc¢nosti HashiCorp, ktory umozriuje deklarativne definovat
Ziadany stav infrastruktdry
pomocou konfiguraénych stiborov vo formate HashiCorp Configuration Language (HCL).
Terraform podporuje Siroké spektrum poskytovatelov (terminologicky a konfiguraéne
dostupné ako provider), nad ktorymi je schopny Ziadané objekty (v tomto pripade
primarne virtualne stroje) nasadit. To poskytuje vytvorenému rieSeniu jednoduchu
rozsiritelnost do buducnosti v pripade, Ze sa rozhodne pre migraciu z Proxmox-u na iny
hypervizor, popripade o rozsirenie klastra v podobe dodatoénych virtualnych strojov,
ktoré nie nutne musia byt sucastou toho istého klastra hypervizorov. To taktieZ otvara
moznosti pre vytvorenie testovacich klastrov aj mimo takéhoto predvoleného rieSenia.
Pre pracu s nadstrojom Terraform bol vytvoreny repozitar, v ktorom bol v ramci
prace vytvoreny vlastny modul (v terminolégii Terraform ako module) pre jednoduché
vytvaranie viacerych replik v podobe réznych prostredi. Pre vytvorenie virtualnych
strojov je nasledne potrebné uz iba vyplnit vytvorent premennu virtual_machines
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daného modulu, ktora reprezentuje zoznam Specidlne definovanych objektov, kde kazdy
objekt reprezentuje jeden virtualny stroj. Pri pouziti tohto modulu teda konfiguracia
nasadenia vyzera nasledovne:

module "infrastructure" {
source ="../../modules/k8s-proxmox"
virtual_machines = [

{
name = "serverl.k8s.kis.fri.uniza.sk"
vm_id =51151

description = "K8S - PROD"

tags = local.tags

node_name = "pvel"

pool_id = local.pool_id

cores = local.server_cpus

memory = local.server_memory
network_bridge = local.network_bridge
boot_order = local.boot_order

cdrom = {

file_id = local.iso
}

disk = [

{

size = local.disk_size
interface = "scsi0"

}
]

datastore_id = "vd"

ipv4_address ="10.23.153.151/24"
ipv4_gateway = local.ipv4_gateway
dns_domain = local.dns_domain
dns_servers = local.dns_servers

}I
{

name = "server2.kis.fri.uniza.sk"
Kéd: Ukazka pouZitia vytvoreného Terraform modulu

Mozno vidiet, Ze pod spristupnenou premennou virtual_machines je mozné definovat
lubovolny pocet virtudlnych strojov, ktora zarovern umoziuje definovat ich vlastnosti
ako napr. meno (name), unikatny identifikator v Kubernetes klastri (vm_id), dynamicky
pocet diskov a ich zodpovedajuce velkosti, siefové nastavenia a niekolko dalsich nastaveni
- podrobny popis je sucastou dokumentacie daného repozitara.
Pokial ide o premenné local.*, tie boli definované za Géelom zniZenia duplicitnych
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informacii pri vytvarani viacerych podobnych virtudlnych strojov (ako tak tomu pri
Kubernetes klastroch byva). Tie zahfiaju spolo¢né informdcie pre vietky virtualne stroje,
resp. aj rozdielne informdcie na zdklade ulohy virtualneho stroja v rdmci Kubernetes
klastra (control/worker node). Prikladom je pocet pridelenej pamate alebo virtualnych
procesorovych jadier (napr. server_cpus a agent_cpus), avSak tento koncept je
aplikovatelny na cokolvek:

locals {
tags = ["terraform", "taloslinux"]
pool_id = "K8S"

server_cpus =4

server_memory = 8192

agent_cpus =4

agent_memory = 8192

network_bridge = "vlan51"

ipv4d_gateway ="10.23.153.1"

dns_domain = "test.k8s.fri.uniza.sk"

dns_servers = "8.8.8.8" ]

iso = "iso:iso/talos-v1.9.5-nocloud-amd64-gemuagent.iso"

disk_size =50
boot_order = ["scsi0","ide0"]
}

Kod: Ukazka poutzitia vytvoreného Terraform modulu - lokdlne premenné
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» Navrhnutd a vytvorena Struktura repozitara vyzera nasledovne:

terraform/

— k8s/

s prod/
L-(backend.tf)

=— main.tf

+— provider.tf

+— (terraform.tfvars)

=— variables.tf

— test/
L ...

+— modules/k8s-proxmox/

main.tf
variables.tf

»— Makefile

»— Makefile.vars

— README . md

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou pI-A’N IOBNOVY: %J

NextGenerationEU




ZILINSKA UNIVERZITA V ZILINE

Eontormatiy BRAIN:IT
Pozn.: Subory umiestnené v zatvorkach - "()" - nie su sucastou Zivotného cyklu
Git repozitara, nakolko obsahuju senzitivne premenné, ktoré je potrebné definovat pri
inicializacii lokdlneho repozitara.
e modules/ - prie¢inok obsahujuci moduly. Moduly st v ramci nastroja Terraform
opakovatelne pouzitelné zoskupenia viacerych Terraform konfiguracii ¢asto reprezentujice
urcitu Cast infrastruktary. To umoznuje konfiguraciu definovat raz
(taktiez s moznostou parametrizacie), a nasledne ju opakovane pouZit v réznych
Castiach projektu/projektov.
Prave na to bol vytvoreny modul (priecinok) modules/k8s-proxmox/, ktory tymto
pristupom umoznuje vytvarat rézne repliky Kubernetes prostredi na testovacie
ucely.
* k8s/ - obsahuje podpriecinky, ktoré definuju Specifické nasadenie (prostredie)
Kubernetes klastra (napr. k8s/prod/ pre produkéné nasadenie alebo k8s-test/
pre testovacie nasadenie).
e k8s/<env>/ - prieCinok prostredia (napr. k8s/prod/).
— backend.tf - definuje to, kde je uchovavany aktualny stav infrastruktary
(typicky subor *.tfstate)
34
— provider.tf - definuje poskytovatela (provider), v konkrétnom pripade
Specificky Proxmox poskytovatel
— variables.tf - deklaruje premenné, ktoré pouzivatel bude musiet definovat
(pomocou suboru terraform.tfvars) po inicializacii lokalneho repozitéra.
Tieto premenné uchovavaju prihlasovacie Udaje do Proxmox klastra, na ktory
maju byt nasadené virtualne stroje pouzitého modulu.
— main.tf - hlavny terraform subor, ktory pouziva vyssie definovany modul
modules/k8s-proxmox

ArgoCD poskytuje prehfadné webové rozhranie (ale aj CLI) na zobrazenie a spravu
nasadenych aplikacii, podporu spravy viacerych klastrov naraz, taktiez vdlaka ¢omu je aj
Casto preferovanym nastrojom pri vyvoji aplikacii. Disponuje aj mnozstvom doplinkovych
modulov poskytujucich dodato¢nu funkcionalitu a napojenie na externé systémy (ako napr.
integracia s HashiCorp Vault pre priame pridanie senzitivnych dat).

FluxCD/ArgoCD integracia - Okrem vy3Sie spomenutych operatorov je vS§ak mozné pouzit' aj
rozne integracie, ktoré su zabudované do GitOps nastrojov FluxCD a ArgoCD. ArgoCD
ponuka napr. vlastny HashiCorp Vault plugin pre priamu integraciu bez dodato&ného
operatora [16], no je mozné zapnut aj dodato¢nu podporu pre KSOPS zmenou ArgoCD
konfiguracie (nutné nastavit kustomize.buildOptions s dodatoénymi prepinacmi "—enable-
alpha-plugins a —enable-exec

FluxCD voli naopak vzhladom aj na jeho architekturu viac minimalisticky dizajn a
prenechava tuto zodpovednost’ zvacsa na externé systémy - s jednou vynimkou, nakolko
disponuje nativnou a robustnou podporou pre SOPS.
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» Sprava a nasadzovanie Kubernetes aplikacii

Pre nasadenie dodatocnych aplikacii bol ako vhodny zvoleny nastroj FluxCD. Pre ten
bolo potrebné vytvorit dodato¢ny repozitar, ktory bude obsahovat vSetky potrebné YAML
manifesty uréené pre nasadenie jednotlivych aplikacii. Nasledne bolo potrebné vytvorit
vhodnu Strukturu, ktora bude jednoducho rozSiritelna o dalSie, nové aplikacie a zaroven
umozni jednoduchym a prehladnym spdsobom aplikaciu nielen nasadit, ale ju aj zo
Specifického klastra vymazat. Rovnako je ddlezité aby repozitar umoznil jednoduchu
rozSiritefnost’ o noveé klastre bez zbyto¢nych duplicit, na €o bol primarne vyuzity nastroj
Kustomize. Cielom bolo taktiez pri pouziti tohto nastroja oddelit’ verziovanie jednotlivych
inStalovanych aplikacii na urovni klastrov - teda aby bolo mozné otestovat aktualizacie
jednotlivych aplikacii mimo produkéné nasadenie, a po otestovani tak bezpeéne tieto
aktualizacie vykonat aj na produkénom nasadeni.
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0.2 POPIS INFRASTRUKTURY DOCKER

Zaklad infrastruktary tvori hypervizor Proxmox VE nasadeny priamo na fyzickom
serveri (bare-metal). Proxmox vyuziva kombinaciu technoldgii KVM (Kernel-based Virtual
Machine) pre plInu virtualizaciu a LXC pre kontajnerizaciu na urovni operacného systému. V
danom navrhu je pouZita vyhradne KVM virtualizacia, ¢im je zabezpelena plna izolacia
jednotlivych virtualnych serverov.

Hypervizor zabezpecduje:
e spravu vypoctovych zdrojov (CPU, RAM),
e spravu diskovych ulozisk (LVM-thin, ZFS alebo lokalne RAID pole),
e sietovu virtualizaciu prostrednictvom Linux bridge rozhrani,
e centralizovanu spravu a monitoring virtualnych strojov.

Kazdy virtualny server (VM) ma pridelené presne definované hardvérové prostriedky, vratane
poctu virtualnych CPU jadier, velkosti operacnej pamate a diskového priestoru. Konfiguracia
je navrhnuta tak, aby bolo mozné dynamicky Skalovat zdroje bez nutnosti reinstalacie
operacného systému.

e 2. Operaény systém virtualnych serverov — AlmaLinux

Na jednotlivych virtualnych serveroch je nasadena distribucia AlmaLinux, ktora je binarne
kompatibilna s Red Hat Enterprise Linux. Tento operacny systém je zvoleny z dévodu:

e vysokej stability a dlhodobej podpory,

e vhodnosti pre serverové a produkéné nasadenia,

o kompatibility s Docker Engine a modernymi DevOps nastrojmi.
Zakladna konfiguracia AlmaLinux serverov zahffa:

e minimal installation (bez grafického rozhrania),

e spravu balikov pomocou DNF,

e centralizované aktualizacie bezpecnostnych zaplat,

e nastavenie firewallu (firewalld alebo nftables),

e zabezpeceny pristup cez SSH s vyuzitim kfu€ovej autentifikacie.

Kazdy virtualny server je koncipovany ako aplikacny uzol, na ktorom bezi Docker Engine a
suvisiace aplikacné kontajnery.
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3. Kontajnerizaéna vrstva — Docker Engine

VAl

Na AlmaLinux virtualnych serveroch je nainstalovany Docker Engine, ktory zabezpecuje
izolovany beh aplikacnych komponentov vo forme kontajnerov. Docker poskytuje jednotné
prostredie pre nasadenie aplikacii nezavislé od hostitelského systému.

Docker Engine zabezpecuje:
e spravu zivotného cyklu kontajnerov,
e sietovanie medzi kontajnermi pomocou virtualnych Docker sieti,
e perzistenciu dat prostrednictvom Docker volumes,
e izolaciu procesov, suborového systému a sietovych rozhrani.

Kontajnery su navrhnuté tak, aby kazdy poskytoval jednu konkrétnu funkciu (napr. databaza,
backendova sluzba, frontendova aplikacia), €¢im sa dodrziava princip mikroservisnej
architektury.

e 4. Orchestracia aplikacii — Docker Compose

Spustanie a konfiguracia kontajnerov je realizovana pomocou Docker Compose suborov
(docker-compose.yml). Docker Compose umoznuje deklarativne definovat’

e jednotlivé sluzby (services),
e pouzité Docker obrazy,
e sietové prepojenia medzi sluzbami,
e mapovanie portov,
e perzistentné uloziska,
e konfiguracné premenné prostredia.
Docker Compose subory su uloZené priamo na virtualnych serveroch a umozfiuju:
¢ jednoduché nasadenie celého aplikacného stacku jednym prikazom,
o reprodukovatelnost prostredia (test, staging, produkcia),
e jednoduchu udrzbu a aktualizaciu sluzieb.

Kazdy aplikaCny celok je oddeleny do samostatného Compose projektu, ¢im sa minimalizuje
riziko konfliktov medzi jednotlivymi nastrojmi a sluzbami.

e 5. Celkova architektura rieSenia
Cela infrastruktura je navrhnuta ako viacvrstvova architektura:
o fyzicka vrstva (hardvér),
e virtualiza¢na vrstva (Proxmox VE),
e operacny systém (AlmaLinux VM),
e kontajnerizacna vrstva (Docker Engine),

e aplikacna vrstva (Docker Compose riadené sluzby).
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Takyto pristup zabezpecuje vysoku mieru modularity, Skalovatelnosti a jednoduchej spravy
infradtruktury. Zarovenn umoznuje efektivne oddelenie infrastruktarnych, systémovych a
aplikacnych zodpovednosti, ¢o je vhodné pre moderné cloud-ready a DevOps orientované
prostredia.

GUEST GUEST

CONTAINER 1 0
CONTAINER 2 0
CONTAINER 3 0

DOCKER *-

0s 0s
VM | VM

HYPERVISOR

-

HOST OS HOST OS

SERVER WITH SERVER WITH
VIRTUAL MACHINES DOCKER CONTAINERS

.

-

(.
|

Diagram znazorfujuci topoldgiu docker infrastruktury
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1. ELK STACK

Typ nastroja: SIEM
Nazov nastroja: ELK Stack (Elasticsearch + Logstash/Beats + Kibana)
Verzia: Release 9.2505.1

Opis systému
Centralna agregacia, indexacia a korelacia logov + vyhladavanie a analyza

ELK Stack poskytuje rozsiahlu podporu pre zber logov pomocou nastrojov ako
Filebeat, Winlogbeat, €i Auditbeat. Tieto komponenty umoznuju zber logov z réznych
typov systémov vratane Windows, Linux, sietovych zariadeni a aplikacnych sluzieb.
Na urovni analyzy dat Logstash umoziiuje normalizaciu a parsovanie udajov, pricom
Elasticsearch poskytuje vykonny indexacny a dotazovaci engine. Hoci samotna
bezplatna verzia neposkytuje pokrocilé ML nastroje, zakladné alerting mechanizmy je
mozné nastavit cez Watcher (alebo Alerting plugin pri OpenSearch variante).
Bezpecénostné funkcionality ako TLS medzi komponentmi a RBAC su k dispozicii az
v platenych ediciach, ¢o predstavuje obmedzenie v open-source prostredi. Kibana
vS8ak poskytuje intuitivne a rozsiritefné dashboardy s mnozstvom vizualizacnych
moznosti a filtrami.

Dokumentacia systému
Neoficialna docker compose dokumentacia: https://github.com/deviantony/docker-elk

Poziadavky na HW:

8 vCPU

16GiB RAM

500GB disk (SSD, podla nastaveni retencie udajov)
Schémy
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ELK Stack

pal

< [Log]= ]

w0 [Log)= \ B w o

App2 Logstash Elasticsearch Kibana
o ]

i LOG|=

€ ‘. J—

App3 °

© 2024 | CodeOps Trek

InStalacia - variant Docker
services:
elasticsearch:
build:
context: elasticsearch/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./elasticsearch/config/elasticsearch.yml:/usr/share/elasticsearch/co
nfig/elasticsearch.yml:ro,Z

- elasticsearch:/usr/share/elasticsearch/data:Zz
ports:

- 9200:9200

- 9300:9300
environment:

node.name: elasticsearch

ES JAVA OPTS: -Xms512m -Xmx512m

# Bootstrap password.

# Used to initialize the keystore during the initial
startup of

# Elasticsearch. Ignored on subsequent runs.
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ELASTIC PASSWORD: ${ELASTIC_PASSWORD:—}

pal

# Use single node discovery in order to disable
production mode and avoid bootstrap checks.

# see:
https://www.elastic.co/quide/en/elasticsearch/reference/current/boot
strap-checks.html

discovery.type: single-node
networks:
- elk
restart: unless-stopped
logstash:
build:
context: logstash/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./logstash/config/logstash.yml:/usr/share/logstash/config/logstash.y
ml:ro, 7%

- ./logstash/pipeline:/usr/share/logstash/pipeline:ro, 2
ports:
5044:5044
# - 50000:50000/tcp
514:50000/tcp
# - 50000:50000/udp
514:50000/udp
9600:9600

environment:
LS JAVA OPTS: -Xms256m -Xmx256m

LOGSTASH INTERNAL PASSWORD:
${LOGSTASH INTERNAL PASSWORD:-}

networks:

- elk
depends_on:

- elasticsearch
restart: unless-stopped

kibana:
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build:

Pl

context: kibana/
args:
ELASTIC_VERSION: ${ELASTIC_VERSION}

volumes:

./kibana/config/kibana.yml:/usr/share/kibana/config/kibana.yml:ro,7Z
ports:
# - 5601:5601
- 80:5601
environment:
KIBANA SYSTEM PASSWORD: ${KIBANA_SYSTEM_PASSWORD:—}
SERVER PUBLICBASEURL: http://elk.innosoc.brainit.tech

networks:
- elk
depends on:
- elasticsearch
restart: unless-stopped
networks:
elk:
driver: bridge
volumes:

elasticsearch:

Zmeny v docker compose: Zmenené niektoré sietové porty — vid zakomentované
riadky vysSie.

Zakladna konfiguracia
Konfiguracia nastroja

ELK Stack, obsahuje konfiguracny skript ktory spravne nastavi adresy a potrebnu
autentifikaciu medzi sluzbami. Vac¢sinu konfiguracie som potom nechali v predvolenych
nastaveniach. ZvySok konfiguracie potom uz pozostava len prisp6sobeniu poziadaviek alebo
pluginy a nastavenie retencie udajov.

Konfiguracia logstash pre syslog z Fortigate 200-F
logstash/pipeline/fortigate.conf
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input {

Pl

# Listen on the CONTAINER port 50000/udp, mapped from host
port 514/udp

# If you chose TCP on FortiGate, change 'udp' to 'tcp' here.
udp {

port => 50000 # <<< This is the CONTAINER port mapped in
docker-compose.yml

codec => plain { charset => "UTF-8" }
type => "fortigate" # Add a type for easier filtering later
tags => ["fortigate", "udp"]

# -—-- OR if you chose TCP on the FortiGate ---
# tcp
# port => 50000 # <<< CONTAINER port
# codec => line { charset => "UTF-8" } # Use 'line' codec
for TCP
# type => "fortigate"
# tags => ["fortigate", "tcp"]
# 0}
}
filter {

# Only process messages tagged as fortigate AND likely
containing key-value pairs

if "fortigate"™ in [tags] and [message] =~ /type=/ {

# Parse the FortiGate key-value format
kv {

source => "message"

field split => " "

value split => "="

trim key => "\""

trim value => "\""

# prefix => "fortigate " # Optional: Uncomment to prefix
all fields

}
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Pl

# Convert known numeric fields
mutate {
convert => {
"rcvdbyte" => "integer"
"sentbyte" => "integer"
"duration" => "integer"

"proto" => "integer" # Protocol number (e.g., 6 for
TCP)

"srcport" => "integer"
"dstport" => "integer"
"policyid" => "integer"

# Add other common numeric fields: devid, vd,
sessionid, count, etc.

}

# Remove quotes from potentially problematic fields if kv
didn't catch them

gsub => [
"srcip"™, '"', ''",
"dstip"™, '"', ''",
"action", '"', '',

"SerVice", l"l’ LI}

# Add others as needed

# Parse timestamp from 'date' and 'time' fields
if [date] and [time] {
mutate {
add field => { "event timestamp str" => "%{date}
S{time}" }
}
date {

match => [ "event timestamp str", "yyyy-MM-dd HH:mm:ss"
] # Verify this format matches your logs!

target => "@timestamp"
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# timezone => "Your/Fortigate/Timezone" # IMPORTANT:
Set if FortiGate isn't UTC and doesn't include offset

}

mutate {
remove field => [ "event timestamp str" ]
}

}

# GeoIP Enrichment (Optional, requires plugin install - see
below)

# if [srcip]l {

# geoip {

# source => "srcip"

# target => "geoip src"

# # database => "/path/inside/container/to/GeolLite2-
City.mmdb" # Needs GeolIP database mounted or built into image

# }

# )

# if [dstip] {

# geoip {

# source => "dstip"

# target => "geoip dst"

# # database => "/path/inside/container/to/GeolLite2-
City.mmdb"

# }

# )

# Optional: Rename fields for ECS compatibility if desired

# mutate {
# rename => { "srcip" => "source.ip" }
# rename => { "dstip" => "destination.ip" }
# # ... more renames
# 0}
} else {

# Optionally drop messages that don't look like FortiGate
logs if other
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# things might arrive on this port (though dedicated port
is better)

# drop { }

output {
elasticsearch {

# Use the service name 'elasticsearch' as host because they
are on the same 'elk' docker network

hosts => ["http://elasticsearch:9200"]
index => "fortigate-%${+YYYY.MM.dd}" # Daily indices

# === Authentication ===

# Use the internal user and password defined in your .env
file and passed to the container

user => "logstash internal"

password => "S${LOGSTASH INTERNAL PASSWORD}" # Logstash
reads this from its environment

# === Index Lifecycle Management (Recommended for
Production) ===

# Setup an ILM policy in Kibana first (e.g., named
'fortigate policy')

# ilm enabled => true
# ilm rollover alias => "fortigate"

# ilm policy => "fortigate policy" # Make sure this policy
exists in Elasticsearch/Kibana

# ilm pattern => "000001"

# Optional: Output to container logs for debugging during
setup

# Remove or comment out for production.
# stdout {

# codec => rubydebug

# 0}

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU

21



ZILINSKA UNIVERZITA V ZILINE

G ormatiy BRAIN:IT

Pl

Integracie

Elastic ma obrovské mnozstvo a moznosti integracii:

q .
'.‘ e]ast|c Elasticsearch Solutions Enterprise Resources Docs Pricing d’ Search Start free trial Contact sales

Q Search Integrations

All Solutions ~ Search  Security ~ Observability

AWS Azure Cloud Config management Confluence Cloud Containers CRM Custom Datastore Elastic Agent Enabled Elastic Stack
Entity Analytics Google Cloud Kubernetes Languages Message Queue Monitoring Network Notification Orchestration 0OS & System
Productivity Security Support Threat Intelligence Ticketing Version Control Vulnerability management Web
‘,:‘\E‘T’ Password Nbnormal
.NET 1Password Abnormal Al

https://www.elastic.co/integrations/data-integrations

V stacku je potom taktiez logstash. Logstash je po spravnej konfiguracii toho ako ma
spracovavat’ konkrétne syslog logy mozné integrovat s akymkolvek systémom ktory odosiela
syslog. Prikladom takejto integracie je jednoducha integracia ktort sme si napisali pre
prijimanie logov z firewallu Fortigate.

2. SHUFFLE

Typ nastroja: SOAR
Nazov nastroja: Shuffle

Verzia: Release 2.1.0

Opis systému

Orchestracia a automatizacia reakcii (playbooky)

Shuffle je lahky open-source SOAR nastroj s modernym webovym rozhranim, ktory
umoznuje vizualnu tvorbu workflowov. Je mozné prepojenie na API réznych nastrojov
(Elastic, Graylog, VirusTotal, Slack, Jira, atd.). Vyhodou je jednoduchost nasadenia (Docker)

a flexibilita pri budovani vlastnych akcii. Nepodporuje v8ak taky rozsah IR funkcionality ako
TheHive a nema nativne pripraveny incident manazment model.
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@ Enformatiy BRAIN:IT
Shuffle SOAR vynika jednoduchostou tvorby a spravy playbookov. Umozriuje

flexibilnu integraciu pomocou REST API a konektorov. Na druhej strane mu chyba hibsi
incident manazment, ale je vyborny ako doplnkovy orchestrator pre rychle workflowy.

Dokumentacia systému
Officialna dokumentacia:

e https://shuffler.io/docs/about
e https://github.com/shuffle/shuffle

3. WAZUH

Typ nastroja: EDR
Nazov nastroja: Wazuh

Verzia: Version 4.14

Opis systému
Endpoint monitoring/detekcie a zakladna reakcia + posielanie udalosti do SIEM

Wazuh integruje komponenty pre SIEM, EDR a FIM (File Integrity Monitoring). Zber
dat je mozny prostrednictvom agentov, ktori podporuju logy z operacnych systémov, suborov,
auditnych mechanizmov a aplikacnych serverov. Okrem toho dokéze prijimat’ logy zo Syslog,
¢o umoznuje centralizovany zber udajov aj z pasivnych zariadeni bez agenta. Wazuh
poskytuje vlastny korelacny engine, s mnozstvom pravidiel zalozenych na MITRE ATT&CK.
Tieto pravidla su pravidelne aktualizované komunitou. Webové Ul podporuje RBAC, spravu
uloh a prepojenie s Kibana dashboardmi. Jeho hlavnou silou je kombinacia EDR vlastnosti s
prehlfadnym SIEM, ¢o ho robi vyhodnym rieSenim pre mensie timy.

Dokumentacia systému

Officialna dokumentacia:

¢ https://documentation.wazuh.com/current/installation-quide/index.html
e https://hub.docker.com/u/wazuh

Poziadavky na HW:
4 vCPU, 8 GB RAM, 100+ GB Disk
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InsStalacia - variant Quickstart

Nainstalovany na rocky linux 9 VM podla oficialnej quickstart dokumentacie
https://documentation.wazuh.com/current/quickstart.html

Zakladna konfiguracia
Konfiguracia nastroja:

Wazuh ma vstavany systém na poskytovanie inStalatora wazuh agent a onboarding
klientskych stanic:

= W. Endpoints Deploy new agent a

{  Deploy new agent

° Select the package to download and install on your system:

,
A LiNnux ER WINDOWS @ macos
RPM amd64 RPM aarch64 Intel
© Msi 32/64 bits .
DEB amd64 DEB aarch64 Apple silicon

@ For additional systems and architectures, please check our documentation .

° Server address:

This is the address the agent uses to communicate with the server. Enter an IP address or a fully qualified domain name (FQDN).
Assign a server address (D
wazuh.innosoc.brainit.tech

(/ Remember server address

o Optional settings:

By default, the deployment uses the hostname as the agent name. Optionally, you can use a different agent name in the field below.

Assign an agent name: (O

Agent name
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I
=2

Agents (8)

status=active

ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia
a informatiky

Endpoints

AGENTS BY STATUS

@ Active (8)
@ Disconnected (0)

Pending (0)

@ Never connected (0)

D N Name 1P address
001 INFRA-TV-PC 10.23.13.69
002 webserver 10.2.0.46
003 dns.brainit.tech 10.2.0.2
004 ELK 10.23.175.11
005 sentry 10.2.0.192
006 MatusVM 10.2.0.206
007 technitiumdns 10.2.0.5
008 glpi.brainit.tech 10.2.0.211

Rows per page: 10 v

Integracie

Wazuh je mozné integrovat s roznymi SIEM systémami vratane elastic search, bol preto
integrovany do ELK stacku: https://documentation.wazuh.com/current/integrations-
quide/index.html

Group(s)

default

default

default

default

default

default

default

default

TOP 5 0S

almalinux (3)
rocky (2)

debian (1)

ubuntu (1)

v windows (1)

@ Deploy new agent

Operating system

BR Microsoft Windows 10 Enterprise 10.0.19045.6456
A Debian GNU/Linux 11

,Q AlmaLinux 9.6

,Q Rocky Linux 9.5

A AlmaLinux 9.3

A AlmalLinux 9.6

A Ubuntu 24.04.2LTS

,Q Rocky Linux 9.6

BRAIN:IT

TOP 5 GROUPS

® default (8)

G Refresh &y Export formatted More v
Cluster node Version Status

node01 v4.11.1 e ® active ®
node01 v411.1 @ ® active @
nodeO1 v411.1 e ® active ©®
nodeO1 v4i11.1 e ® active ®
node01 v4ill e ® active ®
node01 v4i1ll e ® active ©®
node01 v4iil e ® active ©®
node01 v4lll e ® active ©®

https://documentation.wazuh.com/current/integrations-quide/elastic-stack/index.html

4. GREENBONE COMMUNITY EDITION

Typ nastroja: Skener zranitelnosti

Nazov nastroja: Greenbone Community Edition (GVM) / OpenVAS

Verzia: Version 24.10

Opis systému

Pravidelné skenovanie infra/servisov a reporting zranitelnosti

a @

&

WQL

Actions

GCE je bezplatna open-source verzia rieSenia od Greenbone Networks, zalozena na
nastroji OpenVAS. Poskytuje vysokokapacitné skenovanie, rozsiahle databazy zranitefnosti
cez komunitny GVMD feed, moderné webové rozhranie GSA a podporu pre planovanie,
alerty aj automatizaciu. Podporuje Standardy ako CVE, CPE, a umozfuje generovanie
reportov vo formatoch CSV, XML, PDF. Moznosti integracie zahffiaju GMP protokol, SSH,
LDAP, RADIUS a iné. GCE umoznuje aj master-senzor architekturu, ¢o je vyhodné pre
rozsiahle distribuované prostredia.

**
* *
* *
* *
* e *
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ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia

ﬁ ainformatiky B R I\ I N . I T
Dokumentacia systému

Officialna dokumentacia:

e https://greenbone.github.io/docs/latest/
¢ https://hub.docker.com/u/greenbone

Poziadavky na HW:
4 vCPU, 8 GB RAM, 60 GB Disk
Schémy

InsStalacia - variant Docker

services:

vulnerability-tests:

image: registry.community.greenbone.net/community/vulnerability-
tests

environment:
FEED RELEASE: "24.10"
KEEP ALIVE: 1
volumes:

- vt _data vol:/mnt

notus-data:
image: registry.community.greenbone.net/community/notus-data
environment:
KEEP ALIVE: 1
volumes:

- notus_data vol:/mnt

scap-data:

image: registry.community.greenbone.net/community/scap-data
environment:
KEEP ALIVE: 1

volumes:

- scap_data vol:/mnt
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cert-bund-data:

image: registry.community.greenbone.net/community/cert-bund-data
environment:

KEEP ALIVE: 1
volumes:

- cert data vol:/mnt

dfn-cert-data:
image: registry.community.greenbone.net/community/dfn-cert-data
environment:
KEEP ALIVE: 1
volumes:
- cert data vol:/mnt
depends on:
cert-bund-data:

condition: service healthy

data-objects:
image: registry.community.greenbone.net/community/data-objects
environment:
FEED RELEASE: "24.10"
KEEP ALIVE: 1
volumes:

- data objects vol:/mnt

report-formats:
image: registry.community.greenbone.net/community/report-formats
environment:
FEED RELEASE: "24.10"
KEEP ALIVE: 1
volumes:
- data objects vol:/mnt
depends on:
data-objects:

condition: service healthy
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gpg-data:

image: registry.community.greenbone.net/community/gpg-data
volumes:

- gpg_data vol:/mnt

redis-server:
image: registry.community.greenbone.net/community/redis-server
restart: on-failure
volumes:

- redis socket vol:/run/redis/

pg-gvm:
image: registry.community.greenbone.net/community/pg-gvm:stable
restart: on-failure
volumes:
- psgl data vol:/var/lib/postgresqgl
- psgl socket vol:/var/run/postgresql

gvmd:
image: registry.community.greenbone.net/community/gvmd:stable
restart: on-failure
volumes:
- gvmd _data vol:/var/lib/gvm
- scap_data vol:/var/lib/gvm/scap-data/
- cert data vol:/var/lib/gvm/cert-data
- data _objects vol:/var/lib/gvm/data-objects/gvmd
- vt _data vol:/var/lib/openvas/plugins
- psgl data vol:/var/lib/postgresqgl
- gvmd_socket vol:/run/gvmd
- ospd openvas_socket vol:/run/ospd
- psgl socket vol:/var/run/postgresql
depends on:
pg-gvm:
condition: service started

scap-data:
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condition: service healthy

Pl

cert-bund-data:

condition: service healthy
dfn-cert-data:

condition: service healthy
data-objects:

condition: service healthy
report-formats:

condition: service healthy

gsa:
image: registry.community.greenbone.net/community/gsa:stable
restart: on-failure
ports:
- 127.0.0.1:9392:80
volumes:
- gvmd_socket vol:/run/gvmd
depends on:
gvmd:
condition: service started
# Sets log level of openvas to the set LOG LEVEL within the env
# and changes log output to /var/log/openvas instead /var/log/gvm
# to reduce likelyhood of unwanted log interferences
configure-openvas:

image: registry.community.greenbone.net/community/openvas-
scanner:stable

volumes:

- openvas_data vol:/mnt

- openvas_log data vol:/var/log/openvas
command:

- /bin/sh

- -c

= |

printf "table driven lsc = yes\nopenvasd server =
http://openvasd:80\n" > /mnt/openvas.conf

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A,N IOBNOVY: @

NextGenerationEU

29



ZILINSKA UNIVERZITA V ZILINE

sed "s/127/128/" /etc/openvas/openvas log.conf | sed
's/gvm/openvas/' > /mnt/openvas_ log.conf

chmod 644 /mnt/openvas.conf
chmod 644 /mnt/openvas_ log.conf
touch /var/log/openvas/openvas.log

chmod 666 /var/log/openvas/openvas.log

# shows logs of openvas
openvas:

image: registry.community.greenbone.net/community/openvas-
scanner:stable

restart: on-failure
volumes:
- openvas_data vol:/etc/openvas
- openvas_log data vol:/var/log/openvas
command:
- /bin/sh
- -c
= |
cat /etc/openvas/openvas.conf
tail -f /var/log/openvas/openvas.log
depends on:
configure-openvas:

condition: service completed successfully

openvasd:

image: registry.community.greenbone.net/community/openvas-
scanner:stable

restart: on-failure
environment:
# "“service notus’ 1is set to disable everything but notus,

# if you want to utilize openvasd directly, remove
\OPENVASD_MODE\

OPENVASD MODE: service notus
GNUPGHOME: /etc/openvas/gnupg
LISTENING: 0.0.0.0:80

volumes:
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- openvas_data vol:/etc/openvas

Pl

- openvas_log data vol:/var/log/openvas
- gpg_data vol:/etc/openvas/gnupg
- notus_data vol:/var/lib/notus

# enable port forwarding when you want to use the http api from
your host machine

# ports:
# - 127.0.0.1:3000:80
depends on:
vulnerability-tests:
condition: service healthy
notus-data:
condition: service healthy
configure-openvas:
condition: service completed successfully
gpg-data:

condition: service completed successfully

networks:
default:
aliases:

- openvasd

ospd-openvas:

image: registry.community.greenbone.net/community/ospd-
openvas:stable

restart: on-failure
hostname: ospd-openvas.local
cap_add:
- NET ADMIN # for capturing packages in promiscuous mode

- NET RAW # for raw sockets e.g. used for the boreas alive
detection

security opt:
- seccomp=unconfined

- apparmor=unconfined

command :

[
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"ospd-openvas",
n_fn,
"--config",
"/etc/gvm/ospd-openvas.conf",
"--notus-feed-dir",
"/var/lib/notus/advisories",
-
"666",
]
volumes:
- gpg_data vol:/etc/openvas/gnupg
- vt _data vol:/var/lib/openvas/plugins
- notus_data vol:/var/lib/notus
- ospd openvas_socket vol:/run/ospd
- redis socket vol:/run/redis/
- openvas_data vol:/etc/openvas/
- openvas_log data vol:/var/log/openvas
depends on:
redis-server:
condition: service started
gpg-data:
condition: service completed successfully
configure-openvas:
condition: service completed successfully
vulnerability-tests:
condition: service healthy
notus-data:

condition: service healthy

gvm-tools:
image: registry.community.greenbone.net/community/gvm-tools
volumes:
- gvmd_socket vol:/run/gvmd
- ospd openvas_socket vol:/run/ospd

depends on:
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- gvmd

- ospd-openvas

volumes:

gpg _data vol:
scap _data vol:
cert data vol:
data objects vol:
gvind data vol:
psgl data vol:

vt data vol:
notus data vol:
psgl socket vol:

gvind_socket vol:

ospd openvas_socket vol:

redis socket vol:
openvas_data vol:

openvas_ log data vol:

Zakladna konfiguracia

Konfiguracia nastroja:

Len aktualizacia databaz CVE, pridanie hostov.

2
Z
Dashboards Scans Assets
% Feed Status
Type Content
NVT A T
scap B cves E cres
H o
CERT &3 CERT8und Advisories ¥¥¥] DFN-CERT Advisories
= Compliance Port Report Scan
GVMD_DATA  [Zg 5jjicies Lists Formats S Configs

5. OPENCTI

Typ nastroja: CTI

Resilience

Origin

Greenbone SCAP Data
Feed

Greenbone CERT Data
Feed

Greenbone Data Objects
Feed

Nazov nastroja: OpenCTI

. h Financované
L Europskou tniou
e NextGenerationEU

Version

T

2023101370504

2023101370425

2023101370505

Secinfo

Status

Current

Current

Current

Current
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Verzia: Version 6.9.0

Opis systému
Sprava a korelacia threat intelligence, obohacovanie alertov/incidentov

Dokumentacia systému
Officialna dokumentacia:

e https://docs.opencti.io/latest/
e https://github.com/OpenCTI-Platform/opencti
e https://hub.docker.com/u/opencti

6. MISP

Typ nastroja: CTI
Nazov nastroja: MISP

Verzia:

Opis systému
Evidencia, zdielanie a distribucia IOCs/events, feedy pre detekcie

Dokumentacia systému

Officialna dokumentacia:

e https://www.misp-project.org/documentation/
e https://misp.qithub.io/MISP/

7. GLPI

Typ nastroja: Asset management
Nazov nastroja: GLPI
Verzia: 10.0.16

Opis systému
Evidencia aktiv, CMDB/ITSM evidencia, vazba na vlastnikov a sluzby
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Dokumentacia systému

Officialna dokumentacia:

o https://glpi-plugins.readthedocs.io/en/latest/
e https://hub.docker.com/r/glpi/glpi

Poziadavky na HW:
2 vCPU, 4 GB RAM, 30 GB Disk
Schémy (N/A)

Instalacia - variant Docker (Compose)

About

GLPI1 10.0.16 Copyright (C) 2015-2024 Teclib' and contributors

Verzia: GLPI 10.0.16

Docker-compose.yml (zhodny s oficialnou dokumentaciou, pridany NGINX ako
HTTPS reverse proxy pre SSL/TLS)

services:
glpi:
image: "glpi/glpi:latest"
restart: "unless-stopped"
volumes:
- "./storage/glpi:/var/glpi:rw"

env_file: .env # Pass environment variables from .env file to
the container

depends on:
db:
condition: service healthy
ports:
- "g80:80"
db:

image: "mysqgl"
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restart: "unless-stopped"

volumes:
- "./storage/mysgl:/var/lib/mysqgl"

environment:

MYSQL RANDOM ROOT PASSWORD: "yes"

MYSQL_DATABASE: ${GLPI_DB_NAME}

MYSQL USER: ${GLPI DB USER}

MYSQL PASSWORD: ${GLPI DB PASSWORD}
healthcheck:

test: mysgladmin ping -h 127.0.0.1 -u $$MYSQL USER --
password=$SMYSQL PASSWORD

start period: 5s
interval: b5s
timeout: b5s
retries: 10
expose:
- "3306"
nginx-https-proxy:
image: nginx:latest
restart: always
ports:
- "443:443"
volumes:
- ./storage/nginx/conf.d/:/etc/nginx/conf.d/:ro
- ./storage/nginx/certs/:/etc/nginx/certs/:ro
environment:
- TIMEZONE=Europe/Bratislava
- NGINX HOST=glpi.brainit.tech
- NGINX_PORT=443

Subor .env
GLPI_DB_HOST=db
GLPI_DB_PORT=3306
GLPI_DB_NAME=gIpi
GLPI_DB_USER=gIpi
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GLPI_DB_PASSWORD=glpi

Zakladna konfiguracia

© Home / & Setup / B Authentication / [ LDAP directories

,,,,, v Items Seen ¥  contains v

qSearch ¢ ®

Q v
NAME - SERVER LAST UPDATE
BRAINIT 172.2378.8 19-09-2024 18:36
20 rows / page Showing 1to 1 of 1rows

Autentifikacia cez AD/LDAP pre doménu brainit.tech

@ Home / & setup / £ Notifications

Setu|
P Email notifications
Historical 214
Administrator email address infra@brainit.com Administrator Name
All

Email sender address i glpi@brainit.com Email sender name i

Reply-To address i Reply-To name i
No-Reply address i No-Reply name i

Add Documents into Ticket Notifications Yes ~

InfraTeam BrainIT
Email Signature

Way of sending emails SMTP+TLS ~ Max. delivery retries
Try to deliver again in (minutes) 1 <

Mail Servers

Check Certificate Yes ~

SMTP Host smtp-hve.office365.com Port

SMTP Login (optional) glpi@brainit.com SMTP Password (optional)

BRAIN:IT

Q Super-Admin N
GLP! (tree structure)

ACTIVE

Yes

Q Super-Aamin
GLPI (tree structure)

Glpi

Glpi

I Clear

Email sender i glpi@brainit.com
Send a test email to the administrator ® save
Nastavenie emailovych notifikacii ako glpi@brainit.com
. ] URAD VLADY
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" Eurcpskou tiniou PLAN LOBNOVY_, SLOVENSKE) REPUBLIKY
el NextGenerationEU

37



ZILINSKA UNIVERZITA V ZILINE
Fakulta riadenia
a informatiky

pal

Integracie
GLPI

Productv Prices Resources v

Steclib’

All

User

Assets

API

Workflox, Automation & scripts

Webhook

Project management

Collaborative

Company v

GitHub Projects (via Zapper /
Integromat)

Integrate Github Projects with GLPI and
facilitate your project management

SEE MORE

_zapier

Zapier

Optimize daily processes and improve
operational efficiency.

SEE MORE

oo{3'n8n.io

n8n

Optimize daily processes and improve
operational efficiency.

SEE MORE

BRAIN:I

[ corvoct [

&S

Webhook (Plugin
Collaborative Tools)
Keep an eye on GLPI events and be
warned in real time thanks to

Webhooks

SEE MORE

Viac o moznostiach integracii na: https://www.glpi-project.org/en/integrations/

@ Home / & Setup / & Plugins / ﬁMarKe!place

Installed

Discover

@ v Behaviours (o)
B & AGPL v3+ ©
tel, Remi Collet, Nely ... [~
Q
RGS® 0CS Inventory NG @
& epLv2+ ©

2 Remi Collet, Nelly Mahu-
13 204 &
Q

@HEm

Your plugin here? Contact us. &8

Q search |[ ¥ Lists |[ & Marketplace | $ Plugins

Data injection

e
G|

) id Nouh, Dévi Balpe, R
1% 2141
% M
PM Protocols manager
& cpLv3+
2\ Mikail
131537

Zoznam pluginov v nasej inStancii:

°

00

Escalation

ndre Delaunay, TEC

Sprava objektov
& cPLv2+

2 Walid Nouh

12 21am

@ Hm

© & 289

200

Q Super-Admin

GLPI (tree structure) . )

o]
Iltem's Lifecycle (0]
T9@ (uninstall) ©
& GPL v2+ =)
o
& Walid Nouh, Frangois Leg
13292 b

@ &M

T

https://github.com/InfotelGLPI/behaviors - pridanie povinnych poli, vynucovanie formatovania

udajov, ...

https://plugins.glpi-project.org/#/plugin/datainjection — import dat vo formate CSV

https://github.com/pluginsGLPl/escalade — ticket management a eskalacia

https://github.com/pluginsglpi/uninstall — pridanie inventarnych stavov pre vyradzovanie
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el NextGenerationEU
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https://github.com/plugins GLPIl/genericobject — pridavanie vlastnych typov objektov

https://github.com/pluginsGLPIl/ocsinventoryng — pre synchronizaciu s ,OCS Inventory NG*

8. NETBOX

Typ nastroja: Asset management / IPAM/DCIM
Nazov nastroja: NetBOX

Verzia:

Opis systému

Zdroj pravdy pre IP rozsahy, zariadenia, lokality, topoldgiu (podklad pre skeny a
monitoring)
Dokumentacia systému

Officialna dokumentécia:

https://github.com/netbox-community/netbox

9. DFIRIRIS — TICKETING

Typ nastroja: Ticketing
Nazov nastroja: DFIR RIS

Verzia:

Opis systému
Sprava ticketov a uloh SOC (triage, eskalacie, SLA)

Dokumentacia systému
Officialna dokumentacia:

e https://docs.dfir-iris.org/latest/

10. DFIR IRIS — EVIDENCIA, SPRAVA INCIDENTOV

Typ nastroja: Evidencia, sprava incidentov

Nazov nastroja: DFIR RIS
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Verzia:

Opis systému
Sprava ticketov a uloh SOC (triage, eskalacie, SLA)

Dokumentacia systému
Officialna dokumentacia:

e https://docs.dfir-iris.org/latest/

11. KIBANA (ELK)

Typ nastroja: Reportovanie
Nazov nastroja: Kibana (ELK)
Verzia: 9.2.3

Opis nastroja

Vizualizacie, dashboardy a reporty pre SOC a management

Dokumentacia systému
Officialna dokumentacia:

e https://github.com/kibana-community/kibana3

Neoficialna docker compose dokumentacia:
https://qgithub.com/deviantony/docker-elk

Poziadavky na HW
2 vCPU, 8 GB RAM, 50 GB Disk

Schémy
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InStalacia - variant Docker
services:
kibana:
build:
context: kibana/
args:
ELASTIC VERSION: ${ELASTIC_VERSION}

volumes:

./kibana/config/kibana.yml:/usr/share/kibana/config/kibana.yml:ro,Z

ports:

# - 5601:5601

- 80:5601
environment:

KIBANA SYSTEM PASSWORD: ${KIBANA_SYSTEM_PASSWORD:—}

SERVER PUBLICBASEURL: http://elk.innosoc.brainit.tech
networks:

- elk

depends_on:
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restart: unless-stopped

networks:
elk:
driver: bridge
volumes:

elasticsearch:

Zmeny v docker compose:

e Toto je samotna Kibana extrahovana z celého ELK stacku ( 1. ELK Stack )
o Zmenené niektoré sietové porty — vid zakomentované riadky vyssie.

Zakladna konfiguracia
Konfiguracia nastroja:

V pripade Ze je suCastou ELK Stacku, obsahuje konfiguracny skript ktory spravne nastavi
adresy a potrebnu autentifikaciu medzi sluzbami. V opacnom pripade je len potrebné
nastavit’ adresy a autentifikaciu manualne podla oficialnej dokumentacie.

192 hits New Save Open Share Reporting CAuto-refresh <€ @ Last15minutes %
‘ kibana h... (e.g status:200 AND extension:PHP) e < |
@ Discover Add afilter +
Visualize filebeat-* October 26th 2018, 16:58:58.318 - October 26th 2018, 17:13:58.318 —  Auto

Dashboard Selected fields

? _source

Timelion '
Available fields &
Lo © @timestamp ‘
Dev Tools @version — e PR N o 1 OO e [ O — — — Jp—
nds

Count

Monitoring t _id dtimestamp per 30 secor
Management t _index N
Time _source
# _score
» October 26th 2018, 17:13:45.000 @gtimestamp: October 26th 2018, 17:13:45.000 @version: 1 beat.hostname: elastic-stack-18
t _type 04 beat.name: elastic-stack-1804 beat.version: 6.4.2 input.type: log host.name: elasti

c-stack-1864 source: /var/log/syslog tags: beats_input_codec_plain applied offset: 248,

beat hostname
899 prospector.type: log system.syslog.program: kernel system.syslog.hostname: elastic

stack-1804 system.syslog.message: [ 3907.493183] [UFW BLOCK] IN=eth® OUT= MAC=56:b0:47:4

beat.name

beat.version
» October 26th 2018, 17:13:38.000 @timestamp: October 26th 2018, 17:13:38.600 beat.hostname: elastic-stack-1864

fileset module beat.name: elastic-stack-1804 beat.version: 6.4.2 @version: 1 input.type: log

host.name: elastic-stack-1864 source: /var/log/syslog tags: beats_input_codec_plain_app

fileset.name
Collapse lied offset: 248,631 prospector.type: log system.syslog.program: kernel

Integracie

Kibana je len frontend ktory sa spravidla integruje najma len s elasticsearch.
Elasticsearch ma potom dalSie Siroké mozZnosti dalSej integracie.
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12. WIKLJS

Typ nastroja: Znalostna databaza

Nazov nastroja: Wiki.js
Verzia: 2.5

Opis systému
Znalostna baza (runbooky, postupy, playbooky, onboarding)

Sluzi pre dokumentaciu internych systémov a postupov.

Dokumentacia systému
Officialna dokumentacia:

e https://docs.requarks.io
o https://github.com/requarks/wiki
o https://hub.docker.com/r/requarks/wiki

Poziadavky na HW:
CPU: 2 jadra

RAM: 1GB
Storage: 1GB

InStalacia - variant Docker
Docker-compose.yml
services:
db:
image: postgres:15-alpine
environment:
POSTGRES DB: wiki
POSTGRES PASSWORD: wikijsrocks
POSTGRES USER: wikijs
logging:
driver: none
restart: unless-stopped
volumes:
- db-data:/var/lib/postgresgl/data

wiki:
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image: ghcr.io/requarks/wiki:2

depends on:
- db

environment:
DB TYPE: postgres
DB _HOST: db
DB_PORT: 5432
DB USER: wikijs

DB PASS: wikijsrocks

DB NAME: wiki

restart: unless-stopped

ports:
"80:3000"
volumes:

db-data:
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Zakladna konfiguracia

M wikijs DMINISTRATION AF s T @

Dashboard
« APPLY
figure mail

General Configuration DKIM (optional)

Locale

M (Domal

@ by providir

Navigation
uthenticity

wikijs

Pages

Tags . .
wikijs@brainit.tech

Theme

Groups smtp-hve.office365.com

Users

Analytics
Authentication
Comments

Rendering
Send a test email
Search Engine
mail to ensure your SMTP configuratior
Storage

smtptech@brainit.com
API Access

> SEND EMAIL

Konfiguracia SMTP
Integracie

C) & DISABLE API + NEW API KEY

Created Last Updated

ulQiZbyvu6fS5u6iMplQ December 16, 2026 Today at 8:53 AM Today at 8:53 AM

Moznost integracie cez API kltuce

i : URAD VLADY
* Financované o r N
{ : Eurépskou uniou PLAN LOBNOVY_, SLOVENSKE] REPUBLIKY
il NextGenerationEU

45



ZILINSKA UNIVERZITA V ZILINE

G ormatiy BRAIN:IT

VAl

Modules

List of modules supported and included in Wikijs

. Analytics
Categories
Use analytics modules to quickly enable session tracking and browser performance monitoring on your
Analytics wiki.

Authentication

Application Insights o Baidu Tongji
Databases /s HPP i 9 - pae 9)
Editors
Logging

Search Engines Countly - Elasticsearch APM RUM

Storage

@ Fathom Analytics fullstory Fullfstory

Google Analytics ) Google Tag Manager

Iné moznosti integracii... https://js.wiki/modules
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