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Zoznam komponentov
Nazov komponentu Aplikacia Verzia Licencia Umiestnenie
ELK Stack
'Shuffle
Wazuh

'Greenbone Community edition

OpenCTI

MISP

GLPI

NetBox

DFIR IRIS

DFIR IRIS

Kibana (ELK)

Wiki.js




Popis nastrojov

Oblast / Funk

Ugel v SOCsaas

[

Vstupy (zdroje dat)

Vystupy (artefakty)

Nasadenie

UloZenie dat  retencia

Pristupy & RBAC

Prevadzka (owner)

Poznamky / Rizika

[ELK Stack (Elasticsearch +

[Centraina agregacia, indexacia a korelcia

ingest pipeline, normalizacia, vyhfadavanie,

lsysiog, Windows eventy, aplik. logy,

[indexyflogy, detekéné pravidia,

REST API, Beats/Agent, syslog,

[Elasticsearch storage; retencia

lpouzivatefské roly, prava na

[roly/uzivatelia (Wazuh Ul/Elastic)

[sOC endpoint tim

[riticke; treba riesi

7 . INaroky na storage/performanciu; treba
[SIEM Logstash/Beats + Kibana) [podra implementécle logov + vyhladavanie a analyza alerting (ak povolené), dashboards setoveé pruky, cloudlogy, Wazuh ity dashioardy, reporty |webhooky (podfa stacku) freiiceati/ockerkes) lkonfigurovaterna fndexy/dashboards [F0C platform tim iesit Zivotny cyklus indexov a zalohy
. . fterty z ELK/Wazun, cTi [spustene akcie, zaznamy o Sosite of .
lsoAR Ishuffie. lpoda implementacie hestiecieg feskci izécia kIokov, (o penCIjMISP),tickety z DFIR IRIS, [vykonani, REST API, webhooky, konektory [self-hosted (Docker/K8s) jokalnalbB/ioayjolehuslictenciy roly pre tvorbu/spiistanie workfiow lsoc Dalezitsjoset tajomstydi|ssciell
(playbooky) integracie, schvafovania (poda flow) lonfigurovatefna udita 28sahov
|webhooky Incidenty/tickety

oan : . lPokrytie agentmi a spravne policy st

or azun [ ——. Endpoin: monioringidetecie o 4Kiadns [sgen na oncoujch bodoch, IV, detekci encpointy (agen), O gy, ntegriy IWazuh APl integricia na efnosted (manager » agents) 226N indexy/archiv; etencia

Ireakcia + posielanie udalosti do SIEM

Ipolicy, alerting, zakladné response kroky

lalerty, incident events, telemetria
ldo SIEM

[Elastic/Logstash, syslog

[konfigurovatelna

lonboarding/offboarding endpointov

[Skener zranitefnosti

[Greenbone Community Edition (GVM)

(Community

PPravidelné skenovanie infra/servisov a
Ireporting zranitefnosti

lplénované skeny, CVE detekcia, reporty,
Iscoring (CVSS)

IP rozsahy z NetBox, assety  GLPI,
Imanuéine ciele

Indlezy zranitefnosti, reporty,

[GMP AP, exporty (CSV/XML),
Inapojenie cez automatizaciu

[seif-hosted (VM/Docker)

llokéina DB 5o scan vysledkam; retencia
[konfigurovatefna

luzivateliajrole v GVM

[Vulnerability mgmt

(Community edicia mbze mat limity v
laktualizaciach/komforte; treba nastavit
lokna skenov a dopad na siet

Isprava a korelacia threat intelligence,

[STIX objekty, knowledge graph, konektory,

[CTI feedy, MISP, manuaine viozenie,

[Tl entity, véizby, obohatené I0Cs,

IREST/GraphQL API, konektory,

IDB (napr. Elastic/Neodj podfa setupu);

IDslezité nastavit kvalitu zdrojov,

e [opancT! [podfa implemantécle lobohacovanie alertovjincidentov lenrichment lexterné zdroje ISTIX/TAXII (podra modulov) ~~ [Fe!f-hosted (Docker/K8s) Iretencia konfigurovatemna folvforganizécle/préva cT!tim ldeduplikciu a “confidence"
. b D Evidencia, zdiefanie a distribicia leventy, atributy/10Cs, feedy, tagging, Imanusine a automatické feedy,  [IOC feedy pre SIEM/SOAR/EDR, fﬂiﬁz:ﬁk;m“ggﬂf"x" L e DB dalost/atripitov; retenciapodia | g pravidid [— itlivé na spravne nastavenie sharingu
P Pl loCs/events, feedy pre detekcie lsharing. lexterné komunity, analyza incidentovfexporty STIX/JSON/CSV. Konfigurscie) P lpolitiky pristup, 'apr (0 sa moze zdiefat von)
|nssst management ke odta implementicie Evidencia aktiv, CMDB/ITSM evidencia, [asset regisiry, Zvotny cyklus, vatahy,  fonboarding aktiy, importy, (voltefne) [zoznam akiiv, viastnici, arity et apy imporexport [E— 08 retencia pocfa Internyeh pravidiel  oly (1T/S0C/&hanie) [T Kvaiita CMDB je klugova pre skeny a
|véizba na viastnikov a sluzby (voliterne) helpdesk moduly INetBox, manusine zaznamy lpre skeny/detekcie priorizaciu incidentov
Insset management /IPAM/DCIM  [NetBox oata mplementici okl opeloa (oakind e sony & [PAM, DCIM, Inventr vatahy, exporty [TEnUAnelautomaticks napifanie P rozsahy pre Greenbone, lae< ooy webhooks if-nosted 08; retencia pocta internych praviiel olyprév Networkinta im Trebs uok Zavat sktinost_(nak
S etBo; P ASIEED I G 2 Y . DCIM, inventar, vz(ahy, exporty linfra gat Imapovanie infra pre SOC b oks i SIEEEaC: SRR IO @ Iskeny/monitoring miftaj ciel
[Sprava ticketov a tloh SOC (triage, lcasefticket workflow, priradenie, lalerty 2o SIEM/SOAR, manudine |AP1, webhooky (podra " roly (analyst/lead/admin), pristup podfa IDolezité je jednotné pomenovanie a
[Ticketing DFIR RIS lpodra implementacie i Komantire, SLAftaay. ytvorenis fickety, stavovanie, audit il 1P} MEMON (DOUI8 | g [sei-hosted DB pripadov; retencia konfigurovateina [0 | [soC operations ortiow (stavevs modewy
5 levidovanie incidentov, artefakty, prilohy, 3 , ;
denci - - [Centréina evidencia incidentov a dokazov (% 49 lickety, dokazy z vySetrovania, [incidentné spisy, evidencné 2 DB + dlozisko priloh; retencia podfa  [role-based pristup, obmedzenia na citlivé Treba nastavit pravidia prace s
Pl Db PFIRIRIS jpodta implementacie (case management) eoeivane] cheiietctatecylick lexporty z ELK/Wazuh/Greenbone  [zaznamy, export pre audit jadineatieber raticsted lpolitiy lpripady RERECSHY ldokazmi a citlivymi datami
Reporting kbana (LK) oota ELK |Vizualizacie, dashboardy a reporty pre SOC [dashboardy, vizualizécie, (volitelne) report | o eraciicsoarcn eporty, kPl dashboardy, exporty |REST AP! (Kibana/Elastc), [T—— Jgéta v Elasticsearch; retencia podfa SIEM| oo cards permissions lsoc reporting IPozor na pristup K citivym indexom;
la management lexport integracia v ramei ELK lpolitiy loddelit view pre rozne publikum
[znalostna baza (runbooky, postupy, |verzovanie strénok, 3ablény, vyhfadavanie, [dokumenticia SOC procesov, FDARIOIC (poce IDB + stibory; retencia podfa internych Udrziavat “single source of truth;
Knowledge portal [Wikijs lpoda implementicie b b 5 b b b finterna dokumentacia, runbooky lself-nosted B roly (readedit/admin) [sOC knowledge owner 4

Iplaybooky, onboarding)

rilohy

incident postupy

[onfiguracie), AP, Git sync (ak
[vyuzite)

lpravidiel

[zaviest proces revizie (napr. kvartaine)




Integraény tok

Oblast / Funkcia (SOC)

Komponent (produkt)

Zdroj - Ciel’

Mechanizmus

Format/payload

Trigger/Frekvencia

Vystup

ELK Stack (Elasticsearch +

indexovaneé udalosti +

SIEM Logstash/Beats + Kibana) EDR telemetry \Wazuh agents > Wazuh > ELK nativna integracia / ingest alert/event JSON realtime dashboards

SOAR Shuffle Log ingestion Zdroje logov - ELK syslog/Beats - Logstash syslog/JSON realtime/batch centralizované logy

EDR Wazuh /Alert > SOAR \Wazuh/ELK - Shuffle webhook/HTTP |JSON (alert) pri alerte spusteny workflow

Skener zranitel'nosti Greenbone Community Edition (GVM) |CTI enrichment Shuffle - OpenCTI REST/GraphQL STIX-like entity/lOC query on-demand v playbooku lenrichment do incidentu
CTI OpenCTI 10C lookup Shuffle > MISP REST API attribute/event search on-demand v playbooku reputacia/tagy/IOC kontext
CTI MISP Case creation IShuffle > DFIR IRIS REST API case/ticket JSON pri relevantnom alerte zalozeny ticket/case

/Asset management GLPI /Asset context Shuffle/IRIS - GLPI REST API asset lookup pri triage owner/kritickost/CMDB data
/Asset management / IPAM/DCIM NetBox Network context Shuffle/IRIS - NetBox REST API/webhook IP/device/site lookup pri triage IPAM/DCIM kontext
Ticketing DFIR IRIS Scan scope NetBox - Greenbone export/AP| IP range/targets planovane definované ciele skenu
Evidencia, spravai DFIR IRIS \Vuln findings - ticket Greenbone - DFIR IRIS/GLPI export/API/automatizacia report (JSON/CSV) po skene remediation ticket + evidencia
Reporting Kibana (ELK) Reporting ELK - Kibana interné v ramci stacku vizualizacie priebezne KPI/operativne reporty
Knowledge portal \Wiki.js Knowledge DFIR IRIS - Wiki.js manualne alebo API text/runbook po uzavreti laktualizované postupy
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