V15 SW komponenty

KPB5 — Realizacia rieSenia; typ — zoznam; mesiac odovzdania — M24

e os  PLAN [OBNOVY] B | et harmnr VA | BEET BRAINGIT
NexiGenerationEU
Zoznam komponentov
Nazov komponentu Aplikacia Verzia Licencia Umiestnenie
ELK Stack SIEM Release 8.x MIT License Kubernates
Shuffle SOAR Release 2.1.0 GNU Affero General Public License Kubernates
Wazuh EDR Version 4.14 GNU Kubernates
Greenbone Community edition Skener zranitelnosti Version 24.10 SRR Commorns‘;ggtti)grt:gr SieeAle o Kubernates
OpenCTI CTI Version 6.9.0 Apache License, Version 2.0 Kubernates
MISP CTI Version: 2.5.28 AGPL-3.0 license Kubernates
GLPI Asset management Version 10.0.16 GPL-3.0 Kubernates
NetBox Asset management / IPAM/DCIM Version 4.5 Apache 2.0-license Kubernates
DFIR IRIS Ticketing Version 2.4.20 LGPL-3.0 license Kubernates
DFIR IRIS Evidencia, sprava incidentov Version 2.4.20 LGPL-3.0 license Kubernates
Kibana (ELK) Reportovanie Version 9.2.3 Apache 2.0-license Kubernates
Wiki.js Znalostna databaza Version 2.5 AGPL-v3 License Kubernates




Popis nastrojov

Komponent (produkt)

UelvSOCsaas

KiGové capability

Vstupy (zdroje dat)

Vystupy (artefakty)

Integracie / API

Nasadenie

UloZenie dat] retencia

Pristupy & RBAC

Prevadzka (owner)

Poznamky ] Rizika

[ELK Stack (Elasticsearch +

[Centraina agregacia, indexacia a koreldcia

fngest pipeline, normalizacia, vyhfadavanie,

[sysiog, Windows eventy, aplik. logy,

[ndexyflogy, detekéné pravidia,

REST API, Beats/Agent, syslog,

[Elasticsearch storage; retencia

lpouzivatelské roly, prava na

INaroky na storage/performanciu; treba

[SIEM Logstash/Beats + Kibana) [podra implementécle logov + vyhradavanie a analyza llerting (ak povolené), dashboards. setoveé pruky, cloud logy, Wazeh  Ljertyashboardy, reporty |webhooky (podfa stacku) (e (e lkonfigurovaterna indexy/dashboards [SOC platform tim Fiesit Zivotny cyklus indexov a zalohy
. . Jterty z ELK/Wazun, cTi boustené acie, zéznamy o Sote of .
lsoar Ishuttie lpodra implementacie S B e B e o ey X" (OpenCTI/MISP),tickety 2 DFIR RIS, vykonani, bonten REST API, webhooky, konektory fself-hosted (Docker/K8s) jokalnalbB/ioayjolehuslictenciy roly pre tvorbu/spstanie workfiow lsoc palezitsoseittajomstud(secisiel]
(playbooky) schvalovania (podfa flow) lonfigurovatefna ta 28sahov
|webhooky [ncidenty ickety
. . [Pokrytie agentmi a spravne policy si
leor azun . Encpoint moniring/detecio o Kiadns sgentna koncorch bodoch,FIM, Gtakci, endpoiny sgent) OS oy, intesrty ey, incident event, elemeti Wazuh AP, negracia o elf-nosted (manager » agents) |Wa2uh indexy/archiv; etencia e S kv o ecent

reakcia + posielanie udalosti do SIEM

lpolicy, alerting, zakladné response kroky

[Elastic/Logstash, syslog

[konfigurovatelna

lonboarding/offboarding endpointov

[skener zranitefnosti

[Greenbone Community Edition (GVM)

[Community

Pravideiné skenovanie infrafservisov a
reporting zranitefnosti

lplénované skeny, CVE detekcia, reporty,
Jscoring (CVSS)

IP rozsahy z NetBox, assety z GLPI,
4 e

Indlezy zranitelnosti, reporty,
lexi

[GMP AP, exporty (CSV/XML),
Inapojenie cez automatizaciu

[self-hosted (VM/Docker)

llokéina DB 5o scan vysledkami; retencia
[konfigurovatefna

luzivatelia/role v GVM

[Vulnerability mgmt

[Community edicia mbze mat limity v
laktualizaciach/komforte; treba nastavit
Jokna skenov a dopad na siet

ISprava a korelacia threat intelligence,

[STIX objekty, knowledge graph, konektory,

[CT! feedy, MISP, manusine viozenie,

[Tl entity, véizby, obohatené I0Cs,

IREST/GraphQL API, konektory,

IDB (napr. Elastic/Neodj podfa setupu);

IDslezité nastavit kvalitu zdrojov,

cT [Ceencty peCalbenentacie lobohacovanie alertov/incidentov lenrichment lexterné zdroje ISTIX/TAXII (podra modulov) ~~ Pe!f-hosted (Docker/K8s) Iretencia konfigurovatern: [T S ldeduplikiciu a "confidence”
o b D [Evidencia, zdiefanie a distribicia leventy, atributy/I0Cs, feedy, tagging, Imanusine a automaticke feedy,  [IOC feedy pre SIEM/SOAR/EDR, Zisx;e“m;‘f""" IS Lo DB dalost/atriitov; retenciapodia | o oo oravid leitim (Citivé na spravne nastavenie sharingu
P P loCs/events, feedy pre detekcie lsharing lexterné komunity, analyza incidentov exporty STIX/JSON/CSV. Konfiguracie) olitiky pristup, 'ap l(€o sa moze zdiefat von)
) , videncia aktiv, CMDB/ITSM evidencia,  fasset registry, Zivotny cykius, vztahy,  |onboarding aktiv, importy, (volitelne) [zoznam aktiv, viastici, atribity g ; . Ivalita CMDE je klcova pre skeny a
[Asset management loLet lpoda implementacie R e R A e RS s REST API, import/export lseif-hosted DB; retencia poda internych pravidiel  [roly (IT/SOC/citanie) IT/Asset tim e
Insset management /IPAMIDCIM  |NetBox odta Implementaci [okay. opelbg (rdiad prs skemy o [PAM, DCIV, nventr, vtahy, xporty [MenMalnc/outomatické napfanie P rozsahy pre Sreenbons, leccr yor ook ei-hosted 08; retencia pocta interyeh pravidiel rlyréva Network/infratim Trebs uartlavat kcuinost - inak
Sssbinanacsnes EEE podalimpleEriece IRy . DCIM, inventar, vztahy, exporty ey g Imapovanie infra pre SOC HIEEIEED s Lisieneia GEDTEE]  |ielE BRI lskeny/monitoring minajd ciel
Spréva ticketov a Gloh SOC (riage, asenicet orkto, prvacenc, Jlerty zo SIEM/SOAR, manusine |AP1, webhooky (podta y roly (analyst/lead/admin), pristup podra IDoletité je jednotné pomenovanie a
[Ticketing DFIR IRIS lpodta implementacie sy o bt fickety, stavovarie, audit vail [\ “eRRO0K (0012 | ei-hostea 0B pripadov; retencia konfigurovatefna |/, ls0C operations oo eorond pormen
N levidovanie incidentov, artefakty, prilohy, :
. : [Centréina evidencia incidentov a dékazov o lckety, dokazy z vySetrovania,  [ncidentné spisy, evidenéné g DB + dlotisko priloh; retencia podfa  [role-based pristup, obmedzenia na ciivé rreba nasta ravidi prce s
[Evidencia, spréva incidentov DFIR RIS lpodra implementacie e e asavh o chak-ofcis oo B et bt S IAP, import/export leif-hosted et B DFIR/SOC tim el
; ) \Vizualizécie, dashboardy a reporty pre SOC  |dashboardy, vizualizécie, volitefne) report REST API (Kibana/Elastic), . laéta v Elasticsearch; retencia podra lPozor na pristup k citivym indexom;
[Reporting Kibana (ELK) lpodra ELK R = indexy v Elasticsearch eporty, kP! dashboaray, expory [1co7 A8 (<henalEios lsucast ELK EEye roly/dashboards permissions lsoC reporting R T,
[znalostna baza (runbooky, postupy, Iverzovanie stranok, sablany, vyhfadavanie, [dokumentacia SOC procesov, FDARIOIDC (Eodre B + stbory; retencia podra internych |Udrziavat "single source of truth’;
[Knowledge portal lpodra implementacie : g J . d { fnterna dokumentacia, runbooky leif-hosted i roly (read/edit/acmin) [sOC knowiedge owner ;

Iplaybooky, onboarding)

lprilohy

incident postupy

lonfiguracie), AP, Git sync (ak
[vyuzité)

lpravidiel

lzaviest proces revizie (napr. kvartaine)




Integraény tok

Oblast / Funkcia (SOC)

Komponent (produkt)

Zdroj > Ciel’

Mechanizmus

Format/payload

Trigger/Frekvencia

Vystup

ELK Stack (Elasticsearch +

indexované udalosti +

SIEM | ogstash/Beats + Kibana) EDR telemetry \Wazuh agents > Wazuh > ELK nativna integracia / ingest alert/event JSON realtime dashboards

ISOAR Shuffle Log ingestion Zdroje logov - ELK syslog/Beats - Logstash syslog/JSON realtime/batch centralizované logy

EDR Wazuh Alert > SOAR \Wazuh/ELK - Shuffle 'webhook/HTTP |JSON (alert) pri alerte spusteny workflow

'Skener zranitel'nosti Greenbone Community Edition (GVM) [CTI enrichment Shuffle > OpenCTI REST/GraphQL ISTIX-like entity/IOC query lon-demand v playbooku lenrichment do incidentu
CTI OpenCTI 10C lookup Shuffle > MISP REST API attribute/event search lon-demand v playbooku reputacia/tagy/IOC kontext
CTI MISP ICase creation Shuffle > DFIR IRIS REST API case/ticket JSON pri relevantnom alerte zalozeny ticket/case

/Asset management GLPI Asset context Shuffle/IRIS > GLPI REST API asset lookup pri triage lowner/kritickost/CMDB data
/Asset management / IPAM/DCIM NetBox Network context Shuffle/IRIS - NetBox REST API/webhook IP/device/site lookup pri triage IPAM/DCIM kontext
Ticketing DFIR IRIS IScan scope NetBox - Greenbone lexport/API IP range/targets planovane definované ciele skenu
Evidencia, spravaii DFIR IRIS \Vuln findings - ticket Greenbone -> DFIR IRIS/GLPI lexport/API/automatizacia report (JSON/CSV) po skene remediation ticket + evidencia
Reporting Kibana (ELK) Reporting ELK - Kibana interné v rdmci stacku vizualizacie priebezne KPI/operativne reporty
Knowledge portal \Wiki.js Knowledge DFIR IRIS > Wiki.js manualne alebo API text/runbook po uzavreti laktualizované postupy
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