V15 SW komponenty

KPB5 — Realizacia rieSenia; typ — zoznam; mesiac odovzdania — M20

T PLAN [OBNOVY_ (58) SR Reroouer A | BEREEN BRAINGIT
NexiGenerationEU
Zoznam komponentov
Nazov komponentu Aplikacia Verzia Licencia Umiestnenie
ELK Stack SIEM Release 8.x MIT License Kubernates
Shuffle SOAR Release 2.1.0 GNU Affero General Public License Kubernates
Wazuh EDR Version 4.14 GNU Kubernates
Greenbone Community edition Skener zranitelnosti Version 24.10 ClizEiie Commolrx;t;ﬁ;i[ti);t:gr Shene Ale 40 Kubernates
OpenCTI CTI Version 6.9.0 Apache License, Version 2.0 Kubernates
MISP CTI Version: 2.5.28 AGPL-3.0 license Kubernates
GLPI Asset management Version 10.0.16 GPL-3.0 Kubernates
NetBox Asset management / IPAM/DCIM Version 4.5 Apache 2.0-license Kubernates
DFIR IRIS Ticketing Version 2.4.20 LGPL-3.0 license Kubernates
DFIR IRIS Evidencia, sprava incidentov Version 2.4.20 LGPL-3.0 license Kubernates
Kibana (ELK) Reportovanie Version 9.2.3 Apache 2.0-license Kubernates
Wiki.js Znalostna databaza Version 2.5 AGPL-v3 License Kubernates




Popis nastrojov

Komponent (produkt)

UZel v SOCsaas

KIGEove capal

Vstupy (zdroje dat)

Vystupy (artefakty)

Nasadenie

UloZenie dat] retencia

Pristupy & RBAC

Prevadzka (owner)

Poznamky | Rizika

[ELK Stack (Elasticsearch +

(Centraina agregécia, indexacia a korelacia

lingest pipeline, normalizécia, vyhradavanie,

[syslog, Windows eventy, aplik. logy,

indexy/logy, detekéné pravidia,

[REST API, Beats/Agent, syslog,

lpouzivatelské roly, prava na

riticke; treba riesi

: , [Elasticsearch storage; retencia ' INaroky na storage/performanci; treba
[SIEM Logstash/Beats + Kibana) [podra implementécle logov + vyhfadavanie a analyza jelerting (ak povolens), dashboards setoveé pruky, cloudlogy, Wazuh  bjorty"dashboardy, reporty webhooky (podra stacku) [reiozad GRIRL: ey RE:) konfigurovaterns indexy/dashboards [50C platform tim iesit zivotny cyklus indexov a zalohy
- fterty z ELK/Wazun, cTi [spustene akcie, zaznamy o ) e o .
lsoAR Shuffie lpodra implementacie a et ; KoKV, | OpenCTI/MISP), tickety z DFIR IRIS, [vykonani, obohatené IREST API, webhooky, konektory [self-hosted (Dacker/K8s) fekanabBlonyjobehulicinca roly pre tvorbu/spstanie workfiow S0 automation/engineering Dals2ntelosstrititajomstvélsciell
(playbooky) itegracie, schvalovania (podra fiow) konfigurovatena Jaudit a schvafovanie zasahov
[webhooky incidenty/tickety

. ; ; . ] lPokrytie agentmi a spravne policy st

leor lozun S Encpoint moniring/detecio  ziadns agentna koncorich bodoc,FIM, detakci,endpoiny sgent), 05 oy, inesrty ey, incident evets, clemeta (azuh AP, ntegrciana set-hosted (manager + agents) [ Va2Un indexy/archiv; retencia e e £

reakcia + posielanie udalosti do SIEM

lpolicy, alerting, zakiadné response kroky

[Elastic/Logstash, syslog

[onfigurovatefna

IsoC endpoint tim

lonboarding/offboarding endpointov

[Skener zranitefnosti

[Greenbone Community Edition (GVM)

[Community

[Pravideiné skenovanie infra/servisov a
reporting zranitefnosti

[piénované skeny, CVE detekcia, reporty,
lscoring (CVSS)

IP rozsahy z NetBox, assety z GLPI,
Imanuéine ciele

Inalezy zraniteMmosti, reporty,
lexporty

[GMP API, exporty (CSV/XML),
Inapojenie cez automatizaciu

[self-hosted (VM/Docker)

llokéina DB so scan vysledkami; retencia

[konfigurovatefna

luzivatelia/role v GVM

[Vulnerability mgmt

(Community edicia moze mat limity v
laktualizaciach/komforte; treba nastavit
|okna skenov a dopad na siet

ISprava a korelacia threat intelligence,

[STIX objekty, knowledge graph, konektory,

[CTI feedy, MISP, manuaine viozenie,

[Tl entity, véizby, obohatené I0Cs,

[REST/GraphQL API, konektory,

ID6lezité nastavit kvalitu zdrojov,

i y [DB (napr. Elastic/Neod] podra setupu);
e [opancT! podiaimplemantécle lobohacovanie alertov/incidentov. lenrichment lexterné zdroje [STIX/TAXII (podra modulov) ~ [*€lf-hosted (Docker/Kas) fetencia konfigurovateina elyforganizécla/préva cT!tim ldeduplikéciu a “confidence”
Imanusine a automaticke feedy, [REST AP, exporty (STIX), .
[Evidencia, zdiefanie a distribucia leventy, atributy/I0Cs, feedy, tagging, A l0C feedy pre SIEM/SOAR/EDR, |- ; . IDB udalosti/atribiitov; retencia podra g itlivé na spravne nastavenie sharingu
cn MisP lpodra implementcie B et T et ] lexterné komunity, analyza lexporty STIXISON/CSY [mozné TAXII (podra [self-hosted (VM/Docker) Ipciticy role-based pristup, sharing pravidia [CTItim. €0 sa mose zdierat von
incidentov [konfiguracie)
Insset management o lpodra implementécie Evidencia aktiv, CMDB/ITSM evidencia,  [asset registry, Zivotny cyklus, vatahy, Jonboarding aktiv, importy, (volitefne) zoznam akti, viastnici, &1ty |oe ot Apt import/export self-hosted IDE; retencia podra internych pravidiel  [roly (IT/SOC/Eitanie) T/Asset tim [valita CMDB je klucovs pre skeny a
|vazba na viastnikov a sluzby (volitefne) helpdesk moduly INetBox, manusine zaznamy lpre skeny/detekcie priorizéciu incidentov
Insset management / PAMIDCIM |NetBo oata implementici oty topalogk (podkiad e skey. PAM, DCIW,inventr, vetahy, aporty [Tendne/autamatokénapianie [P rozsahy pre Groenbons, ees g, wabhooks car-hostea bs; retenci podta ntemy pravicel rlyfpréva Networfinra tim [Trebs udrdiaval studinost _nak
age etBo; lpodra implementcie e el pr y , DCIM, inventér, vztahy, exporty  LTe00eH mapovanie mira pre SOC , webhooks elf-hoste ; retencia podra internych pras lyfpréy et ey el
ISprava ticketov a loh SOC (triage, [casefticket workflow, priradenie, lalerty zo SIEM/SOAR, manuéine |AP1, webhooky (podfa . roly (analyst/lead/admin), pristup podfa IDlezité je jednotné pomenovanie a
[Ticketing DFIR IRIS lpodra implementacie loskalacie, SLA) e ey s ickety, stavovanie, auditrail (10 BRI T B o soAR [Fefi-hosted IDB pripadov; retencia konfigurovatefna (2% | ISOC operations ez v mora
[evidovanie incidentov, artefakty, prilohy, .
i . (Centréina evidencia incidentov a dokazov  [¢v =3 fickety, dokazy z vySetrovania, incidentné spisy, evidencné . IDB + lozisko priloh; retencia podla |role-based pristup, obmedzenia na citlivé [Treba nastavit pravidia prace s
[Evidencia, sprava incidentov. DFIR IRIS lpodra implementcie (case managoment i chain-of-custody (ak [exporty 2 ELIWaruh/Gresnbone  [xéznamy, export pre audit |API, import/export [self-hosted lpoltiky s IDFIR/SOC tim [dokazmt o ativgrmi cdtami
" . |Vizualizacie, dashboardy a reporty pre SOC aldashboardy, vizualizécie, (volitefne) report IREST API (Kibana/Elastic), i ldéta v Elasticsearch; retencia poda [Pozor na pristup k citlivym indexom;
[Reporting [ibana (ELK) lpodra ELK e lexport indexy v Elasticsearch reporty, KPI dashboardy, exporty 27 2 RNEEe lstcast ELK ISIEM poltiky roly/dashboards permissions. S0C reporting [ocdelt iow pre rozne pubiikum
Znalostna baza (runbooky, postupy, Iverzovanie stranok, Sablony, vyhladavanie, |dokumentacia SOC procesov, ppoioinciEodi IDB + subory; retencia podra internych \Udrziavat “single source of truth”
[Knowledge port [Wikijs lpodra implementcie b b loriohy 5 b > b interna dokumentacia, runbooky ~ [konfiguracie), API, Git sync (ak _[self-hosted B roly (read/edit/admin) ISOC knowledge owner i

Iplaybooky, onboarding)

incident postupy

vyuzite)

lpravidiel

[zaviest proces revizie (napr. kvartine)




Integraény tok

Oblast / Funkcia (SOC)

Komponent (produkt)

Tok

Zdroj > Ciel’

Mechanizmus

Format/payload

Trigger/Frekvencia

Vystup

ELK Stack (Elasticsearch +

indexovane udalosti +

SIEM Logstash/Beats + Kibana) EDR telemetry Wazuh agents > Wazuh > ELK nativna integracia / ingest alert/event JSON realtime dashboards

ISOAR Shuffle Log ingestion Zdroje logov - ELK syslog/Beats - Logstash syslog/JSON realtime/batch centralizované logy

EDR \Wazuh Alert > SOAR \Wazuh/ELK - Shuffle 'webhook/HTTP |JSON (alert) pri alerte spusteny workflow

'Skener zranitel'nosti Greenbone Community Edition (GVM) |CTI enrichment Shuffle - OpenCTI REST/GraphQL STIX-like entity/lOC query lon-demand v playbooku enrichment do incidentu
CTI OpenCTI 10C lookup Shuffle > MISP REST API attribute/event search lon-demand v playbooku reputacia/tagy/IOC kontext
CTI MISP ICase creation IShuffle > DFIR IRIS REST API case/ticket JSON pri relevantnom alerte zalozZeny ticket/case

/Asset management GLPI /Asset context Shuffle/IRIS -> GLPI REST API asset lookup pri triage owner/kritickost/CMDB data
/Asset management / IPAM/DCIM NetBox Network context Shuffle/IRIS - NetBox REST API/webhook IP/device/site lookup pri triage IPAM/DCIM kontext
Ticketing DFIR IRIS 'Scan scope NetBox - Greenbone lexport/API IP range/targets planovane definované ciele skenu
Evidencia, sprava ir DFIR IRIS \Vuln findings - ticket Greenbone - DFIR IRIS/GLPI lexport/API/automatizacia report (JSON/CSV) po skene remediation ticket + evidencia
Reporting Kibana (ELK) Reporting ELK - Kibana interné v rdmci stacku vizualizacie priebezne KPI/operativne reporty
Knowledge portal \Wiki.js Knowledge DFIR IRIS - Wiki.js manualne alebo API text/runbook po uzavreti laktualizované postupy
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