V15 SW komponenty

KPB5 — Realiz4cia rieSenia; typ — zoznam; mesiac odovzdania — M20

URAD VLADY

ZuNSKA UM ERZTAY ZLINE

[ [ PLAN [OBNOVY (B8] | sevensiinervenner A | BEREEE BRAIN:IT

NextGenerationEU

Zoznam komponentov

Nazov komponentu Aplikacia Verzia Licencia Primarne nasadenie Aplika¢na vrstva

ELK Stack SIEM Release 8.x MIT License Docker / OpenStack (PoC) Docker / Docker Compose
Shuffle SOAR Release 2.1.0 GNU Affero General Public License Docker / OpensStack (PoC) Docker
'Wazuh EDR Version 4.14 GPLv2 Docker / OpenStack (PoC) Docker
Greenbone Community edition Skener zranitelnosti Version 24.10 Clistlile Catinmens Aiil ity Siele Al A0 Docker / OpensStack (PoC) Docker

International

OpenCTI CTI Version 6.9.0 Apache 2.0 license Docker / OpensStack (PoC) Docker Compose
MISP CTI Version: 2.5.28 AGPL-3.0 license Docker / OpensStack (PoC) Docker Compose
GLPI Asset management Version 10.0.16 GPL-3.0 Docker / OpensStack (PoC) Docker
NetBox Asset management / IPAM/DCIM Version 4.5 Apache 2.0 license Docker / OpenStack (PoC) Docker
DFIR IRIS Ticketing Version 2.4.20 LGPL-3.0 license Docker / OpenStack (PoC) Docker
DFIR IRIS Evidencia, sprava incidentov Version 2.4.20 LGPL-3.0 license Docker / OpensStack (PoC) Docker
Kibana (ELK) Reportovanie Version 9.2.3 Apache 2.0-license Docker / OpensStack (PoC) Docker
\Wiki.js Znalostna databaza Version 2.5 AGPL-v3 License Docker / OpenStack (PoC) Docker




Popis néstrojov

Oblast / Funkcia (SOC)

Komponent (produkt)

Edicia/ Verzia

Ugelv S0Caas

KIGEové viastnosti (capability)

JELK Stack (Elasticsearch +

[Centréina agregécia, indexécia a korelécia logov

Vstupy (zdroje dat)

Vystupy (artefakty)

Integracie / APL

Nasadenie

Ulozenie dat/ retencia

Pristupy & REAC

Prevadzka (owner)

Poznamky / Rizika

[Zoer dat (Logstash ingest pipeline/data
ingestion), normaizacia, korelacia udalosti,
Jlerting,

[Systémove logy, siefové logy, logy 2
[cloudovych systémov, endpoint
logy, logy z IAM systémov, aplikacné,

Indexy/normalizované logy,

[REST API, Beats/Agent, syslog,

), JSON

[Pouzivatefské roly, prava na

|+ posielanie udalosti do SIEM

response kroky

logov, audit systémov, podniknutie zakladnych

[FIM, integrity events

ISIEM, informécie o stave
Koncbujn parscont (sncpoin)

[Elastic/Logstash, syslog

Iretencia konfigurovatefna (zosuladenie
lso SIEM)

lspravu agentov, pravidiel

3 . uster . ISOC tim (bezpecnostni analytici) + SOC  [Néroky na ulozisko/vykon; treba rieit
[SIEM |Logstash/Beats + Kibana) [podta implementécie |+ vyhfadavanie a analyza indexécia a vyhfadavanie (Elasticsearch logy, Netfiow, IPS/IDS systémy,  (Gciokene pravidid, alerty, [webhooky (podra stacku) Eeliicaie M Deskel e ) \ugy (lnuexy), retencia konﬁgumvale\na pravana spraviimanazer [zivotny cyklus indexov a zélohy
databaza), vizualizacia (Kibana dashboards),  [syslog, Windows eventy, Wazuh ~[12"00ardY. reporty, exporty dt fncexoy, pravidiel
retencia a archivacia logov Jaterts,...
[Alerty zo SIEM systémov 7 P
ot I EEDe (ELKAWazun), slerty 2 EDR [Spustené akce (responce), [t G s i
[soar [shuffie lpoara implementacie liplaybooky), prepapme jednotiivych lostatnymi SOC komponentami), automatizacia [systémov, data z CTi systémoy 24218y o vykonani, vyIvorené a |ogqr npi, webhooky, konektory [self-hosted (Dacker/K8s) asbdzajiisonitaenat Iearc [Roly pre tvorbu/spistanie workflow a 506 pezpegnostny inzinier+ SOC manazeér| L e
e e e T s (OpenCTIMISP).tickety 2 DFIR IR, [Pbohatené incidentyitickety, [konfigurovaterna lplaybookov, spravu integrécil Jaybookoch, ingls pantof fallurapre
[t stupy z playbookov Eutomatzacia
chrana a monitoring na koncovych bodoch, [Bezpecnostné alerty, endpoint 55ia zétaz na koncovych
§ . . [Endpoint telemetria (procesy, [Wazuh indexy (JSON format), databsza, [Roly/Pouzivatelia (Wazuh UElastic), prévals o i« p—— ;
EpR b e [Endpoint maritoringdetekcie  zékladnd reakcla HIPSHIS funkcionaita FIM, detekcle analyze |80 OS VLR, ogy ncident event, telemetiado Wazuh AP integricia na bt I Htanie alertov, vyaetrovanie. préva na.[S0C tim (specialista na EDR bezpecnost) +zariadeniach (endpaintoch), velke

ISOC bezpecnostny inzinier

Imnozstvo logov, nastavenia privilégii
Ina koncovych hostoch

|kener zranitefnosti

[Greenbone Community Edition (GVM)

|community

[Pravideiné skenovanie infra/servisov a reporting
[eranitenosti, identifikacia slabin v systémoch

lpodpora prioritizécie oprav (patching-u

[Skenovanie sieti, CVE skenovanie a detekci

[zranitefnosti (CVSS)

eporting a rorizacia sraneinosti hodnotenie
)

Informécie o aktivach (IP adresy,
rozsahy, hostname), CVE/NVT
lfeeay, pristupové udaje

L Y R,
lexpor my néjdenych CVE,
[ hoantonis fnka (CVS%)

[GMP API, exporty (CSV/XML),
Inapojenie cez automatizaciu

[setf-hosted (VM/Docker)

iy
ISON/XML formé retencia
konﬂgumvate\ ind

[Pouzivatelia/role v GVM, préva na &itanie
Ireportov, prava na spustanie skenov,

ISOC tim ($pecialista na zranitefnosti) +
ISOC manazer

|Community edicia mbze mat limity v
laktwalizaciach/komforte; treba nastavit
knd skenov a dopad na sief, mozna

2ataz na siet a skenované systémy

[Zber a analyza informacii o hrozbach,

[poskytovanie kontextu k jednotiivym incidentom.

lanalyza a vizualizicia vztahov (attack

[Modelovanie hrozieb (STIX), obohacovanie dat,

[Externé CTi feedy (TAXII, API), MISP,|

pradsi wozien (CT ey, vazty,

[REST/GraphQL AP, konektory,

[Databéza (napr. Elastic/Neod] podra

. podpor
CrotnelSho rcsenis meenton

[moznost integracie s inymi nastrojmi

orcdroravand atiény, full e Wyhiadavanie,

mcmem postupy, SOAR playbooky,
reporty

[z predehadzajccich incidentov

[tesson learned)

loyuzits)

ldokumenty);retencia podfa internych
fpravidiel

lzapisovanie

V . - IDslezité nastavif kvaiitu zdrojov,
en fpercTt pocta mplamentcio Boviva ortica s obenacovams aiatack vacofivest o campalgn [Tanun oteniextmyct \tahy) coohatens 0Gs,exprty T2 EUANCE T, SR ethosted Dockerkes) Cetapi encia enfirovatend o (FBAC) TLP abmedzenia s0c tim GpecialitanaCTI CTlanalykl G0 ke
tracking), TAXIV/AP! integrécie jarojov, zdroje vizualizacie (grafy
[Zdielanie atribitov/10Cs, real-time event-based
lzber a analyza informacii o hrozbach, A 4 .
T automstcky mportexport nforméc (CTI o0 fedy; exteré zoje OpenCTI o€ feody pro SIEWISOARIEDR,  REST APL exorty (STIX), § lrote
len Iwise bodra implementacie oSkt vanie Kolextu K Jecnotiym INCASNIOM. i), oznacovanie, organizacia a komunitné —platforma, maiware sandbox,  exporty STIX/JSON/CSV, CTI mozné TAXII (po sei-nosted (vM/Docker) [Patabaza udslostatrbitov (lC eventy -[Role-based pristup (REAC) ShaMg o0 tm (specialsta na CTI/ Tl analyi) |C41v¢ 12.$Préune nastavenie sharingu
LGy lzdiefanie informécii (pomocou TLP), TAXI/API  [manusine zadané vstupy venty lkonfiguracie) d i Aily 0GR
blertovfincidentov.
integracie
Inventarizicia hardvéru/ softvéru, CMDB
5 ol CMDE, IDiscovery nastroje, manuzine vstupy . . s relatng i alta CMDB o Ktova re skeny a
zivotny cyklus a riadenie aktiv, moznost [zoznam aktiv, viastnici, vztahy IDatabaza; relacné data (CMDB ;
|asset management loLpi lpodra implementacie E“"“f":‘avak"“’ OMDB/ITSM evidencia, v&20a N2l yniadavania ‘novych’ aktiv (discovery plugins), [0 PUZvatelow itegrécla & NVl oy aktivami, CMDB dita, IREST API, import/export lseif-hosted (Docker/K8s) lcéznamy), retencia konfigurovatetng "0 Pre JeGnoiive pristupy a opravnenia, ‘(T/dAr:se)‘ tim / SOC bezpetnostny ininier pno‘;wlz'a“:m inidetov,obéasné
jraznlicye iz lprepojenie na ticketing systém, prepojenie na  [{SCE MANAGEMNt SYSIEMY fatributy pre skeny/detekcie [podra internych pravidiel jerisainaEprivuay S R R T
lpouzivatefske, viastnicke a organizaéné vazby | oo [ieorseiac
[Riadenie siefovych aktiv a sluzieb, IPAM, DOIM, ; [P rozsany, topologia siete e e g
. . s Discovery nastroje, SNMP, manusine [ /02521, topolégia siete, IDatabaza; relaéné déta (IP, zariadenia, . srost i
e e e ool [videncia  sprava aktiv obohaten o riadenie faduainy centraiizovany Iventér (Source of ' |DSC0ue 1as(le, BUD inventar inf anie oe T APl webhooks [ pae) eenc koo IRoly pre jednotivé pristupy a opravnenia, [Network/infra tim, IT/Asset tim /SOC  [Treba udrziavat aktuainost - inak
lietovej infrastruktary ruth), modelovanie a vizualizacia topoidgie sete, Y319 IMESILEIa (FSBle: finfragtrutiry pre SOC (APIdital LRl Jpréva na sprévu aktiv ezpecnostny ininier (admin) skeny/monitoring mifaj el
lexporty : th Jsource of trut P SEE
. , . (Case/ticket manazment, incident workflow, _[Data o incidentoch (alerty) z0 P
cvetng s I Seava tokstow, potadavilc s don S0C (rage, | L i e SEWSOAR, dokezy logyhcTI ket stavy iedeni,audtrai, AP, webhooky (odta tenostes (nDocien batbiz pripacor sson format R anaystfeadiadni).prdve ns E1an ooy eazpacnostlanay) + soc. [P0 lelecnomé pomerovanie s
o cidenty intearcia o SIEM @ SOAR, vtupy do krtext,EOR lerty, manudine. Kiohy a wordiw Imoznosti,integracia so SOAR Felacné aita; retencia konfigurovateia [nCi9entov: Prava na précu ne pi a e e
Jaucitnéno hocnotenia, Sabiony pripadov [wytvorenie vstupov
S v e e R peep oot st o v ot e ettt
Evidencia, spréva incidentov IDFIR IRIS lpoda implementécie e ‘em‘ma P Caovaos o Chain st sty ranentng [Ickety, dokazy z vySetrovania, CTI  E3PeY 2 INCLENY SVAHENE  lapl, import/export Jseif-hosted (VM/Docker) ncidentov + dokazy); retencia podfa fincidentov, prava na prcu na pripade |20l |d0kazmi a citlivymi datarni, mozné
I casove kontext, EDR artefakty lolitiky ncidentu, prava na schvafovanie zahitenie vekym objemorn dat
Rea ime » tarckd vizsaizaci s eshboardy
\Vizualizicie, prehfady, dashboardy a reporty pre [(grafy, heatmapy), export reportov, pristup na o™y, Elasticsearch, alerty (SIEM).\y;7,a1z5cie  dashboardy (grafy/ [REST A IDéta v Elasticsearch databaze; retencia [Roly a opravnenia naviazané na S0C tim (bezpenostni analytici) + SOC  [7o20" N2 Pristup k citivym indexom;
Reporting [kibana (ELK) lpodra ELK e [EDR déta (Wazuh indexy), skeny z ARUlb lsucast ELK A i pristup k SIEM détam, oddelit view pre
[SOC tim, manazment a audit zakiade roli 2 opravneni (role-based pristup), (£ S41a (VA2 L AR BV eplotné mapy), exporty reportov. [ntegracia v rémci ELK lpodra SIEM poiitiky [Elasticschearch, prava dashboardy manazér P
euston reporting J
o oh Uchovavarie o defrte okumertace, [Pokumentacia P
fraosingbéza (unbooky, postupy, plybos, IDokumentécia SOC procesov, LLDAP/OIDC (podfa IDatabaza + stibory (Markdown/HTML : N —
Knowdge portal hwiijo ot implementicie Dooky. POSILPY, PI2ybooky: verzovane stranok, RBAC pr (runbooky/piaybooky), nformacie [ OAPIODC LR L ke [Roly (read/edit/admin), préva na éitanie,  [SOC tim (bezpeénostnl analytici) + SOC  [Udrziavat “single source of truth’;

Zaviest proces revizie (napr kvaridne)




Integragny tok

Oblast / Funkcia (SOC)

Komponent (produkt)

Tok dat

Komunikaény tok (Zdroj - Ciel)

Mechanizmus

Format/payload

Trigger/Frekvencia

Vystup

ELK Stack (Elasticsearch +

'Tok do SIEM: logy, sietové data, IoC z CTI

Tok do SIEM:
\Wazuh agents > Wazuh - ELK / CTI - ELK/
sietové zariadenia > ELK

Log forwarding (syslog/Beats), REST API,

|JSON format, ECS (Elastic Common

Indexované udalosti,

SIEM o Tok zo SIEM: 3 & Realtime centralizované a korelované
Logstash/Beats + Kibana) alerty > SOAR/incident response (DFIR IRIS), . Elasticsearch index access, webhooky Schema), CSV, NetFlow/IPFIX logy, alerty + dashboards
data-> Kibana (reporting) ELK> SOAR
'Tok do SOAR: alerty zo SIEM, alerty z EDR, .
A gy 5 Tok do SOAR:
0C z CTl, triggers z incident response, NAlezy g  _; shyffle(SOAR), Wazuh (EDR) » Shuffle
ST B AR s CTI > Shuffle, skener zranitelnostf -> Shuffle Realtime/event-drive (pri ziskani [Automatizované reakcie v ramci
ISOAR Shuffle Tok 2o SOAR: ok 20 SOAR: REST API, webhooky, triggers |JSON/HTTP request, YAML alaertu zo SIEM/EDR) celého SOC cyklu
el = BRI InTesiel e, Shuffle > Wazuh (EDR), Shuffle - siefova
ticket > ticketing, obohatené ddta z CTI > it gt ktura, Shuffle DFIR IRIS (ticketing)
incident response
'Tok do EDR: endpoint telemetria z koncovych
zariadeni Tok do EDR: Shuffle » Wazuh (EDR) | - " . a -y [Endpoint alerty, odozva a
EDR Wazuh /Agent-based komunikacia, log forwarding, REST USON (alert), syslog Pri alerte (zachytgne pravidlo) e e o

Tok z EDR: alerty> SIEM/SOAR, logy-> SIEM,
responce akcie - lokalny endpoint/host

Tok z EDR: Wazuh (EDR) - ELK(SIEM)

API

real time monitoring

koncovych zariadeniach

ISkener zranitelnosti

Greenbone Community Edition (GVM)

ITok do SZ: aktiva z asset management
systému, CVE/NVT feedy

'Tok z SZ: reporty zranitelnosti -
SIEM/ticketing + incident response, nalezy
-.SOAR, data - Kibana

'Tok do SZ: GLPI/Netbox > GVM
'Tok z SZ: GVM - ELK, GVM - Shuffle

REST API, feed synchronizacia, export,
naplanované skeny

ISTIX-like entity/lOC query, XML,
|JSON, CSV, CVE/NVT formaty

'On-demand v playbooku,
planované skeny

IObohatené data do incidentu,
zoznam zranitelnosti, skdre rizik

'Tok do CTI: externé threat intel feedy, loC z
inych zdrojov/CTI nastrojov, incident data zo
SIEM/ incident response

Tok do CTI: MISP/ iné CTI - OpenCTI, externé
zdroje - Open CTI, ELK/ DFIR IRIS - OpenCTI

'On-demand v playbooku, pri

IObohatené data do incidentu,

cTI OpenCTI REST API, GraphQL AP, STIX/TAXII, konektory |JSON, GraphQL, TAXII, STIX ate
Tok z CTI: obohatené déta - SIEM/SOAR/  [Tok z CTI: CTI = ELK, CTI = Shuffle, CTI » e snionaet (SputctaoyIOElCRtex
incident response, STIX/TAXII feed - externé |MISP/ iné CTI
CTI nastroje
'Tok do CTI: externé threat intel feedy, loC z
inych zdrojov/CTI nastrojov, incident data zo |Tok do CTI: OpenCTI/ iné CTI - MISP, externé
Il I Gl reee Feira2 = WP, Sl RIRR RS = S . USON, MISP formét, STIX, CSV, |On-demand v playbooku, pri Obohatené data do incidentu,
e lEsP RESIEERIEAicecl MECIeXbCTE OpenlOC relevantnom alerte reputacia/tagy/IOC kontext
Tok z CTI: obohatené data - SIEM/SOAR/  [Tok z CTI: CTI = ELK, CTI - Shuffle, CTI - P P 9y
incident response, STIX/TAXII feed - externé |OpenCTI/ iné CTI
ICTI nastroje
T°k do‘A_M SVS‘eT: dlsgovery_;latg, 'Tok do AM system: sietové zariadenia/endpointy
informéacie o pouzivateloch/ vazbach na > GLPI
|Asset management GLPI laktiva REST API, discovery agents, AD/LDAP integracie, USON, CSV, LDAP/AD objekty Re‘al-llmef synlchroqlzac\a, Zoznam gk(lv aich vazieb,
. -~ q import/export planované zistovanie ICMDB data
i Al o 'Tok z AM system:GLPI - skener zranitelnosti,
'Tok z AM system:informécie o aktivach - GLPI - ELK/Shuffle/ / DFIR IRIS
SIEM/SOAR/ incident response nastroje
Tok do AM system: aktualne data o stave
sietovej infrastruktury (sync z nastrojov/
Source of Truth),discovery data, informéacie o |Tok do AM system: siefové zariadenia/endpointy
pouzivateloch/ vazbach na aktiva, informécie |-> Netbox q L A Zoznam aktiv a ich vazieb,
|Asset management / IPAM/DCIM NetBox o topoldgiach 552;2?;’;";%?;;‘:! g‘ggr&i?gg'/ Terraform) [JSON, YAML, CSV R;ar:ot\llr::é sz)i/:f(;r\)raon?gac\a, topoldgia sietovej infrastruktiry,
Tok z AM system:Netbox - skener zranitelnosti, 9 P IPAM/DCIM kontext
ITok z AM system: informacie o aktivach > Netbox-> ELK/Shuffle/ DFIR IRIS
SIEM/SOAR/ skener zranitelnosti/incident
response nastroje
'Tok do Ticketingu: alerty zo SIEM, vystupy zo
SOAR, obohatené data z CTI, data z
EDR/skenera zranitelnosti, manualne zadané |Tok do Ticketingu: ELK - Shuffle-> DFIR IRIS Zalozeny ticket, prioritizécia
o - data od pouzivatela . |JSON, HTTP payloady, rézne druhy |Po prijati alertu zo SIEM/SOAR, pri |: Ay i
|Ticketing DEIRIRIS 'Tok z Ticketingu:DFIR IRIS (interne vramci RESTIAREIWebhookylinterpallworkiiow priloh (r6zne formaty) manualno vytvoreni ticketu 'Ze:dnoél\',\gécnz;‘Sl;ea‘?;’é‘;ﬁ:me
'Tok z Ticketingu:incidenty/tickety/ ilohy -  [systému), DFIR IRIS - SIEM P
incident response nastroj, spatna vazba -
SIEM
'Tok do IR nastroja: alerty zo SIEM, vystupy zo
SOAR, obohatené data z CTl, data z
EDR/skenera zranitelnosti, trigger z ticketing
systému Tok do IR nastroja: DFIR IRIS (interne vramci - & frerefl A a
A P g e \VySetreny incident, vzniktuté
gystemu)iticketing > incident response REST API, workflow engine, case management reporty z priebehu vzniku a
Evidencia, sprava incidentov DFIR IRIS Tok z IR nastroja: reporty - B ‘ gine, 9 |JSON, PCAP, screenshoty, logy Pri vzniku ticketu, SOAR trigger " zetr"clzvazia e e TG
reporting/knowledge portal, aktualizovany  [Tok z IR nastroja: DFIR IRIS - Kibana, DFIR IRIS - [*Y inycidemu P
stav pripadu/ ticketu v ticketing systéme, > Wiki.js
'vykonané akcie v sieti automatizované/
'vykonané manualne adminstratorom po
'vyhodnoteni pripadu SOC analytikom
Tok do reporting: data zo SIEM/EDR/skenera [Tok do reporting: ELK (Elasticsearch) - ELK
. ) zranitelnosti/ incident response nastroja (K\bana)f Wazuh - Kibana, GVM - Kibana, DFIR Interné v ramci stacku (Elasticsearch queries), Vizualizacie - JSON, Elasticsearch Frlebezne v pravwdelny{:h V|zual|;acwe a dashboardy,
Reporting Kibana (ELK) IRIS - Kibana REST API, WEB Ul DLS, CSV/PDF export intervaloch, pocas celej doby loperativne reporty, reporty po
'Tok z reporting: dashboardy/reporty > SOC ' " PO prevadzky SOC analyyze incidentu
tim/manazment Tok z reporting: Kibana > SOC tim/ manazment
'Tok do KP: playbooky zo SOAR, zizkané
rZ::;%Sr‘llslePOSIUPy (lesson learned) zincident \ro\ 4. kp: Shuffle - Wikijs, DFIR IRIS - Wikijs
Knowledge portal IWiki js REST API, WEB UI, GIT integrécia Text/runbook - Markdown jazyk, Po uzavreti bezpecnostného /Aktualizované postupy pre

Tok z KP: postupy - SOC tim (analytici),
znalosti > SOAR/ ticketing+ incident
response nastroj

'Tok z KP: Wiki.js - SOC tim (analytici), Wiki.js -
Shuffle > DFIR IRIS

HTML, JSON

incidentu/bezpecnostnej udalosti

rieSenie incidentov
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