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Description of tools

Integrati

Component name Application Version Licence Location
ELK Stack SIEM Rolease 8. MIT License Kubernates:
Shuffle SOAR Release 21.0 GNU Affero General Public License Kubernates
Wazuh EDR Version4.14 Ny Kubernates
Greenbone Community edition Vulnerability scanner Version 24.10 e A o Kubernates
OpencTi cn Version 6.9.0 Apache License, Version 2.0 Kubernates
misP. cn Version: 2528 AGPL30 lcense. Kubernates
GLpl Asset management Version 10.0.16 GPL30 Kubernates.
NetBox Asset management / PAMIDCIM Version 4.5 Apache 2.0-license Kubernates
DFIRIRIS Ticketing Version 24.20 LGPL3.0 license Kubernates
DFIRIRIS Incident recording and management Version 24.20 LGPL30 license Kubernates.
Kibana (ELK) Reporting Version 9.2.3 Apache 2.0-icense Kubernates.
Wikijs Knowledge database Version 25 AGPL License Kubernates:
Area Edition / Version Integrations / APL Deploment retention Notes /Risks.
ELK Stack (Elaticsearch + Logstash/Beats + Central aggregation, ind logs + h,alerting (f | syslog. indicesfogs, e REST AP, Beats/Agent, syl Storagefperformance demands; the Index fe
SIEM depending on the implementation user oc
Kibana) CIRIG & search and analysis enabled), dashboards network elements, cloud logs, Wazuh alerts | dashboards, reports webfooks depending on the stack) cycle and backups need to be addressed
P executed actons, execution records, Itisimportant to handle secets, auditing and
soAR Shuftie depending on the implementation (OpenCTUMISP), tickets from DFIR IRIS, 5 " |ResT APl webhook « oc L I
(playbooks) intgrations, approvals (dependingontefow) | (0" CV enriched ncidents/tickets approval of nterventions
Agent coverage and correct polices are
FIM, detections, plicy, alertin ration with
EDR Wazuh depending on the implementation . oslogs, fers [ N T selt-hosted (manager + agents) oc team crtcal; onboarding/offboarding of endpoints
sending events to the SIEM basic response steps Elastic/Logstash, sys10g
needs to be addressed
The Community edition may have limitations in
ular a reports, scorn Pl GMP AP, exports (CSVIXML),
Vulnerability scanner Greenbons Community Editon (GVM Communi ,reports, exports Vatnerabily mgmt updates/convenience; scan windowis and
& DEeR) Y wulnerablty reporting (cvss) manualtargets T connectionvia automation L <
TIX object: . CTifeeds, MISP, manualinput, external | T entie, relationshi hed10C: API, connectors, DB (e.¢. Etastic/Neodj depending on the setupl; Itisimportant to setsource quality,
n e implementation Ch v P fons/permissions T
en it BT enrichment of alerts/incidents enrichment sources exports STINTAXI (depending on modutes) | %2101 (Pocker/Kes) configurable retention R 2D Citeam deduplication and “confidence”
i \ teral i nar
o e Recording,shring and dstibulon o OCSIRVES, || o g sharng ) REST API, exports (STIX), ossibly TAXI I N - Sensilive tocorrect sharing settings (what may.
2 be shared externally)
nbaarcing, mports, (optionaly) tibutes
Asset management . sependingonthe Implementation Asset records, CMDB/ITSM records, inksto owners | asset registr, lfe ycle, relationships, (optionally) | asset listof assets, e — - ssetteam CMDB quality s key or scans and incident
and senvices helpdesk modules NetBor, manual records scans/detections prioritzation
Source oftruth or IP ranges, devices, stes, topoloy manual/automatic population of 1P ranges for Greenbone, nfrastructure Mustbe kept up o date —otherwise
Asset management / IPAM/DCIM NetBox depending on the implementation g P18 | ipaM, DCIM, inventory, relationships, exports: G 2 RESTAPI, webhooks self-hosted Network/nfra team e
(basis for scans and monitoring) infrastructure data mapping forthe SOC scans/monitoring miss their arget
et and iage, ment, comment  webh ) m m
Ticketing DFIRIRIS depending on the implementation e alerts from SIEM/SOAR, manual creation | iket: udit il LRk IMeIR e selt-hosted case DB; configurable retention e 0C operati O T S T
escalations, SLA) SAvtags o are important
Gentral tefacts, atachment +attachme i i nsit
Incident recording and management DFIRIRIS depending on the implementation (EEE incident il o foraudit [Pl selthosted DB +attachment storage; etention according o |1, pceq pssTor oz srines darete daty
management) tmeline,chain-of- used) policy needto be set
i " 2 rchi f nsit ; separ
R . S Visualzatons,dashboards andrepors forneSOC [ A, RESTAPI (KbanaEastc),megration | o\ data In lasticsearch; retention according (o SIEM et Beware of access to sensitive Indices; separate
and management within ELK policy views for different audiences
rocedur i intaina s i
Knowledge portal Wikijs depending on the implementation Knowtedge base (unbooks, procedures, paybooks. | . versioning, templates, search, attachments | 1°¢HMeMaon of SOC processes, ncldent |11y 4ocumentation, unbooks R ) selt-hosted res SOC knowledge ovner PN BRI T e
onboarding) procedures configuration), APL, Gt syne (fused) review process (e.¢.quarterly)
jon flow
Area / Function (S0C) Component (product) Flow Source > Target Mechanism Format/paytoad Trigger/Frequency Output
SIEM o EDRtelemer Wazuh agents > Wazuh > ELK native inegration / Ingest alert/eventJSON realtime Indexed events + dashboards
soAR Shuftie Logingestion Logsources > ELK syslog/Beats » Logstash syslog/ISON realtimefbatch ceontralized logs
EDR Wazuh Alert> SOAR Wazuh/ELK > Shuffle Webhook/HTTP JSON (alert onalert uiggeredworklow
Vulnerability scanner Greenbone Community Editon (GVM) CTienrichment Shuffie > OpencTl REST/GraphQL. STix-like entity/I0C query
cn OpencTi 10 tookup Shutfle» MISP RESTAPI attbute/eventsearch
cn Misp Case creation Shuffie » DFIR IRIS RESTAPI casefticketSON onarelevantalert created icket/case
Asset management oLpl Asset context Shuffle/IRIS > GLPI RESTAPI assetlookup during riage ownerfcltcalty/CMDB data
Asset management / IPAM/DCIM Nettox Network context Shufft/IRIS > NetBox REST APwebhook 1P/devicesite lookup during tisge IPAM/DCIM context
Ticketing DFIRIRIS scanscope NetBox-> Greenbone exporUAPl 1Prangetargets scheduled defined scan targets
DFIRIRIS Vol findings » ket Greenbone > DFIR IIS/GLP! exportAPY/automation afterthe scan
Reporting Kibana (ELK) Reporting ELK> Kibana internal within the stack visualizations continuously KPoperational reports
Knowledge portal Wikijs Knowledge DFIRIRIS > Wikijs manualy or API textrunbook afterclosure updated procedures




