Oblast Nazov nastroja Nainstalované u koho
SIEM ELK Stack BRAIN:IT + FRI
SOAR Shuffle FRI
EDR Wazuh BRAIN:IT + FRI
Skener zranitelnosti Greenbone Community edition |BRAIN:IT + FRI
CTl OpenCTI FRI
MISP FRI
Asset management GLP BRAIN:IT
NetBox FRI
Ticketing DFIRIRIS FRI
Evidencia, spravaincidentov [DFIRIRIS FRI
Reporting Kibana (ELK) BRAIN:IT + FRI
Knowledge portal Wiki.js BRAIN:IT




Zodpovedna osoba

BIT

FRI - Uramova

BIT

BIT

FRI - Uramova

FRI - Uramova

BIT

FRI - Segec

FRI - Uramova

FRI - Uramova

BIT

BIT




Oblast/ Funkcia (SOC)

Komponent (produkt)

SIEM ELK Stack (Elasticsearch + Logstash/Beats + Kibana)
SOAR Shuffle

EDR Wazuh

Skener zranitelnosti Greenbone Community Edition (GVM)
CTl OpenCTI

CTI MISP

Asset management GLPI

Asset management/IPAM/DCIM |NetBox

Ticketing DFIRIRIS

Evidencia, sprava incidentov DFIR IRIS

Reporting Kibana (ELK)

Knowledge portal Wiki.js




Edicia / Verzia

podla implementacie

podla implementacie

podla implementacie

Community

podla implementacie

podla implementacie

podla implementacie

podla implementacie

podla implementacie

podla implementacie

podla ELK

podla implementacie




Uéelv SOCsaas

Centralna agregacia, indexacia a korelacia logov + vyhladavanie a analyza

Orchestracia a automatizacia reakcii (playbooky)

Endpoint monitoring/detekcie a zakladna reakcia + posielanie udalosti do SIEM

Pravidelné skenovanie infra/servisov a reporting zranitelnosti

Sprdva a koreldacia threat intelligence, obohacovanie alertov/incidentov

Evidencia, zdielanie a distribucia I0Cs/events, feedy pre detekcie

Evidencia aktiv, CMDB/ITSM evidencia, vazba na vlastnikov a sluzby

Zdroj pravdy pre IP rozsahy, zariadenia, lokality, topoldgiu (podklad pre skeny a monitoring)

Sprava ticketov a uloh SOC (triage, eskalacie, SLA)

Centralna evidencia incidentov a dokazov (case management)

Vizualizacie, dashboardy a reporty pre SOC a management

Znalostna baza (runbooky, postupy, playbooky, onboarding)




Klicové capability

ingest pipeline, normalizacia, vyhladavanie, alerting (ak povolené), dashboards

workflow/playbooky, automatizacia krokov, integracie, schvalovania (podla flow)

agent na koncovych bodoch, FIM, detekcie, policy, alerting, zakladné response kroky

planované skeny, CVE detekcia, reporty, scoring (CVSS)

STIX objekty, knowledge graph, konektory, enrichment

eventy, atributy/IOCs, feedy, tagging, sharing

asset registry, Zivotny cyklus, vztahy, (volitelne) helpdesk moduly

IPAM, DCIM, inventar, vztahy, exporty

case/ticket workflow, priradenie, komentare, SLA/tagy

evidovanie incidentov, artefakty, prilohy, casova os, chain-of-custody (ak pouzivané)

dashboardy, vizualizacie, (volitelne) report export

verzovanie stranok, $ablény, vyhladavanie, prilohy




Vstupy (zdroje dat)

syslog, Windows eventy, aplik. logy, sietové prvky, cloud logy, Wazuh alerts

alerty z ELK/Wazuh, CTI (OpenCTI/MISP), tickety z DFIR IRIS, webhooky

endpointy (agent), OS logy, integrity events

IP rozsahy z NetBox, assety z GLPI, manualne ciele

CTl feedy, MISP, manuadlne vloZenie, externé zdroje

manualne a automatické feedy, externé komunity, analyza incidentov

onboarding aktiv, importy, (volitelne) NetBox, manualne zaznamy

manualne/automatické naplifianie infra dat

alerty zo SIEM/SOAR, manualne vytvorenie

tickety, dokazy z vySetrovania, exporty z ELK/Wazuh/Greenbone

indexy v Elasticsearch

dokumentacia SOC procesov, incident postupy




Vystupy (artefakty)

indexy/logy, detek¢né pravidla, alerty, dashboardy, reporty

spustené akcie, zaznamy o vykonani, obohatené incidenty/tickety

alerty, incident events, telemetria do SIEM

nalezy zranitelnosti, reporty, exporty

Tl entity, vazby, obohatené I0Cs, exporty

IOC feedy pre SIEM/SOAR/EDR, exporty STIX/JSON/CSV

zoznam aktiv, vlastnici, atributy pre skeny/detekcie

IP rozsahy pre Greenbone, mapovanie infra pre SOC

tickety, stavovanie, audit trail

incidentné spisy, evidencné zaznamy, export pre audit

reporty, KPI dashboardy, exporty

interna dokumentacia, runbooky




Integracie / API

Nasadenie

REST API, Beats/Agent, syslog, webhooky (podla stacku)

self-hosted (VM/Docker/K8s)

REST API, webhooky, konektory

self-hosted (Docker/K8s)

Wazuh API, integracia na Elastic/Logstash, syslog

self-hosted (manager + agents)

GMP API, exporty (CSV/XML), napojenie cez automatizaciu

self-hosted (VM/Docker)

REST/GraphQL API, konektory, STIX/TAXII (podta modulov)

self-hosted (Docker/K8s)

REST API, exporty (STIX), mozné TAXII (podla konfiguracie)

self-hosted (VM/Docker)

REST API, import/export

self-hosted

REST API, webhooks

self-hosted

API, webhooky (podla moZnosti), integracia so SOAR

self-hosted

API, import/export

self-hosted

REST API (Kibana/Elastic), integracia v ramci ELK

sucast ELK

LDAP/OIDC (podta konfiguracie), API, Git sync (ak vyuZité)

self-hosted




UloZenie dat / retencia

Elasticsearch storage; retencia konfigurovatelna

lokalna DB/logy o behu; retencia konfigurovatelna

Wazuh indexy/archiv; retencia konfigurovatelna

lokalna DB so scan vysledkami; retencia konfigurovatelna

DB (napr. Elastic/Neo4j podla setupu); retencia konfigurovatelna

DB udalosti/atributov; retencia podla politiky

DB; retencia podla internych pravidiel

DB; retencia podla internych pravidiel

DB pripadov; retencia konfigurovatelna

DB + (lozisko priloh; retencia podla politiky

data v Elasticsearch; retencia podla SIEM politiky

DB + subory; retencia podla internych pravidiel




Pristupy & RBAC

Prevadzka (owner)

pouZivatelskeé roly, prava na indexy/dashboards

SOC platform tim

roly pre tvorbu/spustanie workflow

SOC automation/engineering

roly/uzivatelia (Wazuh Ul/Elastic)

SOC endpoint tim

uzivatelia/role v GVM

Vulnerability mgmt

roly/organizacie/prava CTItim
role-based pristup, sharing pravidla CTltim

roly (IT/SOC/Citanie) IT/Asset tim
roly/prava Network/Infra tim
roly (analyst/lead/admin), pristup podla case SOC operations
role-based pristup, obmedzenia na citlivé pripady |DFIR/SOC tim
roly/dashboards permissions SOC reporting

roly (read/edit/admin)

SOC knowledge owner




Poznamky / Rizika

Naroky na storage/performanciu; treba riesit Zivotny cyklus indexov a zalohy

Doélezité oSetrit tajomstva (secrets), audit a schvalovanie zasahov

Pokrytie agentmi a spravne policy su kritické; treba rieSit onboarding/offboarding endpointov

Community edicia méze mat limity v aktualizaciach/komforte; treba nastavit okna skenov a dopad na sie

Délezité nastavit kvalitu zdrojov, deduplikaciu a “confidence”

Citlivé na spravne nastavenie sharingu (Co sa m6Zze zdielat von)

Kvalita CMDB je kltucova pre skeny a priorizaciu incidentov

Treba udrziavat aktualnost - inak skeny/monitoring mifiaju ciel

Délezité je jednotné pomenovanie a workflow (stavové modely)

Treba nastavit pravidla prace s dékazmi a citlivymi datami

Pozor na pristup k citlivym indexom; oddelit view pre r6zne publikum

UdrZiavat “single source of truth”; zaviest proces revizie (napr. kvartalne)







Oblast/ Funkcia (SOC)

Komponent (produkt)

SIEM ELK Stack (Elasticsearch + Logstash/Beats + Kibana)
SOAR Shuffle

EDR Wazuh

Skener zranitelnosti Greenbone Community Edition (GVM)
CTl OpenCTI

CTI MISP

Asset management GLPI

Asset management/IPAM/DCIM |NetBox

Ticketing DFIRIRIS

Evidencia, sprava incidentov DFIR IRIS

Reporting Kibana (ELK)

Knowledge portal Wiki.js




Tok Zdroj > Ciel Mechanizmus

EDR telemetry Wazuh agents » Wazuh » ELK |nativnha integracia / ingest
Log ingestion Zdroje logov > ELK syslog/Beats > Logstash
Alert > SOAR Wazuh/ELK - Shuffle webhook/HTTP

CTl enrichment Shuffle » OpenCTI REST/GraphQL

I0C lookup Shuffle > MISP REST API

Case creation Shuffle > DFIR IRIS REST API

Asset context Shuffle/IRIS > GLPI REST API

Network context Shuffle/IRIS > NetBox REST APl/webhook

Scan scope NetBox > Greenbone export/API

Vuln findings - ticket

Greenbone - DFIR IRIS/GLPI

export/APl/automatizacia

Reporting

ELK - Kibana

interné v ramci stacku

Knowledge

DFIR IRIS > Wiki.js

manualne alebo API




Format/payload

Trigger/Frekvencia

Vystup

alert/event JSON realtime indexované udalosti + dashboards
syslog/JSON realtime/batch centralizované logy
JSON (alert) pri alerte spusteny workflow

STIX-like entity/IOC query

on-demand v playbooku

enrichment do incidentu

attribute/event search

on-demand v playbooku

reputacia/tagy/IOC kontext

case/ticket JSON

prirelevantnom alerte

zalozeny ticket/case

asset lookup pritriage owner/kritickost/CMDB data
IP/device/site lookup pri triage IPAM/DCIM kontext

IP range/targets planovane definované ciele skenu

report (JSON/CSV) po skene remediation ticket + evidencia
vizualizacie priebezne KPI/operativne reporty
text/runbook po uzavreti aktualizované postupy




