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1 INTRODUCTION

1.1 Purpose of the document

The purpose of this document is to document the functional PoC within work package
KPB5 — Implementation of the solution of the INNOSOC project. The document follows on from
the project's previous architectural and implementation outputs and summarizes the state in
which the proposed solution is implemented as a functional experimental concept.

The document captures the functional state of the implemented solution as an
integrated whole, i.e. as a multi-tenant SOC-type cloud service that is deployed in experimental
mode and ready for formal verification. Its main objective is to demonstrate that the proposed
solution has been implemented in a functional and operational form within the scope of the
PoC, and it constitutes the technical and operational documentation of the experimentally
created solution..

1.2 Starting points and inputs to the PoC

The PoC builds on the results of the previous work packages and on the follow-up
outputs of the project. The basic framework for implementation was created in KPB4 —
Architecture of the solution, the aim of which was to create a coherent technological concept
on the basis of the previous analytical and design outputs. Within KPB4, the functional and
non-functional requirements, the business architecture, the technological architecture and the
final DNR — Detailed design of the solution were defined, which represent a direct input to the
KPB5 implementation stage.

The results of the project's previous design and analytical activities must also be
regarded as substantive inputs to the implementation of the PoC, in particular the design of
the virtualization solution, the design of the SOCaaS service and the design of the integration
architecture of the individual components. The project plan lists among the main
implementation tasks the configuration of the infrastructure, the installation of software
applications, their integration and the testing of the proposed solution. The PoC is the result of
building step by step on the project's previous architectural, technological and infrastructure
outputs.

1.3 Scope of the PoC

The PoC described here captures the implemented parts of the proposed solution to
the extent necessary to verify the basic functionality of the service. The subject of this output
is mainly a description of the deployed components, their basic links and their operational
arrangement in the project environment. The document focuses on what was actually
deployed, configured and verified within KPB5. The PoC does not represent a final production
solution or a complete commercial service. It is an experimental concept whose purpose is to
demonstrate the technical feasibility of the proposed architecture and the basic operability of
the solution as a whole. The scope of the PoC is therefore deliberately limited to the functions
that it was possible to implement and verify under laboratory conditions.
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1.4 PoC operating environment

The PoC is operated on a private OpenStack cloud environment, which forms the basic
infrastructure layer of the solution. The individual components are deployed in virtual
machines, with containerization by means of Docker and Docker Compose also used
depending on the nature of the specific tool. This model makes it possible to separate the
individual functional blocks of the solution, simplify their management and at the same time
retain flexibility in experimental deployment. The PoC operating environment has the character
of a test and verification environment. Its purpose is not to provide a fully fledged production
service, but to create a functional platform for the integration, configuration and verification of
the proposed components and their mutual cooperation. The environment is therefore
designed to enable repeated deployment, configuration changes and the execution of test
scenarios.

1.5 Limitations of the PoC

The PoC is provides an experimental proof of concept. Not all planned components
and integration links had been brought to the final level of functionality at the time this output
was prepared. In some cases, components were successfully deployed on their own, but their
integration was only partially implemented. The document thus captures the actual state of
implementation, not the final state of the architecture. The limitations concern mainly the
degree of completion of individual integrations, the scope of verified scenarios and the overall
level of operational maturity of the solution. However, the PoC provides a sufficient basis for
technical verification of the concept and for the subsequent evaluation of the results achieved
in a further output of the project.

BRAIN:IT
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2 COMPONENTS IMPLEMENTED IN THE INNOSOC POC
2.1 SIEM - ELK Stack

test

2.3 Wazuh

W. Endpoints

AGENTS BY STATUS

o

Agents (8)

Upgrade tasks @ Task details

3Inprogress 2 Done @

Search
[ Name
001 INFRA-TV-PC
002 webserver
003 dns.brainit.tech
004 ELK
005 sentry
006 MatusVM
007 technitiumdns
008 glpi.brainit.tech

Rows per page: 10 v

@ Active (7)
@ Disconnected (1)
Pending (0)

@ Never connected (0)

IP address.

10.23.13.80

10.2.0.46

10.2.0.2

10.23.175.11

10.2.0.192

10.2.0.206

10.2.0.5

10.2.0.211
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Group(s)

default

default

default

default

default

default

default

default

ToP 505
‘ ® aimalinux (3)
' @ rocky (2)
@ debian (1)
‘ @ ubuntu (1)
V @ windows (1)

Operating system

B8 Microsoft Windows 10 Enterprise 10.0.19045.6456
) Debian GNU/Linux 11

A AlmaLinux 9.6

A Rocky Linux 9.5

A Aimainux 9.3

A AlmaLinux 9.6

A Ubuntu24.04.4LTS

£ Rocky Linux 9.6
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AND RESILIENCE |
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TOP 5 GROUPS

@ default (8)

@ Deploy new agent C Refresh 4 Export formatted
Cluster node Version status
node01 va.14.1 ® active ®
node01 va.14.1 ® active ®
node01 Va1l e ® active @
node01 v411.1 ® e disconnected ®
node01 V4111 e e active ®
node01 va111 e e active ®
node01 V4111 e e active ®
node01 va111 e e active ®
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OF THE SLOVAK REPUBLIC

More v &
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= W. Endpoints webserver a @
Threat Hunting ~ File Integrity Confi MITRE ATTECK  More... v (9) webserver (002) R Stats 3 Configuration
D Status. IP address Version Group Operating system Cluster node Registration date Last keep alive
002 ® active © 10.2.0.46 ‘Wazuhva141 default A Debian GNU/Linux 11 node01 Dec 16,2025 @ 17:11:01.000 Mar 23,2026 @ 13:55:21.000
H @z
System inventory
Cores Memory CPU Host name Serial number
16 31.3GB Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz webserver 1064-6291-743...
Last 24 hours v
Events count evolution MITRE ATT&CK 2 Compliance poiDss v
. Top Tactics ’ || ® 115(30)
® 1061(5)
0
5 Impact 30 ® 1026(4)
L Defense Evasion 2 ® 10270
o
15:00 18:00 2100 00:00 03:00 06:00 09:00 12:00 ® 10520
timestamp per 30 minutes
Vulnerability Detection SCA: Lastest scans
CIS Debian Linux 11 Benchmark v1.0.0
1 Critical Top 5 Packages
Package Count ¥ Policy End scan Passed Failed Notapp.. Score
linux-image-amd64 1241 CiS Debian Linux 11 Benchmark v1.00  Mar23,2026@ 66 106 25 38%
13:53:55.000
grub-common 30
’ L
951 Medium grub-efi-amd64 30
grub-efi-amd64-bin 30
grub2-common 30
12 Low
Y i}
FIM: Recent events
Time Path Action Rule description RuleLev.. Ruleld
:";'2532 5225? @ Jetc].etckeeper modified Integrity checksum changed. 7 550
Mar 23, 2026 @ : : - )
13:22:25.339 Jetc/webmin/apache/site modified Integrity checksum changed. 7 550
Mar 23,2026 @ ’ i
13:22:25.334 Jetc/webmin/virtual-server/localips modified Integrity checksum changed. 7 550
:‘”;;;3252355 o Jetc/webmin/virtual-server/config modified Integrity checksum changed. 7 550
""1;'2?2'522505 @ Jetc/webmin/virtual-server/domains/17286511511293975 modified Integrity checksum changed. 7 550

Funded by "RECOVERY GOVERNMENT OFFICE
the European Union AND RE SILIENCE: OF THE SLOVAK REPUBLIC

NextGenerationEU PLAN




UNIVERSITY OF ZILINA

Faculty of Management Science B R I\ I N : I T
and Informatics

= W. | [THygiene a o

Dashboard ~ System  Software  Processes  Network Identity — Services (9) Explore agent [ Generate report

[ Ssearch DQL C Refresh

wazuh.clustername: wazuh Y @ Add filter

Package types.
Operating system families ~ Count v Top 5 endpoints by memory usage - Totalmemory ~ < Usage -
pm
almalinux 3 ® deb INFRA-TV-PC 7.968 76%
rocky 2 pypi sentry 31.16GB 42%
win
debian 1 Others ELK 7.1GB 39%
ubuntu 1 glpi.brainit.tech 3.6G8 38%
windows 1 s 8 s s s dns.brainittech 3668 32%
S & & 3 &
Top § installed packages ~ Count v Top 5 running processes ~ Count v Top 5 operating systems ~ Count v Top 5 host CPUs ~ Count v
kernel 14 svchost.exe 77 AlmaLinux 3 QEMU Virtual CPU version 2.5+ 3
kernel-core 14 containerd-shim 50 Rocky Linux 2 Intel(R) Xeon(R) CPU ES-2620 v3 @ 2.40GHz 2
kernel-modules 14 kworker/R-xfs-b 26 Debian GNU/Linux 1 Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz 2
kernel-modules-core 13 kworker/R-xfs-c 26 Microsoft Windows 10 Enterprise 1 Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz 1
nftables 9 kworker/R-scsi_ 25 Ubuntu 1
Top 5 destination ports Top § source ports Processes start time.
@53 @53 500
o7 ®22
@323 400
® 8
® 443 300
200
100 J
s o o bl T == 77uJ

2025-10-0100:00 2025-12-0100:00 2026-02-0100:00
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= W. IT Hygiene a @
Dashboard ~ System  Software  Processes  Network  Identity — Services (9) Explore agent
Addresses Interfaces Protocols Listeners Traffic
Network type 0 ~ P o v~ Interface name 0 ~
wazuh.clustername: wazuh | Y @ Add filter X Advanced filters
Network types Unique network IPs Top Sinterface names
o Py
2
€
Unique networks =
woisine i - |
s g & 8 ~ - ©
89 hits
& Export Formatted ® 16 available fields Columns £ Density ¢ Sortfields [ Full screen
agent.name ~  network.ip ~ network.netmask ~ network.broadcast ~  network.type ~ interface.name ~
[@  technitiumdns 10.2.05 255.255.255.0 10.2.0.255 Pva enpBs18
[@ technitiumdns 172.18.0.1 255.255.0.0 172.18.255.255 IPva br-789f07535d42
[@  technitiumdns 172.17.0.1 255.255.0.0 172.17.255.255 1Pva docker0
@ e fe80::5844:1fffe68:3f5b fHFAEFEAFEAEF = 1Pve veth7bc4303
@ EK fe80::3cBa:acff:fe24:50cf HEFAAFRAAfFL: 2 1Pv6 vethb882ech
@ EK fe80::c4bd:50ff:fec3:ce2 ffff: fffff:: - IPv6 vethe824e69
[@  INFRA-TV-PC 10.23.13.80 255.255.285.0 10.23.13.255 1Pva Ethernet
[@ INFRA-TV-PC fe80: 1 - IPv6 Lokalne pripojenie* 1
[@ INFRA-TV-PC Bl - - 1PV6 Loopback Pseudo-Interface 1
[@ INFRA-TV-PC e:3646 = IPv6 Wi-Fi
INFRA-TV-PC 127.0.0.1 255.0.0.0 127.255.255.255 1Pva Loopback Pseudo-Interface 1
INFRA-TV-PC 169.254.217.58 255.255.0.0 169.254.255.255 1Pva Wi-Fi
@ INFRA-TV-PC fe80::1049:007:7884:9c23 ffff: fffff: - IPvé Ethernet
[@  technitiumdns fe80::be24:11ff:fed6:c63f AR = 1Pve enp6s18
@ Ek fe80::a0aa:c8ff:fe74:7d41 A0 - 1Pv6 docker0
Rows per page: 15 ¢12 3 458
= | W Configuration A... webserver a @
Dashboard  Inventory  Events () webserver (002) X
CIS DEBIAN LINUX 11 BENCHMARK V1.0.0
’ @ Passed (66) CIS Debian Linux 11 Benchmark v1.0.0 ©
@ Failed (106) passed Faed Not sppicab s
asse ail ot applicable core End'scan
@ Not applicable (25) B
66 106 25 38% Mar 23,2026 @
13:53:55.000
Checks (197) C Refresh ¢ Export formatted
Search waL
Policy
D Title Target Result
CIS Debian Linux 11 Benchmark v1.0.0
29500 Ensure /tmp is a separate partition. ‘Command: findmnt --kernel /tmp ® Failed e
Rows per page:15, v <1 29501 Ensure nodev option set on /tmp partition. Command: findmnt --kernel /tmp o Failed v
29502 Ensure noexec option set on /tmp partition. Command: findmnt --kernel /tmp ® Failed v
29503 Ensure nosuid option set on /tmp partition. ‘Command: findmnt --kernel /tmp ® Failed v
29504 Ensure separate partition exists for /var. ‘Command: findmnt --kernel /var ® Failed o
29505 Ensure nodev option set on /var partition. ‘Command: findmnt --kernel /var ® Failed -
29506 Ensure nosuid option set on /var partition. Command: findmnt --kernel /var ® Failed ~
29507 Ensure separate partition exists for /var/tmp. ‘Command: findmnt --kernel /var/tmp ® Failed ~
29508 Ensure noexec option set on /var/tmp partition. ‘Command: findmnt --kernel /var/tmp ® Failed ~
29509 Ensure nosuid option set on /var/tmp partition. Command: findmnt --kernel /var/tmp ® Failed v
Rows per page: 10 v <123 45 20 >
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2.4 Greenbone Community edition

Resilience Configuration Administration
o Filter OXO0HF - v
@ Targets 14 of 14
[ 1-100f 14>
Name & Hosts Ps Port List Credentials Actions
api.nfqes.com api.nfges.com 1 All TANA assigned TCP Zor
api.nfqes.com Clone 1 api.nfges.com 1 All TCP and Nmap top 100 UDP. [Eg =14
app.nfges.com app.nfges.com 1 All IANA assigned TCP Zor
archive.nfges.com archive.nfges.com 1 All IANA assigned TCP [Eg=1rsd
gateway.nfqes.com gateway.nfqes.com 1 All IANA assigned TCP Zor
jip.nfges.com jip.nfges.com 1 All IANA assigned TCP Zere
license.nfqes.com license.nfqes.com 1 All IANA assigned TCP Zor
oauth.nfges.com oauth.nfqes.com 1 All TANA assigned TCP Zor
ocsp.nfges.com ocsp.nfges.com 1 All IANA assigned TCP Zee
orchestrator.nfges.com orchestrator.nfges.com 1 All ANA assigned TCP Zor
Apply to page contents v < {I] (2
1-100f 14>
Copyright © 2003-2024 by Greenbone AG, www.greenbone.net
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Dashboards Assets Resilience Configuration
[ORN4 Filter OXO0H | - v

< Tasks 14 of 14 o

Tasks by Severity Class (Total: 14) x Tasks with most High Results per Host x Tasks by Status (Total: 14) x
N/A B Done
Log
1
Resuts perHost
[ 1-100f14> ]
Name a Status Reports Last Report Severity Trend Actions

api-test [ oo B Tue, Oct 22, 2024 12:28 PM UTC Dllifee
api.nfges.com 7 - 3 Tue, Oct 22, 2024 12:21 PM UTC = D liZer
app.nfaes.com Z . 1 Tue, Oct 22, 2024 9:18 AM UTC Dl e
archive.nfges.com Z - Tue, Oct 22, 2024 9:19 AM UTC > liZer
gateway.nfges.com Z e Tue, Oct 22, 2024 9:19 AM UTC Dl mZere
Immediate scan of IP 127.0.0.1 TR 1 Tue, Oct 22, 2024 1:26 PM UTC Dl liZxer
Immediate scan of IP zone.nfqes.com TR 1 Tue, Oct 22, 2024 1:27 PM UTC Dl
jip.nfqes.com [ oone DY Tue, Oct 22, 2024 9:19 AM UTC DA & =1rsd
license.nfqes.com TR 1 Tue, Oct 22, 2024 9:19 AM UTC Dl e
oauth.nfges.com | Done | 1 Tue, Oct 22, 2024 9:19 AM UTC N/A Dl iZer
Apply to page contents v | [l (2

(Applied fiter: apply_overri min_qod=70 sort=name first=1 roy 1-100f 14>

Copyright © 2009-2024 by Greenbone AG,

Resilionce P — Administration
® Filter OXOPR - v
i NVTs 142704 of 142704 oo
x NVTs by Creation Time x NVTs by Family (Total: 142704) x
Log — Created NVTs
Low Total NVTs
= High
Medium
2010 2020
Ea 1-10 of 142704 > [>|
Name Family Created v Modified CvE B Sseverity QoD
WordPress LiteSpeed Cache <= 6.4.1 Sensitive Information Exposure Vulnerability Web application abuses 1 S¢P 6, 2024 10:00 . Sep 6, 2024 3:39PM ¢y 504-44000 i 2 80%
CVE-2023-6870 CVE-2024-8381
i v i . CVE-2024-8382 CVE-2024-8383
Mozilla Firefox Security Advisory (MFSA2024-39) - Linux General . 00,2024 G100 BN T Ben 6/ 2024330 M. (ve 3004.8384 CVE 20248385 EEECIOEE 0%
CVE-2024-8386 CVE-2024-8387
CVE-2024-8389
WordPress LiteSpeed Cache <= 6.3.0.1 Privilege Escalation Vulnerability Web application abuses m‘ﬁg" 5/:2024:10:00 Dr:.csev 6,20243:39 PM (v 5024-28000 2 80%
’ ; T Thu, Sep 5, 2024 2:40  Thu, Sep 5, 2024 12:18 on B o
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1.x < 5.1.1 Multiple Vulnerabilities - Windows General Wi e CVE-2024-45230 CVE-2024-45231 2 7.5 (igh) 80%
Django 4. < 4.2.16, 5.0.x < 5.0.9, 5.1.x < 5.1.1 Multiple Vulnerabilities - Linux General m‘big” 520242135 m‘bﬁg” 5:202412:18 (g 5024-45230 CVE-2024-45231 2 30%
= o 7 : Wed, Sep 4,20243:40  Thu, Sep 5, 2024 5:05 o r T
OpenSSL DoS Vulnerability (20240903) - Windows Denial of Service hles M CVE-2024-6119 2 80%
OpenSSL DoS Vulnerability (20240903) - Linux Denial of Service Wed, Sep4,20243:33.  Th, Sep5,2024 5105  cye 20046119 30%
AM UTC AM UTC
- > T . Tue, Sep 3,20249:05  Wed, Sep 4, 2024 5:16 —
Progress / Ipswitch WhatsUp Gold Detection Consolidation Product detection Tue, oo Wed, 5o 0.0 (Log) 80%
. ) a0rat - L ) ) Mon, Sep 2, 2024 6:37  Thu, Sep 5, 2024 3:07 — s mom -
Wireshark Security Update (wnpa-sec-2024-11) - Linux Denial of Service o2 figdces CVE-2024-8250 i 2 (11 80%
i ST s . 7 Mon, Sep2,20246:37  Thu, Sep 5, 2024 3:07 S P —
Wireshark Security Update (wnpa-sec-2024-11) - Mac 0S X Denial of Service o= T CVE-2024-8250 ) 80%
Apply to page contents v | [
(Applied filter: sort-reverse=created rows=10 first=1 1-10 of 142704 > [

Copyright reenbone.net
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Administration

(O] n

@ﬁ Scan Configs 7 of 7

O

Name A

(Basic configuration template with a minimum set of NVTs required for a scan. Version 20200827.)

Discovery
(Network Discovery scan configuration. Version 20201215.)

mpty
(Empty and static configuration template. Version 20201215.)

Full and fast

(Most NVT's; optimized by using previously collected information. Version 20201215.)
Host Discovery

(Network Host Discovery scan configuration. Version 20201215.)

Logdshell

(Configuration with checks for Log4j and CVE-2021-44228. Version 20211227.)

System Discovery
(Network System Discovery scan configuration. Version 20201215.)

(Applied filter: sort=nan

Funded by
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NextGenerationEU

Filter OXO®H - v
1-70f7
Family NVTSs
Actions
Total Trend Total Trend
2 — 3 — Lolred
10 — 3245 ~ L=lred
0 — 0 — QU
58 ~ 142691 ~ o
2 — 2 — Qe
10 = 29 = or
5 — 30 — Qe
Apply to page contents v | [ [
1-70f7
Copyright © 2003-2024 by Greenbone AG, www.greenbone.net
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2.7 GLPI

@ Home
Dashboard  Personal View  Group View
Central v |4

Tools

o+
oo

Setup

Computers by
Manufacturers

226 21
Users Gmups
43 S 1

Entities

& Collap:
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Super-Admin
GLPI (tree structure)

Q

Al

Global View  RSS Feeds

D0 < W @

&

a5 87

Phones

16

Network devices

4
. ‘ Tlckets status by month

Monitors by Model Network devices tg
hv Status 17 .,
Tickets Changes

0)
m

o INFRA/BO/MA. -

v

Michal Paputik

10 15

)

Top ticket's categories

Top ticket's requesters (o]
a)
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o — & Super-Admin
G L P I @ Home / @ Assets / 85 Software Q search | [ ¥ Lists Q GLP1 (troe structure) v

= Find menu
8 ~  ItemsSeen~  contains v
@ Assets

Dashboard @ globalrule |[ ) group || mSearch | & ©
Computers
Monitors

- Moo ] 5 ® Qs B-
Software —
Network devices NAME EnTITY PUBLISHER  VERSIONS - NAME VERSIONS - OPERATING SYSTEMS NUMBER OF INSTALLATIONS LICENSES - NUMBER OF LICENSES

VPN GLPI» BIT o ¢
Devices

Microsoft 365 E3 (sw) GLPI» BIT Microsoft o 0
Printers

TEST GLPI o o
Cartridges

VPN3 GLPI» NES o ©
Consumables

VPN4 GLPI » NBS < G
Phones

VPNS GLPI » NBS o <
Racks Microsoft Windows 11 Pro e 0 3
Enclosures Abby Finereader PDF 16 GLPI» NLC o ¢
PDUs Weby pristupy GLPI» BIT 9 o
Passive devices

20 rows / page Showing 1to 9 of 9 rows

Unmanaged devices
Cables

System Boards items
Firmware items
Processors items
Memory items

Drives items
Network Cards items
Drives items
Batteries items.

Graphics Cards item

ne Super-Admin L
GLPI @ vome / B vanagement | © bocuments [ [ sewr ] a  gpenrn R

Find menu
g -~ ltemsSeen v  contains v
Assets
Assistance [(Qrute |[(@ giovai ruie mSearch | v ©
Management
& Licenses
£ Actions e [0} Q& P
@ Budgets
¥ Suppliers NAME ENTITY HEADING COMMENTS FiLe
01092023.0916 P ) 86-01092023.peif
2 Contacts = A
01092023.1456 oLel K] 87-01092023.pdf
20 Contracts
01092023.1629 oLel K] 88-01092023.pdf
© Documents
010920251025 ol X Preberaci_protokol
% Lines
01132025.0854 GLel A) Preberaci_protokol
rtificat
B Cortifcates 011620251333 oLPl A) Preberaci_protokol-1...
@] Data centers 011620251334 Ui X Preberaci_protokol-1.
& Clusters 011620251335 GLPl ] Preberaci_protokol
& Domains 011620261333 GLPI N) Odovzdévaci_protokol...
W0 Appliances 011720231124 otel ) 89-01172023.pdf
B Databases 01192026.0921 oLl X] Preberaci_protokol-1...
& Tools 012020261316 el A] Preberaci_protokol-2...
012220251505 ) Preberaci_protokol-2...
C Administration e £
012420241412 oLel X 228-01242024.paf
@ setup
012620241427 ol A 230-01262024.pdf
01272025_0905 oLPI A) Preberaci_protokol-2...
012720250916 oLel K] Preberaci_protokol
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2.8.1 Role of NetBox in the PoC

NetBox is used within the INNOSOC PoC solution as a supporting tool for recording
and managing infrastructure context. In the proposed SOC solution, it does not act as a
detection or response component, but serves as a source of information on assets, addressing,
network segments and selected relationships between infrastructure elements. Its importance
lies mainly in the fact that it makes it easier to understand which device, system or part of the
network a particular event relates to. Within the PoC, NetBox is understood as a context layer
that complements the technical data obtained from the other components of the solution. When
analysing security events, it can thus be used to look up basic information about devices, IP
ranges, sites or the logical placement of infrastructure elements. Such an approach increases
the clarity of the solution and creates the prerequisite for a more accurate assessment of
security situations.
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NetBox in the SOC offers the context of the environment in which security logs and
alerts originate. In this sense, it represents a complementary but important component of the
solution, which supports orientation within the infrastructure and lays the groundwork for further
integration use in extended scenarios.

2.8.2 Deployment and basic configuration of NetBox

Within the PoC, NetBox was deployed in the OpenStack environment as a standalone
service intended for recording and managing infrastructure data. From an implementation
perspective, it was containerized, using the application and supporting components required
for it to run, in particular the database layer and cache/queue services. This deployment
approach corresponds to the nature of an experimental deployment and at the same time
allows easier administration, updating and repeatable deployment.

In the PoC, the basic configuration of NetBox focused on making the web interface
accessible and on preparing the data model for recording selected infrastructure objects. In
terms of configuration, the system was prepared to work with a PostgreSQL database and with
a separate Redis layer for tasks and cache. Within the PoC, basic objects were entered into
the system, in particular sites, devices, address spaces and the related infrastructure context.
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Figure 1 System information
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Figure 2 Plugins

The aim was not to create a complete production CMDB or a detailed model of the
entire network, but to prepare a representative data set on which the use of NetBox in the
proposed solution can be demonstrated.

2.8.3 Use of NetBox within the PoC

Within the PoC, NetBox was used as a supporting source of infrastructure context for
the other parts of the solution. Its main contribution lay in the fact that it made it possible to
look up basic information about devices, IP addressing, sites and network segments to which
events or findings from other tools could be assigned.

Practical use of NetBox at this stage was oriented mainly towards record-keeping and
manual or partially assisted context lookup. NetBox thus did not act as a detection or response
tool, but complemented the solution with the data needed for a better understanding of the
technical environment. To this extent, its deployment confirmed that it is a suitable complement
to the PoC solution and a usable basis for further extension of integration scenarios.
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Figure 4 Modelling a device — Firewall
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2.8.4 Current status and limitations of NetBox in the PoC

Within the PoC, NetBox was successfully deployed and given a basic configuration as
a functional tool for recording infrastructure data. In this state, it provides a usable basis for
managing selected objects and for orientation within the environment of the proposed solution.
From the PoC perspective, it was confirmed that NetBox is suitable for complementing the
SOC solution with infrastructure context and for supporting work with assets and addressing.

On the other hand, it should be noted that its use in the PoC remained at the level of
basic record-keeping and partial context enrichment. Not all of the planned integration links to
the other components of the solution were completed, and so at this stage NetBox does not
function as a fully automated source of enrichment data. For the time being, its role is rather a
supporting one, laying the groundwork for further extension in future stages of the project.

For this reason, NetBox in the PoC should be understood as a functional, but not yet
fully developed, component. Nevertheless, its deployment demonstrated its practical usability
in the proposed solution and confirmed the suitability of including it in the wider architecture of
the SOC service.
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3 DEPLOYMENT AND BASIC CONFIGURATION OF THE
POC

Briefly describe here how the PoC was deployed in the OpenStack environment, how
the VMs were used and where Docker was used. Do not go into detail as in V14, just
summarize the actual state.

3.1 Deployment model

3.2 Virtual machines and services used

3.3 Basic integration links
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