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test

WAZUH

W. Endpoints.

ELK STACK

AGENTS BY STATUS

o

Agents (8)

Upgrade tasks @ Task details

2Done @

3 In progress

Search
[LES Name
001 INFRA-TV-PC
002 ‘webserver
003 dns.brainit.tech
004 ELK
005 sentry
006 MatusVM
007 technitiumdns
008 glpi.brainit.tech

Rows per page: 10 v

Financované

NextGenerationEU

Eurépskou tniou

@ Active (7)
@ Disconnected (1)
Pending (0)

@ Never connected (0)

IP address [
10.23.13.80

10.2.0.46

10.2.0.2

10.23.175.11
10.2.0.192

10.2.0.206

10.2.0.5

10.2.0.211

roup(s)

default

default

default

default

default

default

default

default

TOP 50S
’ @ amalinux (3)
' ® rocky (2)
@ debian (1)
‘ @ ubuntu (1)
V ® windows (1)

Operating system

Microsoft Windows 10 Enterprise 10.0.19045.6456
) Debian GNUJLinux 11

A AimaLinux 9.6

A Rocky Linux 9.5

A AlmaLinux 9.3

A AimaLinux 9.6

A Ubuntu 24.04.4 LTS

A Rocky Linux 9.6

PLAN [OBNOVY

BRAIN:IT

@ Deploy new agent G Refresh
Cluster node Version
node01 va.14.1
node01 v4.14.1
node01 v4ai1a
node01 vai1a
node01 vai11
node01 vai111
node01 vai11.1
node01 v4a1a

URAD VLADY

TOP 5§ GROUPS

@ default (8)

& Export formatted

Status

active ®

active ®

active @

disconnected ®

active ®

active ®

active ®

active ®
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= W Endpoints webserver a [¢]
Threat Hunting  File Integrity il Confi MITRE ATT&CK More... v (9) webserver (002) R £ Stats i@? Configuration
D Status IP address Version Group Operating system Cluster node Registration date Last keep alive
002 @ active © 102046  Wazuhvaidl default A Debian GNU/Linux 11 node01 Dec 16,2025 @ 17:11:01.000 Mar 23,2026 @ 13:55:21.000
. g
System inventory
Cores Memory CPU Host name ‘Serial number
16 31.3GB Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz webserver 1064-6291-743...

Last 24 hours v

Events count evolution MITRE ATT&CK 2 Compliance PCIDSS  ~
s Top Tactics " ® 11530
@® 10.61(5)
g° I t
] mpac 20 ® 10.26(4)
S Defense Evasion 2 ® 102701
15:00 18:00 21:00 00:00 03:00 06:00 09:00 12:00 © 10520
timestamp per 30 minutes.
Vulnerability Detection SCA: Lastest scans
CIS Debian Linux 11 Benchmark v1.0.0  [cisiaesianiil
1 Critical Top 5 Packages
package Count & Policy End scan Passed Failed Notapp.. Score
. . N Mar 23, 2026 @
linux-image-amd64 1241 0. g %
g CIS Debian Linux 11 Benchmark v1.0.0 13:53:55.000 66 106 25 38%
grub-common 30
<1
95‘] Medlum grub-efi-amd64 30
grub-efi-amd64-bin 30
grub2-common 30
12 Low
. a
FIM: Recent events
Time Path Action Rule description Rule Lev... Ruleld
Mar 23, 2026 @ "
139295 501 Jetc/.etckeeper modified Integrity checksum changed. 7 550
Mar 23, 2026 @ Jetc/webmin/apache/site modified Integrity checksum changed. 7 550
13:22:25.339
Mar 23, 2026 @ L . "
132228 334 Jetc/webmin/virtual-server/localips modified Integrity checksum changed. 7 550
Mar 23, 2026 @ . . .
1292:95.307 Jetc/webmin/virtual-server/config modified Integrity checksum changed. 7 550
:A;;Z:;;gés @ Jetc/webmin/virtual-server/domains/17286511511293975 modified Integrity checksum changed. 7 550
Financované
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W. IT Hygiene a @
Dashboard System Software Processes Network Identity Services () Explore agent [ Generate report
B search DQL C Refresh
wazuh.clustername: wazuh Y @ Add filter
Package types
Operating system families v Count v Top 5 endpoints by memory usage - Totalmemory v Usage v
rpm
almalinux 3 deb INFRA-TV-PC 7.968 76%
rocky 2 pyel sentry 31.168 42%
win
debian 1 ELK 7.168 39%
Others
ubuntu 1 glpi.brainit.tech 3.608 38%
windows 1 8 H 8 s s dns.brainit.tech 3.668 32%
= ~ & 3 &
Top 5 installed packages v Count v Top 5 running processes v Count v  Top 5 operating systems v Count v Top 5 host CPUs ~ Count v
kernel 14 svchost.exe 77 AlmaLinux 3 QEMU Virtual CPU version 2.5+ 3
kernel-core 14 containerd-shim 50 Rocky Linux 2 Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz 2
kernel-modules 14 kworker/R-xfs-b 26 Debian GNU/Linux 1 Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz 2
kernel-modules-core 13 kworker/R-xfs-c 26 Microsoft Windows 10 Enterprise 1 Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz 1
nftables 9 kworker/R-scsi_ 25 Ubuntu 1
Top 5 destination ports Top 5 source ports Processes start time.
@53 @53 500
@67 ®22
® 323 400
® 80
@ 443 300
200
100
. B . - o Ll | 1 1L
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w. IT Hygiene a @
Dashboard System Software Processes Network Identity Services (9) Explore agent
Addresses Interfaces Protocols Listeners Traffic

Network type 0 ~ P o ~  Interface name 0 ~
wazuh.clustername: wazuh | Y (D Add filter X Advanced filters
Network types Unique network IPs Top 5 interface names.
o IPve
enpésis
1Pv4
2
€
Unique networks =
wine i+ [
s ~ B ©
89 hits
& Export Formatted ® 16 available fields Columns [ Density ¢ Sortfields [ Full screen
agent.name ~  network.ip ~ network.netmask ~ network.broadcast ~ network.type v interface.name ~
[@ technitiumdns 10.2.05 255.255.255.0 10.2.0.255 1Pva enpbs18
[@ technitiumdns 172.18.0.1 255.255.0.0 172.18.255.255 1Pva br-789f07535d42
[@ technitiumdns 172.17.01 255.255.0.0 172.17.255.255 1Pva docker0
@ EK fe80::5844:1ff:fe68:3f5b - 1Pvé veth7bc4303
@ EK fe80::3c8a:acff:fe24:50ct LUBIIE IR - 1Pv6 vethb882ech
@ EK fe80::c4bd:50ff:fec3:ce2 FEEAFEAEfFEf:: - 1Pv6 vethe824e69
[@ INFRA-TV-PC 10.23.13.80 255.255.255.0 10.23.13.255 1Pva Ethernet
[@ INFRA-TV-PC fe80::5: 1 - IPv6 Lokalne pripojenie* 1
[@  INFRA-TV-PC =1 - - 1Pv6 Loopback Pseudo-Interface 1
@ INFRA-TV-PC fe80::d53a:8065:f0ae:3646 ffff: fffff:: - 1Pv6 Wi-Fi
[@  INFRA-TV-PC 127.0.0.1 255.0.0.0 127.255.255.255 1Pva Loopback Pseudo-Interface 1
[@ INFRA-TV-PC 169.254.217.58 255.255.0.0 169.254.255.255 1Pva Wi-Fi
[@  INFRA-TV-PC fe80::1049:f007:7884:9¢23 LUBILRIR A - 1Pv6 Ethernet
[@ technitiumdns fe80::be24:11ff:fed6:c63f LUBIE A - 1Pv6 enpbs18
@ EK fe80::a0aa:c8ff:fe74:7d41 FEFFEAEfFEf:: - 1Pv6 docker0
Rows per page: 15 ~ <12 3 456 >
= W Configuration A... webserver a @
Dashboard  Inventory  Events (9) webserver (002) X

CIS DEBIAN LINUX 11 BENCHMARK V1.0.0

-~

® Passed (66)
@ Failed (106)
@ Not applicable (25)

Policy

CIS Debian Linux 11 Benchmark v1.0.0

Rows per page: 15 v <1

Financované
Eurépskou tniou
NextGenerationEU

CIS Debian Linux 11 Benchmark v1.0.0 ©

Passed Failed Not applicable End scan
66 106 25 38% Mar 23, 2026 @
13:53:55.000
Checks (197) G Refresh ¢ Export formatted
Search waQL
LR Title Target Result
29500 Ensure /tmp is a separate partition. Command: findmnt --kernel /tmp ® Failed ~
29501 Ensure nodev option set on /tmp partition. Command: findmnt --kernel /tmp ® Failed v
29502 Ensure noexec option set on /tmp partition. ‘Command: findmnt --kernel /tmp  Failed v
29503 Ensure nosuid option set on /tmp partition. ‘Command: findmnt --kernel /tmp ® Failed v
29504 Ensure separate partition exists for /var. Command: findmnt --kernel /var o Failed ~
29505 Ensure nodev option set on /var partition. ‘Command: findmnt --kernel /var ® Failed ~
29506 Ensure nosuid option set on /var partition. ‘Command: findmnt --kernel /var ® Failed v
29507 Ensure separate partition exists for /var/tmp. ‘Command: findmnt --kernel /var/tmp ® Failed v
29508 Ensure noexec option set on /var/tmp partition. Command: findmnt --kernel /var/tmp o Failed ~
29509 Ensure nosuid option set on /var/tmp partition. Command: findmnt --kernel /var/tmp ® Failed v
Rows per page: 10 v <12 3 435 20 >
URAD VLADY
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4. GREENBONE COMMUNITY EDITION

Dashboards

Resilience

o

@Targets 14 of 14

[aa]

Name a
api.nfges.com
api.nfges.com Clone 1
app.nfges.com
archive.nfges.com
gateway.nfges.com
jip.nfges.com
license.nfges.com
oauth.nfges.com
ocsp.nfges.com

orchestrator.nfges.com

(Applied filter: sort=name first=1 rows=10)

Financované
Eurépskou tniou
NextGenerationEU

Filter
Hosts Ps
api.nfges.com 1
api.nfqes.com 1
app.nfges.com 1
archive.nfqes.com 1

gateway.nfges.com

jip.nfqes.com
license.nfges.com
oauth.nfges.com

ocsp.nfges.com

orchestrator.nfges.com

PLAN [OBNOVY

Configuration Administration
OXOOH - v
1-100f 14> ]
Port List Credentials Actions
All IANA assigned TCP Zor
All TCP and Nmap top 100 UDP Zor
All IANA assigned TCP ZFor
All IANA assigned TCP #Zor
All IANA assigned TCP Zor
All ANA assigned TCP o
All TANA assigned TCP L =rad
All IANA assigned TCP ZFor
All TANA assigned TCP zZore
All IANA assigned TCP ZFor
Apply to page contents v & [l 2
1-100f 14>

Copyright © 2009-2024 by Greenbone AG, www.greenbone.net
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Configuration

BRAIN:IT

Administration

[OANI

< Tasks 14 of 14

Tasks by Severity Class (Total: 14)

O

Name

api-test

api.nfges.com

app.nfges.com

archive.nfges.com
gateway.nfqes.com

Immediate scan of IP 127.0.0.1
Immediate scan of IP zone.nfges.com
jip.nfqes.com

license.nfges.com

oauth.nfqes.com

(Applied filter: app

werrides=0 min_god=70 sort=name first=1 ro

Filter

Tasks with most High Results per Host x
Results per Host
Status Reports Last Report
Z 1 Tue, Oct 22, 2024 12:28 PM UTC
Z - 3 Tue, Oct 22, 2024 12:21 PM UTC
Z 1 Tue, Oct 22, 2024 9:18 AM UTC
Z e Tue, Oct 22, 2024 9:19 AM UTC
Z e 1 Tue, Oct 22, 2024 9:19 AM UTC
[___Done JENSY Tue, Oct 22, 2024 1:26 PM UTC
| ___Done _JEEESY Tue, Oct 22, 2024 1:27 PM UTC
Z 1 Tue, Oct 22, 2024 9:19 AM UTC
Z e Tue, Oct 22, 2024 9:19 AM UTC
Z . 1 Tue, Oct 22, 2024 9:19 AM UTC

Resilience

Configuration

OXOOF - v
oo
Tasks by Status (Total: 14) x
B Done
1-100f14[> >
Severity Trend Actions
T >z e
= DI TZ e
> Wz e
DI TZ R
[ v ] Dloree
[ oocoa) | >luree
Dl
>z e
DI
/A Dl ifee
Apply to page contents v < [ [
1-100f 14>
Copyright © 2003-2024 by Greenbone AG, vvw.greenbone.net

Administration

@

i NVTs 142704 of 142704

NVTs by Severity Class (Total: 142704) x

Log
Low
m High

Medium

[aa]

Name

WordPress LiteSpeed Cache <= 6.4.1 Sensitive Information Exposure Vulnerability

Mozilla Firefox Security Advisory (MFSA2024-39) - Linux

WordPress LiteSpeed Cache <= 6.3.0.1 Privilege Escalation Vulnerability
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1.x < 5.1.1 Multiple Vulnerabilities - Windows
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1.X < 5.1.1 Multiple Vulnerabilities - Linux
OpenSSL DoS Vulnerability (20240903) - Windows

OpenSSL DoS Vulnerability (20240903) - Linux

Progress / Ipswitch WhatsUp Gold Detection Consolidation

Wireshark Security Update (wnpa-sec-2024-11) - Linux

Wireshark Security Update (wnpa-sec-2024-11) - Mac 0S X

(Applied filter: sort-reverse=created rows=10 fir

Financované
Eurépskou tniou
NextGenerationEU

2010

Family

Web application abuses

General

Web application abuses

General

General

Denial of Service

Denial of Service

Product detection

Denial of Service

Denial of Service

2015

Time

NVTs by Creation Time

2020

Created ¥
Fri, Sep 6, 2024 10:00
AM UTC

Fri, Sep 6, 2024 8:09 AM
utc

Thu, Sep 5, 2024 10:00
AMUTC

Thu, Sep 5, 2024 2:40
AM UTC

Thu, Sep 5, 2024 2:35
AMUTC

Wed, Sep 4, 2024 3:40
AM UTC

Wed, Sep 4, 2024 3:33
AMUTC

Tue, Sep 3, 2024 9:05
AMUTC

Mon, Sep 2, 2024 6:37
AMUTC

Mon, Sep 2, 2024 6:37
AM UTC

Created NVTs
Total NVTs

Modified
Fri, Sep 6, 2024 3:39 PM
uTC

Fri, Sep 6, 2024 3:39 PM
utc

Fri, Sep 6, 2024 3:39 PM
utC

Thu, Sep 5, 2024 12:18
PM UTC

Thu, Sep 5, 2024 12:18
PM UTC

Thu, Sep 5, 2024 5:05
AM UTC

Thu, Sep 5, 2024 5:05
AMUTC

Wed, Sep 4, 2024 5:16
AM UTC

Thu, Sep 5, 2024 3:07
PM UTC

Thuy, Sep 5, 2024 3:07
PM UTC

PLAN [OBNOVY

OXO0H -

NVTs by Family (Total: 142704)

CVE
CVE-2024-44000

CVE-2023-6870 CVE-2024-8381
CVE-2024-8382 CVE-2024-8383
CVE-2024-8384 CVE-2024-8385
CVE-2024-8386 CVE-2024-8387
CVE-2024-8389

CVE-2024-28000
CVE-2024-45230 CVE-2024-45231
CVE-2024-45230 CVE-2024-45231
CVE-2024-6119

CVE-2024-6119

CVE-2024-8250

CVE-2024-8250

®

)

1-10 of 142704 [> [>]

Severity QoD
|73 (high) __} 80%
|28 (iah) __} 30%
| 0.0 (vigh) | 80 %
80 %
30%
80 %
[ 7.5 (igh) | 30%
80 %
LSS sedium) | 80%
[ 5.5 (Medivm) | 80 %

Apply to page contents ¥ | [
1 - 10 of 142704 [> [>]

Copyright © 2009-2024 by Greanbone AG, wviw.greenbone.net
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Resilience Configuration prr—
orL Filter OXOBF - v
@ﬁ Scan Configs 7 of 7
(] 1-70f7
Family NVTs
Name & Actions
Total Trend Total Trend
(Basic configuration template with a minimum set of NVTs required for a scan. Version 20200827.) 2 - 3 - L=11ud
Discovet
(Network Discovery scan configuration. Version 20201215.) 10 - 3245 ~ Relid
ty — —
(Empty and static configuration template. Version 20201215.) o Y R=11ud
Full and fast
(Most NVT's; optimized by using previously collected information. Version 20201215.) = ~ 142601 A o
Host Discovery ) _ ) - or
(Network Host Discovery scan configuration. Version 20201215.)
Log4shell = =
(Configuration with checks for Logdj and CVE-2021-44228. Version 20211227.) 0 28 e
System Discovery _ -
(Network System Discovery scan configuration. Version 20201215.) s 30 Rl
Apply to page contents ¥ | T [
(Applied filter: sort=name first=1 rows=10] 1-70f7

Copyright © 2009-2024 by Greenbone AG, www.greenbone.net
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7.

GLPI

@ Home
Dashboard  Personal View ~ Group View  Global View ~ RSS Feeds Al
Central v+

16 =& 87

Network devices Phones

&

Computers by Monitors by Model Network devices tg

Manufacturers bv Status

226 2B 28 \‘l

Users Groups. Suppliers

< o

43 S N ~ 0

Entities. Profiles Knowledge Base
Financované - r 1
Eurépskou tniou PLAN LOBNOVY_,
NextGenerationEU
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. Q Super-Admin .
GLPI (tree structure)

D 0 < w ¢ O

| planned) @ Pending @ Solved

1

o
Tickets status by mon

©

2022-01 2022-02

2czzruz®

17 0

Tickets Changes
Zamestnanec. .
Lukas Juri§
INFRA/BO/MA -
INFRA/BO/MA. _
Michal Papugik

Top ticket's requesters Top ticket's categories

o
o)

URAD VLADY
SLOVENSKE) REPUBLIKY
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Fakulta riadenia B R I\ I N . I T

a informatiky .

_ . Super-Admin .
Q GLP (te structure) .

GLPI @ Home / @ Assets / 88 Software

= Find menu

v ltems Seen v  contains v

@ global rule

@ Assets

@ Dashboard mSearch v ©

8 computers

Monitors
- mooEo® @A) B
Software
Network devices NAME entiTY PUBLISHER  VERSIONS - NAME VERSIONS - OPERATING SYSTEMS NUMBER OF INSTALLATIONS LICENSES - NUMBER OF LICENSES
p VPN GLPI » BIT 0 0

Devices

Microsoft 365 E3 (sw) GLPiv BT Microsoft ) )
Printers

TEST o o °
Cartridges

VPN3 GLPI » NBS g g
Consumables

VPN4 GLPI » NBS o o
Phones

VPNS GLPI » NBS o o
Racks Microsoft Windows 11 Pro LRI NLC o 3
Enclosures Abby Finereader PDF 16 GLPI» NLC ° ¢
PDUS Weby pristupy GLpis BIT ° ¢
Passive devices

20 v | rows / page Showing 1to 9 of 9 rows

Unmanaged devices
Cables

System Boards items
Firmware items
Processors items:
Memory items

Drives items
Network Cards items
Drives items
Batteries items

Graphics Cards items

GLPI @ Home / B

Find menu

/00 [Csemen]

Q Super-Admin .
GLPI (tree structure)
~  ltemsSeen~  contains v

Assets

Assistance

Management
& Licenses
s o} Q8 @
@ Budgets
 Suppliers NAME EnTITY HEADING COMMENTS FiLE
01092023_0916 86-01092023.pdf
& Contacts oLl A P
01092023_1456 GLel ) 87-01092023.pdf
28 Contracts
01092023_1629 GLPl ) 88-01092023.pdf
© Documents
010920251025 GLPI ) Preberaci_protokol-0...
% Lines
01132025_0854 oLel ) Preberaci_protokol-1...
rtificat R
L) Exiisis 01162025.1333 oLel X) Preberaci_protokol-1...
1@l Data centers 011620251334 e X Preberaci_protokol-1...
& Clusters 011620251335 oLpl ) Preberaci_protokol-1..
& Domains 011620261333 GLPI K] Odovzdavaci_protokol...
W0 Appliances 01172023 1124 LRl ) 89-01172023.paf
8 Databases 01192026.0921 GLPI ) Preberaci_protokol-1..
& Tools 012020261316 oLel X) Preberaci_protokol-2...
012220251505 ) Preberaci_protokol-2...
Q Administration o A
01242024 1412 GLPI )..j 228-01242024.pdf
& Ssetup
012620241427 oLel ) 230-01262024.pdf
01272025.0905 oLel X) Preberaci_protokol-2...
012720250916 oLPl ) Preberaci_protokol-2...
02052024_0739 GLPI B 231-02052024.pdf
02052026_0824 oLel X) Odovzdavaci_protokol...
021020231320 oLel X) 92-02102023.pdf
& Collapse menu 20 rows / page Showing 1to 20 of 328 rows 2 3 > »
Financované PLAN "OBNOVY" SLOVENSKE) REPUBLIKY
Eurépskou tniou L 4
NextGenerationEU
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GLPI

= Find menu

© Home / 63 Assistance

Assistance v o+

@ Asse

6) Assistance

® Dashboard
Tikets 7 O

(0]
+ Create Ticket
A

B opened @ Ssoved B Late B Ciosed

Problems 08
Changes 05
Planning o
Statistics 0
2025

0 2025-0 2025-0 2025-0 2025-0 2025-0 2025-1 2025-1 2025-1 2026-02026-0 2026
Recurring tickets 5 8 9 0 1 2 1 2 -03

5 Recurring changes

Management

0 0 © 5

Changes Incoming tickets.

0 (1)

Pending tickets

= 10

Tools Solved tickets

Assigned tickets

Administration

Top ticket's
cateaories

10. KIBANA (ELK)

Financované 1

Eurépskou tniou PLAN OBNOVY

NextGenerationEU

Evolution of ticket in the past yéar @

BRAIN:IT
. Q Super-Admin .
Searcl GLPI (tree structure)

GLPI (1 )

tru

< W ¢ O

B nNew B Processing (assigned) M Processing (planned) B pending M Solved

Closed
8
7
6
5
4
3
2 -
0 I
Tickets status by manthi2 2022-01 2 2022 @
Helpdesk
0 10
'Eg Top ticket's @ TOP. %lcket 'S <
reauest tvnes entities

URAD VLADY
SLOVENSKE) REPUBLIKY
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11. WIKILJS

PAGE CONTENTS HOMEPAGE????
this is page of home
Introduction
B Homepace??7?
Plot .
Introduction
End

Your content here

TALK Plot

[ View Discussion ]

more content here

LAST EDITED BY

Administrator End

01/20/2026

rest of the content here

E) Comments
E Administrator

wow! this Is a homepage!

Powered by Wiki js

®  rofile N
&4 My personal inf

A Pages

mAE

o Display Name - [ Tmezone

= Administrator 7 e America/New_York 7 o

Q  Location 7 EoiT 'E::I?S:’:‘un 7 Eir

i JobTite 7 ® ‘S‘I‘::‘::a":: /eI
O

Provider

0O Local

Administrators

i or
Tuesday, December 16, 2025 8:40 AM

Change Password

E=[ Current Password \
i w profe st updted
Tuesday, December 16, 2025 8:40 AM
Last I
=i New Password Q& Monday, March 23, 2026 9:16 AM
0/255 -
7
=fi Confirm New Password @
omments poste
0

CHANGE PASSWORD

Powered by Wikijs

el NextGenerationEU

) . URAD VLADY
*x Financované e r -
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5 EXIT 6O

B Dashboard Dashboard

Site
5% General
@ Locale
< Navigation
[@) Pages
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