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1 UvVoD

1.1 Ucéel dokumentu

Ugelom tohto dokumentu je zdokumentovat funkény PoC v ramci pracovného balika
KPB5 — Realizacia rieSenia projektu INNOSOC. Dokument nadvazuje na predchadzajuce
architektonické a realizaéné vystupy projektu a sumarizuje stav, v ktorom je navrhované
rieSenie implementované ako funkény experimentalny koncept.

Dokument zachytava funkény stav realizovaného rieSenia ako integrovaného celku,
teda ako multitenantnej cloudovej sluzby typu SOC, ktora je nasadena v experimentalnom
rezime a pripravena na formalne overenie. Jeho hlavnym cielom je preukazat, Ze navrhované
rieSenie bolo implementované do funkénej a prevadzkyschopnej podoby v rozsahu PoC a
predstavuje technicku a prevadzkovu dokumentaciu experimentalne vytvoreného riedenia..

1.2 Vychodiska a vstupy do PoC

PoC vychadza z vysledkov predchadzajucich pracovnych balikov a z nadvazujucich
vystupov projektu. Zakladny ramec realizacie bol vytvoreny v KPB4 — Architektura rieSenia,
ktorého ciefom bolo na zaklade predchadzajucich analytickych a navrhovych vystupov vytvorit
uceleny technologicky koncept. V ramci KPB4 boli definované funkéné a nefunkéné
poziadavky, biznis architektura, technologické architektura a finalny DNR — Detailny navrh
rieSenia, ktoré predstavuju priamy vstup do implementacnej etapy KPB5.

Za vecné vstupy do realizacie PoC je potrebné povazovat aj vysledky
predchadzajucich navrhovych a analytickych €innosti projektu, najma navrh virtualizacného
rieSenia, navrh sluzby SOCaaS a navrh integracnej architektury jednotlivych komponentov.
Projektovy zamer medzi hlavné ulohy realizacie radi konfiguraciu infrastruktary, inStalaciu
softvérovych aplikacii, ich integraciu a testovanie navrhovaného rieSenia. PoC vznika ako
vysledok postupnej nadvaznosti na predchadzajuce architektonické, technologické a
infratrukturne vystupy projektu.

1.3 Rozsah PoC

Tu opisany PoC zachytava implementované Casti navrhovaného rieSenia v rozsahu
potrebnom na overenie zakladnej funkénosti sluzby. Predmetom tohto vystupu je najma opis
nasadenych komponentov, ich zakladnych vazieb a prevadzkoveho usporiadania v prostredi
projektu. Dokument sa sustreduje na to, o bolo v ramci KPB5 realne nasadené,
nakonfigurované a overené. PoC nepredstavuje finalne produkéné rieSenie ani kompletnu
komerénu sluzbu. Ide o experimentalny koncept, ktorého ucelom je preukazat technicku
realizovatelnost navrhovanej architektury a zakladnu prevadzkyschopnost rieSenia ako celku.
Rozsah PoC je preto vedome obmedzeny na funkcie, ktoré sa podarilo implementovat a overit
v laboratornych podmienkach.

1.4 Prevadzkové prostredie PoC

PoC je prevadzkovany nad privatnym cloudovym prostredim OpenStack, ktoré tvori
zakladnu infrastrukturnu vrstvu rieSenia. Jednotlivé komponenty su nasadené vo virtualnych
strojoch, pricom podfa charakteru konkrétneho nastroja je vyuzitd aj kontajnerizacia
prostrednictvom Docker a Docker Compose. Tento model umozniuje oddelit jednotlivé funkéné
bloky rieSenia, zjednodusit' ich spravu a zaroven zachovat flexibilitu pri experimentalnom
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nasadzovani. Prevadzkové prostredie PoC ma charakter testovacieho a overovacieho
prostredia. Jeho ucelom nie je poskytovanie plnohodnotnej produkénej sluzby, ale vytvorenie
funkénej platformy na integraciu, konfiguraciu a overenie navrhovanych komponentov a ich
vzajomnej spoluprace. Prostredie je preto navrhnuté tak, aby umoziovalo opakované
nasadenie, Upravy konfiguracie a realizaciu testovacich scenarov.

1.5 Obmedzenia PoC

PoC je poskytuje experimentalny dokaz koncepcie. Nie vSetky planované komponenty
a integratné vazby boli v ¢ase spracovania tohto vystupu dotiahnuté do finalnej urovne
funk&nosti. V niektorych pripadoch boli komponenty uspesSne nasadené samostatne, avsak ich
integracia zostala len Ciastoéne realizovana. Dokument tak zachytava realny stav
implementacie, nie finalny stav architektury. Obmedzenia sa tykaju najma miery dokoncenia
jednotlivych integracii, rozsahu overenych scenarov a celkovej urovne prevadzkovej zrelosti
rieSenia. PoC vSak poskytuje dostatoCny zaklad na technické overenie konceptu a na nasledné
vyhodnotenie dosiahnutych vysledkov v dalSom vystupe projektu.
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2.1 SIEM - ELK Stack

test

2.3 Wazuh

= W Endpoints
AGENTS BY STATUS

’ ® Active (7)

@ Disconnected (1)
Pending (0)

@ Never connected (0)

Agents (8)

Upgrade tasks @ Task details

3Inprogress 2 Done @

Search
D Name 1P address. Group(s)
001 INFRA-TV-PC 10.23.13.80 default
002 webserver 10.2.0.46 default
003 dns.brainit.tech 10.20.2 default
004 ELK 10.23.175.11 default
005 sentry 10.2.0.192 default
006 MatusVM 10.2.0.206 default
007 technitiumdns 10.2.0.5 default
008 glpi.brainit.tech 10.2.0.211 default

Rows per page: 10 v

Financované
Eurépskou tniou
NextGenerationEU

ToP50S
’ @ amalinux (3)
' ® rocky (2)
@ debian (1)
‘ @ ubuntu (1)
V ® windows (1)

Operating system
B8 Microsoft Windows 10 Enterprise 10.0.19045.6456
£ Debian GNUJLinux 11

A AlmaLinux 9.6

A Rocky Linux 9.5

A AlmaLinux 9.3

A AlmaLinux 9.6

A Ubuntu 24.04.4LTS

0 Rocky Linux 9.6

PLAN [OBNOVY

BRAIN:IT
2 IMPLEMENTOVANE KOMPONENTY V POC INNOSOC

@ Deploy new agent C Refresh
Cluster node Version
node01 va.14.1
node01 v4.14.1
node01 v
node01 v
node01 vai1l
node01 vai11
node01 vai111
node01 vai111

URAD VLADY

TOP 5 GROUPS

&

@ default (8)

Export formatted

Status

active ®

active ®

active @

disconnected ®

active @

active ®

active ®

active ®
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= W Endpoints webserver a [¢]
Threat Hunting  File Integrity il Confi MITRE ATT&CK More... v (9) webserver (002) R £ Stats i@? Configuration
D Status IP address Version Group Operating system Cluster node Registration date Last keep alive
002 @ active © 102046  Wazuhvaidl default A Debian GNU/Linux 11 node01 Dec 16,2025 @ 17:11:01.000 Mar 23,2026 @ 13:55:21.000
. g
System inventory
Cores Memory CPU Host name ‘Serial number
16 31.3GB Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz webserver 1064-6291-743...

Last 24 hours v

Events count evolution MITRE ATT&CK 2 Compliance PCIDSS  ~
s Top Tactics " ® 11530
@® 10.61(5)
g° I t
] mpac 20 ® 10.26(4)
S Defense Evasion 2 ® 102701
15:00 18:00 21:00 00:00 03:00 06:00 09:00 12:00 © 10520
timestamp per 30 minutes.
Vulnerability Detection SCA: Lastest scans
CIS Debian Linux 11 Benchmark v1.0.0  [cisiaesianiil
1 Critical Top 5 Packages
package Count & Policy End scan Passed Failed Notapp.. Score
. . N Mar 23, 2026 @
linux-image-amd64 1241 0. g %
g CIS Debian Linux 11 Benchmark v1.0.0 13:53:55.000 66 106 25 38%
grub-common 30
<1
95‘] Medlum grub-efi-amd64 30
grub-efi-amd64-bin 30
grub2-common 30
12 Low
. a
FIM: Recent events
Time Path Action Rule description Rule Lev... Ruleld
Mar 23, 2026 @ "
139295 501 Jetc/.etckeeper modified Integrity checksum changed. 7 550
Mar 23, 2026 @ Jetc/webmin/apache/site modified Integrity checksum changed. 7 550
13:22:25.339
Mar 23, 2026 @ L . "
132228 334 Jetc/webmin/virtual-server/localips modified Integrity checksum changed. 7 550
Mar 23, 2026 @ . . .
1292:95.307 Jetc/webmin/virtual-server/config modified Integrity checksum changed. 7 550
:A;;Z:;;gés @ Jetc/webmin/virtual-server/domains/17286511511293975 modified Integrity checksum changed. 7 550
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W. IT Hygiene a @
Dashboard System Software Processes Network Identity Services () Explore agent [ Generate report
B search DQL C Refresh
wazuh.clustername: wazuh Y @ Add filter
Package types
Operating system families v Count v Top 5 endpoints by memory usage - Totalmemory v Usage v
rpm
almalinux 3 deb INFRA-TV-PC 7.968 76%
rocky 2 pyel sentry 31.168 42%
win
debian 1 ELK 7.168 39%
Others
ubuntu 1 glpi.brainit.tech 3.608 38%
windows 1 8 H 8 s s dns.brainit.tech 3.668 32%
= ~ & 3 &
Top 5 installed packages v Count v Top 5 running processes v Count v  Top 5 operating systems v Count v Top 5 host CPUs ~ Count v
kernel 14 svchost.exe 77 AlmaLinux 3 QEMU Virtual CPU version 2.5+ 3
kernel-core 14 containerd-shim 50 Rocky Linux 2 Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz 2
kernel-modules 14 kworker/R-xfs-b 26 Debian GNU/Linux 1 Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz 2
kernel-modules-core 13 kworker/R-xfs-c 26 Microsoft Windows 10 Enterprise 1 Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz 1
nftables 9 kworker/R-scsi_ 25 Ubuntu 1
Top 5 destination ports Top 5 source ports Processes start time.
@53 @53 500
@67 ®22
® 323 400
® 80
@ 443 300
200
100
. B . - o Ll | 1 1L
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w. IT Hygiene a @
Dashboard System Software Processes Network Identity Services (9) Explore agent
Addresses Interfaces Protocols Listeners Traffic

Network type 0 ~ P o ~  Interface name 0 ~
wazuh.clustername: wazuh | Y (D Add filter X Advanced filters
Network types Unique network IPs Top 5 interface names.
o IPve
enpésis
1Pv4
2
€
Unique networks =
wine i+ [
s ~ B ©
89 hits
& Export Formatted ® 16 available fields Columns [ Density ¢ Sortfields [ Full screen
agent.name ~  network.ip ~ network.netmask ~ network.broadcast ~ network.type v interface.name ~
[@ technitiumdns 10.2.05 255.255.255.0 10.2.0.255 1Pva enpbs18
[@ technitiumdns 172.18.0.1 255.255.0.0 172.18.255.255 1Pva br-789f07535d42
[@ technitiumdns 172.17.01 255.255.0.0 172.17.255.255 1Pva docker0
@ EK fe80::5844:1ff:fe68:3f5b - 1Pvé veth7bc4303
@ EK fe80::3c8a:acff:fe24:50ct LUBIIE IR - 1Pv6 vethb882ech
@ EK fe80::c4bd:50ff:fec3:ce2 FEEAFEAEfFEf:: - 1Pv6 vethe824e69
[@ INFRA-TV-PC 10.23.13.80 255.255.255.0 10.23.13.255 1Pva Ethernet
[@ INFRA-TV-PC fe80::5: 1 - IPv6 Lokalne pripojenie* 1
[@  INFRA-TV-PC =1 - - 1Pv6 Loopback Pseudo-Interface 1
@ INFRA-TV-PC fe80::d53a:8065:f0ae:3646 ffff: fffff:: - 1Pv6 Wi-Fi
[@  INFRA-TV-PC 127.0.0.1 255.0.0.0 127.255.255.255 1Pva Loopback Pseudo-Interface 1
[@ INFRA-TV-PC 169.254.217.58 255.255.0.0 169.254.255.255 1Pva Wi-Fi
[@  INFRA-TV-PC fe80::1049:f007:7884:9¢23 LUBILRIR A - 1Pv6 Ethernet
[@ technitiumdns fe80::be24:11ff:fed6:c63f LUBIE A - 1Pv6 enpbs18
@ EK fe80::a0aa:c8ff:fe74:7d41 FEFFEAEfFEf:: - 1Pv6 docker0
Rows per page: 15 ~ <12 3 456 >
= W Configuration A... webserver a @
Dashboard  Inventory  Events (9) webserver (002) X

CIS DEBIAN LINUX 11 BENCHMARK V1.0.0

-~

® Passed (66)
@ Failed (106)
@ Not applicable (25)

Policy

CIS Debian Linux 11 Benchmark v1.0.0

Rows per page: 15 v <1

Financované
Eurépskou tniou
NextGenerationEU

CIS Debian Linux 11 Benchmark v1.0.0 ©

Passed Failed Not applicable End scan
66 106 25 38% Mar 23, 2026 @
13:53:55.000
Checks (197) G Refresh ¢ Export formatted
Search waQL
LR Title Target Result
29500 Ensure /tmp is a separate partition. Command: findmnt --kernel /tmp ® Failed ~
29501 Ensure nodev option set on /tmp partition. Command: findmnt --kernel /tmp ® Failed v
29502 Ensure noexec option set on /tmp partition. ‘Command: findmnt --kernel /tmp  Failed v
29503 Ensure nosuid option set on /tmp partition. ‘Command: findmnt --kernel /tmp ® Failed v
29504 Ensure separate partition exists for /var. Command: findmnt --kernel /var o Failed ~
29505 Ensure nodev option set on /var partition. ‘Command: findmnt --kernel /var ® Failed ~
29506 Ensure nosuid option set on /var partition. ‘Command: findmnt --kernel /var ® Failed v
29507 Ensure separate partition exists for /var/tmp. ‘Command: findmnt --kernel /var/tmp ® Failed v
29508 Ensure noexec option set on /var/tmp partition. Command: findmnt --kernel /var/tmp o Failed ~
29509 Ensure nosuid option set on /var/tmp partition. Command: findmnt --kernel /var/tmp ® Failed v
Rows per page: 10 v <12 3 435 20 >
URAD VLADY
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2.4 Greenbone Community edition

Resilience Configuration Administration

o Filter OXO0H - v

@Targets 14 of 14

[} 1-100f 14> >
Name a Hosts 1Ps Port List Credentials Actions
api.nfges.com api.nfges.com 1 All IANA assigned TCP o
api.nfges.com Clone 1 api.nfqes.com 1 All TCP and Nmap top 100 UDP For
app.nfges.com app.nfges.com 1 All TANA assigned TCP o
archive.nfqes.com archive.nfqes.com 1 All IANA assigned TCP Zor
gateway.nfges.com gateway.nfqes.com 1 All IANA assigned TCP Zor
jip.nfges.com jip.nfqes.com 1 All IANA assigned TCP o
license.nfges.com license.nfges.com 1 All IANA assigned TCP Zor
oauth.nfges.com oauth.nfges.com 1 All IANA assigned TCP #Zor
ocsp.nfges.com ocsp.nfges.com 1 All IANA assigned TCP For
orchestrator.nfges.com orchestrator.nfges.com 1 All IANA assigned TCP o

Apply to page contents v | ] (%
1-100f 14> >

(Applied filter: sort=name first=1 row

Copyright © 2009-2024 by Greenbone AG, www.greenbone.net
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Configuration

BRAIN:IT

Administration

[OANI

< Tasks 14 of 14

Tasks by Severity Class (Total: 14)

O

Name

api-test

api.nfges.com

app.nfges.com

archive.nfges.com
gateway.nfqes.com

Immediate scan of IP 127.0.0.1
Immediate scan of IP zone.nfges.com
jip.nfqes.com

license.nfges.com

oauth.nfqes.com

(Applied filter: app

werrides=0 min_god=70 sort=name first=1 ro

Filter

Tasks with most High Results per Host x
Results per Host
Status Reports Last Report
Z 1 Tue, Oct 22, 2024 12:28 PM UTC
Z - 3 Tue, Oct 22, 2024 12:21 PM UTC
Z 1 Tue, Oct 22, 2024 9:18 AM UTC
Z e Tue, Oct 22, 2024 9:19 AM UTC
Z e 1 Tue, Oct 22, 2024 9:19 AM UTC
[___Done JENSY Tue, Oct 22, 2024 1:26 PM UTC
| ___Done _JEEESY Tue, Oct 22, 2024 1:27 PM UTC
Z 1 Tue, Oct 22, 2024 9:19 AM UTC
Z e Tue, Oct 22, 2024 9:19 AM UTC
Z . 1 Tue, Oct 22, 2024 9:19 AM UTC

Resilience

Configuration

OXOOF - v
oo
Tasks by Status (Total: 14) x
B Done
1-100f14[> >
Severity Trend Actions
T >z e
= DI TZ e
> Wz e
DI TZ R
[ v ] Dloree
[ oocoa) | >luree
Dl
>z e
DI
/A Dl ifee
Apply to page contents v < [ [
1-100f 14>
Copyright © 2003-2024 by Greenbone AG, vvw.greenbone.net

Administration

@

i NVTs 142704 of 142704

NVTs by Severity Class (Total: 142704) x

Log
Low
m High

Medium

[aa]

Name

WordPress LiteSpeed Cache <= 6.4.1 Sensitive Information Exposure Vulnerability

Mozilla Firefox Security Advisory (MFSA2024-39) - Linux

WordPress LiteSpeed Cache <= 6.3.0.1 Privilege Escalation Vulnerability
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1.x < 5.1.1 Multiple Vulnerabilities - Windows
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1.X < 5.1.1 Multiple Vulnerabilities - Linux
OpenSSL DoS Vulnerability (20240903) - Windows

OpenSSL DoS Vulnerability (20240903) - Linux

Progress / Ipswitch WhatsUp Gold Detection Consolidation

Wireshark Security Update (wnpa-sec-2024-11) - Linux

Wireshark Security Update (wnpa-sec-2024-11) - Mac 0S X

(Applied filter: sort-reverse=created rows=10 fir

Financované
Eurépskou tniou
NextGenerationEU

2010

Family

Web application abuses

General

Web application abuses

General

General

Denial of Service

Denial of Service

Product detection

Denial of Service

Denial of Service

2015

Time

NVTs by Creation Time

2020

Created ¥
Fri, Sep 6, 2024 10:00
AM UTC

Fri, Sep 6, 2024 8:09 AM
utc

Thu, Sep 5, 2024 10:00
AMUTC

Thu, Sep 5, 2024 2:40
AM UTC

Thu, Sep 5, 2024 2:35
AMUTC

Wed, Sep 4, 2024 3:40
AM UTC

Wed, Sep 4, 2024 3:33
AMUTC

Tue, Sep 3, 2024 9:05
AMUTC

Mon, Sep 2, 2024 6:37
AMUTC

Mon, Sep 2, 2024 6:37
AM UTC

Created NVTs
Total NVTs

Modified
Fri, Sep 6, 2024 3:39 PM
uTC

Fri, Sep 6, 2024 3:39 PM
utc

Fri, Sep 6, 2024 3:39 PM
utC

Thu, Sep 5, 2024 12:18
PM UTC

Thu, Sep 5, 2024 12:18
PM UTC

Thu, Sep 5, 2024 5:05
AM UTC

Thu, Sep 5, 2024 5:05
AMUTC

Wed, Sep 4, 2024 5:16
AM UTC

Thu, Sep 5, 2024 3:07
PM UTC

Thuy, Sep 5, 2024 3:07
PM UTC

PLAN [OBNOVY

OXO0H -

NVTs by Family (Total: 142704)

CVE
CVE-2024-44000

CVE-2023-6870 CVE-2024-8381
CVE-2024-8382 CVE-2024-8383
CVE-2024-8384 CVE-2024-8385
CVE-2024-8386 CVE-2024-8387
CVE-2024-8389

CVE-2024-28000
CVE-2024-45230 CVE-2024-45231
CVE-2024-45230 CVE-2024-45231
CVE-2024-6119

CVE-2024-6119

CVE-2024-8250

CVE-2024-8250

®

)

1-10 of 142704 [> [>]

Severity QoD
|73 (high) __} 80%
|28 (iah) __} 30%
| 0.0 (vigh) | 80 %
80 %
30%
80 %
[ 7.5 (igh) | 30%
80 %
LSS sedium) | 80%
[ 5.5 (Medivm) | 80 %

Apply to page contents ¥ | [
1 - 10 of 142704 [> [>]

Copyright © 2009-2024 by Greanbone AG, wviw.greenbone.net
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Resilience Configuration Administration
[Oln A Filter OXO0H - v
@P Scan Configs 7 of 7
(] 1-70f7
Family NVTs
Name & Actions
Total Trend Total Trend
(Basic configuration template with a minimum set of NVTs required for a scan. Version 20200827.) 2 - 3 - L=11ud
Discover
(Network Discovery scan configuration. Version 20201215.) 10 - 3245 ~ Relid
ty — —
(Empty and static configuration template. Version 20201215.) o Y R=11ud
Full and fast
(Most NVT's; optimized by using previously collected information. Version 20201215.) = ~ 142601 A o
Host Discovery ) _ ) - or
(Network Host Discovery scan configuration. Version 20201215.)
Log4shell = =
(Configuration with checks for Logdj and CVE-2021-44228. Version 20211227.) 0 28 e
System Discovery - -
(Network System Discovery scan configuration. Version 20201215.) s 30 Rl
Apply to page contents ¥ | T [
(Applied filter: sort=name first=1 rows=10] 1-70f7

Copyright © 2009-2024 by Greenbone AG, wwiw.greenbone.net
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2.7 GLPI

GLPI R
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= Find menu
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@ global rule
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® Dashboard ZSearch ¢ @
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- mooEo® @A) B
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Printers

TEST o o °
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VPN3 GLPI » NBS g g
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VPN4 GLPI » NBS o o
Phones

VPNS GLPI » NBS o o
Racks Microsoft Windows 11 Pro LRI NLC o 3
Enclosures Abby Finereader PDF 16 GLPI» NLC ° ¢
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20 v | rows / page Showing 1to 9 of 9 rows

Unmanaged devices
Cables

System Boards items
Firmware items
Processors items:
Memory items

Drives items
Network Cards items
Drives items
Batteries items

Graphics Cards items

GLPI @ Home / B

Find menu
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Q Super-Admin .
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Assets
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Management
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8
5
1
3
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Problems Evolution of ticket in the past year @ Tlckets status by mumh\
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@ Recurring changes

B Management 0 0 @® 5 :Az 10

& Tools Changes. Incoming tickets Assigned tickets Solved tickets.

Q Administration

e B o ©o O 0
Recurring tickets Pending tickets Top ticket's Top ticket's Top ticket's

cateaories reauest tvnes entities

& Collapse menu

2.8.1 Uloha NetBox v PoC

NetBox je v ramci PoC rieSenia INNOSOC vyuzity ako podporny nastroj pre evidenciu
a spravu infrastrukturneho kontextu. V navrhovanom SOC rieSeni neplni ulohu detekéného ani
reakéného komponentu, ale sluzi ako zdroj informacii o aktivach, adresacii, sietovych
segmentoch a vybranych vazbach medzi prvkami infrastruktury. Jeho vyznam spociva najma
v tom, Ze umoZznuje lepSie pochopit, ku ktorému zariadeniu, systému alebo Casti siete sa
konkrétna udalost vztahuje. V ramci PoC je NetBox chapany ako kontextova vrstva, ktora
dopifia technické udaje ziskané z ostatnych komponentov rieSenia. Pri analyze
bezpecnostnych udalosti tak moze sluzit na dohladanie zakladnych informacii o zariadeniach,
IP rozsahoch, lokalitach alebo logickom zaradeni prvkov infrastruktury. Takyto pristup zvySuje
prehfadnost rieSenia a vytvara predpoklad na presnejSie vyhodnocovanie bezpecnostnych
situacii.

. ) URAD VLADY
Financované s r 1
Eurépskou tniou PLAN LOBNOVY_, @ SLOVENSKE| REPUBLIKY

NextGenerationEU




ZILINSKA UNIVERZITA V ZILINE

G ormatiy BRAIN:IT

Pl

NetBox v SOC ponuka kontext prostredia, v ktorom bezpecnostné logy a alerty
vznikaju. V tomto zmysle predstavuje doplnkovy, ale dblezity komponent rieSenia, ktory
podporuje orientaciu v infrastrukture a pripravuje zaklad pre dalSie integracné vyuzitie v
roz8irenych scenaroch.

2.8.2 Nasadenie a zakladna konfiguracia NetBoxu

V ramci PoC bol NetBox nasadeny v prostredi OpenStack ako samostatna sluzba
ur¢ena pre evidenciu a spravu infrastrukturnych udajov. Z pohladu implementacie bol rieSeny
kontajnerizacne, priCom boli vyuzité aplikacné a podporné komponenty potrebné na jeho beh,
najma databazova vrstva a cache/queue sluzby. Takyto spdsob nasadenia zodpoveda
charakteru experimentalneho nasadenia a =zaroven umozZfiuje jednoduchS$iu spravu,
aktualizaciu a opakovatelné nasadenie.

Zakladna konfiguracia NetBoxu bola v PoC zamerana na spristupnenie webového
rozhrania a na pripravu datového modelu pre evidenciu vybranych objektov infraStruktury.
Konfigura€ne bol systém pripraveny na pracu s databazou PostgreSQL a s oddelenou Redis
vrstvou pre ulohy a cache. V ramci PoC boli do systému zavedené zakladné objekty, najma
lokality, zariadenia, adresné priestory a suvisiaci infrastrukturny kontext.

v System | NetBox x +

39 “5) - QJ chat

& C () | & Notsecure 192.168.201.4:8080/core/system/

j:ﬁnetbox Q  Search. ¥ A ?égec

Community

3 E
Organization SyStem xport

Racks Status

Devices

- System Status
 Connections o

= Wireless NetBox release NetBox Community v4.2.8-Docker-3.2.0 (2025-04-22)

B IPAM Python version 311243
VPN Django version 518

PostgreSQL version PostgreSQL 16.11 on x86_64-pc-linux-musl, compiled by gcc

Virtualization

Provisioning Database name netbox

Customization
Operations
Topology Views

Attachments

2. Admin

Database size
RQ workers

System time

Current Configuration

37 MB
1 (default queue)

2026-03-27 17:38:05 UTC

Rack elevations
AUTHENTICATION

Users Default unit height
Groups Default unit width

API Tokens Power feeds

Permissions Default voltage

SYSTEM Default amperage

System
Default max utilization
Plugins
IPAM
Configuration History

~n n= Enforce global unique
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(@ Plugins | NetBox

+

C (A | A Notsecure 192.168.201.4:8080/core/plugins/

j:ﬁ netbox

Community
Organization
Racks
Devices
Connections
Wireless

@ |PAM

& VPN
Virtualization
Provisioning
Customization
Operations
Topology Views

@ Attachments

» Admin

AUTHENTICATION

Users

Groups

API Tokens

Permissions

SYSTEM

System

Plugins

Configuration History
Background Tasks

Q  Searct

Plugins

Plugins

NAME
Reordering Racked Devices

NetBox Topology Views

Netbox Attachments
NetBox IP Fabric
NetBox ACLs
NetBox BGP

NetBox Floorplan
NetBox DNS

NetBox QR Code

NetBox Secrets

NetBox Diode
NetBox Branching
NetBox Slurp'it
Netbox Nbservice
Netbox Risk

NetBox Config Diff
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& Configure Table

AUTHOR LOCAL INSTALLED ~ CERTIFIED ~ INSTALLED VERSION  LATEST VERSION

Alex Gittings 7 v v 11.4

Mattijs v v 4.5.0
Vanhaverbeke

Jan Krupa

Alex Gittings

Ryan Merolle
Nikolay Yuzefovich
Tony Nealon

Peter Eckel
Nikolay Yuzefovich

Onemind Services
LLC

NetBox Labs
NetBox Labs
Pieter van Os
Renato Zaroubin
Renato Zaroubin

Artem Kotik

11.4

4.5.0

Obrazok 2 Pluginy

Cielom nebolo vytvorit aplna produkéni CMDB alebo detailny model celej siete, ale
pripravit’ reprezentativnu mnozinu udajov, na ktorej je mozné demonstrovat’ vyuzitie NetBoxu
v navrhovanom rieseni.

2.8.3 Vyuzitie NetBoxu v ramci PoC

V ramci PoC bol NetBox vyuzivany ako podporny zdroj infrastrukturneho kontextu pre
ostatné casti rieSenia. Jeho hlavny prinos spocival v tom, Ze umoZnoval dohladanie
zakladnych informacii o zariadeniach, IP adresacii, lokalitach a sietovych segmentoch, ku
ktorym bolo mozné priradit’ udalosti alebo zistenia z dalSich nastrojov.

Praktické vyuzitie NetBoxu v tejto etape bolo orientované najmd na evidenciu a
manualne alebo CcCiastoéne podporené dohladanie kontextu. NetBox tak neplnil ulohu
detekéného ani reak&éného nastroja, ale dopifal rieSenie o Udaje potrebné na lepSie
pochopenie technického prostredia. V tomto rozsahu jeho nasadenie potvrdilo, Ze ide o vhodny
doplnok PoC rieSenia a o pouzitelny zaklad pre dalSie rozSirenie integracnych scenarov.
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v @ Locations | NetBox x  +

& C [ (A Notsecure 192.168.201.4:8080/dcim/locations/ AN QB O @ ~ oa

#netbox Q searc ¥ 4 sue
Community

Locations % import| % Export v

B Organization

SITES Results [22
Sites

Locations searc % Configure Table
TENANCY

Po— SITE STATUS  FACILITY TENANT RACKS DEVICES VLANGROUPS  DESCRIPTION

CONTACTS FRI  [AGtiveé) Budovy ] 0 Budova FRI-A E‘[ ~

Contacts FRI (S8 Budovy it Budova FRI-B E\, v
Contact Groups

- RB FRI (ASHWE) Chodba < Chodba na RB - 3. poschodie () (S
Contact Roles

Contact Assignments - RB003 FRI [HEHVE) Labak IS RB003 E\, v

B Racks - RB006 FRI Acti Serveroviia L RBO(

Devices FRI QEEEWE Labik s RB301

Connections
FRI Labak > RB302

Wireless
FRI Labak 6 RB303
IPAM

o Spologenska RB304
VEr T Serveroviia 3 RB355
Provisioning - RBSGS B8  Sserveroviia RBSGS
Customization - [AGEE) Budovy Budova FRI-C
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Topology Views

Attachments

Admin

RAS03-FW-FGT120G-AT | NetBox X -+ o
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jiﬁ netbox a Segec

Community

Devices |/ FRI im.device:104
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B Racks 191

. ZEE et
= Devices

DEVICES Device
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Devices

Modules Device Management

Device Roles

Region Status Active
Platforms Bz
Virtual Chassis Site FRI Role Firewall

BEEETRESS Location FRI-B / RBSGS Platform

Device Types Rack RBSGS-1 Primary IPv4

Module Types

Position U21/ Front Primary IPv6
Manufacturers

GPS Coordinates Out-of-band IP
DEVICE COMPONENTS

Interfaces Tenant
Services + Add a service
Front Ports Device Type Fortinet FortiGate

Rear Ports NAME  PARENT  PROTOCOL PORTS  DESCRIPTION
Description
Console Ports — No services found —

Console Server Ports Airflow Front to rear

Module Bays Serial Number Images + Attach an image
Device Bays
e OBJECTTYPE  PARENT  IMAGE E CREATED

ADDRESSING —No
Config Template No i
MAC Addresses

. Dimensions
#* Connections Tags

= Wireless - Height 1.0U

192.168.201.4:8080 Weiaht 5.5 Kiloarams (12.2 Pounds)
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1P Ranges | NetBox

) [ A& Notsecure 192.168.201.4:8080/ipam/ip-ranges/ 3 o @ -~ Ho=t

j:ﬁnetbox Q sear v a segec

Community
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Organization
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Devices

& Configure Table
Connections

Wireless
START ADDRESS END ADDRESS VRF STATUS TENANT  DESCRIPTION

IBAM 1010.2541/24 10.10.254.254/2 254 Global [Active FRI fri-net-wifi-mgmt
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IP Ranges
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OTHER
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2.8.4 Aktualny stav a obmedzenia NetBoxu v PoC

NetBox bol v ramci PoC uUspesne nasadeny a zékladne nakonfigurovany ako funkény
nastroj pre evidenciu infrastrukturnych udajov. V tomto stave poskytuje pouzitelny zaklad pre
spravu vybranych objektov a pre orientaciu v prostredi navrhovaného rieSenia. Z pohladu PoC
sa potvrdilo, Ze NetBox je vhodny na doplnenie SOC rieSenia o infrastruktirny kontext a na
podporu prace s aktivami a adresaciou.

Na druhej strane je potrebné uviest, Zze jeho vyuzitie v PoC ostalo na urovni zakladnej
evidencie a Ciastocného kontextového doplnenia. Neboli dotiahnuté vSetky planované
integraCné vazby voci ostatnym komponentom rieSenia a NetBox tak v tejto etape nefunguje
ako plne automatizovany zdroj enrichment udajov. Jeho uloha je zatial skér podporna a
pripravuje zaklad pre dal3ie rozSirenie v buducich etapach riedenia.

Z tohto doévodu je NetBox v PoC potrebné chapat ako funkény, ale zatial nie plne
rozvinuty komponent. Napriek tomu jeho nasadenie preukazalo prakticku vyuzZitefnost v
navrhovanom rieSeni a potvrdilo vhodnost' jeho zaradenia do SirSej architektury SOC sluzby.
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3 NASADENIE A ZAKLADNA KONFIGURACIA POC

Tu stru¢ne opisat, ako bol PoC nasadeny v OpenStack prostredi, ako boli pouzité VM
a kde bol pouzity Docker. Neist do detailov ako vo V14, len zhrnut redlny stav.

3.1 Model nasadenia

3.2 Pouzité virtualne stroje a sluzby

3.3 Zakladné integraéné vazby

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou PI-A’N IOBNOVY: @

NextGenerationEU

23



ZILINSKA UNIVERZITA V ZILINE

ﬁ B eoria BRAIN:IT
4 ZAVER

41 XX

i : URAD VLADY
i Financované , r "
Eurspskou dniou PLAN [OBNOVY’ 5] | siovens epusicr

NextGenerationEU

24



