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1 UvVoD

1.1 Ucéel dokumentu

Ugelom tohto dokumentu je zdokumentovat funkény PoC v ramci pracovného balika
KPB5 — Realizacia rieSenia projektu INNOSOC. Dokument nadvazuje na predchadzajuce
architektonické a realizaéné vystupy projektu a sumarizuje stav, v ktorom je navrhované
rieSenie implementované ako funkény experimentalny koncept.

Dokument zachytava funkény stav realizovaného rieSenia ako integrovaného celku,
teda ako multitenantnej cloudovej sluzby typu SOC, ktora je nasadena v experimentalnom
rezime a pripravena na formalne overenie. Jeho hlavnym cielom je preukazat, Ze navrhované
rieSenie bolo implementované do funkénej a prevadzkyschopnej podoby v rozsahu PoC a
predstavuje technicku a prevadzkovu dokumentaciu experimentalne vytvoreného riedenia..

1.2 Vychodiska a vstupy do PoC

PoC vychadza z vysledkov predchadzajucich pracovnych balikov a z nadvazujucich
vystupov projektu. Zakladny ramec realizacie bol vytvoreny v KPB4 — Architektura rieSenia,
ktorého ciefom bolo na zaklade predchadzajucich analytickych a navrhovych vystupov vytvorit
uceleny technologicky koncept. V ramci KPB4 boli definované funkéné a nefunkéné
poziadavky, biznis architektura, technologické architektura a finalny DNR — Detailny navrh
rieSenia, ktoré predstavuju priamy vstup do implementacnej etapy KPB5.

Za vecné vstupy do realizacie PoC je potrebné povazovat aj vysledky
predchadzajucich navrhovych a analytickych €innosti projektu, najma navrh virtualizacného
rieSenia, navrh sluzby SOCaaS a navrh integracnej architektury jednotlivych komponentov.
Projektovy zamer medzi hlavné ulohy realizacie radi konfiguraciu infrastruktary, inStalaciu
softvérovych aplikacii, ich integraciu a testovanie navrhovaného rieSenia. PoC vznika ako
vysledok postupnej nadvaznosti na predchadzajuce architektonické, technologické a
infratrukturne vystupy projektu.

1.3 Rozsah PoC

Tu opisany PoC zachytava implementované Casti navrhovaného rieSenia v rozsahu
potrebnom na overenie zakladnej funkénosti sluzby. Predmetom tohto vystupu je najma opis
nasadenych komponentov, ich zakladnych vazieb a prevadzkoveho usporiadania v prostredi
projektu. Dokument sa sustreduje na to, o bolo v ramci KPB5 realne nasadené,
nakonfigurované a overené. PoC nepredstavuje finalne produkéné rieSenie ani kompletnu
komerénu sluzbu. Ide o experimentalny koncept, ktorého ucelom je preukazat technicku
realizovatelnost navrhovanej architektury a zakladnu prevadzkyschopnost rieSenia ako celku.
Rozsah PoC je preto vedome obmedzeny na funkcie, ktoré sa podarilo implementovat’ a overit
v laboratornych podmienkach.

1.4 Prevadzkové prostredie PoC

PoC je prevadzkovany nad privatnym cloudovym prostredim OpenStack, ktoré tvori
zakladnu infrastrukturnu vrstvu rieSenia. Jednotlivé komponenty su nasadené vo virtualnych
strojoch, pricom podfa charakteru konkrétneho nastroja je vyuzitd aj kontajnerizacia
prostrednictvom Docker a Docker Compose. Tento model umozniuje oddelit jednotlivé funkéné
bloky rieSenia, zjednodusit' ich spravu a zaroven zachovat flexibilitu pri experimentalnom
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nasadzovani. Prevadzkové prostredie PoC ma charakter testovacieho a overovacieho
prostredia. Jeho ucelom nie je poskytovanie plnohodnotnej produkénej sluzby, ale vytvorenie
funkénej platformy na integraciu, konfiguraciu a overenie navrhovanych komponentov a ich
vzajomnej spoluprace. Prostredie je preto navrhnuté tak, aby umoziovalo opakované
nasadenie, Upravy konfiguracie a realizaciu testovacich scenarov.

1.5 Obmedzenia PoC

PoC je poskytuje experimentalny dokaz koncepcie. Nie vSetky planované komponenty
a integratné vazby boli v ¢ase spracovania tohto vystupu dotiahnuté do finalnej urovne
funk&nosti. V niektorych pripadoch boli komponenty uspesSne nasadené samostatne, avsak ich
integracia zostala len Ciastoéne realizovana. Dokument tak zachytava realny stav
implementacie, nie finalny stav architektury. Obmedzenia sa tykaju najma miery dokoncenia
jednotlivych integracii, rozsahu overenych scenarov a celkovej urovne prevadzkovej zrelosti
rieSenia. PoC vSak poskytuje dostatoCny zaklad na technické overenie konceptu a na nasledné
vyhodnotenie dosiahnutych vysledkov v dalSom vystupe projektu.

BRAIN:IT
FRI
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2 IMPLEMENTOVANE KOMPONENTY V POC INNOSOC

2.1 SIEM - ELK Stack

2.1.1 Model nasadenia ELK Stack

ELK je v ramci PoC rieSenia INNOSOC vyuzity ako SIEM, ktory sa sklada z
Elasticsearch indexovej databazy, Logstash parsovacieho nastroja, ktory predpripravuje
format dat, pred ulozenim do databazy, Kibany, ktora sluzi ako WEB GUI pre cely stack. Kibana
zobrazuje nazbierané data, poskytuje spravu pouzivatelov a roli, tvorbu bezpeénostnych
pravidiel, rieSenie alertov, spravu indexov, spravu uzlov (nodes) a iné.

Cely ELK stack je nasadeny v LXC linuxovych kontajneroch. Pre kazdu sluzbu je
vytvoreny samostatny kontajner. Operacny systém nasadeny v kontajneroch je Ubuntu
24.04.2.

V3etky LXC kontajnery su nasadené na jednom fyzickom serveri. Server ma procesor
Intel(R) Xeon(R) CPU E5-2690, 2 fyzické procesory, 8 jadier na procesor s frekvenciou
2.90GHz. Server disponuje s 251GB RAM pamate. UloZny priestor je tvoreny raidom HDD
diskov o velkosti 2.7T a SSD diskom 1.8T WD Red.

2.1.2 Nasadenie Elasticsearch

Elasticsearch kontajner ma IP adresu 192.168.1.178. Bezi na nom Elasticsearch
cluster, ktory je tvoreny 7 elasticsearch uzlami. Uzly maju role master, hot, warm a cold. Master
node je hlavny node, ostatné data nodes sa nan pripajaju a zaclenuju sa do clustera. Hot
nodes su uzly, kde sa uchovavaju najaktualnejSie data. Data sa ukladaju na SSD disk, aby sa
stihali zapisovat v €o najkratSom ¢asovom intervale. Tieto data sa tam uchovavaju po dobu 5
dni. Po tejto dobe sa presuvaju na warm nodes. Warm nodes su 2 a pouzivaju HDD disky.
Data su uloZené vo warm nodes po dobu od 5 do 14 dni. Nasledne sa data presuvaju do cold
uzla a po 21 drfioch sa mazu.

Node Disky Reten¢na doba Pridelena RAM
master1 HDD - 16GB

hot1 SSD <5 dni 31GB

hot2 SSD <5 dni 31GB

hot3 SSD <5 dni 31GB
warm1 HDD <14 dni 31GB
warm?2 HDD <14 dni 31GB

cold1 HDD <21 dni 16GB

V projekte je kladeny dbéraz na zabezpecenie. Elasticsearch predvolene pouziva, od
verzie 7, x-pack modul, ktory zabezpecCuje viacero bezpecnostnych funkcii, vratane
autentifikacie, autorizacie, Sifrovania komunikacie a spravy pouzivatelov.

Komunikacie je medzi uzlami Sifrovana pomocou TLS certifikatov. Kazdy node ma svoj
TLS certifikat. Komunikacie medzi Logstash a Elastich search aj Kibana a Elasticsearch su
taktiez Sifrované. Kazdy Elasticsearch uzol ma vlastny konfiguracny subor.
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Pouzitéa certifikatna autorita (CA), ktora vystavuje jednotlivé certifikaty, je vlastna.
Elastic poskytuje moznost vygenerovat CA pomocou nastroja elasticsearch-certutil, ktory je
suCastou distribucie Elasticsearch. Tento nastroj umoznuje vytvarat certifikat certifikacnej
autority, ale aj vystavovat dalSie certifikaty podpisané touto certifikaCnou autoritou.

Elasticsearch okrem toho vyuziva tzv. keystore. Keystore sluzi ako ulozisko pre citlivé
udaje, ako su prihlasovacie udaje, tokeny alebo hesla systémovych pouzivatefov. V naSom
pripade vyuzivame keystore na ulozenie prihlasovacich udajov preddefinovanych
systémovych uctov. Tento mechanizmus zvySuje bezpecnost systému tym, Ze citlivé udaje nie
su priamo uloZené v konfiguraénych suboroch.

Okrem zabezpecenia citlivych udajov pomocou keystore je potrebné zabezpedit aj
sietovu komunikaciu samotného elk-elasticsearch kontajneru. Na tento ucel sme vyuZili nastroj
iptables. Pomocou neho sme definovali firewall pravidla. Pristup pre sluzbu Secure Shell
(SSH) je povoleny z univerzitného rozsahu a pristup pre Elasticsearch aplikaciu je povoleny
len zo strojov Kibana, Logstash a Arkime, definované na zaklade IP adries.

V ramci monitorovania dostupnosti bolo okrem, uz spominaného, monitorovania ELK
stack pomocou metricbeat zavedené monitorovanie pomocou nastroja libreNMS a pomocou
nastroja zabbix.

2.1.2.1 Ukazka konfiguracného suboru hot uzla
cluster.name: elastic-cluster

node.name: hotl

node.roles: [data hot]

path.data: /mnt/hot-nodes/elasticsearch-hotl
path.logs: /var/log/elasticsearch-hotl
network.host: 192.168.1.178

http.port: 9201

transport.port: 9301

discovery.seed hosts: ["192.168.1.178:9300", "192.168.1.178:9302",
"192.168.1.178:9303", "192.168.1.178:9304", "192.168.1.178:9305",
"192.168.1.178:9306"]

cluster.initial master nodes: ["masterl"]

xpack.security.enabled: true
xpack.security.enrollment.enabled: true
xpack.security.http.ssl:

enabled: true

keystore.path: certs/elasticsearch/hotl/http.pl2
xpack.security.transport.ssl:

enabled: true

verification mode: certificate

client authentication: required

keystore.path: certs/elastic-certificates.pl2

truststore.path: certs/elastic-certificates.pl2
http.host: 0.0.0.0
transport.host: 0.0.0.0
xpack.security.audit.enabled: true
xpack.security.audit.logfile.events.include: access_denied,
anonymous_access_denied, authentication failed, connection denied,
tampered request, run as denied, security config change
xpack.security.audit.logfile.emit node host address: true
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xpack.security.audit.logfile.emit node name: true
xpack.security.audit.logfile.emit node host name: true

2.1.3 Nasadenie Logstash

Logstash spracovava data prijaté od auditbeat a filebeat agentov, ktori si nasadeni na
ostatnych serveroch na FRI UNIZA. Komunikacia medzi agentami a Logstash je taktiez
Sifrovana. Logstash pipeline je rozdelena do troch konfiguranych suboroch. Pre vstup,
filtrovanie a vystup zozbieranych dat.

Pre vstup, filtrovanie a vystup zozbieranych dat:

e input.conf — definuje zdroje prijatych dat,
¢ filters.conf — spracovava prijaté data, aplikuje na data filtre, rieSi normalizaciu dat
e output.conf — spravuje odoslanie dat.

Obdobne ako pri nastroji Elasticsearch aj pre nastroj Logstash sme vykonali Cistu
inStalaciu. Na stroji ucs-Ixc-1 s IP adresou 192.168.2.11 bol pre potreby nasadenia Logstash
nastroja vytvoreny LXC kontajner s operacnym systémom Ubuntu 24.04 LTS. Kontajner je
pomenovany elk-logstash s pridelenou IP adresu 192.168.1.177.

Logstash je nasadeny vo verzii 8.17.2. Pri jeho konfiguracii je definovana vefkost
operacnej pamate, obdobne ako pri Elasticsearch uzloch, pri€om je alokovanych 16 GB. Tato
hodnota poskytuje dostatoCnu rezervu aj pre buduce rozsSirenie infrastruktury a pripojenie
dalSich monitorovanych zariadeni.

Komunikacia Logstash a Elasticsearch je zabezpelena certifikdtom na strane
Elasticsearch. Overenie Logstash voci Elasticsearch prebieha pomocou mena a hesla. Kedze

potrebné vytvorit pouzivatefa ktorému bola pridelena rola s opravneniami. Vytvorena rola
nesie nazov logstash_writer a vytvoreny pouzivatel logstash_internal. Danej roli sme pridelili
nasledujuce opravnenia pre cluster:

monitor - sledovanie stavu klastra a uzlov
manage_index_template - sprava $ablén indexov
manage_ilm - sprava Zivotného cyklu indexov
manage_pipeline - sprava ingest pipeline

A opravnenia pre jednotlivé indexy:

write - zapisovanie dat do indexu

create - vytvaranie novych dokumentov
create_index - vytvaranie novych indexov
manage - plna sprava indexu

read - Citanie dat z indexu

index - pridavanie alebo aktualizacia dokumentov

Indexy pre ktoré sa maju privilégia pridelit sme definovali pomocou tzv. index pattern.
Index pattern je vzor alebo pravidlo, ktoré definuje konkrétny index. VyuZivaju sa v nich tzv.
wildcards, v podobe znaku ,, * ¢, spolu v kombinacii textom, ktory tvori ¢ast nazvu indexu. Pre
nasu rolu sme definovali nasledujuce index pattern:

1. gvm-greenbone*

2. elasticsearch-elk-elasticsearch*
3. syslog-fortigate*

4. waf-filebeat*
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5. auditbeat*
6. suricata*

7. threatintel-filebeat*

Logstash vyuZiva keystore na uloZenie hesla pouzivatefa pre Logstash APl a na
ulozenie hesla pre pouzivatela logstash_internal. Sietova komunikacia je zabezpeCena
pomocou nastroja iptables, ktorym sme definovali firewall pravidla. Pristup pre sluzbu SSH a
pre prijem dat pomocou Logstash je povoleny zo Specifického IPv4 rozsahu.

Logstash je v ramci monitorovania dostupnosti monitorovany pomocou metricbeat a
taktieZ pomocou nastrojov zabbix a libreNMS.

2.1.3.1 Ukazka input.conf  konfiguracného  suboru pre nasadeny  Logstash

V konfiguraénom subore je nastaveny prijem dat pomocou modulu beat, ktory data
prijima na porte 5044. Dalej je nastavené Secure Sockets Layer (SSL)/ Transport Layer
Security (TLS) Sifrovanie a definované cesty k certifikatom. Certifikaty boli podpisané vlastnou
certifikacnou autoritou. Logstash vyZaduje aby sa klienti preukazali platnym certifikatom, inak
spojenie nebude nadviazané, a taktiez poskytuje vlastny TLS certifikat ktorym si klienti overia
identitu Logstash. Ide o obojstranné TLS overovanie.

input {
beats {
port => 5044
ssl enabled => true
ssl certificate =>
"/etc/logstash/certs/logstash/logstash.crt”
ssl key => "/etc/logstash/certs/logstash/logstash.key"
ssl certificate authorities =>
["/etc/logstash/certs/ca.crt"]
ssl client authentication => "required"
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Hello

Hello

Logstash sends elk.crt

Validate
using ca.crt

Filebeat sends elk.crt

Filebeat Logstash

Validate
using ca.crt

Communicate with
encrypted data using elk.key

Znazornenie obojstranného TLS

2.1.3.2 Ukazka filters.conf  konfiguratného suboru pre nasadeny  Logstash

filter { if ("suricata-moloch" in [tags]) or ("suricata-suricata2"
in [tags]) { json { source => "[event] [original]" target =>
"suricata parsed" } date { match => ["[suricata parsed] [timestamp]",
"yyyy-MM-dd'T'HH:mm:ss.SSSSSSZ"] target => "@timestamp" } mutate {
rename => { "[suricata parsed][src ip]" => "source.ip"
"[suricata parsed] [src port]" => "source.port"
"[suricata parsed] [dest ip]" => "destination.ip"
"[suricata parsed] [dest port]" => "destination.port"

"[suricata parsed] [proto]" => "network.protocol"
"[suricata parsed] [event type]" => "event.type"
"[suricata parsed] [flow id]" => "network.flow id"
"[suricata parsed] [app proto]" => "network.application protocol"
"[suricata parsed] [in iface]" => "network.interface"
"[suricata parsed] [alert] [signature]" => "rule.name"

"[suricata parsed] [alert] [signature id]" => "rule.id"
"[suricata parsed] [alert] [category]" => "rule.category"
"[suricata parsed] [alert] [severity]" => "rule.severity"
"[suricata parsed] [alert] [action]" => "rule.action"
"[suricata parsed] [alert] [rev]" => "rule.revision"
"[suricata parsed] [alert] [gid]" => "rule.gid"

"[suricata parsed] [flow] [pkts toserver]" =>

"network.packets.to server" "[suricata parsed] [flow] [pkts toclient]"
=> "network.packets.to client"

"[suricata parsed] [flow] [bytes toserver]" =>

"network.bytes.to server" "[suricata parsed] [flow] [bytes toclient]"
=> "network.bytes.to client" "[suricata parsed] [flow] [start]" =>
"network.flow start"

"[suricata parsed] [alert] [metadata] [signature severity]" =>
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"rule.signature severity"
"[suricata parsed] [alert] [metadata] [created at]" =>
"rule.created at" "[suricata parsed] [alert] [metadata] [updated at]"
=> "rule.updated at" "[suricata parsed] [alert] [metadata] [cve]" =>
"rule.cve list" "[suricata parsed] [alert] [metadata] [deployment]" =>
"rule.deployment"
"[suricata parsed] [alert] [metadata] [attack target]" =>
"rule.attack target"
"[suricata parsed] [alert] [metadata] [affected product]" =>
"rule.affected product" "[suricata parsed] [alert] [metadata] [tag]" =>
"rule.tag" } convert => { "network.flow id" => "integer"
"source.port" => "integer" "destination.port" => "integer"

"network.packets.to server" => "integer" "network.packets.to client"
=> "integer" "network.bytes.to server" => "integer"
"network.bytes.to client" => "integer" "rule.id" => "integer"
"rule.severity" => "integer" "rule.revision" => "integer" "rule.gid"
=> "integer" } } geoip { source => "source.ip" target => "source"
database => "/etc/logstash/geoip/GeoLite2-City.mmdb" } geoip {
source => "destination.ip" target => "destination" database =>
"/etc/logstash/geoip/GeoLite2-City.mmdb" } mutate { remove field =>

[ "source.ip", "destination.ip"] rename => {

"[suricata parsed] [src ip]" => "source.ip"
"[suricata parsed] [dest ip]" => "destination.ip" } } mutate {

remove field => [ "message", "suricata parsed"] } }

else if ("auditbeat-studenti™ in [tags]) or ("auditbeat-admin" in
[tags]) or ("auditbeat-testing" in [tags]) or ("auditbeat-elk" in
[tags]) { mutate { add field => { "[@metadata] [index]" => "auditbeat-

logs" } add field => { "event.ingested" => "%{+YYYY-MM-
dd'T'HH:mm:ss.SSSZ}" } rename => ({

"[process] [parent] [process] [name]" => "process.parent.name"
"[process] [parent] [process] [executable]" =>
"process.parent.executable" "[process] [parent] [process] [args]" =>
"process.parent.args" "[process] [parent] [process] [pid]" =>
"process.parent.pid" " [process] [parent] [process] [entity id]" =>
"process.parent.entity id" "[process] [parent] [process] [title]" =>
"process.parent.title" "[process] [parent] [process] [start time]" =>
"process.parent.start time" " [process] [parent] [process] [owner]" =>
"process.parent.owner" "[process] [parent] [process] [group]" =>
"process.parent.group" "[process] [parent] [process] [thread]" =>

"process.parent.thread" } } mutate { replace => {
"process.parent.pid" => "%{[process] [parent] [pid] [0]}" } }

mutate {
remove field => ["process.parent.pid"]
}
mutate {
convert => { "process.parent.pid" => "integer" }
}

if [process][args] and ( [process] [args] !'= "" ) {

mutate {
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add field => { "[process] [command line]" => "%{[process] [args]}" }
}
mutate {
gsub => [
"[process] [command line]"™, "\"', '',
"[process] [command line]"™, '\[', '',
"[process] [command line]"™, '\1', '',
"[process] [command line]l", ',', ' '

} else if "syslog-fortigate" in [log type] { grok { match => {
"message" => "${SYSLOGTIMESTAMP:syslog timestamp}
%{IPORHOST:syslog host} %{GREEDYDATA:event.original}" } overwrite =>

["event.original”] } kv { source => "event.original" field split =>
" " value split => "=" trim key => """ trim value => """ } mutate {
rename => { "srcip" => "source.ip" "dstip" => "destination.ip" }
convert => { "srcport" => "integer" "dstport" => "integer"

"sentbyte" => "integer" "rcvdbyte" => "integer" "sentpkt" =>
"integer" "rcvdpkt" => "integer" "duration" => "integer" } add field
=> { "datetime" => "%${date} %{time}" } } date { match =>
["datetime", "yyyy-MM-dd HH:mm:ss"] target => "(@timestamp" timezone
=> "+0100" } mutate { remove field => ["datetime", "message",

"date"] } if [agent] { mutate { add field => { "agent name" =>
"%{[agent] [name] }" "agent id" => "%{[agent] [id]}" "agent type" =>
"%{[agent] [type] }" "agent version" => "%{[agent] [version]}"

"agent ephemeral id" => "%{[agent] [ephemeral id]}" } } mutate ({
remove field => ["agent"] }

} } else if "CTF-win" in [tags]{ mutate { add field => {

"[@metadata] [index]" => "ctf-win-logs" } add field => {
"event.ingested" => "%{+YYYY-MM-dd'T'HH:mm:ss.SSSZ}" } } if
[winlog] [provider name] == "Microsoft-Windows-Sysmon" { mutate ({
rename => { "[winlog] [event id]" => "event.sysmon id"
"[winlog] [event data] [Image]" => "process.name"

"[winlog] [event data] [CommandLine]" => "process.command line"
"[winlog] [event data] [ParentImage]" => "process.parent.name"
"[winlog] [event data] [ParentCommandLine]" =>
"process.parent.command line" "[winlog] [event data] [User]" =>
"user.name" "[winlog] [event data] [Hashes]" => "file.hashes"
"[winlog] [event data] [TargetFilename]" => "file.target name"
"[winlog] [event data] [CreationUtcTime]" => "file.creation time"
"[winlog] [event data] [ProcessId]" => "process.id"

"[winlog] [event data] [ParentProcessId]" => "process.parent.id" } }
if [file] [hashes] { ruby { code => ' hashes =

event.get ("[file] [hashes]") if hashes hashes.split(",") .each do
|hash| key value = hash.split("=") if key value.length == 2 end end
end ' } } } if [winlog] [provider name] == "PowerShell" { mutate {
rename => { "[winlog] [event id]" => "event.powershell id"
"[winlog] [event data] [paraml]" => "powershell.command"
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"[winlog] [event data] [param2]" => "powershell.details"
"[winlog] [event data] [param3]" => "powershell.output" } } } if
[host] [name] { mutate { rename => { "[host] [name]" =>
"system.hostname" "[host] [os] [name]" => "system.os name"
"[host] [os] [version]" => "system.os version" } } } if
[agent] [version] { mutate { rename => { "[agent] [version]" =>
"logstash.agent version" } } } mutate { remove field => [

"[winlog] [provider guid]", "[winlog] [record id]",
"[winlog] [opcode] ", "[winlog] [api]"™ ]

} } else if "filebeat-gvm" in [tags] {

if [message] =~ ""\{.*\}$" {
Jjson {
source => "message"

}

} else {
grok {
match => { "message" => "${IPORHOST:client ip} - -
\ [${HTTPDATE:log timestamp}\] \"${WORD:http method}

% {URIPATHPARAM: request} HTTP/%{NUMBER:http version}\"
%{NUMBER:response code} (?:%3{NUMBER:bytes sent}|-)
\"%{DATA:referrer}\" \"${DATA:user agent}\"" }
}
}
date {
match => [ "log timestamp", "dd/MMM/yyyy:HH:mm:ss Z" ]
target => "(@timestamp"
}
mutate {
remove field => ["log timestamp"]

}

} else if "filebeat-elasticsearch" in [tags] { json { source =>
"message" target => "audit" skip on invalid json => true } mutate {

add field => { "user" => "%{[laudit] [user.name]}" "action" =
"${[audit] [event.action]}" "timestamp" => "%{[audit] [timestamp]}" }
} date { match => ["[audit] [@timestamp]", "yyyy-MM-
dd'T'HH:mm:ss,SSSZ"] target => "(@timestamp" } } else if "filebeat-
WAF" in [tags] { if [log][file][path] == "/var/log/nginx/access.log"
{ mutate { add tag => [ "nginx-access" ] } grok { match => {
"message" => '${IPORHOST:remote ip} - %{DATA:remote user}
[${HTTPDATE:timestamp}] " (?:%{WORD:method}

% {URIPATHPARAM:request} (?: HTTP/%{NUMBER:http_version})?)"

% {NUMBER:status} (?:%{NUMBER:bytes}|-) " (?:%{URI:referrer}|-)"
"(?:%{DATA:user agent}|-)"' } remove field => [ "event.original" ] }
date { match => [ "timestamp", "dd/MMM/yyyy:HH:mm:ss Z" ] target =>

"@timestamp" } } else if [log][file] [path] ==
"/var/log/nginx/error.log" { mutate { add tag => [ "nginx-error" ] }
grok { match => { "message" => '[%{DAY} %${MONTH} %{MONTHDAY} %{TIME}
${YEAR}] [%{LOGLEVEL:log level}] ( [%{DATA:module}])?
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%{GREEDYDATA:error message}' } remove field => [ "event.original" ]
} date { match => [ "timestamp", "dd/MMM/yyyy:HH:mm:ss Z" ] target

=> "@timestamp" } } else if [log][file] [path] ==
"/var/log/modsec/kibana.fri.uniza.sk audit.log" { mutate { add tag
=> [ "nginx-audit" ] } grok { match => { "message" => " (?m)---
${DATA:modsec_id}---A--\[%{HTTPDATE:timestamp}\] %{NUMBER:unique id}
%{IP:src_ip} %{NUMBER:src port} %{IP:dst ip} %{NUMBER:dst port}.*?--
-%{DATA:modsec_id}---B--%{GREEDYDATA:http request}---
%{DATA:modsec_1id}---F--%{GREEDYDATA:http response}---

%{DATA:modsec id}---H--%{GREEDYDATA:modsec_alerts}" } tag on failure

=> [ " modsec _grok fail" ] } date { match => [ "timestamp",
"dd/MMM/yyyy:HH:mm:ss Z" ] target => "@timestamp" } mutate {

remove field => [ "event.original" ] } } } else if "filebeat-
threatintel”™ in [tags] { date { match => ["[audit] [@timestamp]",
"yyyy-MM-dd'T'HH:mm:ss,SSSZ"] target => "@timestamp" } if

[fileset] [name] == "abuseurl" { json { source => "message" target =>
"abuseurl" } mutate { add field => { "threat type" =>

"${[abuseurl] [threat]}" "url" => "${[abuseurl] [url]}" "ip" =>
"${[abuseurl] [host]}" "reporter" => "%{[abuseurl] [reporter]}"
"malware tag" => "%{[abuseurl] [tags][0]}" "urlhaus ref" =>

"%{ [abuseurl] [urlhaus reference]}" } } } else if [fileset] [name] ==
"abusemalware" { json { source => "message" target => "abusemalware"
} mutate { add field => { "sha256" =>

[abusemalware] [sha256 hash]}" "md5" =>

"%

{
"%{ [abusemalware] [md5 hash]}" "signature" =>
"%{ [abusemalware] [signature] }" "vt result" =>
"%{ [abusemalware] [virustotal] [result]}" "vt percent" =>
"%{ [abusemalware] [virustotal] [percent]}" "download url" =>
"%{ [abusemalware] [urlhaus download]}" } } } else if [fileset] [name]
== "otx" { json { source => "message" target => "otx" } mutate {
add field => { "indicator" => "%{[otx] [indicator]}" "indicator type"
=> "&{[otx] [type]}" "description" => "%{[otx] [description]}" } } }

} else if "arkimecapture-moloch" in [tags] { grok { match => {
"message" => "${MONTH:log month} %{MONTHDAY:log day}
${TIME:log time} %{GREEDYDATA:rest of message}" } } mutate {
add field => { "log timestamp" => "${log month} %{log day}

%{log_time}" } } date { match => [ "log timestamp", "MMM dd
HH:mm:ss" ] target => "@timestamp" timezone => "Europe/Bratislava" }

grok { match => { "message" => "drop: %{NUMBER:drop count:int}
(*{NUMBER:drop percent:float})" } } grok { match => { "message" =>
"recv: ${NUMBER:recv count:int}" } } } }

2.1.3.3 Ukazka konfiguracného suboru output.conf pre nasadeny Logstash
output {
if "auditbeat-studenti" in [tags] {
elasticsearch {
hosts => ["https://192.168.1.178:9200"]
user => "logstash internal"
password => "S{ES psswd}"
ssl enabled => true
ssl certificate authorities => "/etc/logstash/certs/ca.crt"
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ilm enabled => true

ilm rollover alias => "auditbeat-logs-studenti"
ilm pattern => "{now/d}-000001"

ilm policy => "auditbeat-logs-ILM"

manage template => false

else if "suricata-moloch" in [tags] {
elasticsearch {

}
}

els
e

}
}

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "suricata-moloch"

ilm pattern => "{now/d}-000001"

ilm policy => "suricata-moloch-ILM"

manage template => false

e if "syslog-fortigate" in [log type] {
lasticsearch {

hosts => ["https://192.168.1.178:9200"]
user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "syslog-fortigate"
ilm pattern => "{now/d}-000001"

ilm policy => "syslog-fortigate-ILM"
manage template => false

else if "auditbeat-admin" in [tags] {
elasticsearch {

}
}

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "auditbeat-logs-admin"

ilm pattern => "{now/d}-000001"

ilm policy => "auditbeat-logs-ILM"

manage template => false

else if "suricata-suricata2" in [tags] {
elasticsearch {

hosts => ["https://192.168.1.178:9200"]
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user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "suricata-suricata2"

ilm pattern => "{now/d}-000001"

ilm policy => "suricata-suricata2-ILM"

manage template => false

else if "auditbeat-testing" in [tags] {
elasticsearch {

}
}
els

e

}
}

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
index => "auditbeat-testing"

manage template => false

e if "filebeat-gvm" in [tags] {
lasticsearch {

hosts => ["https://192.168.1.178:9200"]
user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "gvm-greenbone"
ilm pattern => "{now/d}-000001"

ilm policy => "gvm-greenbone-ILM"
manage template => false

else if "auditbeat-elk" in [tags] {
elasticsearch {

}
}

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "auditbeat-logs-elk"

ilm pattern => "{now/d}-000001"

ilm policy => "auditbeat-logs-ILM"

manage template => false

else if "filebeat-elasticsearch" in [tags] {
elasticsearch {
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hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "elasticsearch-elk-elasticsearch"

ilm pattern => "{now/d}-000001"

ilm policy => "elasticsearch-elk-elasticsearch-ILM"

manage template => false

else if "filebeat-WAF" in [tags] {
elasticsearch {

}
}

els
e

}
}

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "waf-filebeat"

ilm pattern => "{now/d}-000001"

ilm policy => "waf-filebeat-ILM"

manage template => false

e if "filebeat-threatintel" in [tags] {
lasticsearch {

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm:rollover_alias => "threatintel-filebeat"
ilm pattern => "{now/d}-000001"

ilm policy => "threatintel-filebeat-ILM"
manage template => false

else if "arkimecapture-moloch”™ in [tags] {
elasticsearch {

hosts => ["https://192.168.1.178:9200"]

user => "logstash internal"

password => "S{ES psswd}"

ssl enabled => true

ssl certificate authorities => "/etc/logstash/certs/ca.crt"
ilm enabled => true

ilm rollover alias => "arkimecapture-moloch"

ilm pattern => "{now/d}-000001"

ilm policy => "arkimecapture-moloch-ILM"

manage template => false
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2.2 Shuffle

Shuffle Automation je v ramci PoC rieSenia INNOSOC vyuzity pre proces
automatizovaného vykonavania procesov a transformacie dat medzi réznymi bezpe€nostnymi
nastrojmi a systémami. V naSom pripade ide o orchestraciu datovych tokov, ktora
zabezpecluje, ze udaje z jedného systému su automaticky spracované, transformované a
presmerované do dalSich systémov bez ludskej intervencie.

2.2.1 Model nasadenia Shuffle

RieSenie bezi v Docker kontajneroch, pricom backend je postaveny na OpenSearch,
ktory sluzi ako ulozisko pre workflows a aplikacie v pythone. Webové rozhranie je pristupné
na porte 3001.

Techncka Specifikacia nasadenia Shuffle:

e Prostredie — OpenStack

¢ Meno instancie — shuffe

e |P adresa— 192.168.4.188
e VvCPU-4

e RAM-16 GB

e Disk—-80 GB

[ ]

OS — Ubuntu 24.04

Softvér Shuffle je zaloZzeny na dockeri. To znamena, Zze k tomu aby vedel plne fungovat’
musi mat systém, na ktorom bude nasadeny na najaktualnejSiu verziu dockera. Spolu s
inStalaciou Shuffle si 2 subory, docker-compose a subor .env. Oba subory sluzia na
konfiguraciu portov, port forwardingu, backendu a frontendu. K tomu aby Shuffle vedel pine
fungovat, staci ho zapnut pomocou prikazu sudo docker-compose up —d.
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Obrazok 1 Architektira komponentov Shuffle

Obrazok znazoriuje architekturu SOAR platformy Shuffle na serveri a tok spracovania
dat. Frontend beZi na porte 3001 a sluzi ako webové rozhranie, cez ktoré pouzivatel pracuje
s workflowmi a API. Poziadavky z frontendu su smerované na backend, ktory zabezpeduje
logiku aplikacie a komunikaciu s databazou Elasticsearch, kde sa ukladaju workflows a
aplikacie, a so suborovym systémom, v ktorom sa ukladaju logy. V runtime prostredi sa
nachadzaju komponenty Orborus, Workers a Apps, pricom Orborus dohliada na backend a
spusta workers, ktoré vykonavaju jednotlivé kroky workflowov. Apps predstavuju skripty,
najCastejSie v jazyku Python, ktoré komunikuju s externymi sluzbami. Prostrednictvom API
poziadaviek a webhookov je Shuffle prepojeny s externymi systémami, ako su Elasticsearch,
EDR alebo e-mailové sluzby.

2.2.2 Zakladné integracné vazby komponentu Shuffle v PoC
Aktualne prepojené a otestované sluzby pomocou Shuffle:

o ELK — vieme si vyberat data pomocou volania API, vyhladavat indexy a
vytvarat’ nové indexy. Je ale nutné mat v iptables na zariadeni kde bezi ELK,
povolené IP zariadenia na ktorom bezi Shuffle.

e Discord — vieme posielat notifikacie vo formate JSON pomocou webhooku ktory
sa vytvara v skupine na Discorde.

e OpenCTI — vieme vytvarat pomocou API nové indikatory, tieto vytvarame ako
JSON a posielame pomocou API volania.

e DFIR IRIS - vieme pomocou API, vytvarat nové eventy, ktoré taktiez vieme
poslat ako format JSON.
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2.3 Wazuh

Wazuh je v ramci PoC rieSenia INNOSOC vyuzity ako centralna platforma pre zber,
korelaciu a analyzu bezpec€nostnych udalosti s funkcionalitou EDR.

2.3.1 Model nasadenia komponentu Wazuh

Architektura nasho rieSenia je zalozena na nasadeni univerzalneho Wazuh-agenta na
cielové systémy a troch kfu€ovych centralnych komponentov:

e Wazuh-manager (server): ZabezpecCuje analyzu dat, spravu agentov a detekciu
hrozieb.

e Wazuh-indexer (databaza): Vysoko vykonny full-textovy vyhladavaci a analyticky
nastroj sluziaci na indexovanie a ukladanie bezpeénostnych zaznamov.

e Wazuh-dashboard: Webové pouzivatel'ské rozhranie ur€ené na vizualizaciu dat,
analyzu incidentov a konfiguraciu systému

Centralne komponenty su nasadené na virtudlnom stroji (VM) v prostredi
XenOrchestra. VM ma k dispozicii: 8 virtualnych CPU, 8GB RAM pamate a 250GB ulozZiska.

2.3.2 Monitorované prostredia nastrojom Wazuh

Monitorujeme prostredia dvoch tenatov. Prvym su cloudové prostredia na Katedry
informacnych sieti na Fakulte riadenia a informatiky XenOrchestra a OpenStack. Druhée je
prostredie vybranej ZS v Ziline.

2.3.2.1 Prostredie Katedry informacnych sieti FRI UNIZA

V podmienkach KIS je systém konfigurovany ako All-in-one instalacia, priCom vsetky
klfu€ové komponenty platformy Wazuh su integrované do jedného virtualneho stroja (VM). Toto
rieSenie zabezpeluje centralizovany zber a analyzu dat z monitorovanych uzlov
nachadzajucich sa v prostrediach XenOrchestra a OpenStack. Grafické znazornenie vyslednej
sietovej architektury a hierarchie komponentov je ilustrované na obrazku nizSie.

KedZe sa jedna o spésob nasadenia All-in-one tak v3etky centralne komponenty maju
rovnaku IP adresu: 192.168.1.184. V pripade inStalacie Single alebo multi-node je potrebné
aby mal kazdy komponent viastnu IP adresu (kedZze kazdy komponent bude na samostatnom
servery alebo VM).
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2.3.2.2 Monitorovanie vybranej ZS v Ziline

Druha inStancia monitorovacieho systému je implementovana v infratrukture vybrane;j
zakladnej $koly (ZS) v Ziline. Pévodna architektira v tomto prostredi pozostavala z lokalneho
servera, na ktorom boli nasadené zakladné komponenty platformy Wazuh. Tento server
zabezpedoval zber a ukladanie dat z koncovych zariadeni v ramci lokalnej siete ZS, pricom
vzdialeny pristup k rozhraniu Wazuh Dashboard bol realizovany prostrednictvom VPN
technoldgie ZeroTier.

Z dbévodu neefektivnej spravy a nutnosti redundantnej konfiguracie dvoch
samostatnych manazérov doslo k revizii architektury. Rozhodlo sa o centralizacii hlavnych
komponentov do prostredia XenOrchestra na KIS FRI. Data z koncovych zariadeni
umiestnenych v ZS s po novom presmerované a spracovavané centralne na KIS.

Prepojenie oboch lokalit je technicky rieSené nasledovne:

e Strana KIS: Na centralnom serveri su okrem manazéra Wazuh prevadzkované aj
serverové komponenty VPN Wireguard.

e Strana ZS: V lokalnej sieti je nasadené zariadenie Raspberry Pi 4, ktoré pini tlohu
VPN Kklienta.
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o Sietova konektivita: Medzi lokalitami je vytvoreny funkény VPN tunel s adresnym
rozsahom 10.0.0.0/24.

e Smerovanie (Routing): Na lokalnom routeri v ZS je definovana staticka cesta (route),
ktora smeruje vetku prevadzku uréenu pre siet 10.0.0.0/24 cez branu Raspberry Pi.

XenOrchestra - koncové
zariadenia

VM 1 - Wazuh agent

Centralne komponenty nastroja Wazuh

VM 2 - Wazuh agent Wazuh hboard
- [
azu ashboar SOC analytik
OpenStack - koncové >Ei
zariadenia Wazuh -Manager
VM 1 - Wazuh agent Wazuh - Indexer Admin
.
VM 2 - Wazuh agent VPNl]tunel
Raspb{rry Pi4
PC - Studenti PC - ucitelia  PC - manaZment
° Siet ZS - koncové zariadenia

Wazuh-agenti nainstalovany na koncovych zariadeniach v ZS odosielaju zozbierané

data priamo na Wazuh-manazéra v sieti KIS prostrednictvom zabezpeceného tunela.
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2.3.3 Nasadené a aktivované moduly systému Wazuh

V uvodnej faze boli aktivované a konfigurované nativne moduly systému Wazuh, ktoré
tvoria zakladny ramec pre monitorovanie bezpec€nosti a dodrziavanie suladu (compliance).
NiZSie su detailne Specifikované vybrané funkcie:

2.3.3.1 File Integrity Monitoring (FIM)
Tento modul monitoruje zmeny v kritickych systémovych suboroch a adresaroch.

Funguje na principe porovnavania kontrolnych suctov (checksums) a atributov suborov v ¢ase.
e Mechanizmus: Pri inicializacii vytvori agent databazu hashov vybranych suborov. Pri
kazdej zmene (vytvorenie, modifikacia, vymazanie) odosle upozornenie manazérovi.

e Vyuzitie: Detekcia neopravnenych zmien v konfiguraciach alebo injekcia malvéru.

2.3.3.2 Rootcheck (Rootkit Detection)
Modul zamerany na detekciu skrytych hrozieb, ako su rootkity, trojske kone alebo

neopravnené modifikacie jadra operacného systému.
e Mechanizmus: Vykonava hibkovu kontrolu anomalii v systéme, porovnava vystupy
systémovych volani s priamym ¢gitanim pdvodnych (tzv. raw) dat a hlada skryté

procesy alebo porty.

2.3.3.3 Vuinerability Detection (Detekcia zranitelnosti)
Tento modul automaticky identifikuje slabé miesta v operacnom systéme a

nainstalovanych aplikaciach.
e Mechanizmus: Wazuh agent zhromazduje zoznam nainstalovanych balikov, ktory
nasledne manazér porovnava s globalnymi databazami zranitelnosti (CVE -

Common Vulnerabilities and Exposures) v NVD - National Vulnerability Database.

2.3.3.4 Policy monitoring & SCA (Security Configuration Assesment)

Sluzi na overenie, €i je systém nakonfigurovany v sulade s bezpecnostnymi Standardmi
(napr. CIS Benchmarks).

e Mechanizmus: Modul spusta skripty, ktoré kontroluju nastavenia systému (napr.
silu hesiel, zakazané protokoly). Vysledkom je skoére suladu a zoznam odporucani

na napravu.

2.3.3.5 System Inventory (Systémova inventarizacia)

Poskytuje komplexny prehfad o hardvérovych a softvérovych vlastnostiach
monitorovaného endpointu.
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Mechanizmus: Zhromazduje udaje o sietovych rozhraniach, bezZiacich procesoch,

nainStalovanych balikoch a verziach OS. Tieto data su dostupné v realnom ¢ase cez wazuh-
dashboard.

2.3.4 Zakladné integracné vazby - posielanie notifikacii

Ekosystém nastroja Wazuh ponuka 8iroké spektrum integraCnych mozZnosti pre
automatizované zasielanie vystrah prostrednictvom externych komunikaénych kanalov a
nastrojov tretich stran.

Posielanie notifikacii do externych platforiem (Slack, MS Teams, PagerDuty a pod.) je
vo Wazuhu rieSené cez modul Integrations. Integracia je realizovana prostrednictvom
aplika¢ného rozhrania Webhook, pri¢om systém umoznuje granularne filtrovanie odosielanych
udalosti na zaklade ich zavaznosti. Tento proces umoziuje transformovat interné vystrahy
(Alerts) na okamzité spravy pre bezpecnostny tim, ¢im sa vyrazne skracuje reakcny Cas
(MTTR — Mean Time to Respond).

Analyzovali sme rézne nastroje pre posielanie notifikacii ako Slack, PagerDuty a MS
Teams. Pre ucely monitorovania sme sa rozhodli pouzit MS Teams. Integracia je postavena
na vyuZziti Incoming Webhook (HTTP endpoint). Platforma Wazuh odosiela data vo formate
JSON, ktoré sa v Teams transformuju na vizualne Strukturované karty (Adaptive Cards). Tento
format umoznuje prehladné zobrazenie kfu€ovych metrik, ako su urover zavaznosti (severity),
identifikacia agenta, ID pravidla a podrobny opis udalosti.

Hlavnym dévodom vyberu bola skuto€nost, Ze tato platforma je plne integrovana v
existujucej digitalnej infrastrukture univerzity. VyuZitie ekosystému Microsoft 365 nam prinasa
viaceré vyhody:

o Efektivita nasadenia: Odpada nutnost budovania novej komunikacnej
infrastruktury alebo spravy dalSich pouzivatelskych uctov.

o Konektivita: Integracia prebieha v ramci overeného a zabezpeceného prostredia
univerzity.

¢ Dostupnost’: Zabezpecuje okamzity pristup k notifikaciam pre vSetkych ¢lenov
timu bez potreby instalacie dodato¢ného softvéru tretich stran.

Ukazka z dashboardu nastroja Wazuh:
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W. Endpoints a @
AGENTS BY STATUS TOP 5 0S TOP 5 GROUPS
’ ® Active (7) ’ ® almalinux (3) ® default @)

@ Disconnected (1) ' ® rocky (2)

Pending (0) @ debian (1)
@ Never connected (0) ‘ @ ubuntu (1)

V ® windows (1)
Agents (8) @ Deploy new agent C Refresh &y Export formatted More v &

Upgrade tasks @ Task details X

3Inprogress 2 Done @

Search waL
D ™ Name IP address Group(s) Operating system Cluster node Version Status Actions
001 INFRA-TV-PC 10.23.13.80 default B8 Microsoft Windows 10 Enterprise 10.0.19045.6456 node01 va.14.1 ® active ® @ oen
002 webserver 10.2.0.46 default A Debian GNU/Linux 11 node01 va.14.1 ® active ® ® o
003 dns.brainit.tech 10.2.0.2 default A AlmaLinux 9.6 node01 V4111 e e active ® @ oon
004 ELK 10.23.175.11 default A Rocky Linux 9.5 node01 v4.11.1 e e disconnected ® ®© o
005 sentry 10.2.0.192 default A AlmaLinux 9.3 node01 vai11 e e active ® @ oon
006 MatusVM 10.2.0.206 default A AlmaLinux 9.6 node01 vai11 e e active ® ® e
007 technitiumdns 10.2.05 default A Ubuntu24.04.41TS node01 va11.1 e e active ® ® e
008 glpi.brainit.tech 10.2.0.211 default & Rocky Linux 9.6 node01 vail1 e ® active ® @ oeo

Rows per page: 10 v <1
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= W Endpoints webserver a @
Threat Hunting  File Integrity Monitoring ~ Configuration Assessment ~ MITRE ATT&CK ~ More... (9) webserver (002) ® . Stats 3 Configuration
D Status IP address Version Group Operating system Cluster node Registration date Last keep alive
002 @ active © 102046  Wazuhvaidl default A Debian GNU/Linux 11 node01 Dec 16,2025 @ 17:11:01.000 Mar 23,2026 @ 13:55:21.000
; z
System inventory
Cores Memory CPU Host name Serial number
16 31.3GB Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz webserver 1064-6291-743...
Last 24 hours
Events count evolution MITRE ATT&CK 2 Compliance PoIDSS  ~
- Top Tactics "‘ ® 115(30)
® 1061(5)
g"° [ t
H mpac 20 ® 10256 (a)
S5 Defense Evasion 2 ® 1027
15:00 18:00 21:00 00:00 03:00 06:00 09:00 12:00 © 10520
timestamp per 30 minutes
Vulnerability Detection SCA: Lastest scans
CIS Debian Linux 11 Benchmark v1.0.0  ([cislaesianiil
1 Critical Top 5 Packages
Package Count Policy End scan Passed Failed Notapp.. Score
- N N Mar 23, 2026 @
linux-image-amd64 1241 0. § %
ge CIS Debian Linux 11 Benchmark v1.0.0 13:53:55.000 66 106 25 38
grub-common 30
. < 1>
951 Medlum grub-efi-amdé4 30
grub-efi-amd64-bin 30
grub2-common 30
12 Low
. z
FIM: Recent events
Time Path Action Rule description Rule Lev... Ruleld
Mar 23,2026 @ y By
13226501 Jetc/.etckeeper modified Integrity checksum changed. 7 550
Mar 23, 2026 @ Jetc/webmin/apache/site modified Integrity checksum changed. 7 550
13:22:25.339
:\naarzzzazszgﬁ @ Jetc/webmin/virtual-server/localips modified Integrity checksum changed. 7 550
Mar 23, 2026 @ . . N .
132226.307 Jetc/webmin/virtual-server/config modified Integrity checksum changed. 7 550
:‘A;-rz;?zvszggs @ /etc/webmin/virtual-server/domains/17286511511293975 modified Integrity checksum changed. 7 550
Financované - r 1 URAD VLADY
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= W. IT Hygiene a @
Dashboard ~ System  Software  Processes  Network Identity  Services (9) Explore agent [@ Generate report
[ search DQL | C Refresh
wazuh.clustername: wazuh V@ Add filter
Package types
Operating system families ~ Count v Top 5 endpoints by memory usage - Totalmemory v \ Usage v
om
almalinux 3 deb INFRA-TV-PC 7.968 76%
rocky 2 pypi sentry 31.1GB 42%
win
debian 1 others ELK 7.168 39%
ubuntu 1 glpi.brainit.tech 3.6GB 38%
windows 1 8 H g H s dns.brainit.tech 3.6GB 32%
2 ® = E &
Top § installed packages v~ Count v Top 5 running processes v Count v Top 5 operating systems ~ Count v Top 5 host CPUs ~ Count v
kernel 14 svchost.exe 77 AlmaLinux 3 QEMU Virtual CPU version 2.5+ 3
kernel-core 14 containerd-shim 50 Rocky Linux 2 Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz 2
kernel-modules 14 kworker/R-xfs-b 26 Debian GNU/Linux 1 Intel(R) Xeon(R) Gold 6154 CPU @ 3.00GHz 2
kernel-modules-core 13 kworker/R-xfs-c 26 Microsoft Windows 10 Enterprise 1 Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz 1
nftables 9 kworker/R-scsi_ 25 Ubuntu 1
Top 5 destination ports Top 5 source ports Processes start time
@53 @53 500
@67 o2
@3 400
® 80
@ 443 300
200
100
e ° e e e e o l L ! L
-~ - - - 2 & 2025-10-0100:00 2025-12-0100:00 2026-02-0100:00
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& Export Formatted

agent.name

el

technitiumdns

2

technitiumdns

2

technitiumdns

5 5 55
momom
T ee
X 5 %

INFRA-TV-PC

2

INFRA-TV-PC

2

INFRA-TV-PC

el

INFRA-TV-PC

2

INFRA-TV-PC

INFRA-TV-PC

2|5

INFRA-TV-PC

2

technitiumdns

2

ELK

Rows per page: 15 v

= W

Dashboard

Configuration A...

Inventory

Columns

i

3 16 available fields

<

network.ip
10.2.0.5
172.18.0.1
172.17.0.1

fe80::5844:1ff:fe68:3f5b

= W. IT Hygiene
Dashboard System Software Processes Network Identity Services
Addresses Interfaces Protocols ~Listeners Traffic
Network type 0 M P 0
wazuh.clustername: wazuh Y @ Add filter
Network types Unigue network IPs

P

1Pva

79

Unique networks

4:50cf
fe80::c4bd:50ff:fec3:ce2

10.23.13.80

Bl
fe80::d53a:8065:f0ae:3646
127.0.0.1

169.254.217.58

e80::1049:f007:7884:9c23

1

fe80::a0aa:c8ff:fe74:7d41

webserver

Events

CIS DEBIAN LINUX 11 BENCHMARK V1.0.0

-~

Policy

® Passed (66)
@ Failed (106)
@ Not applicable (25)

CIS Debian Linux 11 Benchmark v1.0.0

Rows per page: 15 v

89 hits
B Density ¢ Sortfields [ Full screen
v network.netmask v network.broadcast

255.255.255.0 10.2.0.255
255.255.0.0 172.18.255.255
255.255.0.0 172.17.255.255
fHffFAFAFAAEAf: -
fHff A A -
255.255.255.0 10.23.13.255
fHff-AEFFAFEF A -
255.0.0.0 127.255.255.255
255.255.0.0 169.254.255.255
fHffFAFAFAAEAf -
fHff-AEFFAFEF A -

CIS Debian Linux 11 Benchmark v1.0.0 ©

Failed

106

Passed

66

Checks (197)

Search

LR Title

29500 Ensure /tmp is a separate partition.

<1 29501 Ensure nodev option set on /tmp partition.

29502 Ensure noexec option set on /tmp partition.

29503 Ensure nosuid option set on /tmp partition.

29504 Ensure separate partition exists for /var.

29505 Ensure nodev option set on /var partition.

29506 Ensure nosuid option set on /var partition.

29507 Ensure separate partition exists for /var/tmp.

29508 Ensure noexec option set on /var/tmp partition.

29509 Ensure nosuid option set on /var/tmp partition.

Rows per page: 10 v
Financované - r L
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a @

(9) Explore agent

X Advanced filters

2
£
woane e | D
B ©
~  network.type ~ interface.name -
IPva. enp6s18
IPva br-789f07535d42
IPva docker0
IPvé veth7bc4303
IPv6 vethb882ech
IPv6 vethe824e69
IPva Ethernet
1Pv6 Lokalne pripojenie* 1
IPv6 Loopback Pseudo-Interface 1
IPv6 Wi-Fi
IPva Loopback Pseudo-Interface 1
IPva Wi-Fi
IPv6 Ethernet
1PV enp6s18
IPv6 docker0
<123 456 >
a @
(9) webserver (002) X
Not applicable Score End scan
25 38% Mar 23, 2026 @
13:53:55.000
G Refresh ) Export formatted
waQL
Target Result
‘Command: findmnt --kernel /tmp ® Failed ~
Command: findmnt --kernel /tmp o Failed v
‘Command: findmnt --kernel /tmp  Failed ~
‘Command: findmnt --kernel /tmp ® Failed v
‘Command: findmnt --kernel /var ® Failed v
Command: findmnt --kernel /var o Failed v
‘Command: findmnt --kernel /var ® Failed v
‘Command: findmnt --kernel /var/tmp ® Failed v
Command: findmnt --kernel /var/tmp o Failed ~
‘Command: findmnt --kernel /var/tmp ® Failed ~
<12 3 45 20 >
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2.4 Greenbone Community edition

Dashboards Resilience Configuration Administration

or Filter OXOOH - v

@Targets 14 of 14

[ 1-100f 14> ]
Name a Hosts Ps Port List Credentials Actions
api.nfges.com api.nfges.com 1 All IANA assigned TCP Zor
api.nfges.com Clone 1 api.nfges.com 1 All TCP and Nmap top 100 UDP Zor
app.nfges.com app.nfges.com 1 All IANA assigned TCP ZFor
archive.nfges.com archive.nfqes.com 1 All IANA assigned TCP #Zor
gateway.nfqes.com gateway.nfgqes.com 1 All IANA assigned TCP For
jip.nfqes.com jip.nfqes.com 1 All TANA assigned TCP #Zor
license.nfqes.com license.nfqes.com 1 All IANA assigned TCP Zor
oauth.nfges.com oauth.nfges.com 1 All IANA assigned TCP Zor
ocsp.nfges.com ocsp.nfges.com 1 All TANA assigned TCP. Zor
orchestrator.nfges.com orchestrator.nfqes.com 1 All IANA assigned TCP Zor

Apply to page contents v & [fij 2
rows=10) 1-100f 14>

(Applied filter: sort

Copyright © 2009-2024 by Greenbone AG, www.greenbone.net

Resifience [ — pr—
@ Filter OXOH v
i NVTs 142704 of 142704 oo
NVTs by Severity Class (Total: 142704) x NVTs by Creation Time x NVTs by Family (Total: 142704) x
Log — Created NVTs
Low - Total NVTs
W High
Medium
[} 1-10 of 142704 > [>|
Name Family Created v Modified CVE M Severity QoD
WordPress LiteSpeed Cache <= 6.4.1 Sensitive Information Exposure Vulnerability Web application abuses  Fii SeP 6, 2024 10:00 Pl Sep 6, 2024 339 M oy 2024-44000 2 80 %
CVE-2023-6870 CVE-2024-8381
) . . . CVE-2024-8382 CVE-2024-8383
Mozilla Firefox Security Advisory (MFSA2024-39) - Linux General TTi, 5eP 6, 2024 8:09 AM P, Sep 6, 2024 3:39 P (v 504-8384 CVE-2024-8385 & 30%
CVE-2024-8386 CVE-2024-8387
CVE-2024-8389
WordPress LiteSpeed Cache <= 6.3.0.1 Privilege Escalation Vulnerability Web application abuses m‘uff:" 512024 10:00 f‘,'.'rfcsep 62024 3:39PM  cye 5024-28000 2 80 %
Django 4.x < 4.2.16, 5.0.X < 5.0.9, 5.1.X < 5.1.1 Multiple Vulnerabilities - Windows General m‘iﬁg" RA202280 m“ﬁfg" 5:202412:18  cyE 2024-45230 CVE-2024-45231 2 80 %
Django 4.x < 4.2.16, 5.0.x < 5.0.9, 5.1 < 5.1.1 Multiple Vulnerabilities - Linux General Thu. Sep 5, 20242135 Thu, Sep 5, 2024 12:18  cyE 024-45230 CVE-2024-45231 30%
= . N B Wed, Sep 4, 2024 3:40  Thu, Sep 5, 2024 5:05 — -
OpenSSL DoS Vulnerability (20240903) - Windows Denial of Service AM UTC AM UTC CVE-2024-6119 e 1] 7.8 (High) 80 %
" T ; . Wed, Sep 4, 2024 3:33  Thu, Sep 5, 2024 5:05 o4 °
OpenSSL DoS Vulnerability (20240903) - Linux Denial of Service et . S CVE-2024-6119 3 7.5 (vigh) 30%
) . ) Tue, Sep3,20249:05  Wed, Sep 4, 2024 5:16 |
Progress / Ipswitch WhatsUp Gold Detection Consolidation Product detection e jred s 0.0 (Log) 80%
Wireshark Security Update (wnpa-sec-2024-11) - Linux Denial of Service Mon, Sep 2,20246:37  Thu, Sep 5, 20243:07 (v 5024.8250 2 80 %
AM UTC PM UTC =
) ) e oratt ; . Mon, Sep 2, 2024 6:37  Thu, Sep 5, 2024 3:07 024 . om
Wireshark Security Update (wnpa-sec-2024-11) - Mac 05 X Denial of Service Hon. 52 s CVE-2024-8250 55 80%

Apply to page contents ¥ [
1-10 of 142704 [> [>|

(Applied filter: sort-reverse=created rows=10 fir

Copyright © 2009-2024 by Graanbone AG, wviw.greenbone.net
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ona, Filter OXOOF - v

@IJ Scan Configs 7 of 7

O 1-70f7

Family NVTs
Name 4 Actions
Total Trend Total Trend

1
1
o}
R

(Basic configuration template with a minimum set of NVTs required for a scan. Version 20200827.)

Discovery —_
(Network Discovery scan configuration. Version 20201215.) 10 3245 ~

0
B

empty 0 - 0 -
(Empty and static configuration template. Version 20201215.)

Full and fast

(Most NVT's; optimized by using previously collected information. Version 20201215.)

0
B

58 ~ 142691 ~

0
R

Host Discove

(Network Host Discovery scan configuration. Version 20201215.) 2 - 2 -

0
B

Log4Shell

(Configuration with checks for Log4j and CVE-2021-44228. Version 20211227.)
System Discover

(Network System Discovery scan configuration. Version 20201215.)

10 — 29 —

0
%

5 d 30 g <«

E R

Apply to page contents v O TlI] [
1-70f7

OpenCTl je v ramci PoC rieSenia INNOSOC vyuzity ako ako centralne ulozisko hrozieb,
kde sa zhromazduju indikatory kompromitacie (loC), TTP techniky, kampane a aktéri.
Platforma umozriuje tieto data analyzovat' a nasledne distribuovat do dalSich bezpecnostnych
nastrojov bez nutnosti manualneho zasahu.

OpenCTI (Open Cyber Threat Intelligence Platform) je open-source platforma uréena
na spravu, analyzu a zdielanie informacii o kybernetickych hrozbach (CTI). Umozriuje
agregovat data z réznych zdrojov, korelovat ich a transformovat do jednotného modelu
zaloZeného na Standarde STIX.

2.5.1 Nasadenie Shuffle v prostredi OpenStack

Technicka Specifikacia nasadenia Shuffle:

e Prostredie — OpenStack

¢ Meno inStancie — OpenCTI_s
e |P adresa— 192.168.4.121

e VvCPU-4

e RAM-16 GB

e Disk—-80 GB

[ ]

OS — Ubuntu 22.04

Schéma na obrazku znazorrfiuje architekturu platformy OpenCTI na serveri a tok
spracovania dat medzi jednotlivymi komponentmi. Centralnym prvkom je OpenCTI Core
beziaci na porte 8080, ktory zabezpecuje logiku aplikacie a komunikaciu medzi sluzbami. Core
komunikuje s databazou Elasticsearch na porte 9200, kde sa ukladaju vSetky CTI data, ako aj

S
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uloZiskom suborov na porte 9000, ktoré sluzi na ukladanie raw dat a priloh. Na spravu eventov
a cache sa vyuziva Redis na porte 6379.

OpenCTl
Knowledge Raw files Stre.am/
storage sessions
Database Storage Events stream
Port:9200 Port:9000 Port:6379
ms elasticsearch e redis
Core
Port:8080 Si2
>,_\< Opengl!
Register to API
Insert data
Push |
data Messaging system
Connectors Port:5672,15672 |
Consume Workers
~ pgthOﬂ ERabblt messages
@ python
Pull Data
External services

V runtime prostredi sa nachadza messaging systém RabbitMQ (porty 5672 a 15672),
ktory zabezpec€uje asynchrénnu komunikaciu medzi komponentmi. Konektory ziskavaju data
z externych zdrojov, registruju sa cez APl do Core a nasledne posielaju data do RabbitMQ.
Workers tieto spravy spracovavaju, vykonavaju transformaciu a enrichment dat a nasledne ich
ukladaju spat do OpenCTI cez Core.

2.5.2 Zakladné integracné vazby pre OpeCTIl komponent
Aktualne prepojené a otestované sluzby pomocou OpenCTI:

¢ Abuse.ch (ThreatFox, URLhaus, Malwarebazzar) — automaticky import loC
¢ MITRE ATT&CK — mapovanie technik a taktik
e SOAR ( Shuffle) — automatizacia reakcii na incidenty
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2.6 MISP

BRAIN:IT

Nebude, nemame nic, CTl komponent bude zastresene iba platformou OpenCTI.

2.7 GLPI

LP’ © Home Searct
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2.8.1 Uloha NetBox v PoC

NetBox je v ramci PoC rieSenia INNOSOC vyuzity ako podporny nastroj pre evidenciu
a spravu infrastrukturneho kontextu. V navrhovanom SOC rieSeni neplni ulohu detekéného ani
reakéného komponentu, ale sluzi ako zdroj informacii o aktivach, adresacii, sietovych
segmentoch a vybranych vazbach medzi prvkami infrastruktury. Jeho vyznam spociva najma
v tom, Ze umoZznuje lepSie pochopit, ku ktorému zariadeniu, systému alebo Casti siete sa
konkrétna udalost vztahuje. V ramci PoC je NetBox chapany ako kontextova vrstva, ktora
dopifia technické udaje ziskané z ostatnych komponentov rieSenia. Pri analyze
bezpecnostnych udalosti tak moze sluzit na dohladanie zakladnych informacii o zariadeniach,
IP rozsahoch, lokalitach alebo logickom zaradeni prvkov infrastruktury. Takyto pristup zvySuje
prehfadnost rieSenia a vytvara predpoklad na presnejSie vyhodnocovanie bezpecnostnych
situacii.
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Pl

NetBox v SOC ponuka kontext prostredia, v ktorom bezpecnostné logy a alerty
vznikaju. V tomto zmysle predstavuje doplnkovy, ale dblezity komponent rieSenia, ktory
podporuje orientaciu v infrastrukture a pripravuje zaklad pre dalSie integracné vyuzitie v
roz8irenych scenaroch.

2.8.2 Nasadenie a zakladna konfiguracia NetBoxu

V ramci PoC bol NetBox nasadeny v prostredi OpenStack ako samostatna sluzba
ur¢ena pre evidenciu a spravu infrastrukturnych udajov. Z pohladu implementacie bol rieSeny
kontajnerizacne, priCom boli vyuzité aplikacné a podporné komponenty potrebné na jeho beh,
najma databazova vrstva a cache/queue sluzby. Takyto spdsob nasadenia zodpoveda
charakteru experimentalneho nasadenia a =zaroven umozZfiuje jednoduchS$iu spravu,
aktualizaciu a opakovatelné nasadenie.

Zakladna konfiguracia NetBoxu bola v PoC zamerana na spristupnenie webového
rozhrania a na pripravu datového modelu pre evidenciu vybranych objektov infraStruktury.
Konfigura€ne bol systém pripraveny na pracu s databazou PostgreSQL a s oddelenou Redis
vrstvou pre ulohy a cache. V ramci PoC boli do systému zavedené zakladné objekty, najma
lokality, zariadenia, adresné priestory a suvisiaci infrastrukturny kontext.
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Obrazok 2 Pluginy

Cielom nebolo vytvorit aplna produkéni CMDB alebo detailny model celej siete, ale
pripravit’ reprezentativnu mnozinu udajov, na ktorej je mozné demonstrovat’ vyuzitie NetBoxu
v navrhovanom rieseni.

2.8.3 Vyuzitie NetBoxu v ramci PoC

V ramci PoC bol NetBox vyuzivany ako podporny zdroj infrastrukturneho kontextu pre
ostatné casti rieSenia. Jeho hlavny prinos spocival v tom, Ze umoZnoval dohladanie
zakladnych informacii o zariadeniach, IP adresacii, lokalitach a sietovych segmentoch, ku
ktorym bolo mozné priradit’ udalosti alebo zistenia z dalSich nastrojov.

Praktické vyuzitie NetBoxu v tejto etape bolo orientované najmd na evidenciu a
manualne alebo CcCiastoéne podporené dohladanie kontextu. NetBox tak neplnil ulohu
detekéného ani reak&éného nastroja, ale dopifal rieSenie o Udaje potrebné na lepSie
pochopenie technického prostredia. V tomto rozsahu jeho nasadenie potvrdilo, Ze ide o vhodny
doplnok PoC rieSenia a o pouzitelny zaklad pre dalSie rozSirenie integracnych scenarov.
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2.8.4 Aktualny stav a obmedzenia NetBoxu v PoC

NetBox bol v ramci PoC uspesne nasadeny a zakladne nakonfigurovany ako funkény
nastroj pre evidenciu infrastrukturnych udajov. V tomto stave poskytuje pouzitelny zaklad pre
spravu vybranych objektov a pre orientaciu v prostredi navrhovaného rieSenia. Z pohladu PoC
sa potvrdilo, Ze NetBox je vhodny na doplnenie SOC rieSenia o infrastruktarny kontext a na
podporu prace s aktivami a adresaciou.

Na druhej strane je potrebné uviest, Zze jeho vyuzitie v PoC ostalo na urovni zakladnej
evidencie a Ciastocného kontextového doplnenia. Neboli dotiahnuté vSetky planované
integraCné vazby voci ostatnym komponentom rieSenia a NetBox tak v tejto etape nefunguje
ako plne automatizovany zdroj enrichment udajov. Jeho uloha je zatial skér podporna a
pripravuje zaklad pre dal3ie rozSirenie v buducich etapach riedenia.

Z tohto doévodu je NetBox v PoC potrebné chapat ako funkény, ale zatial nie plne
rozvinuty komponent. Napriek tomu jeho nasadenie preukazalo prakticku vyuzZitefnost v
navrhovanom rieSeni a potvrdilo vhodnost' jeho zaradenia do SirSej architektury SOC sluzby.

2.8.5 DFIRIRIS

DFIR-IRIS je v ramci PoC rieSenia INNOSOC vyuzity ako open-source nastroj uréeny
na riadenie a evidenciu bezpe&nostnych incidentov (case management). V ramci nasho PoC
sluzi ako centralne miesto, kde su prijimané alerty zo systému Wazuh a nasledne
spracovavané ako incidenty (cases). Umoznuje evidenciu artefaktov, poznamok, uloh, zmenu
stavov incidentov a koordinaciu prace analytikov.

2.8.6 Model nasadenia DFIR IRIS v prostredi OpenStack

Systém je nasadeny v prostredi OpenStack na virtualnom stroji s operaénym systémom
Ubuntu 24.04. DFIR-IRIS bezi v kontajneroch pomocou nastroja Docker Compose, €o
umozfiuje jednoduché nasadenie, spravu aj Skalovanie riedenia.

Technicka Specifikacia nasadenia DFIR-IRIS:

e Prostredie — OpenStack

e Meno inStancie — ubuntu-24.04-kis

e |P adresa — 192.168.20.45 (Interna IP v Openstacku), 192.168.4.97 (Externa IP)
e VvCPU-4

e RAM-8GB

e Disk—-40GB

[ )

OS - Ubuntu 24.04

RieSenie je postavené na kontajnerovej architekture, kde jednotlivé komponenty
(webové rozhranie, backend a databazova vrstva) bezia oddelene v Docker kontajneroch.
Spustenie celej aplikacie je realizované pomocou prikazu:

docker compose up -d

DFIR-IRIS poskytuje webové rozhranie, cez ktoré analytik pracuje s incidentmi, pri¢om
backend zabezpecluje spracovanie logiky aplikacie a komunikaciu s databazou, kde su
ukladané vSetky incidenty, artefakty a histéria zmien
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Obrazok 2 Architektura DFIR-IRIS

Obrazok znazorhuje architekturu nastroja DFIR-IRIS a spracovanie incidentov v ramci
INNOSOC prostredia. RieSenie je zaloZzené na kontajnerizovanej architekture, kde jednotlivé
komponenty komunikuju prostrednictvom internych sluzieb.

Frontend predstavuje webové rozhranie pre analytikov, ktoré sluzi na pracu s
incidentmi (cases), artefaktami a ulohami. Poziadavky z rozhrania su spracované backendom,
ktory zabezpecCuje aplikacnu logiku a riadenie workflow incidentov. Backend komunikuje s
databazovou vrstvou, kde su ulozené vSetky informacie o incidentoch vratane stavu,
pouzivatelov, artefaktov a Casovej osi. Tato architektira umozruje konzistentnu evidenciu a
spatné dohladanie vykonanych operacii.

2.8.7 Zakladné integracné vazby komponentu DFIR IRIS v INNOSOC

DFIR-IRIS podporuje integraciu pomocou REST API a webhookov. V ramci PoC je
prepojeny so systémom Wazuh, z ktorého prijima alerty vo formate JSON a spracovava ich
ako incidenty alebo aktualizacie existujucich pripadov. Systém Shuffle je s DFIR-IRIS
prepojeny a bude sluZit ako automatiza¢na vrstva pre operacie nad incidentmi, ako napriklad
enrichment, aktualizacia pripadov alebo spustanie reakcii. Toto prepojenie je implementované
a jeho funk&nost bola overovana testovanim.

Aktualne prepojené a otestované sluzby pomocou DFIR-IRIS:

e Wazuh - prijem alertov a vytvaranie incidentov (JSON / webhook)
¢ Shuffle — automatizacia a aktualizacia incidentov pomocou API

URAD VLADY

Financované SLOVENSKE) REPUBLIKY

Eurépskou tniou pI-A'N IOBNOVY: @

NextGenerationEU

40



ZILINSKA UNIVERZITA V ZILINE

@ ooty BRAIN:IT
2.9 Kibana (ELK)

Kibana je v ramci PoC rieSenia INNOSOC vyuzita ako grafické rozhranie v ELK stack.
Na FRI UNIZA je nasadené na url adrese v doméne FRI. Logické delenie pravidiel, pristupov
a iné, je realizované pomocou Spaces. Nasadené mame nasledovné Spaces. Na obrazku je
vidiet aj ich ulohu / vyuZitie.

‘e
Select your space
Y ) nge your space at anytime
=
eie P o

CTF NOC Production Testing

ito spa uzin Priestor monitoring Neopravnenyn bam je Tento space slluzi na test

Hlavné funkcie Kibany vyuZité v PoC:

Discover — prezeranie zaznamoyv,

Dashboards (Analytics) — zobrazovanie zaznamov do prehladnych grafov,
Dashboards (Security) - fungovanie pravidiel,

Rules - sprava detekénych pravidiel,

Alerts,

Dev Tools - konzola na spravu,

Stack Monitoring,

Stack Management.

V Stack Managment sa spravuje cely stack.

2.9.1 Vytvorené dashboardy

Dashboardy v Kibane sluzia na vizualizaciu dat z Elasticsearch pomocou grafov, map
a filtrov, €¢im poskytuju prehlad o sledovanych udajoch.

Vytvorené dashboardy:

Suricata UNIZA

Arkime UNIZA

F_kibana_dashboards

Noc vyskumnikov

IDS DMZ: Vizualizuje data z IDS senzorov v demilitarizovanych zénach a umozriuje
porovnavat detekcie medzi nastrojmi Suricata a Fortigate.

Login Activity Monitoring: Zameriava sa na uspesné a neuspesné prihlasenia

e ZataZenie Stacku: Sluzi na monitorovanie vyuzitia operacnej pamate jednotlivymi
uzlami Elasticsearch, Logstash a Kibany
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Aderts Over Time ForuGate
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Dashboard IDS DMZ, mapa

2.9.2 Technické parametre a overenie funkénosti

Pre nastroj Kibana sme pri nasadeni definovali maximalnu velkost operacnej pamate,
s ktorou méze pracovat. Definovali sme 8 GB. Kibana nema predvolene definované
obmedzenie operacnej pamate, pridelenim obmedzenia sme zabezpedili, Ze Kibana nealokuje
vSetku pamat pre svoje vyuzitie. 8 GB sme zvolili pre poskytnutie dostatoCnych pamatovych
zrojov pri zobrazovani zlozitych vizualizacii.

Kibana je schopna overit TLS certifikat nastroja Elasticsearch, ¢o zabezpeduje
Sifrovanu komunikaciu. Elasticsearch si nastroj Kibana pri pripojeni overuje pomocou mena a
hesla, su vyuzité predvolené pouzivatelské ucCty. Autentifikacia sa konfiguruje v hlavnom
konfiguraénom subore nastroja Kibana. Pre zvySenie bezpecnosti nie je heslo predvoleného
pouzivatela ulozené v tzv. ,plaintaxt® podobe, ale pre uloZenia hesla vyuZivame keystore,
obdobne ako aj pri ostatnych nastrojoch. Sietova komunikacie je zabezpefena pomocou
nastroja iptables, ktorym sme definovali firewall pravidla. Pre prihlasenie do Ul nastroja kibana
sa pouZzivaju pouzivatelské ucty s rolami na to uréenymi, tzv. riadenie pristupu na zaklade roli
(RBAC).

Kibana je monitorovana nastrojmi Zabbix, LibreNMS a taktieZ pomocou metricbeat.
Takymto monitorovanim sledujeme dostupnost a stabilitu danej sluzby.

Sluzba Kibana taktiez bezi vo svojom LXC kontajnery na rovhakom fyzickom servery
ako zvySok ELK staku. Kontajner ma IP adresu 192.168.2.188, ktora je dostupna iba zo
Specifického IP rozsahu. V adresary Kibana sa nachadza konfiguraény subor, rovnako ako aj
certifikaty s certifikacnou autoritou elasticsearch na zabezpecenie Sifrovanej komunikacie.
Ukazka konfiguracného suboru kibana.ymil:

server.port: 5601

server.host: "0.0.0.0"

server.publicBaseUrl: "https://[internd doména]"
server.ssl.enabled: false

elasticsearch.hosts: ["https://192.168.2.178:9200"]
elasticsearch.username: "kibana system"
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elasticsearch.requestTimeout: 180000
elasticsearch.ssl.certificateAuthorities:
"/etc/kibana/certs/kibana/elasticsearch-ca.pem" ]
logging:
appenders:
file:
type: file
fileName: /var/log/kibana/kibana.log
layout:
type: json

root:
appenders:

- default

- file
pid.file: /run/kibana/kibana.pid
xpack.encryptedSavedObjects.encryptionKey: [keyl]
xpack.reporting.encryptionKey: [key2]
xpack.security.encryptionKey: [key3]
monitoring.kibana.collection.enabled: false
monitoring.ui.enabled: true

BRAIN:IT

monitoring.ui.elasticsearch.hosts: ["https://192.168.2.178:9200"]

monitoring.ui.ccs.enabled: false
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3 NASADENIE A ZAKLADNA KONFIGURACIA POC

Tu stru¢ne opisat, ako bol PoC nasadeny v OpenStack prostredi, ako boli pouzité VM
a kde bol pouzity Docker. Neist do detailov ako vo V14, len zhrnut redlny stav.

3.1 Model nasadenia
3.2 Pouzité virtualne stroje a sluzby

3.3 Zakladné integraéné vazby
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