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1. MACHINE LEARNING AND ARTIFICIAL INTELLIGENCE
IN CYBERSECURITY

With the advent of the information age, cybersecurity has become a pressing issue in
today's society and a skill that is in high demand in industry. Businesses, governments and
individual users are all exposed to the risk of security attacks and breaches. The fundamental
goal of cybersecurity is to protect users and their data. Cybersecurity is a multifaceted problem,
ranging from highly technical areas (cryptography and network attacks) to user-facing areas
(detection of hate speech or fraudulent credit card transactions). It helps prevent damage to
sensitive information, prevent financial fraud and losses, and protect users and their devices
from malicious actors. A large part of cybersecurity analytical processes, investigation and
detection is currently driven by machine learning ML (Machine Learning) and "intelligent"
systems.

In the following text, we describe the test results for the following defined security
threats:

DoS/DDoS attacks

spam

malware

phishing

advanced persistent threats APT

1.1. Detection of DOS attacks

"Denial-of-service" (DoS) and "distributed denial-of-service" (DDoS) attacks aim to
disrupt the normal operation of a target server, service or network by overwhelming it with a
flood of internet traffic. DoS attacks usually originate from a single source, while DDoS attacks
are launched from multiple compromised devices, often dispersed globally. This multitude of
sources makes DDoS attacks harder to stop, and they can have a more significant impact.

These attacks work by overloading the target with more requests than it can handle,
causing the system to slow down significantly or crash completely and denying service to
legitimate users. Common methods include exploiting server vulnerabilities or using a network
of bots, known as a botnet, to flood the target with traffic. The motivations for these attacks can
range from simple vandalism and personal grudges to extortion and political activism.

1.2. Detection of unwanted e-mail messages (Spam)

Spam e-mails (unwanted messages) account for approximately 60% of global e-mail
traffic. Although spam detection software has improved considerably since the first spam
message in 1978, anyone who has an e-mail account knows that spam remains a time-
consuming and costly problem.

1.3. Detection of malicious code (Malware)

Malware, short for malicious software, comprises various types of malicious software,
including viruses, worms, Trojan horses and ransomware. Each type has unique
characteristics and methods of infection and damage. Viruses, for example, attach themselves
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to clean files and spread uncontrollably, damaging file systems. Worms, on the other hand,
replicate themselves without human intervention and often exploit network vulnerabilities.

Trojan horses deceive users by disguising themselves as legitimate software, thereby gaining
unauthorized access to systems.

Ransomware represents a particularly dangerous form of malware. It encrypts the
victim's data and demands a ransom for the decryption key. This type of malware can cause
considerable operational disruption and financial losses. The impact of malware is not limited
to individual users; it also extends to large organizations and can lead to massive data
breaches, financial losses and reputational damage.

Preventing and mitigating malware attacks involves a combination of robust anti-virus
software, user education and adherence to cybersecurity best practices, such as regular
software updates and caution when downloading files or applications from the internet.
Understanding the various forms of malicious software is crucial for effective cybersecurity
measures, as it enables individuals and organizations to recognize potential threats and
respond accordingly.

1.4. Phising detection

Phishing is a deceptive cyber tactic used by attackers to obtain sensitive information
from unsuspecting victims. This method usually involves sending fraudulent e-mails or
messages that imitate legitimate sources, such as banks, government agencies or well-known
companies. The aim is to deceive recipients and make them disclose personal data, such as
login credentials, credit card numbers or other sensitive information.

These attacks can be highly sophisticated and use social engineering techniques to
create a sense of urgency or fear, which forces victims to react quickly without questioning the
authenticity of the request. Phishing messages often contain links to fake websites that closely
resemble legitimate ones, where victims unknowingly enter their sensitive information.

1.5. Detection of advanced persistent threats APT

Advanced persistent threats (APT) represent a category of cyberattacks in which an
unauthorized user gains access to a network and remains undetected for an extended period.
These attacks are usually aimed at stealing data or monitoring network activity rather than
causing immediate damage. APTs are often sponsored by nation states or large criminal
organizations, which makes them highly sophisticated and difficult to detect and eliminate.

APTs involve a lengthy, stealthy and complex infiltration process. Attackers use various
methods to gain entry, including spear-phishing, exploitation of vulnerabilities or the use of
malicious software. Once inside, they establish a foothold, often create backdoors and use
techniques to remain undetected. The ultimate goal of an APT is not immediate disruption, but
long-term espionage, data theft or the acquisition of strategic advantages.

Combating APTs requires a multifaceted approach, including the implementation of
multi-layered security defences, continuous monitoring of network activity, regular security
audits and training of employees to recognize potential threats. Early detection and rapid
response are essential to mitigate the impact of APTs. Organizations must adopt a posture of
constant vigilance and readiness to respond to these advanced threats.

T Funded b £ GOVERNMENT OFFICE
= the E y Uni RECOVERY “ OF THE SLOVAK REPUBLIC
. € European Union AND RESILIENCE

*

NextGenerationEU PLAN




