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1. METODOLOGIA

Literarna reSers vhodnych pripadov pouzitia ML/AI pri detekcii kybernetickych anomalii,
respektive vyhladavanie aplikacie AI/ML pre SOC bolo uskuto€nené prostrednictvom
vyhladavania vhodnych publikacii na platforme Web of Science (skratene WoS) pre pristup
k citatnym udajom z vedeckych €asopisov a konferenénych zbornikov. Na vyhladavanie bol
pouzity retazec kluCovych slov, respektive kombinacia jednotlivych kfuCovych slov, pricom
statickym prvkom bolo pouzitie bud klu¢ového slova ,Elastic Stack / ELK Stack® alebo
,openSearch®, nakolko sa jedna o otvorené datové analytické platformy pre bezpecnost,
respektive systémy na zber, indexovanie, vyhfadavanie vizualizaciu a analyzu logov
a udalosti, ktoré podporuju detekciu kybernetickych hrozieb a anomalii prostrednictvom
pravidiel aj strojového ucenia. Vyhladavanie na WoS prebehlo kombinaciou tychto hlavnych
klfucovych slov v doplneni s nasledujucimi doplnkovymi klu€ovymi slovami:

Al

ML

SOC

ANOMALY DETECTION
CYBER SECURITY
SECURITY OPERATIONS
SECURITY MONITORING
ALERTING

Vysledok analyzy v pripade vyuzitia klu€ového slova ,Elastic Stack®, respektive ,ELK
Stack® je 31 publikacii (tabulka 1).

ITOMMoOOw>

Tabulka 1 Pocet publikacii podla klti¢ovych slov v kombinacii s ,Elastic Stack/ ELK Stack®
A B C D E F G H
Pocet 3 1 3 12 5 1 4 2

Najvacsi pocet publikacii, teda 12 publikacii, bolo mozné najst’ s pouZitim retazca
kfucovych slov ,Elastic Stack/ ELK Stack® AND ,ANOMALY DETECTION®.

Vysledok analyzy v pripade vyuzitia kli€ového slova ,OpenSearch® v kombinacii
s ur€enymi dodato&nymi klu€ovymi slovami je rovny dvom publikaciam (tabulka 2).

Tabulka 2 Pocet publikacii podla klu¢ovych slov v kombinacii s ,OpenSearch*

A B Cc D E F G H
Pocet 0 0 0 0 0 0 1 1

V pripade vyhladavania vhodnych publikacii v kontexte analytickej platformy
OpenSearch boli najdené teda len dve publikacie, a to v doplneni kfu¢ového slova ,SECURITY
ALERTING" a ,ALERTING*-

Najdenych 33 publikacii bolo nasledne analyzovanych na zaklade dvoch kritérii, a to
ich dostupnosti, teda moznosti dohladania plného textu publikacie, a pouzitého jazyku
publikacie (angli¢tina). Z 33 publikacii bolo identifikovanych 15 publikacii, ktoré spifiaju dané
kritéria, teda su publikované v anglickom jazyku, a zarovefi su open source.
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2. VHODNE PUBLIKACIE

Tato kapitola obsahuje struény popis jednotlivych publikacii, respektive ich abstrakty
v pévodnom zneni (angli¢tine), spolu s ich slovenskymi prekladmi. Folino et al. (2023) sa
priamo venovali problematike detekcie kybernetickych hrozieb. Kulshrestha & Durbha (2020)
vytvarali systém detekcie anomalii v realnom ¢ase. Kyriakou & Sklavos (2018) skumali ako
zachytit nové hrozby v oblasti kybernetickej bezpecnosti. Poat et al. (2023) sa snazili
dosiahnut automatizovanu prevenciu naruseni v realnom ¢ase naprie€ réznymi systémami, so
zameranim na okamzity prehlfad o tom, ¢o a odkial bolo blokované, kto bol zablokovany, a
zarovenn mat moznost informovat komunitu v pripade odobratia pristupu, bez potreby
vytvarania ,ticketov®, ktoré mézu byt vybavené s oneskorenim. Jose et al. (2021) sa zamerali
na pokrocilejSie pristupy systémov detekcie sietovych anomalii. S dérazom nie len na robustny
algoritmus detekcie anomalii, ale aj mechanizmus prenosu dat v realnom case, ktory
minimalizuje oneskorenia reakcie. Vyskum sa zameriava na implementaciu streamovacieho
systému v realnom Case pre detekciu sietovych anomalii, schopného fungovat’ aj pri vysokom
objeme datovej prevadzky. Tran & Tran (2018) navrhli metédu na identifikaciu anomalii v
datovom subore, ktora dokaze detegovat anomaliu v Case, ked d6jde k utoku prostrednictvom
spamovych e-mailov. Yang et al. (2021) skumali pouzivanie umelej inteligencie a metéd
strojového ucenia pri kybernetickych utokoch, najma so zameranim na obranné metody proti
tymto utokom ich detekciou a identifikovanim prostrednictvom pozorovania logovacich dat a
analyzy, ¢i obsahuju abnormalne spravanie.

2.1. Enhancing intelligence SOC with big data tools

Abstract: Traditional security tools are based on predetermined signatures or rules that
show rigidity in the face of the dynamics of the interconnections that occur in organizations.
The inclusion of analytic in security systems extends the field of vision of security analysts for
proactive threat detection. This allows SOC specialists to make decisions in real time and focus
on the protection of critical assets of the organization. Our contribution in this work is to analyze
the applicability of the use of Big Data as a complementary tool for the detection of security
events in a real CSIRT environment, validating the architecture, configuration and visualization
using the ELK stack as a Big Data platform. (Andrade & Torres, 2018)

keywords: security operation center; cognitive security; big data; cybersecurity

Abstrakt: Tradicné bezpeénostné nastroje su zaloZzené na vopred stanovenych
podpisoch alebo pravidlach, ktoré su vo&i dynamike prepojeni v organizaciach pomerne
rigidné, nepruzné. Zaradenie analytickych nastrojov do bezpecnostnych systémov rozsiruje
zorné pole bezpec€nostnych analytikov pre proaktivnu detekciu hrozieb. To umoZhuje
Specialistom SOC prijimat rozhodnutia v realnom €ase a sustredit sa na ochranu kritickych
aktiv organizacie. Prinosom v tejto praci je analyza pouzitefnosti Big Data ako dopinkového
nastroja na detekciu bezpeénostnych udalosti v realnom prostredi CSIRT, overenie
architektury, konfiguracie a vizualizacie pomocou ELK stacku ako platformy Big Data. (Andrade
& Torres, 2018)

2.2. Building a Flexible and Resource-Light Monitoring Plat form for
a WLCG-Tier2

Abstract: Software development projects at Edinburgh identified a desire to build and
manage our own monitoring platform. This better allows us to support the developing and
varied physics and computing interests of our Experimental Particle Physics group. This
production platform enables oversight of international experimental data management, local
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software development projects and active monitoring of lab facilities within our research group.
Larger sites such as CERN have access to many resources to support generalpurpose
centralised monitoring solutions such as MONIT. At a WLCG Tier2 we only have access to a
fraction of these resources and manpower. Recycling nodes from grid storage and borrowed
capacity from our Tier2 Hypervisors has enabled us to build a reliable monitoring infrastructure.
This also contributes back to our Tier2 management improving our operational and security
monitoring. Shared experiences from larger sites gave us a head-start in building our own
service monitoring (FluentD) and multi-protocol (AMQP/STOMP/UDP datagram) messaging
frameworks atop both our Elasticsearch and OpenSearch clusters. This has been built with
minimal hardware and software complexity, maximising maintainability, and reducing
manpower costs. A secondary design goal has also been the ability to migrate and upgrade
individual components with minimal service interruption. To achieve this, we made heavy use
of different layers of containerisation (Podman/Docker), virtualization and NGINX web proxies.
This presentation details our experiences in developing this platform from scratch with a focus
on minimal resource use. This includes lessons learnt in deploying and comparing both an
Elasticsearch and OpenSearch clusters, as well as designing various levels of automation and
resiliency for our monitoring framework. This has culminated in us effectively indexing, parsing
and storing >200GB of logging and monitoring data per day. (Currie & Yuan, 2024)

Abstrakt: Softvérové vyvojové projekty v Edinburghu identifikovali potrebu vybudovat
a spravovat vlastniu monitorovaciu platformu. Tato iniciativa umoznuje efektivnejSie
podporovat dynamicky sa rozvijajuce a roznorodé zaujmy v oblasti fyziky a vypoctovej techniky
v ramci skupiny experimentalnej Casticovej fyziky. Produkéna platforma poskytuje dohlad nad
medzinarodnym riadenim experimentalnych dat, lokalnymi softvérovymi vyvojovymi projektmi
a zabezpecuje aktivne monitorovanie laboratérnych zariadeni vo vyskumnej infrastrukture.
Velké institucie, ako CERN, disponuju rozsiahlymi zdrojmi na implementaciu centralizovanych
monitorovacich rieSeni, akym je napriklad systém MONIT. Na urovni WLCG Tier2 vSak je k
dispozicii iba obmedzeny objem zdrojov a pracovnej kapacity. Recyklacia uzlov z grid storage
a vyuzivanie zapoziCanej kapacity z Tier2 hypervizorov umoznili vybudovat robustnu a
spolahlivi monitorovaciu infrastrukturu. Tento pristup zaroven prinasa pridanu hodnotu aj pre
samotnu spravu Tier2 prostredia zlepSenim prevadzkového a bezpecnostného monitoringu.
Skusenosti zdiefané vacsimi centrami poskytli vyznamnu vyhodu pri navrhu a implementacii
vlastného systému monitorovania sluzieb (FluentD) a multiprotokolovych spravovych ramcov
(AMQP/STOMP/UDP datagram) nad klastrami Elasticsearch a OpenSearch. Cela
infrastruktura bola navrhnuta s dérazom na minimalnu hardvérovu a softvérovi komplexnost,
¢o zvysuje jej udrziavatelnost’ a znizuje naklady na pracovnu silu. Sekundarnym dizajnovym
cielom bola schopnost migrovat a modernizovat jednotlivé komponenty s minimalnym
dopadom na dostupnost’ sluzieb. Na dosiahnutie tohto ciela sa intenzivne vyuzili viaceré vrstvy
kontajnerizacie (Podman/Docker), virtualizacie a NGINX webové proxy servery. Tato
prezentacia sumarizuje skusenosti s budovanim platformy od zakladov, s dérazom na
efektivne vyuzitie dostupnych zdrojov. Obsahuje aj poznatky ziskané pri nasadzovani a
porovnavani Elasticsearch a OpenSearch klastrov, ako aj pri navrhu réznych udrovni
automatizacie a odolnosti monitorovacieho ramca. Vysledkom je schopnost efektivne
indexovat, parsovat a ukladat viac nez 200 GB logovacich a monitorovacich dat denne. (Currie
& Yuan, 2024)

2.3. Observability in Microservices: An In-Depth Exploration of
Frameworks, Challenges, and Deployment Paradigms

Abstract: The widespread adoption of microservices-based architectures in native
cloud systems has amplified the need for robust observability strategies to ensure system
reliability and performance. Microservices, while enabling scalability and flexibility, introduce
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complexities such as distributed failure points, performance bottlenecks, and resource
mismanagement. This paper provides a comprehensive review of state-of-the-art observability
frameworks and tools designed for microservices architecture. It focuses on key aspects of
observability at the system, service, and network levels, utilizing logs, traces, and metrics as
core data sources. A thematic taxonomy is proposed, classifying the diverse approaches to
monitoring microservices based on implementation paradigms, deployment platforms, and
architecture patterns. The study compares existing solutions in terms of their capabilities,
limitations, and effectiveness in addressing observability challenges in cloud, edge, and fog
environments. Furthermore, open research issues are identified, and practical
recommendations are provided to optimize observability in complex, distributed microservices
ecosystems. This work aims to serve as a valuable resource for system architects, DevOps
engineers, and researchers striving to enhance the reliability and performance of modern
cloudnative systems. (Ummay Faseeha et al., 2025)

keywords: Microservices observability; Cloud-based microservices; System reliability;
Containerized computing environments; Real-time performance monitoring

Abstrakt: RozSirené prijatie architektur zaloZzenych na mikrosluzbach v cloudovych
systémoch nativnych pre prostredie cloudu zvyraznilo potrebu robustnych stratégii
pozorovatelnosti (observability strategies) na zabezpecenie spolahlivosti a vykonu systémov.
Mikrosluzby sice umoznuju Skalovatelnost a flexibilitu, avSak zaroven prinasaju komplexitu v
podobe distribuovanych miest zlyhania, vykonnostnych uzkych profilov a neefektivheho
riadenia zdrojov. Tato praca poskytuje komplexny prehfad najmodernejSich observability
ramcov a nastrojov navrhnutych pre architektiru mikrosluZieb. Zameriava sa na klfu¢ové
aspekty observability na urovni systému, sluzby a siete, priCom vyuziva logy, trasovania a
metriky ako zakladné datoveé zdroje. Je navrhnuta tematicka taxondmia, ktora klasifikuje rozne
pristupy k monitorovaniu mikrosluZieb na zaklade implementaénych paradigmat,
nasadzovacich platforiem a architektonickych vzorov. Studia porovnava existujlce rieSenia z
hladiska ich moznosti, obmedzeni a efektivnosti pri rieSeni vyziev observability v prostrediach
cloudu, edge computingu a fog computingu. Okrem toho identifikuje otvorené vyskumné
problémy a prinasa praktické odporu€ania na optimalizaciu observability v komplexnych
distribuovanych ekosystémoch mikrosluzieb. Cielom tejto prace je sluzit ako hodnotny zdroj
pre systémovych architektov, DevOps inzinierov a vyskumnikov usilujucich sa o zvySenie
spolahlivosti a vykonu modernych cloud-native systémov. (Ummay Faseeha et al., 2025)

2.4. An ensemble-based framework for user behaviour anomaly
detection and classification for cybersecurity

Abstract: Nowadays, the speed of the user and application logs is so quick that it is
almost impossible to analyse them in real time without using high-performance systems and
platforms. In cybersecurity, human behaviour is responsible directly or indirectly for the most
common attacks (i.e. ransomware and phishing). To monitor user behaviour, it is necessary to
process fast user logs coming from different and heterogeneous sources, having part of the
data or some entire sources missing. A framework based on the elastic stack (ELK) to process
and store log data in real time from different users and applications is proposed for this aim.
This system generates an ensemble of models to classify user behaviour and detect anomalies
in real time, exploiting the advantages of the ELK-based software architecture and of the
Kubernetes platform. In addition, a distributed evolutionary algorithm is used to classify the
users by exploiting their digital footprints derived from many data sources. Experiments
conducted on two real-life data sets verify the approach’s goodness in detecting anomalies in
user behaviour, coping with missing data and lowering the number of false alarms. (Folino et
al., 2023)
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keywords: Cybersecurity - Ensemble learning - Anomaly detection - Behavior
analytics

Abstrakt: V sucasnosti je rychlost generovania pouzivatelskych a aplikacnych logov
taka vysoka, ze ich analyza v realnom Case je prakticky nemozna bez vyuzitia
vysokovykonnych systémov a platforiem. V oblasti kybernetickej bezpecnosti je ludské
spravanie priamo alebo nepriamo zodpovedné za najcastejSie typy utokov (napr. ransomware
a phishing). Na monitorovanie pouzivatelského spravania je nevyhnutné spracovavat' rychlo
prichadzajuce logy z réznych heterogénnych zdrojov, pricom Cast dat alebo dokonca celé
zdroje mdzu chybat. Na tento uc€el je navrhnuty ramec zaloZzeny na Elastic stacku (ELK), ktory
umozfiuje spracovavat a ukladat logovacie data v realnom €ase z réznych pouzivatelskych a
aplikanych zdrojov. Systém generuje subor modelov na klasifikaciu pouZivatel'ského
spravania a detekciu anomalii v realnom ¢ase, pricom vyuziva vyhody softvérovej architektury
zalozenej na ELK a platformy Kubernetes. Okrem toho sa vyuziva distribuovany evoluc¢ny
algoritmus na klasifikaciu pouzivatelov na zaklade ich digitalnych stép odvodenych z viacerych
datovych zdrojov. Experimenty uskuto€nené na dvoch realnych datovych suboroch potvrdzuju
efektivnost navrhovaného pristupu pri detekcii anomalii v pouzivatelskom spravani, pri praci
s neuplnymi datami a pri znizovani poctu faloSnych poplachov. (Folino et al., 2023)

2.5. SUESSA: Sustainable & Ultra-Elastic Stack Security
Architecture for Securing loT Networks of Future Smart Cities

Abstract: Recently, the concept of a super smart city has received special attention
and has become the most popular agenda among city planners, policy makers and IT
industries around the globe. In this paper, we proposed a novel Sustainable Ultra-Elastic Stack
Security Architecture (SUESSA) which can address various future security challenges of
artificial intelligence (Al), big data and communication networks. Our architecture employs the
holistic approach based on sustainability of network security which is different than that of the
prevailing security practices. We propose to apply the sustainable approach in the Network
security architecture through augmentation of cloud, networks and end-point level, our
approach provides a robust and ultra-elastic mechanism of security that surpasses the
prevailing architecture. We evaluated the feasibility and performance of the security stack
containing a machine learning component, Elastic search engine, Kibana and Logstash as the
building blocks of the architecture. Based on our survey, SUESSA architecture overcomes the
disadvantages of current architecture specifically solving the problem of sustainability strongly
demanded in security architecture of the future smart cities. (Gautam & Norio, 2020)

keywords: Sustainable & Elastic Security Architecture, Holistic Approach, Super Smart
City, Future Cities, Atrtificial Intelligence

Abstrakt: V poslednom obdobi ziskal koncept super inteligentného mesta osobitnu
pozornost’ a stal sa jednou z najpopularnejSich tém medzi mestskymi planovaémi, tvorcami
politik a IT priemyslom na celom svete. V tomto ¢lanku je navrhnuta nova architektura
Sustainable Ultra-Elastic Stack Security Architecture (SUESSA), ktora dokaze riesit rézne
buduce bezpe€nostné vyzvy spojené s umelou inteligenciou (Al), big data a komunikaénymi
sietami. Tato architektura vyuziva holisticky pristup zaloZzeny na udrzatefnosti sietovej
bezpecnosti, ktory sa odliSuje od tradicnych bezpeénostnych praktik. Navrhuje sa aplikovat
principy udrzatefnosti do architektury sietovej bezpeénosti prostrednictvom rozSirenia na
urovni cloudu, sieti a koncovych bodov. Tento pristup poskytuje robustny a ultra-elasticky
bezpe€nostny mechanizmus, ktory prekonava existujuce architektury. Overila sa
realizovatelnost a vykon bezpelnostného stacku, ktorého zakladné komponenty tvoria
strojové ucenie, vyhladavaci engine Elasticsearch, vizualizacny nastroj Kibana a spracovatel
logov Logstash. Na zaklade tohto vyskumu architektira SUESSA prekonava nevyhody
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suc€asnych rieSeni, pricom konkrétne rieSi problém udrzatelnosti, ktory je kriticky pozadovany
v bezpecnostnych architekturach buducich inteligentnych miest. (Gautam & Norio, 2020)

2.6. Evaluating the Observability of Network Security Monitoring
Strategies With TOMATO

Abstract: Monitoring systems for malicious behavior increasingly requires aggregating
and analyzing data from various sources, such as network flows, host logs, and end-point
monitoring platforms. However, there’s currently a lack of metrics and methodologies to
compute the observability and efficiency of a security monitoring strategy. This manuscript
introduces TOMATO (Threat Observability & Monitoring Assessment Tool), which is a platform
to evaluate the effectiveness of a security monitoring strategy by exploring both the number of
known adversarial techniques that can be detected within a network, along with evaluating the
number of false-positives produced by the monitoring strategy. The output produces both an
observability score and efficiency score of a set of deployed monitoring techniques, which are
evaluated based on the data from the environment, and simulated attacks generated from
MITRE ATT&CK. The proposed approach is then integrated into an ELK stack and evaluated
on real SCADA devices within the WSU Smart City Testbed. (Halvorsen et al., 2019)

keywords: Computer security, network security, monitoring.

Abstrakt: Monitorovacie systémy zamerané na detekciu Skodlivého spravania €oraz
viac vyZaduju agregaciu a analyzu dat z réznych zdrojov, ako su sietové toky, hostitelské logy
a platformy na monitorovanie koncovych bodov. V sufasnosti vS8ak chybaju metriky a
metodolégie na vyhodnocovanie pozorovatelnosti (observability) a efektivnosti bezpenostnej
monitorovace;j stratégie. Tento ¢lanok predstavuje TOMATO (Threat Observability & Monitoring
Assessment Tool), platformu ur€enu na hodnotenie ucinnosti bezpecnostnej monitorovacej
stratégie. Nastroj vyhodnocuje jednak poéet znamych adversarialnych technik, ktoré je mozné
detegovat’ v sieti, ako aj poCet faloSne pozitivnych nalezov generovanych monitorovacou
stratégiou. Vystupom su dve metriky, observability score a efficiency score, pre subor
nasadenych monitorovacich technik. Tieto metriky su vypocCitané na zaklade dat zo
skumaného prostredia a simulovanych utokov vytvorenych podfa ramca MITRE ATT&CK.
Navrhovany pristup je nasledne integrovany do ELK stacku a vyhodnoteny na realnych
zariadeniach SCADA v ramci WSU Smart City Testbed. (Halvorsen et al., 2019)

2.7. EDGE ANALYTICS AND COMPLEX EVENT PROCESSING FOR
REAL TIME AIR POLLUTION MONITORING AND CONTROL

Abstract: The advent of the Internet of Things (IoT) has led to the generation of
tremendous amounts of data from various sources. Cloud based systems are effective in
storage and application of machine learning algorithms on such datasets. However, in some
cases it is important to enable real time processing for making immediate decisions. There are
many applications which require instantaneous analysis of the generated data for remedies in
event of an anomaly. Data associated with such use cases remains significant only for a short
duration of time. Various electronic sensors, e.g. Temperature, Moisture, Air Quality, Pressure,
Wind Velocity etc. present in a Wireless Sensor Network generate streams of values. It can be
processed using pipelines which provide prompt and quick analysis for decision making.
Stream Processing Systems can be helpful in such cases as they analyse data streams within
a few milliseconds to a few seconds. In this paper, we discuss an event based processing of
streaming data from air pollution sensors to create a real time anomaly detection system. To
reduce the delays associated with the generation of alarms in our pipeline, Apache
Foundation’s Stream Processing Tools, Kafka and Flink were used for operations on our
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streams. To further accelerate the process, all the analysis is conducted on an embedded edge
computing gateway device rather than sending data to the cloud for batch processing. The
results are obtained in the form of a geographical map visualization using ELK stack. The map

highlights the coordinates of the location with an unhealthy air quality index in real time.
(Kulshrestha & Durbha, 2020)

keywords: Internet of Things, Complex Event Processing, Air Pollution Sensors,
Stream Processing, LoRaWAN, Geospatial Big Data Analysis

Abstrakt: Nastup Internetu veci (loT) viedol k masivnej generacii dat z réznych zdrojov.
Cloudové systémy su efektivne pri ukladani a aplikacii algoritmov strojového ucenia na takéto
datové subory. V niektorych pripadoch je v8ak délezité umoznit spracovanie dat v realnom
Case, aby bolo mozné okamzite prijimat rozhodnutia. Existuje mnoho aplikacii, ktoré vyzaduju
okamzitu analyzu generovanych dat na prijatie opatreni pri vyskyte anomalii. Data spojené s
takymito pripadmi maju vyznam iba pocCas kratkeho ¢asového obdobia. R6zne elektronické
senzory, napriklad senzory teploty, vihkosti, kvality ovzdusia, tlaku, rychlosti vetra a pod., ktoré
su sucastou bezdrbtovej senzorovej siete, generuju prudy hodnét. Tie je mozné spracovavat
pomocou datovych pipeline, ktoré poskytuju rychlu a okamzitid analyzu na podporu
rozhodovania. Stream Processing Systems su v takychto pripadoch uzito&né, pretoze dokazu
analyzovat datové toky v Casovom horizonte od niekolkych milisekund po niekolko sekund. V
tomto Clanku sa diskutuje o udalostne orientovanom spracovani datovych tokov zo senzorov
znecistenia ovzdusia s ciefom vytvorit systém detekcie anomalii v realnom €ase. Na zniZenie
oneskoreni pri generovani alarmov v pipeline boli pouZité nastroje Apache Foundation pre
streamové spracovanie dat, Kafka a Flink. Na dalSie zrychlenie procesu je celd analyza
vykonavana na zabudovanom edge computing gateway zariadeni, namiesto odosielania dat
do cloudu na batch spracovanie. Vysledky su nasledne prezentované vo forme geografickej
mapovej vizualizacie vyuzivajucej ELK stack, pricom mapa v realnom Case zvyrazrnuje
suradnice lokalit s nezdravym indexom kvality ovzdusia. (Kulshrestha & Durbha, 2020)

2.8. Container-Based Honeypot Deployment for the Analysis of
Malicious Activity

Abstract: In today’s world, the field of cyber security is a fastpaced changing
environment. New threats are continuously emerging, and the ability to capture and effectively
analyze them is paramount. In our work, we are deploying multiple honeypot sensors in order
to monitor and study the actions of the attackers. The selected honeypots are Cowrie, Dionaea
and Glastopf, presented as a Linux host, a Windows host and a Web application respectively.
This enables us to have a diverse and broad environment that can attract attackers aiming at
different attack surfaces. The sensors are running on a containerization platform, Docker and
in this way, they are lightweight, resilient and could be easily deployed and managed. Our goal
is the creation of a single dashboard that can present the captured data effectively in real-time
and both in macroscopic and microscopic levels. Thus, we are utilizing the Elastic Stack and
we are enriching our data sources using Virus Total’s analysis engine. The proposed system
ran for a three-month period and provided numerous data points, from which instantaneous
useful conclusions were drawn for the behavior and nature of the malicious users. (Kyriakou &
Sklavos, 2018)

keywords: honeypot, Docker, virtualization, intrusion detection, malware, Cowrie,
Dionaea, Glastopf, Elastic Stack

Abstrakt: V suCasnom svete je oblast kybernetickej bezpecnosti dynamicky sa
meniace prostredie. Neustale vznikaju nové hrozby a schopnost ich zachytit a efektivne
analyzovat je klu€ova. V ramci tejto prace sa nasadzuje viacero honeypot senzorov s cielom
monitorovat a skumat spravanie uto¢nikov. Vybrané honeypoty su Cowrie, Dionaea a
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Glastopf, reprezentujuce Linux hostitela, Windows hostitela a webovu aplikaciu. Tento pristup
umoziiuje vytvorit réznorodé a rozsiahle prostredie, ktoré dokaze prilakat utoénikov
zameranych na r6zne uto€né plochy. Senzory su prevadzkované na platforme Docker, ¢im su
lahké, odolné a jednoducho nasaditelné a spravovatelné. Cieflom je vytvorenie jednotného
dashboardu, ktory dokaze efektivne prezentovat zachytené data v realnom Case, a to na
makroskopickej aj mikroskopickej urovni. Na tento uCel sa vyuziva Elastic Stack a datové
zdroje sa obohacuju pomocou analytického enginu VirusTotal. Navrhovany systém beZzal
pocCas trojmesacného obdobia a poskytol mnozstvo datovych bodov, z ktorych bolo mozné
okamzite vyvodit' uzitoCné zavery o spravani a povahe Skodlivych pouzivatefov. (Kyriakou &
Sklavos, 2018)

2.9. Self-Healing Cloud Services in Private Multi-Clouds

Abstract: As clouds continue to dominate as the de facto means of consuming shared
computing resources, cloud providers are required to ensure that their services always meet
or exceed service level agreements in terms of availability, reliability, scalability, performance
etc every hour, day and year. These challenging requirements are even exacerbated when it
comes to multi-cloud environments. In the era of automation and continuous cost reductions,
using humans to manually test and trigger corrective actions when needed in order to fulfill
these service level agreements is considered cumbersome and too expensive. In order to
thrive, cloud service providers need a solution which is efficient, cheaper to deploy and easy
to operate. This paper introduces a distributed container based solution for testing and self-
healing of cloud resources. The proposed solution is based on a containerized multi-agent
architecture which leverages Elasticsearch, Logstash, Kibana (ELK) stack and uses a rule-
based self-healing algorithm implemented using Drools rule engine and Spring Boot
framework. Preliminary tests show that the solution meets its target objectives in terms of
maintaining service level agreements, lowering deployment costs, high performance and
operability. (Mfula & Nurminen, 2018)

keywords: self-healing; multi-cloud; cloud computing

Abstrakt: KedZe cloudové rieSenia nadalej dominuju ako de facto spésob vyuzivania
zdiefanych vypoétovych zdrojov, poskytovatelia cloudu musia zabezpedit, aby ich sluzby vzdy
spifiali alebo presahovali Uroveri service level agreements (SLA) z hladiska dostupnosti,
spolahlivosti, Skalovatefnosti, vykonu a pod., a to v kazdej hodine, dni aj roku. Tieto narocné
poziadavky sa eSte viac zvyraziuju v prostredi multi-cloud infradtruktar. V ére automatizacie a
kontinualneho znizovania nakladov je vyuzivanie ludskej prace na manualne testovanie a
spustanie korekénych akcii pre pinenie SLA povazované za zdihavé a finanéne prili§ naroéné.
Pre uspesSné fungovanie potrebuju poskytovatelia cloudovych sluzieb rieSenie, ktoré je
efektivne, lacnejSie na nasadenie a jednoduché na prevadzku. Tento &lanok predstavuje
distribuované kontajnerové rieSenie pre testovanie a samoopravné mechanizmy cloudovych
zdrojov. Navrhované rieSenie je zalozené na kontajnerizovanej multi-agentovej architekture,
ktora vyuziva Elasticsearch, Logstash a Kibana (ELK) stack a aplikuje pravidlovo riadeny
samoopravny algoritmus, implementovany pomocou Drools rule engine a Spring Boot
frameworku. Predbezné testy ukazuju, Ze rieSenie spifia stanovené ciele z hladiska
dodrziavania SLA, znizovania nakladov na nasadenie, dosahovania vysokého vykonu a
jednoduchej prevadzkovatelnosti. (Mfula & Nurminen, 2018)

2.10. Flexible visualization of a 3rd party Intrusion Prevention
(Security) tool: A use case with the ELK stack

Abstract: A difficult aspect of cyber security is the ability to achieve automated real
time intrusion prevention across various sets of systems. To this extent, several companies are
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offering comprehensive solutions that leverage an “accuracy of scale” and moving much of the
intelligence and detection on the Cloud, relying on an ever-growing set of data and analytics
to increase decision accuracy. Often, they provide tools to visualize the decision workflows in
attack prevention (as well as tune the algorithm) but those solutions are not always practical
as companies see the problem as “global” that is, from a unified Cyber-security standpoint.
However, a key to a successful Cyber-security program is transparency and trust: from an
experimental team viewpoint, this specifically means having the ability to immediately see what
and from where, who has been blocked and being able to inform the community in case of a
revoked access without the need for filing a “ticket” (that may eventually be answered) — in
other words, rapid response to their user-base is essential but solutions targeting “sub-groups”
in an organization are not often available. We have come up with a versatile solution leveraging
the ELK stack (Elasticsearch, Logstash, & Kibana) and an IPS (Intrusion Prevention System)
based WAF (Web Application Firewall) from Signal Sciences. Signal Science allows the
streaming of detailed logs in a Logstash format suitable for custom solutions for visualization.
By combining these two tools, we have strengthened our security posture and enabled
individual experiments to monitor their own traffic. Specifically, the IPS WAF provides unique
data such as country of origin, protocol, response code, source IP, and paths accessed. In this
contribution, we will show how we engineered a visualization solution so experiment groups
could access a dashboard with predefined graphs but also, where they can create individual
customizable dashboards used to display blocked traffic and troubleshoot latency issues. We
will discuss the details and procedures for developing and configuring these tools and how it
benefits cyber security postures across our scientific based environment. (Poat et al., 2023)

Abstrakt: Jednym z naro¢nych aspektov kybernetickej bezpecnosti je schopnost
dosiahnut automatizovanu prevenciu naruseni v realnom ¢ase naprie€ réznymi systémami. V
tejto suvislosti viaceré spolo¢nosti ponukaju komplexné rieSenia, ktoré vyuZivaju tzv. ,accuracy
of scale” a presuvaju velku Cast inteligencie a detekcie do cloudu, pri¢om sa spoliehaju na
neustale rasttici objem dat a analytickych nastrojov na zvy$enie presnosti rozhodovania. Casto
poskytuju aj nastroje na vizualizaciu rozhodovacich workflow pri prevencii utokov (ako aj
moznosti ladenia algoritmov), no tieto rieSenia nebyvaju vzdy praktické, kedze firmy vnimaju
problém z globalnej perspektivy jednotnej kybernetickej bezpecnosti. Klu¢om k uspeSnému
programu kybernetickej bezpecnosti je vSak transparentnost a dbvera. Z pohladu
experimentalneho timu to znamena mat okamzity prehlad o tom, ¢o a odkial bolo blokované,
kto bol zablokovany, a zarovenn mat moznost informovat komunitu v pripade odobratia
pristupu, bez potreby vytvarania ,ticketov, ktoré mézu byt vybavené s oneskorenim. Inymi
slovami, rychla reakcia vocCi pouzivatel'skej zakladni je zasadna, no rieSenia zamerané na sub-
skupiny v ramci organizacie nie su ¢asto dostupné. Navrhnuté bolo preto univerzalne rieSenie
zalozené na ELK stacku (Elasticsearch, Logstash, Kibana) a IPS (Intrusion Prevention
System) typu WAF (Web Application Firewall) od spolo¢nosti Signal Sciences. Signal Sciences
umozfiuje streamovanie detailnych logov vo formate Logstash, ktoré su vhodné pre tvorbu
vlastnych vizualizacnych rieSeni. Kombinaciou tychto dvoch nastrojov sa posilnila
bezpe€nostna architektur a umoznila sa jednotlivym experimentom monitorovat vlastna
prevadzka. Konkrétne IPS WAF poskytuje unikatne udaje, ako su krajina pévodu, protokol,
navratovy kdéd, zdrojova IP adresa a pristupované cesty. V tomto prispevku je ukazané, ako
sa navrhlo vizualizaCné rieSenie, ktoré umozrniuje experimentalnym skupinam pristupovat’ k
dashboardu s preddefinovanymi grafmi, ale aj vytvarat individualne prispésobené dashboardy
na zobrazovanie blokovanej prevadzky a rieSenie problémov s latenciou. Podrobne su
predstavené postupy pri vyvoji a konfiguracii tychto nastrojov a ukazané, ako prispievaju k
posilneniu kybernetickej bezpeénosti v prostredi orientovanom na vedecky vyskum. (Poat et
al., 2023)
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211. An ML Based Anomaly Detection System in real time data
streams

Abstract: Due to the advancements in machine learning and artificial intelligence
applied fields, network anomaly detection systems have experienced an evolution from
traditional signaturebased methods for intrusion detection. Nonetheless, as security measures
evolve, more sophisticated attacks are also constantly being developed by hackers. Not only
a robust anomaly detection algorithm is needed, but also a real-time data feeding mechanism
for minimizing the reaction-time impact is required. Moreover, DDoS attacks can flood the
network data channels with more than thousands of packets per second with the latent effect
of overloading most traditional monitoring systems that rely on data storage. Due to this, the
research presented in this paper focuses its efforts on implementing a real-time data streaming
system for network anomaly detection that can operate during a high volume of traffic data.
The solution includes the deployment of a flow collector platform connected to Apache Kafka
for receiving NetFlow data from network switches. Also, real-time big data processing
techniques are applied through Apache Spark, where the ML anomaly detection is triggered.
The detection of anomalies is performed by a combination of the unsupervised learning
clustering algorithm k-means and the supervised learning classifier KNN (k- nearest
neighbors). Finally, a monitoring system consisting of an ELK stack collects historical data for
further evolution of the ML algorithms. (Jose et al., 2021)

keywords: Anomaly Detection, Machine Learning, Big Data, NetFlow, Data Streams

Abstrakt: Vdaka pokrokom v oblasti strojového ucCenia a aplikovanej umelej
inteligencie presli systémy detekcie sietovych anomalii vyvojom od tradi¢énych signaturovych
metod detekcie naruseni k pokro€ilejSim pristupom. Napriek tomu, ako sa bezpeénostné
opatrenia zdokonaluju, uto€nici neustale vyvijaju sofistikovanejSie techniky utokov. Preto je
nevyhnutné nielen nasadit robustny algoritmus detekcie anomalii, ale aj vytvorit mechanizmus
prenosu dat v redlnom Case, ktory minimalizuje oneskorenia reakcie. Navy$e, DDoS utoky
mdzu zahltit’ datové kanaly siete tisickami paketov za sekundu, ¢o vedie k pretazeniu vacsiny
tradicnych monitorovacich systémov, ktoré sa spoliehaju na ukladanie dat. Z tohto dévodu sa
vyskum prezentovany v tomto ¢lanku zameriava na implementaciu streamovacieho systému
v realnom Case pre detekciu sietovych anomalii, schopného fungovat’ aj pri vysokom objeme
datovej prevadzky. Navrhované rieSenie zahffia nasadenie flow collector platformy prepojene;j
s Apache Kafka na prijem NetFlow dat zo sietovych prepinacov. Nasledne sa aplikuju techniky
spracovania big data v realnom Case prostrednictvom Apache Spark, kde sa spusta ML
detekcia anomalii. Detekcia je realizovana kombinaciou neucenej (unsupervised) metody
klastrovania k-means a uceného (supervised) klasifikatora KNN (k-nearest neighbors).
Nakoniec je su€ast'ou riedenia aj monitorovaci systém na baze ELK stacku, ktory zhromazduje
historické data na dalSi rozvoj ML algoritmov. (Jose et al., 2021)

2.12. Anomaly Detection in POSTFIX mail log using Principal
Component Analysis

Abstract: Anomalies in a dataset are the abnormal observations of the data, and they
often represent the problems or defectives coming from some changes in the system
operation. Detecting the anomalies in a data set is the first step from which further analysis
can be done to locate the actual root cause in the data. In this paper, we propose a general
method to pinpoint the anomalies from a set of Postfix mail log. This method utilizes the Elastic
Stack to collect and process log data, then applies Principal Component Analysis to separate
the abnormal data from the normal one. To demonstrate the feasibility of the solution, we test
it against a collection of a million Postfix log messages. The result is promising under
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experimentation as it can detect an anomaly at the time a spam mail attack occurs. (Tran &
Tran, 2018)

keywords: anomaly, elasticsearch, elastic stack, postfix, kibana, logstash, watcher

Abstrakt: Anomalie v datovom subore predstavuju abnormalne pozorovania dat, ktoré
Casto signalizuju problémy alebo chyby spdsobené zmenami v prevadzke systému. Detekcia
anomalii v datovom subore je prvym krokom, na ktory nadvazuje dalSia analyza s cielom urcCit
skuto€nu pri€inu v datach. V tomto ¢lanku je navrhnuta vSeobecna metéda na identifikaciu
anomalii zo suboru logov Postfix mail servera. Navrhovana metdéda vyuziva Elastic Stack na
zber a spracovanie logovacich dat a nasledne aplikuje analyzu hlavnych komponentov (PCA
— Principal Component Analysis) na oddelenie abnormalnych dat od normalnych. Na overenie
uskutoénitelnosti rieSenia sa otestoval na subore obsahujucom milion logovacich sprav
Postfixu. Vysledky experimentov su sfubné, kedze metdda dokaze detegovat anomaliu v Case,
ked dbjde k utoku prostrednictvom spamovych e-mailov. (Tran & Tran, 2018)

2.13. Cyberattacks Detection and Analysis in a Network Log System
Using XGBoost with ELK Stack

Abstract: The usage of artificial intelligence and machine learning methods on
cyberattacks increasing significantly recently. For the defense method of cyberattacks, it is
possible to detect and identify the attack event by observing the log data and analyzing whether
it has abnormal behavior or not. This paper implemented the ELK Stack network log system
(NetFlow Log) to visually analyze log data and present several network attack behavior
characteristics for further analysis. Additionally, this system evaluated the extreme gradient
enhancement (XGBoost), Recurrent Neural Network (RNN), and Deep Neural Network (DNN)
model for machine learning methods. Keras was used as a deep learning framework for
building a model to detect the attack event. From the experiments, it can be confirmed that the
XGBoost model has an accuracy rate of 96.01% for potential threats. The full attack data set
can achieve 96.26% accuracy, which is better than RNN and DNN models. (Yang et al., 2021)

keywords: Cyber Security , Machine Learning , ELK Stack , XGBoost , NetFlow Log

Abstrakt: Pouzivanie umelej inteligencie (Al) a metdd strojového ucenia (ML) pri
kybernetickych utokoch v poslednom obdobi vyznamne narasta. Z hlfadiska obrannych metod
proti tymto utokom je mozné detegovat a identifikovat utok prostrednictvom pozorovania
logovacich dat a analyzy, &i obsahuju abnormalne spravanie. V tomto ¢lanku bol
implementovany systém ELK Stack pre sietové logy (NetFlow Log) na vizualnu analyzu
logovacich dat a prezentaciu vybranych charakteristik spravania sietovych utokov pre dalSiu
analyzu. Okrem toho systém vyhodnotil metddy strojového u€enia: Extreme Gradient Boosting
(XGBoost), Recurrent Neural Network (RNN) a Deep Neural Network (DNN). Na vytvorenie
modelu pre detekciu utokov bol pouZity framework Keras pre hlboké ucenie. Vysledky
experimentov potvrdzuju, Ze model XGBoost dosahuje presnost 96,01 % pri identifikacii
potencialnych hrozieb. Pri praci s uplnou mnozZinou dat utokov je dosiahnuta presnost 96,26
%, €o je lepSi vysledok v porovnani s modelmi RNN a DNN. (Yang et al., 2021)
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2.14. Improving State-of-the-art Compression Techniques for Log
Management Tools

Abstract: Log data records important runtime information about the running of a
software system for different purposes including performance assurance, capacity planning,
and anomaly detection. Log management tools such as ELK Stack and Splunk are widely
adopted to manage and leverage log data in order to assist DevOps in real-time log analytics
and decision making. To enable fast queries and to save storage space, such tools split log
data into small blocks (e.g., 16KB), then index and compress each block separately. Previous
log compression studies focus on improving the compression of either large-sized log files or
log streams, without considering improving the compression of small log blocks (the actual
compression need by modern log management tools). The evaluation of four state-of-the-art
compression approaches (e.g., Logzip, a variation of Logzip by pre-extracting log templates
named Logzip-E, LogArchive and Cowic) indicates that these approaches do not perform well
on small log blocks. In fact, the compressed blocks that are preprocessed using Logzip,
Logzip-E, LogArchive or Cowic are even larger (on median 1.3 times, 1.5 times, 0.2 times or
6.6 times) than the compressed blocks without any preprocessing. Hence, we propose an
approach named LogBlock to preprocess small log blocks before compressing them with a
general compressor such as gzip, deflate and Iz4, which are widely adopted by log
management tools. LogBlock reduces the repetitiveness of logs by preprocessing the log
headers and rearranging the log content leading to an improved compression ratio for a log
file. Our evaluation on 16 log files shows that, for 16KB to 128KB block sizes, the compressed
blocks by LogBlock are on median 5% to 21% smaller than the same compressed blocks
without preprocessing (outperforming the state-of-the-art compression approaches). LogBlock
achieves both a higher compression ratio (a median of 1.7 to 8.4 times, 1.9 to 10.0 times, 1.3
to 1.9 times and 6.2 to 11.4 times) and a faster compression speed (a median of 30.8 to 49.7
times, 42.6 to 53.8 times, 4.5 to 6.0 times and 2.5 to 4.0 times) than Logzip, Logzip-E,
LogArchive and Cowic. LogBlock can help improve the storage efficiency of log management
tools. (Yao et al., 2021)

keywords: Software log compression, Software logging, Log management tools

Abstrakt: Logovacie data zaznamenavaju ddlezité informacie o behu softvérového
systému, ktoré sa vyuZivaju na rézne ucely, vratane zabezpeCenia vykonu, planovania
kapacity a detekcie anomalii. Nastroje na spravu logov, ako ELK Stack a Splunk, su Siroko
pouzivané na spravu a vyuzivanie logovacich dat s cielom podporit DevOps pri analyze logov
v realnom Case a pri rozhodovani. Aby bolo mozné vykonavat rychle dopyty a Setrit' ulozny
priestor, takéto nastroje rozdeluju logovacie data na malé bloky (napr. 16 KB), ktoré nasledne
indexuju a komprimuju samostatne. Predchadzajuce Studie v oblasti kompresie logov sa
zameriavali na zlepSenie kompresie bud velkych logovacich suborov, alebo logovacich tokov,
pricom nebrali do uvahy kompresiu malych logovacich blokov, ¢o je pritom skutoCna potreba
modernych nastrojov na spravu logov. Vyhodnotenie Styroch najmodernejSich pristupov ku
kompresii, Logzip, jeho variacie Logzip-E (s predextrahovanymi $ablénami logov), LogArchive
a Cowic, ukazuje, Ze tieto pristupy nedosahuju dobré vysledky pri malych logovacich blokoch.
V skutocnosti sa ukazuje, Zze bloky spracované pomocou tychto pristupov su po kompresii
dokonca vacsie (v mediane 1,3x, 1,6%x, 0,2x alebo 6,6x) nezZ bloky komprimované bez
akejkolvek predspracovatelskej upravy. Preto je navrhuty novy pristup s nazvom LogBlock,
ktory umoznuje predspracovanie malych logovacich blokov pred ich kompresiou vSeobecnymi
kompresormi, ako su gzip, deflate alebo 1z4, ktoré su Siroko pouzivané v nastrojoch na spravu
logov. LogBlock znizuje redundanciu logov predspracovanim hlaviCiek logov a
preusporiadanim obsahu, ¢o vedie k lepSiemu kompresnému pomeru pri logovacich suboroch.
Evaluacia na 16 logovacich suboroch ukazuje, Ze pri velkosti blokov 16 KB az 128 KB su bloky
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komprimované s LogBlock-om v mediane o 5 % az 21 % menSie ako tie isté bloky
komprimované bez predspracovania (a zaroven prekonavaju existujuce pristupy). LogBlock
dosahuje nielen vy8si kompresny pomer (v mediane 1,7-8,4x, 1,9-10,0%, 1,3-1,9x a 6,2—
11,4x) ale aj vySSiu rychlost kompresie (v mediane 30,8—-49,7%, 42,6-53,8x, 4,5-6,0% a 2,5—
4,0x) nez Logzip, Logzip-E, LogArchive a Cowic. LogBlock tak predstavuje efektivny spésob,
ako zlepSit uloznu efektivitu nastrojov na spravu logov. (Yao et al., 2021)

2.15. SDGen: A Scalable, Reproducible and Flexible Approach to
Generate Real World Cyber Security Datasets

Abstract: Real world cyber security datasets are essential for developing and
evaluating new techniques to counter cyber attacks. ldeally, these datasets should represent
modern network infrastructures with upto-date cyber attacks. However, existing datasets
commonly used by researchers are either synthetic, unscalable or easily outdated due to the
dynamic network infrastructure and evolving nature of cyber attacks. In this paper, we introduce
a security dataset generator (SDGen) which focuses on a scalable, reproducible and flexible
approach to generate real world datasets for detection and response against cyber attacks.
We implement SDGen within a virtual environment using DetectionLab, ELK (Elasticsearch,
Logstash, Kibana) stack with Beats and AttacklQ (a security control validation platform). This
implementation in fact provides a proof-of-concept (POC) of SDGen to demonstrate the
dataset generation of an organisation being compromised by several types of Ransomware.
We showcase that our proposed dataset generator, SDGen, provides scalability, reproducibility
and flexibility in generating cyber security datasets by modifying the configurations in
DetectionLab, Vagrant-Files and launching different types of attacks in AttacklQ. (Abigail et al.,
2022)

keywords: Dataset generation; MITRE ATT&CK framework; Application security

Abstrakt: Redalne kyberbezpecnostné datové subory su nevyhnutné pre vyvoj a
hodnotenie novych technik na boj proti kybernetickym utokom. ldealne by mali tieto datove
subory reprezentovat moderné sietové infrastruktury s aktualnymi typmi utokov. Existujuce
datové subory, ktoré vyskumnici bezne pouzivaju, su vSak cCasto syntetické, tazko
Skalovatelné alebo rychlo zastaravaju v doésledku dynamiky sietovej infrastruktury a neustale
sa vyvijajucej povahy kybernetickych utokov. V tomto ¢lanku je predstaveny Security Dataset
Generator (SDGen), ktory sa zameriava na Skalovatelny, reprodukovatelny a flexibilny pristup
k tvorbe realnych datovych suborov uréenych na detekciu a reakciu proti kybernetickym
utokom. SDGen je implementovany vo virtualnom prostredi pomocou DetectionLab, ELK
stacku (Elasticsearch, Logstash, Kibana) s Beats a platformy AttacklQ (platforma na validaciu
bezpeénostnych kontrol). Tato implementacia predstavuje proof-of-concept (POC) nastroja
SDGen, ktory demonstruje generovanie datasetu organizacie kompromitovanej réznymi typmi
ransomvéru. Ukazané je, ze navrhnuty generator datasetov SDGen prinasa Skalovatelnost,
reprodukovatelnost’ a flexibilitu pri tvorbe kyberbezpeénostnych datovych suborov Upravou
konfiguracii v DetectionLab, Vagrant-Files a spustanim réznych typov utokov v AttacklQ.
(Abigail et al., 2022)
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